Software Switch Lab:

192.168.1.0/24

172.29.129.0/24 4
WAN 254

Internet

MGMT
192.168.100.17

Let’s login to Fortigate Firewall default username is admin and there is no password we need to
set new password in this case the password is 123.

FortiGate-VM64-KVM login: admin

Password:

You are forced to change your password. Please input a new password.

New Password:

Confirm Password:

Welcome!

Fortigate Firewall get Management IP address through DHCP automatically.

FortiGate-VM64-KVM # show system interface

name Name.

fortilink static 0.0.0.0 0.0.0.0 10.255.1.1 255.255.255.0 up disable aggrega
te enable
12t.root static
naf.root static

0 up disable tunnel enable

0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable tunnel disable

portl dhcp 0.0.0.0 0.0.0.0 | 192.168.100.27 255.255.255.0| up disable physical
enable

port2 static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable
port3 static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable
portd static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable

1| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets


mailto:ahmadalimsc@gmail.com

Let’s browse Fortigate Firewall IP address in the browser http://192.168.100.27 login with
default username admin and password set initially which is 123.

& C A Not secure | 192.168.100.27/login?redir=%2F
admin =
eee =

Set the hostname in this case FW and click OK to continue.

Setup Progress Specify Hostname
> Specify Hostname By default, this FortiGate will use the serial number/model as its hostname. It
Change Your Password A\ isstrongly recommended to set a descriptive hostname to make this

FortiGate more identifiable.

Dashboard Setup

Upgrade Firmware Use default hostname @ @

Hostname | FW

Select Optimal and click OK to continue log in to Fortigate Firewall dashboard.

Setup Progress Dashboard Setup
Specify Hostname Select one of the following options to decide what dashboards will be
Change Your Password A available by default. You can always change your selection or manually
- customize your own dashboards later.

> Dashboard Setup

Upgrade Firmware Optimal
A set of popular default dashboards and FortiView monitors.

Comprehensive

A set of default dashboards as well as all monitors and FortiViews.
This set will be familiar to users coming from previous FortiOS

versions
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Navigate to Network > Interfaces double click on port2 to configure it as WAN interface type
the Alias WAN, choose the Role WAN change the Addressing Mode to DHCP click OK.

= FW

& Dashboard

Packet Capture
SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast

Policy & Objects
Security Profiles
VPN

»
]
[m]
a

User & Authentication
£ System
NN Security Fabric

L™ |og & Report

F:RTINET

= Q
Edit Interface
Name [ port2
Alias | waN
Type [® Physical Interface
VRFID @ 0
Role € [ WAN -|
Estimated bandwidth @ 0 kbps Upstream
0 kbps Downstream

(® Dedicated Management Port

Address

Addressing mode Manual [§slg(eiz <::I
Retrieve default gateway from server @
Distance

Override internal DNS [ @]

Administrative Access

IPv4 [ HTTPS PING [ FMG-Access
O ssH O SNMP OF™M
. Security Fabric
() RADIUS Accounting O Connection € () Speed Test
Receive LLDP @ | Use VDOM Setting [[Einay Disable

U

Cancel

Change the other interfaces Alias names and Role set Port3 Alias to LAN1, Port4 to LAN2 and

Port5 to LAN3 besides th

is set Alias for portl MGMT.

[® LAN1 (port3)
M LAN2 (port4)
[ LAN3 (port5)

[ MGMT (port1)

2 NAT interface (nafroot)

™ WAN (port2)

™ Physical Interface 0.0.0.0/0.0.0.0 PING

[® Physical Interface 0.0.0.0/0.0.0.0 PING

[® Physical Interface 0.0.0.0/0.00.0 PING

™ Physical Interface 192.168.114.173/255.255.255.0 PING
HTTPS
SSH
HTTP

(@ Tunnel Interface 0.0.0.0/0.0.0.0

[® Physical Interface 172.29.129.190/255.255.255.0 PING
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Navigate to Network >Interfaces click on Create New choose Interface.
@ mw

@ Dashboard —
:.f FortiGateVM64-KVM 1 3 5
(] (1) [ (P
1] ) 6

2 4
Packet Capture +[CreateNew~]| & Edit 10 1terface Search
st i Type Members & IP/Netmask &

Zone ®_ AAA A Y . -~ - . 1 - PEF ]

= FW = Q
@ Dashboard New Interface
Name | Soft-SW 0
Alias Saoftware Switch
Type =3 Software Switch -
Packet Capture
VRFID © 0
SD-WAN Interface members | [# LAN1 (port3) %
Static Routes H LAN2 (portd) X
Policy Routes [# LAN3 (port5) %
RIP +
OSPF Role 0 LAN -
BGP
Address
Routing Objects
Multicast Addressing mode m DHCP | Auto-managed by IPAM
IP/Netmask | 192.168.1.254/24
Policy & Objects /
_ Create address object matching subnet €@
Security Profiles
Name & Soft-SW address
VPN
Destination 192.168.1.254/24
User & Authentication
Secondary IP address »
£ System
¥ Security Fabric Administrative Access
Lol ee IPv4 () HTTPS PING ] FMG-Access
(J ssH (O SNMP OFM

Let’s enable DHCP Server on this interface to get IP address automatically on PCs.
@ DHCP Server

Packet Capture
SD-WAN DHCP status [+ RELIEGE © Disabled
Static Routes Addressrange | 192.168.1.2-192.168.1.254 |
Policy Routes o
RIP Netmask 255.255.255.0
OSPF Default gateway Same as Interface IP JS*2413%
BGP DNS server Same as System DNS | Same as Interface IP
Routing Objects DNSserver1 | 8.888 [ %
+]
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Testing and Verification:
Right click to get Desktop Menu click on Network Manager click refresh to get IP address.

Terminal

File Manager

Web Browser
Text Editor
Calculator
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Let’s try to ping each PC from another PC the result show its ping each other.

64 bytes from 1
64 bytes from 1

Every PC belong to different Interface of Fortigate Firewall however they are reachable to each
other like the connected to switch in the same subnet.
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If you want to allow Software switch to access internet let’s create a default route first.
(@ Fw = Q

& Dashboard

New Static Route

Automatic gateway retrieval €@ (B

interfaces Destination € Internet Service

ONS 0.0.0.0/0.0.0.0 A

Packet Capture Gateway Address € Dynamic 17229.129.254

SRRl Interface [® WAN (port2) %

:

Policy Routes Administrative Distance € 10

RIP Comments Write a comment... 4 0/255
Status (+JELEN © Disabled

E3 Advanced Options

Create Policy to allow Software Switch to WAN internet enable NAT click OK.

Emw = Q
@ Dashboard New Policy
b Network
B Policy & s Name € Soft-SW to Internet
irewall Policy Incoming Interface | =22 Software Switch (Soft-SW) v
IPv4 DoS Policy Outgoing Interface | [ WAN (port2) v
Addresses Source 2 all x
+
Internet Service
Deiless Destination = all x
+
Services
Schedule fo always v
Schedules
Service Il ALL x
Virtual IPs *
IP Pools Action v ACCEPT HZNEANN

Protocol Options

Traffic Shaping

& Security Profiles
8 VPN

Inspection Mode BELIEEHEN Proxy-based

Firewall / Network Options

[ AT

O]

Try to access any website or Ping from internal PC1, PC2 or PC3 it will work.
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