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First, to create the IP Pool, Port Block Allocation NAT pool. Navigate to Policy & Objects > IP
Pools and click Create New Enter a descriptive name, click Port Block Allocation and enter the
external IP address want applied for this pool in this case (192.168.1.130-192.168.1.132).
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Let’s go back to Policy & Objects > Firewall Policy Enable NAT and Change the IP Pool
Configuration to Use Dynamic IP Pool and select the IP Pool created earlier which is (SNAT-Port-
Block-Allocation). Click OK.
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Q, Search .
Firewall Policy %dl  Incoming Interface = [ LAN (port3) x

2 FIREWALLIPPOOL (4)

*
IPv4 DoS Policy e :
Outgoing Interface [ WAN-1 (port1) t SNAT-Fixed-Port-Range
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Verification & Testing:

When the clients in internal network need to access servers in external network, we need to
translate IP addresses from 10.0.1.0/24 to IP address 192.168.1.130 — 192.168.1.132. For
packets that match this policy, its source IP address is translated to the IP address of the
outgoing range 192.168.1.130 — 192.168.1.132. Let’s visit from internal PCs to external.

Bl Administrator; Command Prompt - ping 8888 -t
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=

= FW1
# Dashboard
Status
Security
Network

Users & Devices
+

FortiView Sources

FortiView Sessions

FortiView Destinations

FortiView Applications

FortiView Web Sites

FortiView Policies

| © AddFilter

Source Destination Destination Interface Application Source NAT Address
10011 E58888 [ WAN-1 (port1) ICMP/8 192.168.1.130
100.1.10 ==8888 [ WAN-1 (port1) ICMP/8 192.168.1.130
100.1.10 B8 1.1.11 [ WAN-1 (port1) UDP/53 192.168.1.102
100.1.10 =5 142250.1804 M WAN-1 (portl) TCP/443 192.168.1.130
100.1.10 =5 1422501804 [ WAN-1 (port1) TCP/443 192.168.1.130

FW1 # get system

session list
EXPIRE _SOURCE

SOURCE -NAT

DESTINATION

[10.0.1.1:1

192.168.1.130

:5249|8.8.8.8:8 -

192.168.1.102:2943 -
192.168.1.102:2943 -
127.0.0.1:22357 -

8.8.8.8:53 -
192.168.1.254:53 -
127.0.0.1:9980 -

| 16.0.1.10:6035

192.168.1.130

:5139'8.8.8.8:8 -

PROTO

icmp 59
udp 127
udp 77
udp 46
icmp 59
tcp 3598
udp 77
udp 126
udp 91
tep 3590
tep 118
--More- - I

192.168.114.1:62844 -

10.0.1.10:46462 192.168.1.102
10.0.1.1:57465 192.168.1.102
192.168.1.102:2943 -

10.0.1.10:58484 192.168.1.130
10.0.1.10:58486 192.168.1.130

192.168.114.200:80

146462 1.1.1.1:53
157465 8.8.8.8:53
1.1.1.1:53 -
15236 142.250.180.4:443 -

15238 142.250.180.4:443 -

DESTINATION-NAT
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