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First, to create the IP Pool, or Fixed Port Range NAT pool. Navigate to Policy & Objects > IP
Pools and click Create New Enter a descriptive name, click Fixed Port Range and enter the
external IP address want applied for this pool in this case (192.168.1.120-192.168.1.121).

Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs

IP Pools

@ Dashboard
% Network

E| Policy & Objects

Firewall Policy
IPv4 DoS Policy

Databa

Services

Schedules

Virtual IPs

Name &

New Dynamic IP Pool

Name
Comments

Type

Internal IP Rangs ©
Ports Per User
ARP Reply

External IP address/range €@

MNoresults
m Clone Delete Search
External IP Range % Type *
192.168.1.100- 192.168.1.102 Overload
SNAT-Fixed-Port-Range |
Write a comment... £ 0/255

Overload | One-to-One RErGildviadiehli=8 Port Block Allocation

192.168.1.120-192.168.1.121
10.0.1.1-10.0.1.10

® ]
©
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Let’s go back to Policy & Objects > Firewall Policy Enable NAT and Change the IP Pool

Configuration to Use Dynamic IP Pool & select IP Pool created earlier (SNAT-Fixed-Port-Range).

& P

@ Dashboard
& Network

IPv4 DoS Policy
Addr

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
a8 Security Profiles
8 VPN
User & Authentication
System
Y% Security Fabric

Log & Report

Edit Policy

Name @

Incoming Interface

Qutgeing Interface

Source

Destination

Schedule

Service

Action

Allow LAN-to-WAN
[® LAN (port3)

+

[ WAN-1 (port1)

+
Hall

+
= all

+
[o always
m ALL

+

U ooyl @ DENY

Inspection Mode QEGITEESLE Proxy-based

Firewall / Network Options

NAT

©

IP Pool Configuration

Preserve Source Port

Verification & Testing:

Use Qutgoing Interface Address USRI ED T R0

® SNAT-Fixed-Port-Range
+

Select Entries
Q Search
= FIREWALL IPPOOL (3)

SNAT-Fixed-Port-Range

@ SNAT-One-to-One
SNAT-Overload

Preserve Source Port
has to be disabled

When the clients in internal network need to access servers in external network, we need to
translate IP addresses from 10.0.1.0/24 to IP address 192.168.1.120 - 192.168.1.121. For
packets that match this policy, its source IP address is translated to the IP address of the
outgoing range 192.168.1.120 — 192.168.1.121. Let’s visit from internal PCs to external.

Bl Administrator Command Prompt - ping 8888 -t

6.1. 11
ft Corporation. All right
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Let’s go to Dashboard>FortiView Session better to Apply Filter for best view.

[ Fwi1 = Q
@] Dashboard o .
FortiView Sessions
Status
— | © AddFilter
Network Source Destination Destination Interface Application Source NAT Address
Users & Devices 10011 88838 M WAN-1 (port1) ICMP/8 192.168.1.120
+
10.0.1.10 ==8.888 M WAN-1 (port1) ICMP/8 192.168.1.121

FortiView Sources
FortiView Destinations
FortiView Applications
FortiView Web Sites

FortiView Policies

Let’s verify through FortiGate Firewall CLI command get system session list.

FW1 # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
icmp 59 I 10.0.1.1:1 192.168.1.120:12084'8.8.8.8:8 -

udp 76 192.168.1.102:2213 - 8.8.8.8:53 -

tecp 9 192.168.1.102:1737 - 192.168.3.1:179 -

icmp 59 |10.0.1.10:5474 192.168.1.121:53806|8.8.8.8:8 -

udp 37 127.0.0.1:18329 - 127.0.0.1:9980 -

udp 168 192.168.1.102:2213 - 1.1.1.1:53 -

udp 170 127.0.0.1:11049 - 127.0.0.1:12121 -

tecp 3578 10.0.1.2:14167 - 10.0.1.254:179 -

Let’s go back to Policy & Objects > IP Pools and edit Fixed Port Range entries and change the
Internal IP Range t0 192.168.1.1-192.168.1.3 this time 192.168.1.4 is not included.

& Dashboard Edit Dynamic IP Pool
« Network
. Name SNAT-Fixed-Port-Range
M Policy & Objects c
omments Write a comment...
Firewall Policy #0/255
Type QOverload = One-to-One WEYCsILgdEL-CR Port Block Allocation
IPv4 DoS Poli
e ) External IP address/range @ | 192.168.1.120-192.168.1.121
Addresses Internal IP Range © [[10012-100.1.10 |
Internet Service Ports Per User o |
Database
_ ARP Reply O
Services

This time Internal IP range start from
10.0.1.2 PC1 IP is not included

Schedules

Virtual IPs

IP Pools
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Communication is not working anymore from PC1 IP 10.0.1.1 because it’s not included in

Internal IP Range of Fixed Port Range.
= PC1 * @
[ lo|&@] %

Administrator: Command Prompt "

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :

Descri . : Intel(R> PR0O/1888 MT Network Connection
: 50-80-00-6D-00-00

DHCP Enabled.

Autoconf iguration Enabled

DNS Serucn*f;‘. binr W evom) @ ey B ce ved| .8.8.

1.1.1.1

NetBIOS over Tcpip :| Enabled
Tunnel adapter isatap.{42A1F8B7-3BA8-4EF7-81AF-C694F5F3D81B>:

Media State . . . . . . . . . . . = Media disconnected
Connection—-specific DNS Suffix . =
i : Microsoft ISATAP Adapter
. : PhBA-80-00-00-80-00-B0-EO

l=|l@] =

Administrator: Command Prompt - ping 8.8.88 -t [ -]

C:\Userssuser’ping 8.8.8.8 -t

m| »
|
[ 13

Pinging 8.8_.8_.8 with 32 hytes of data:
Request timed out.

Dynamic SNAT Types: Fixed port range

Internal Source IP Source Port Translated Source IP  Translated Port

10.1.100.1 200.1.100.1 5117-11157

10.1.100.2 200.1.100.1 11158-17198
10.1.100.3 200.1.100.1

s 200.1.100.1
10.1.100.10 200.1.100.1 59486-65526

4| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets


mailto:ahmadalimsc@gmail.com

