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Cryptographic Implementation and
Use Cases



Three States of Data

DDE)
Data at rest Data in transit Data in use
Storage systems Moving locations Interaction with

systems/people
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Primary Use Cases

Disk encryption File encryption Non-repudiation Transport
encryption
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Cryptographic Protocols and Services -
Internet Protocol Security (IPSEC)



IPSEC Main Components

Authentication
Header (AH)

Encapsulating Security
Payload (ESP)

Encrypts IP packets and
ensures integrity

Proves identity of
source IP
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Encapsulating Security Payload (ESP)

ESP header ESP payload

Authentication
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IPSEC Main Components

Authentication Encapsulating Security Security Association
Header (AH) Payload (ESP) (SA)

Proves identity of Encrypts IP packets and Endpoint
source IP ensures integrity communications

Internet Key Exchange Transport and Tunnel
(IKE) Mode

Enables exchange of End-to-end or link
cryptographic information encryption
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IPSEC Transport and Tunnel Mode

Network A When concerned about surveillance
between network A and B

Network B

Q Alisha Breonna
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IPSEC Transport and Tunnel Mode

Network A Network B

@_ Link Encryption or Tunnel Mode —
When concerned about surveillance

between network A and B

Q Alisha Breonna
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IPSEC Transport and Tunnel Mode

Network A Network B

When concerned about
surveillance anywhere between
Alisha and Breonna

Q Alisha Breonna
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IPSEC Transport and Tunnel Mode

Network A Network B

Q& End-to-End or Transport Mode

Alisha Breonna
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Cryptographic Protocols and Services -
Transport Layer Security (TLS)




Started as SSL 2.0

TLS 1.0 and SSL 3.0 History of SSL/TLS
TLS 1.1,1.2, and 1.3
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Transport Layer Security (TLS 1.2)

Client Hello = protocol version, C|pher
smte and client random
Server Hello = selected protocol
version, selected cipher suite, server
. Web Client random and x.509

Consume public key, change cipher
smte

ettt ettt ettt se e se e se s seaenenst T Web Server
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Cryptographic Protocols and Services -

Secure/Multipurpose Internet
Mail Extensions (S/MIME)



Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

_I_.I
TOP i i
m SECRETJ Prevent unauthorized disclosure

Prove sender identity
g@ Maintain message integrity

https://t.me/learningnets




Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

8 18

Alisha Breonna




Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

8

Alisha Breonna

d’

Alisha’s
private key
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Digitally signs
message



Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

Alisha Breonna’s sreenne
public key
Alisha’s Digitally signs
private key

message
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Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

12

8L1

Alisha Breonna’'s Encrypts the Preonna
public key message
Alisha’s Digitally signs
private key

message
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Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

oy

Breonna’s
private key

Alisha Breonna

Decrypts the
message
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Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

Alisha Breonna

of

Alisha’s public Verifies
key sender
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Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

8L g

Alisha Breonna
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Secure/Multipurpose Internet
Mail Extensions (S/MIME) Capabilities

Breonnas
private key
4

Breonna

Breonna’s
public key
\ <

Alisha

4%; Decrypts the < >
) M message —> M

Alisha’s Alisha’s public Verifies
private key key sender
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Digitally signs
message



Cryptographic Protocols and Services -
DMARC, SPF, and DKIM




DomainKeys Identified Mail (DKIM) permits a
person, role, or organization that owns the signing
domain to claim some responsibility for a message
by associating the domain with the message.



Sender Policy Framework (SPF) specifies which
hosts are permitted to use and organization's DNS
names, and identity during a mail transaction by
compliant mail receivers using the published SPF
records to test the authorization.



Domain-based Message Authentication, Reporting,
and Conformance (DMARC) is a scalable
mechanism by which a mail-originatin organization
can express domain-level policies and preferences
for message validation, disposition, and reporting,
that a mail-receiving organization can use to
improve mail handling.



Disk and File Encryption Use Cases
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Full Disk Encryption

Symmetric key
encrypts data
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Full Disk Encryption

Public or
symmetric key
encrypts

volume key Symmetric
T volume key

encrypts data
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Full Disk Encryption

Public or
symmetric key
encrypts

volume key Symmetric
volume key

encrypts data

TPM or user
private key
decrypts
public
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Full Disk Encryption

Public or
symmetric key
encrypts

volume key Symmetric
volume key

encrypts data

TPM or user
private key
decrypts
public
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Full Disk Encryption

Public or Symmetric
symmetric key volume key

decrypts encrypts data
volume key
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Full Disk Encryption

User access to

resource Volume
granted
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Google Key Wrapping

Physical safe

https://t.me/learningnets

&

Root KMS

KMS master



Public Key Infrastructure Principles
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Pretty Good Privacy

Three things that you need to know

\I ............

N B o 4% A
Public-private key pair algorithm developed A5 opy
in 1991 by Phil Zimmerman Q96 15 o 115 hrivate .

Y SRS W L
Supports message authentication and b 15.a% Sys
integrity checking with RSA or DSA

Y

Web of Trust
GNU Privacy Guard is an updated PGP use case
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Main Functions of PKI Management

Hierarchical certificate issuance and management

Attestation of entities, trust, and assurance

Confidentiality of communication channels
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X.509 Components

https://t.me/learningnets

g Certificate

General Details Certification Path

Show: | <All>

Field

[-|Version

[=lSerial number
[=ISignature algorithm
[-ISignature hash algorithm
[-|Tssuer

[=1Valid from

[1Valid to

[Elenhiat
£

Value

V3

bcealca2fd11b11d0a00000000dcal0b
sha256RSA

sha256

GTS CA 1C3, Google Trust Services LLC, |
Sunday, May 30, 2021 11:52:50 PM
Sunday, August 22, 2021 11:52:49 PM

mizil Aannnla comn

>

0d7

SHA256
ECDSA

234c2848567308bf8d6b82a0

7d3ef2f88fff88556824c2c0ca9e5289792bc50e78097f2e6a9768997e22f

Monday, May 31, 2021 12:52:51 AM

3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4
e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54

Edit Properties... Copy to File...

OK




X.509 Components

Version of certificate

https://t.me/learningnets

g Certificate

General Details Certification Path

Show: | <All> v
Field Value
[-|Version V3
[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA
[-|Signature hash algorithm sha256
[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM
[-1Vvalid to Sunday, August 22, 2021 11:52:49 PM
[ElCuhiart mzil nnnnla Fam
L4 >

7d3ef2f88fff88556824c2c0ca%e5289792bc50e78097f2e6a9768997e22f
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4
e8ef42795900321022068e8e82145290bc82feaB1371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK




X.509 Components

Positive unique integer

https://t.me/learningnets

g Certificate

General Details Certification Path

5

\.

how: |<All> v

Field Value

[-|Version V3

[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA

[-|Signature hash algorithm sha256

[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM
[-1Vvalid to Sunday, August 22, 2021 11:52:49 PM
[ElCuhiart mzil nnnnla Fam

L4 >

7d3ef2f88fff88556824c2c0ca%e5289792bc50e78097f2e6a9768997e22f
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK




X.509 Components

Algorithm used by CA to

sign certificate
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g Certificate

General Details Certification Path

Show: | <All> v
Field Value
[-|Version V3
[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA
[-|Signature hash algorithm sha256
[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM
[-1Vvalid to Sunday, August 22, 2021 11:52:49 PM
[ElCuhiart mzil nnnnla Fam
L4 >

7d3ef2f88fff88556824c2c0ca%e5289792bc50e78097f2e6a9768997e22f
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK




X.509 Components

Algorithm used by CA to

sign certificate

https://t.me/learningnets

g Certificate

General Details Certification Path

Show: | <All> v
Field Value
[-|Version V3
[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA
[-|Signature hash algorithm sha256
[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM
[-1Vvalid to Sunday, August 22, 2021 11:52:49 PM
[ElCuhiart mzil nnnnla Fam
L4 >

7d3ef2f88fff88556824c2c0ca%e5289792bc50e78097f2e6a9768997e22f
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK




X.509 Components

g Certificate

General Details Certification Path

CA that issues certificate

https://t.me/learningnets

Show: | <All> v
Field Value
[-|Version V3
[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA
[-|Signature hash algorithm sha256
[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM
[-1Vvalid to Sunday, August 22, 2021 11:52:49 PM
[ElCuhiart mzil nnnnla Fam
L4 >

7d3ef2f88fff88556824c2c0ca%e5289792bc50e78097f2e6a9768997e22f
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK




X.509 Components

g Certificate

General Details Certification Path

Show: | <All> v
Field Value
[-|Version V3
[-1Serial number bcealca2fd11b11d0a00000000dcal0b
|-|Signature algorithm sha256RSA
[-|Signature hash algorithm sha256
[-IIssuer GTS CA 1C3, Google Trust Services LLC, |
[-1Valid from Sunday, May 30, 2021 11:52:50 PM

[ElValid to Sunday, August 22, 2021 11:52:49 PM

[ElCnkhiart miail nnnala fomn

< >

Length of time certificate is 7d3ef 2(88fff88556824c2c0cade5289792bc50e78097f26a0768997e22f
valid e

Monday, May 31, 2021 12:52:51 AM
SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8d6b82a0

Edit Properties... Copy to File...

OK
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X.509 Components

Owner of public key

https://t.me/learningnets

<

g Certificate
General Details Certification Path
Show: _{A.I.I.“f.‘* W
Field Value S
|| ElSubject mail.google.com
[=IPublic key ECC (256 Bits)
[|Public key parameters ECDSA_P256
&/Enhanced Key Usage Server Authentication (1.3.6.1.5.5.7.3.1)
Subject Key Identifier 4872585bba1b00b753e031572fc5590a9f:
Authority Key Identifier  KeyID=8a74/faf85cdeed5cd3d9cdle2461:
& Authority Information A... [1]Authority Info Access: Access Method= o

FlCuhiart Altarnstiva Mama DMS Mama—msil annala caom NIMS Mama-

>

0d7
Monday, May 31, 2021 12:52:51 AM

SHA256
ECDSA

234c2848567308bf8dbb82a0

Edit Properties...

7d3ef2f88fff88556824c2c0ca%5289792bc50e78097f2e6a9768997e22f A

3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4
e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54

Copy to File...

OK




X.509 Components

g Certificate

General Details Certification Path

Show: _{A.I.I':-.v v
Field Value S
=] Subject mail.google.com

[FPublic key ECC (256 Bits)

| [ElPublic key parameters ECDSA_P256

&/Enhanced Key Usage Server Authentication (1.3.6.1.5.5.7.3.1)
Subject Key Identifier 4872585bba1b00b753e031572fc5590a9f:
Authority Key Identifier  KeyID=8a74/faf85cdeed5cd3d9cdle2461:
& Authority Information A... [1]Authority Info Access: Access Method=

FlCuhiart Altarnstiva Mama DMS Mama—msil annala caom NIMS Mama-
£ >

7d3ef2f88fT88556824c2c0ca%9e5289792bc50e78007f2e6a0768997e22f A
0d7

Monday, May 31, 2021 12:52:51 AM

SHA256

ECDSA
3045022100ddd1153c07b8f7878eec841589233d97cdc04a8830cf760f4

e8ef42795900321022068e8e82145290bc82fea81f371d37063c4e26b54
234c2848567308bf8dbb82a0

Public key data v

Edit Properties... Copy to File...

OK
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X.509 Four Names and Two Roles

https://t.me/learningn

</>Q

2

Certificate Authority / Issuer
Signer of digital certificate by
means of digital signature

ets

Subject / Owner
Authenticated public key bound to
certificate of this entity



X.509 Hierarchical Chain of Trust

Root Certificate Authority

L
Q
>
)
»
c
o

https://t.me/learningnets

ajeIpawIa)u|
subig

Sub-Root Certificate
Authority

Intermediate Certificate
Issuer

a  Certificate

General Detgils Certification Path

Certification path

5! GlobalSign Root CA - R1

/@ GTS Root R1

g GTS CA 1C3

55| mail.google.com

Certificate status:

View Certificate

This certificate is OK.

OK




X.509 Local Trust Store

@ ConsoleMainManagement - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates =
File Action View Favorites Window Help
o M@ 4 XE 2
> E‘_’”SOle Root ) Issued To Issued By Expiration Date  Intended Purposes * || Actions
3 |55 ertificate Services ertificate Services ient Authenticatic Certifi
v _ﬁ}] C_?ﬁlflcates (Local Computer) AAA Certif S AAA Certif S 12/31/2028 al Aiiths o
o rust Externa oot rust Externa oot ient Authenticati :
= $e“°;aL e e i AddTrust External CA R AddTrust External CAR 5/30/2020 Client Auth iemiciat
- - ru Sé rt'f'oo;( ertihertion Aufhonties [=5 Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Client Authenticati
| Certificates o _
o . 53] Certum CA Certum CA 6/11/2027 Client Authenticatic GlobalSign
| Enterprise Trust i -
Interr:ediate Certification Authorities [=5] Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 Client Authenticatic Mére Actions
= : [=;] Class 3 Public Primary Certification Authorit ifi henticatit
_| Trusted Publishers Slas d Rulie il Cortit Rty # | Certificate X
v [ Untrusted Certificates 551 COMODO ECC Certification Authority henticatit
8 Certificate Trust List [£5]COMODO RSA Certification Authority General Details Certification Path : nenticati
_| Third-Party Root Certification Authorities ?._E]Copyright (c) 1997 Microsoft Corp. ping
" Trusted People 53] DigiCert Assured ID Root CA henticatit
_| Client Authentication Issuers L] DigiCert Global Root CA R Certificate Information nenticatic
| Preview Build Roots ' [Z] DigiCert Global Root G2 SR E TR LR e R R L . henticati
| Test Roots LI DigiCert Global Root G3 OT) paia B';n oS - henticatic
o P : * Proves your identity to a remote computer A p—_—
- AAD Token Issuer [5.] DigiCert High Assurance EV Root CA « Ensures software came from software publisher henticatit
v || eSIM Certification Authorities __ﬁ] DST Root CA X3 * Protects software from alteration after publication henticatic
- Certificates _ - Eé]Entrust Root Certification Authority : ﬁ::;f:tia:nc\:ill i‘;‘;;:gzzencwpmd henticatic
- Homegroup Machine Certificates [=5] Entrust Root Certification Authority - G2 * Allows secure communication on the Internet v henticatit
~ Smart Card Trusted Roots 2 Entrust.net Certification Authority (2048) henticatic
_. Trusted Pack.aged App Installation Authorities 5] GeoTrust Global CA | Renticatid
= Tn.JStEd DeYICES B Globalsign Issued to: GlobalSign ' nenticatic
v || Windows Live ID Token Issuer — ) —
 —, 5 GlobalSign henticatit
B o o , [ GlobalSign henticatit
__| WindowsServerUpdateServices 5] GlobalSign Root CA Issued by: GlobalSign U
® IP Security Policies on Local Computer it J
B Security Configuration and Analysis [=2] Go Daddy Class 2 Certification Authority nenticatit
_-é Security Templates =] Go Daddy Root Certificate Authority - G2 Valid from 3/18/2009 to 3/18/2029 henticatic
5] Hotspot 2.0 Trust Root CA - 03 nenticatic
=5l IdenTrust Commercial Root CA 1 henticatit
[=2]ISRG Root X1 henticati
55! Microsoft Authenticode{tm) Root Authority Issuer Statement @il, Code
] Microsoft ECC Product Root Certificate Authority 20
=2l Microsoft ECC TS Root Certificate Authority 2018
] Microsoft Root Authority
=] Microsoft Root Certificate Authority
2] Microsoft Root Certificate Authority 2010 e —
CE] Microsoft Root Certificate Authority 2011 Microsoft Root Certificate Authorit..  3/22/2036 <All>
=5 Microsoft Time Stamp Root Certificate Authority 2014 Microsoft Time Stamp Root Certifi..  10/22/2039 <All>
5l P y P
=5 Network Solutions Certificate Authority Network Solutions Certificate Auth.. 12/31/2030 Client Authenticati o
e cm t4 s s s s 4 o & e s 4 ceme . S i 4 s s s & e e——— e s b e 4 e - - .
< >

Trusted Root Certification Authorities store contains 56 certificates.
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Single domain
Multi-domain o
Types of X.509 certificates

Wildcard certificates

Multi-domain wildcard

https://t.me/learningnets



Generate our own Certificate Signing
Request (CSR) and then verify content

- This is the first technical step to being
iIssued as X.b09 certificate

- We will use Microsoft's Management
Console with certificate add-on

- Then we will decode the request




Cryptanalysis and Limitations
of Cryptography



Primary Cryptographic Attack Vectors

Frequency analysis Password Brute force

Social engineering Algebraic Implementation

https://t.me/learningnets



Primary Cryptographic Attack Vectors

Rainbow table Birthday Dictionary

Reverse

engineering

https://t.me/learningnets



Cryptanalysis Plaintext and Ciphertext



Ciphertext-only

Ciphertext and Known Plaintext
Plaintext Attacks Chosen Plaintext

Chosen Ciphertext

https://t.me/learningnets



Ciphertext-only Attack

“IkI#ShjjL,

NoKLRK@
‘nbefWQ
H#!1”

Bad actor
Ciphertext

https://t.me/learningnets



Ciphertext-only Attack

“IkI#ShjjL,

NoKLRK@
‘nbefWQ
#!1”

Ciphertext Bad actor

https://t.me/learningnets



Known Plaintext Attack

“Itis

Important
that you
respond
quickly.”

Plaintext

“IkI#ShijjL,

NoKLRK@
‘nbefWQ Bad actor

#1”

Ciphertext

https://t.me/learningnets



Known Plaintext Attack

Itis “IkI#ShijjL,

Important NoKLRK@

that you AnbefWQ
respond H#]”

quickly.”

Plaintext Ciphertext Bad actor

https://t.me/learningnets



Chosen Plaintext Attack

Plaintext

!

Cryptosystem

Bad actor Ciphertext

https://t.me/learningnets



Adaptive Chosen Plaintext Attack

o~

Bad actor Cryptosystem Ciphertext

https://t.me/learningnets



Chosen Ciphertext Attack

Ciphertext

3
— 1

Bad actor

https://t.me/learningnets



Adaptive Chosen Ciphertext Attack

Ciphertext

|
@—»'_Dj —

Cr yptosystem

Plaintext

Bad actor

https://t.me/learningnets



Key Management Principles

https://t.me/learningnets



Key Management Provisions

Policy management Crypto standards
protocols

Al
Key length ® Cryptoperiod lifecycle

O
Secure key generation @ Separation of duties

https://t.me/learningnets



XML Key Management Specification 2.0:
- XML Key Information Service Specification

Key Management (X-KISS)
Protocols - XML Key Registration Service Specification
(X-KRSS)

ANSI X9.17

https://t.me/learningnets



Key creation

Secure Key Automated generation
Generation Pseudo-random and truly random

Separation of duties

https://t.me/learningnets



Shorter life is safer

Cryptoperiod

Key escrow
Management

Crypto-erasure necessary

https://t.me/learningnets



Federal Information Processing Standard

(FIPS) 140-3
- Level 1
Cryptograpic - Level 2
Standard - Level 3
- Level 4

NIST SP 800-175B
Post-Quantum Cryptography Standards

https://t.me/learningnets
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