
https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



-

-

https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



-

-

https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets


	Introduction
	Slide 1
	Slide 2: Symmetric Algorithms Overview
	Slide 3: Symmetric Key Process Flow
	Slide 4: Foundational Math for Symmetric Ciphers
	Slide 5: Symmetric Algorithms Issues  
	Slide 6: The problem with symmetric keys: n(n-1)/2
	Slide 7: 5,000 users = 12,497,500 keys
	Slide 8: Symmetric Cipher Types
	Slide 9: Symmetric Stream-based Algorithm Types and Characteristics
	Slide 10
	Slide 11: Symmetric Stream-based Basics
	Slide 12
	Slide 13: RC4 Characteristics
	Slide 14: The Initial Block-based  Symmetric Algorithm
	Slide 15
	Slide 16: Horst Feistel headed up research at IBM in the 1960’s that eventual led to the release of Data Encryption Standard (DES) in 1977
	Slide 17
	Slide 18: Five Modes of DES
	Slide 19: DES Block Mode Electronic Code Book (ECB )
	Slide 20: DES Block Mode Cipher Block Chaining (CBC) 
	Slide 21: DES Stream Mode Cipher Feedback (CFB) 
	Slide 22: DES Stream Mode Output Feedback (OFB) 
	Slide 23: DES Stream Mode Counter (CTR)
	Slide 24: Double (2DES) and Triple DES (3DES)
	Slide 25: For its time DES served the purpose of confidentiality, but Moore’s Law and cryptanalytic advances exposed weaknesses.
	Slide 26: Double DES (2DES)
	Slide 27: Double DES calculates C = EK2(EK1(P))
	Slide 28: Meet-in-the-Middle Attack
	Slide 29: Meet-in-the-Middle Attack
	Slide 30: Because of Meet-in-the-Middle Double DES 2 112 only provides 2 57 relative strength.
	Slide 31: Triple DES (3DES) EEE2 or EDE2
	Slide 32: Triple DES (3DES) EEE3 or EDE3
	Slide 33: Triple DES calculates  C = EK1(EK2(EK1(P))) for the EEE2 mode C = EK1(DK2(EK1(P))) for the EDE2 mode C = EK3(EK2(EK1(P))) for the EEE3 mode C = EK3(DK2(EK1(P))) for the EDE3 mode
	Slide 34: Because of Meet-in-the-Middle Triple DES 2 168 only provides 2 112 relative strength.
	Slide 35: Symmetric Block-based Algorithm Types and Characteristics
	Slide 36: “Beginning in 1997, NIST worked with industry and the cryptographic community to develop an Advanced Encryption Standard (AES). The overall goal was to develop a Federal Information Processing Standard (FIPS) specifying an encryption algorithm c
	Slide 37
	Slide 38: MARS
	Slide 39: Serpent
	Slide 40: RC6
	Slide 41: Twofish
	Slide 42: Rijndael
	Slide 43: “NIST selected Rijndael as the proposed AES algorithm at the end of a very long and complex evaluation process. During the evaluation, NIST analyzed all public comments, papers, verbal comments at conferences, and NIST studies and reports. NIST 
	Slide 44
	Slide 45: Asymmetric Algorithms Overview
	Slide 46: Five Rules of Asymmetric Encryption 
	Slide 47: Asymmetric Key Process Flow for Confidentiality
	Slide 48: Asymmetric Key Process Flow for Non-repudiation
	Slide 49: Asymmetric Key Process Flow for Non-repudiation and Confidentiality
	Slide 50: The Initial Asymmetric Algorithm
	Slide 51: “Public key distribution systems offer a different approach to eliminating the need for a secure key distribution channel. In such a system, two users who wish to exchange a key communicate back and forth until they arrive at a key in common. A 
	Slide 52: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 53: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 54: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 55: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 56: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 57: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 58: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 59: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 60: Diffie-Hellman-Merkle Modulus Math Problem
	Slide 61: Asymmetric Algorithm Types  and Characteristics
	Slide 62: Diffie-Hellman-Merkle
	Slide 63: RSA
	Slide 64: ElGamal
	Slide 65: Elliptic Curve Cryptography (ECC)
	Slide 66: ECC vs. RSA
	Slide 67: Asymmetric cryptography is too slow.
	Slide 68
	Slide 69: Hashing Algorithms Overview
	Slide 70
	Slide 71
	Slide 72: Hash Operation
	Slide 73: Digest Sensitivity to Change
	Slide 74: Hashing Algorithm Types and Characteristics
	Slide 75
	Slide 76
	Slide 77: Additional Hash Algorithms
	Slide 78


