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Module 3: Android 
Vulnerabilities

• Exploiting Local Storage
• Exploiting Android Components
• Exploiting Weak Cryptography
• Exploiting Side Channel Data Leakage
• Root Detection and Bypass
• Exploiting Network Communication and Cert Pinning
• Exploiting Firebase Databases
• Attacking Google Play Billing
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Firebase Database
Background
• The Firebase Realtime Database is a 

cloud-hosted database.
• Data is stored as JSON.
• Supports Android and iOS.
• Supports Security Rules
• Rules cascade
• R/W rules on the node grants 

rule to all child nodes
• Auth !=null rules are very 

common
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Firebase Database
Background

https://dns-try1.firebaseio.com/ 

https://dns-try1.firebaseio.com/userbranch.json 

https://dns-try1.firebaseio.com/userbranch2.json 

https://dns-try1.firebaseio.com/.json 
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Manual Exploitation
The “READ”
• Extract the APK File
• Run apktool d <apk-file>
• Search:
• grep -air "firebaseio.com"
• res/values/strings.xml 
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Automated Exploitation
The “READ”
• FireBaseScanner - https://

github.com/shivsahni/
FireBaseScanner

• python2 
FirebaseMisconfig.py 
--path 
InjuredAndroid.apk 
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The “READ”
• Syntax: https://<firebase-instance>.firebaseio.com/
• So —> https://injuredandroid.firebaseio.com/
• https://injuredandroid.firebaseio.com/.json
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The “READ”
• https://injuredandroid.firebaseio.com/flags.json
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Firebase Exploitation
The “Write” Check
• firebaseWritableCheck - https://github.com/rsenet/

firebaseWritableCheck
• python3 firebaseWritableCheck.py --url https://
injuredandroid.firebaseio.com/flags.json


• NOTE: Tool automatically exploits the write access and creates 
a test file in the specified location
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Firebase Exploitation
The “Write” Check - Easier
• Fireprint - https://github.com/

sahad-mk/Fireprint

• python3 fireprint.py -a 
InjuredAndroid.apk 
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Firebase Exploitation
The Manual “Write”
• Insecure-Firebase-Exploit - https://

github.com/dineshshetty/Insecure-
Firebase-Exploit 
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Firebase Exploitation
The Fix
• Good Read - https://firebase.google.com/docs/rules/insecure-

rules 
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Module 3: Android 
Vulnerabilities

• Exploiting Local Storage
• Exploiting Android Components
• Exploiting Weak Cryptography
• Exploiting Side Channel Data Leakage
• Root Detection and Bypass
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Attacking Google Play Billing
• https://developer.android.com/google/play/billing
• Google Play's billing system is a service that enables you to sell digital products 

and content in your Android app.
• You can use Google Play's billing system to sell the following types of digital 

content:
• One-time products

• Consumable - eg:  in-app content, such as in-game currency.
• Non Consumable - eg:  premium upgrades and level packs. 

• Subscriptions
• Payment processing handled by Google Play library billing service 

(com.android.vending)
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https://qonversion.io/blog/a-complete-guide-to-google-play-in-app-purchases-and-subscriptions-implementation/
https://t.me/learningnets
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Attacking Google Play Billing
• https://github.com/android/play-billing-samples/tree/master 

https://github.com/android/play-billing-samples/blob/master/TrivialDriveJava/app/src/main/java/com/sample/android/
trivialdrivesample/billing/Security.java 
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Security?
https://github.com/android/play-billing-samples/blob/master/TrivialDriveJava/app/src/main/
java/com/sample/android/trivialdrivesample/billing/Security.java 
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Attacking Google Play Billing
The “Attack”
• Set up an intent filter with high priority so that we can 

inpersonate the Google Play vending service 
(com.android.vending)

https://t.me/learningnets
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Attacking Google Play Billing
The “Attack”
• Ensure that the signature verification (verifyPurchase) returns 

“true”

https://t.me/learningnets
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Attacking Google Play Billing
THE PROCESS
• Step 1 : Install Billing Hack
• Step 2 : Decompile the target application using apktool
• Step 3 : Patch the smali code in the target app to replace the target 

service package name (com.android.vending —> org.billinghack)
• Step 4 : Patch the smali code in the target app to replace the signature 

validation
• Step 5 : Recompile the modified application using apktool + Resign + 

Install
• Step 6 : Launch the Billing Hack app
• Step 7 : Run the buy module in the modified application

https://t.me/learningnets
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Exploiting Trivial Drive
Step 1 : Install Billing Hack
• Billing Hack - The application that allows us to impersonate the 

Google Play Billing service (com.android.vending).
• https://github.com/Techbrunch/billing-hack 
• Based on https://github.com/dschuermann/billing-hack

• APK: vulnapps/inapp_payment_labs/billinghack.apk (Named: 
WannaCheat on device)

https://t.me/learningnets
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Exploiting Trivial Drive
Step 2 : Decompile the target application using apktool

• Target APK: vulnapps/inapp_payment_labs/
com.iap.sample.trivialdrive.apk

• apktool d com.iap.sample.trivialdrive.apk

https://t.me/learningnets
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Exploiting Trivial Drive
Step 3 : Patch the smali code in the target app to replace the target 
service package name (com.android.vending —> org.billinghack) 

https://t.me/learningnets
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Exploiting Trivial Drive
Step 3 : Patch the smali code in the target app to replace the target 
service package name (com.android.vending —> org.billinghack) 

• BEFORE 
• smali/com/example/android/trivialdrivesample/a/

c.smali
new-instance v0, Landroid/content/
Intent;

const-string v1, 
"com.android.vending.billing.InAppBil
lingService.BIND"

invoke-direct {v0, v1}, Landroid/
content/Intent;-><init>(Ljava/lang/
String;)V

const-string v1, 
"com.android.vending"

invoke-virtual {v0, v1}, Landroid/
content/Intent;->setPackage(Ljava/
lang/String;)Landroid/content/Intent;

• AFTER
• smali/com/example/android/trivialdrivesample/a/

c.smali
new-instance v0, Landroid/content/
Intent;


const-string v1, 
"com.android.vending.billing.InAppBilli
ngService.BIND"


invoke-direct {v0, v1}, Landroid/
content/Intent;-><init>(Ljava/lang/
String;)V


const-string v1, "org.billinghack"

invoke-virtual {v0, v1}, Landroid/
content/Intent;->setPackage(Ljava/lang/
String;)Landroid/content/Intent;
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Exploiting Trivial Drive
Step 4 : Patch the smali code in the target app to replace the 
signature validation 

• Hint: Look for standard strings that are present in the signature 
verification library
• Eg : Purchase verification failed
• Eg2: Signature verification failed

https://t.me/learningnets
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Exploiting Trivial Drive
Step 4 : Patch the smali code in the target app to replace the 
signature validation - MOD 1 
• BEFORE 
• smali/com/example/android/

trivialdrivesample/a/g.smali
invoke-static {v0, v1}, 
Landroid/util/Log;-
>e(Ljava/lang/String;Ljava/
lang/String;)I

const/4 v0, 0x0

:goto_0

return v0

• AFTER
• smali/com/example/android/

trivialdrivesample/a/g.smali
invoke-static {v0, v1}, 
Landroid/util/Log;->e(Ljava/
lang/String;Ljava/lang/
String;)I


const/4 v0, 0x1

:goto_0


return v0
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Exploiting Trivial Drive
Step 4 : Patch the smali code in the target app to replace the 
signature validation - MOD 2 
• BEFORE 
• smali/com/example/android/

trivialdrivesample/a/g.smali
method public static 
a(Ljava/security/
PublicKey;Ljava/lang/
String;Ljava/lang/String;)Z

.locals 4

const/4 v0, 0x0

const/4 v1, 0x0

:try_start_0

• AFTER
• smali/com/example/android/

trivialdrivesample/a/g.smali
method public static a(Ljava/
security/PublicKey;Ljava/lang/
String;Ljava/lang/String;)Z


.locals 4


const/4 v0, 0x1

const/4 v1, 0x1

:try_start_0
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Exploiting Trivial Drive
Step 5 : Recompile the modified application using apktool + 
Resign + Install 

• apktool b 
com.iap.sample.trivial
drive -o 
modified_app.apk
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Exploiting Trivial Drive
Step 5 : Recompile the modified application using apktool + 
Resign +Install 

• keytool -genkey -v -keystore dnskey.jks -alias dnskey -sigalg 
MD5withRSA -keyalg RSA -keysize 2048 -validity 30 

• jarsigner -verbose -sigalg MD5withRSA -digestalg SHA1 
-keystore dnskey.jks modified_app.apk  dnskey

• Uninstall Previous Application and then reinstall new APK
• adb install modified_app.apk
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Exploiting Trivial Drive
Step 6 : Launch the Billing Hack app

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Exploiting Trivial Drive
Step 7 : Run the buy module in the modified application
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Attacking Google Play Billing
Automated Approach
• https://www.luckypatchers.com/download/
• vulnapps/LuckyPatcherInstaller.apk

• Target App - Injustice: Gods Among Us
• https://play.google.com/store/apps/

details?
id=com.wb.goog.injustice&hl=en_US&
gl=US
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Securing Google Play Billing
• https://developer.android.com/google/play/billing/security 
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