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Introducing FRIDA
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Frida - Introduction
• Tool for reverse engineering and dynamic code instrumentation

• Works by injecting JavaScript engine and console into running 
processes

• Useful for application information gathering, dynamic 
manipulation
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Using FRIDA – Android Setup
• Run `adb shell getprop ro.product.cpu.abi` to get the 

version
• In our case it is arm64-v8a -> frida-server-<version>-android-arm64.xz

• From https://github.com/frida/frida/releases, download frida-server-
<version>-android- arm64.xz

• Unzip frida-server-<version>-android-arm.xz using `xz –d <file>`


• Rename the `frida-server-<version>-android-arm` to `frida-server`

• `adb push frida-server /data/local/tmp`
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Using FRIDA – Android Setup
• adb shell


• su


• cd /data/local/tmp


• chmod +x frida-server


• ./frida-server &
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OR
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Introducing FridaLoader
• Download from https://github.com/dineshshetty/FridaLoader
•
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Using FRIDA – Mac 
Setup
• pip install frida


• If Error -> Use -> sudo -H pip install frida --ignore-
installed six

• sudo pip install frida-tools


• easy_install pyasn1


• Run `frida-ps -Uai` to confirm if Frida works
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Problems!
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Important Note
• Everything you need to run all of the Frida labs including scripts 

and apk can be found in the folder:
• /home/mobile/Desktop/vulnapps/frida_labs/
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TASK - 2mins
• Launch FridaLoader on Genymotion & start Frida server

• Launch installed RootChecker application in Genymotion
• Binary can be found at /home/mobile/Desktop/vulnapps/

frida_labs/RootChecker.apk

• Find the process-id of the RootChecker application using frida-ps

Note 1 - Make sure to run launch server using FridaLoader.apk

Note 2 - Make sure that target application is in the foreground
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Solution
• frida-ps -U | grep -i root

• com.tiagorlampert.rootchecker
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FRIDA
Dump Class Information
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Classes? Well…
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FRIDA
Dump Methods list
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Using FRIDA – Dump Methods - 
TEMPLATE
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Using FRIDA – Dump Methods - 
PlatformChecker
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Using FRIDA – Dump Methods Information

•Run the application once and then inject script:
 
frida -U -l 
list_all_methods_specific_cl
ass_platformchecker.js 
"Android-PlatformChecker"
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/home/mobile/Desktop/vulnapps/frida_labs/2-dumpallmethods/list_all_methods_specific_class_platformchecker.js

frida -U -l list_all_methods_specific_class_platformchecker.js "Android-
PlatformChecker"
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FRIDA
Show Return Value Hook
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Using FRIDA – Show Return Value Hook 
Template
Java.perform(function () {
var MainActivity = Java.use("<PackageName.ActivityName>");

MainActivity.<hookedfunctionname>.implementation = function() 
{
        console.log("In The Activity");
        var returnValue = this.<hookedfunctionname>();
        console.log("\nOriginal Return Value=",returnValue);
        return returnValue;
};      
}); https://t.me/learningnets
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Using FRIDA – Show Return Value Hook 
PlatformChecker
• Let us Reverse Engineer the Application and find out the 

functions performing the Emulator Detection

• DEMO
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Using FRIDA – Show Return Value Hook 
PlatformChecker
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/home/mobile/Desktop/vulnapps/frida_labs/4-showreturnvalue/show-return-value-
platformchecker.js

frida -U -l show-return-value-platformchecker.js 
"Android-PlatformChecker"
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FRIDA
Change Return Value Hook
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Using FRIDA – Change Return Value Hook 
PlatformChecker
• Let us Bypass the Emulator Detection Check by modifying the 

return value

• DEMO
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Remember Show Return Value Hook 
Template?
Java.perform(function () {
var MainActivity = Java.use("<PackageName.ActivityName>");

MainActivity.<hookedfunctionname>.implementation = function() 
{
        console.log("In The Activity");
        var returnValue = this.<hookedfunctionname>();
        console.log("\nOriginal Return Value=",returnValue);
        return returnValue;
};      
}); https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

New Change Return Value Hook Template
Java.perform(function () {
var MainActivity = Java.use("<PackageName.ActivityName>");
MainActivity.<hookedfunctionname>.implementation = function() {
        console.log("In The Activity");
        var returnValue = this.<hookedfunctionname>();
        console.log("\nOriginal Return Value=",returnValue);
        var newReturnValue = <newvalue>;
        console.log("\nNew Return Value=",newReturnValue);
        return newReturnValue;
};});
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Using FRIDA – Change Return Value Hook 
PlatformChecker

/home/mobile/Desktop/vulnapps/frida_labs/5-changereturnvalue/change-return-value-platformchecker.jshttps://t.me/learningnets
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frida -U -l change-return-value-
platformchecker.js "Android-
PlatformChecker"
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TASK - 1
• List the classes from the installed RootChecker application using Jadx-Gui 
• List functions from RootChecker application.

• You can use the script /home/mobile/Desktop/vulnapps/frida_labs/2-
dumpallmethods/list_all_methods_specific_class_rootchecker.js

• What functions handles the device emulator check in the RootChecker 
application?

• Use the Function Hook to display the return value of those functions
• The script is at /home/mobile/Desktop/vulnapps/frida_labs/4-

showreturnvalue/show-return-value-rootchecker.js 
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TASK - 2

• Ensure that the RootChecker applications always shows that the 
device is not rooted.
• The script is at /home/mobile/Desktop/vulnapps/frida_labs/5-

changereturnvalue/change-return-value-rootchecker.js
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TASK - 1 - Solution
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Solution - List of classes
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Solution - List of methods
• List the methods from the installed RootChecker application
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Using FRIDA – Dump Methods - RootChecker

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

frida -U -l list_all_methods_specific_class_rootchecker.js "Root 
Checker"
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TASK - Solution
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TASK - Solution
frida -U -l show-return-value-rootchecker.js "Root Checker"
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TASK - 2 - Solution
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Using FRIDA – Change Return Value Hook 
RootChecker
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frida -U -l change-return-value-
rootchecker.js "Root Checker"
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Fancy Method Tracing?
• Welcome Method Info Extractor scripts

• Location –  /home/mobile/Desktop/vulnapps/frida_labs/
templates/show_specific_function_info.js
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REWIND
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What do we hook?
• package_name = com.dns.buggycrypto

• target_class_name = com.dns.buggycrypto.CryptoClass

• target_function_name = stringObfuscatedKeyFromJNI()

/home/mobile/Desktop/vulnapps/frida_labs/buggycrypto_method3/show-return-value-buggycrypto-
method.js

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shettyhttps://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

ALTERNATE APPROACH
• Exploiting JNI
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/home/mobile/Desktop/vulnapps/frida_labs/buggycrypto_method3/sniff_jni_data_method3.js
https://t.me/learningnets
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JNI SNIFFING MADE EASY
• Jnitrace 
• https://github.com/chame1eon/jnitrace
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Frida – NonRooted Android
• Run `adb shell getprop ro.product.cpu.abi` to get the version

• In our case it is x86 -> frida-server-<version>-android-arm.xz

• apktool d diva-android-debug.apk -o diva


• Download frida-gadget-<version>-android-x86.so.xz from https://
github.com/frida/frida/releases

• unxz frida-gadget-<version>-android-x86.so.xz

• mkdir diva/lib/
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Frida – NonRooted Android
• mkdir diva/lib/x86 

• cp frida-gadget-12.6.11-android-x86.so diva/lib/x86/libfrida-
gadget.so


• Inject System.loadLibrary("frida-gadget") in MainActivity
• Add below code under “#direct methods“:

.method static constructor <clinit>()V
    .locals 1
    .prologue
    const-string v0, "frida-gadget"
    invoke-static {v0}, Ljava/lang/System;->loadLibrary(Ljava/lang/String;)V
    return-void
.end method
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Frida – NonRooted Android
• To AndroidManifest.xml add 

• <uses-permission android:name="android.permission.INTERNET" /> 

• apktool b diva/ -o updated_diva.apk


• keytool -keystore dnskey.jks -genkey -keyalg RSA 
-keysize 2048 -validity 30 -alias dnskey


•  jarsigner -keystore dnskey.jks updated_diva.apk  
dnskey  
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Frida – NonRooted Android
• pip install frida


• If Error -> Use -> sudo -H pip install 
frida --ignore-installed six

• sudo pip install frida-tools


• easy_install pyasn1


• Run `frida-ps -Uai` to confirm if 
Frida works
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Frida – NonRooted Android
• Launch Application
• “adb logcat” should say “Frida: Listening on TCP port 27042”
• Screen will be blank

• On Mac run
• frida-ps –U

• frida -U Gadget

• For function tracing - frida-trace -U -i open Gadget
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Frida – NonRooted Android
• frida -U Gadget  

• For function tracing - frida-trace -U -i open Gadget 

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shettyhttps://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shettyhttps://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shettyhttps://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Frida – NonRooted Android - Automated

objection patchapk -s <<apk-name> 
-enable-debug
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HOMEWORK
• Backdoor the /home/mobile/Desktop/vulnapps/Snapchat.apk file 

with Frida Gadget using Objection

• Ensure that you are able to connect to the Snapchat application 
using objection
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Solution
objection patchapk -s 
Snapchat.apk
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Bonus Slides - Game Hacking
• CheatEngine for Android Games
• Memory Editor - https://github.com/aktsk/apk-medit
• Target APK - GreenWallGame.apk 
• adb shell

• pm list packages # to check <target-
package-name>


• run-as com.bulsy.greenwall

• cp /data/local/tmp/medit ./medit

• ./medit
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Steps
• Inside medit
• Find 3

• Splash something and lose 1 life
• Filter 2

• Patch 94

• Exit
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