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Training Agenda
• Module 1:  Android Primer
• Module 2: Android Reversing 

Demystified
• Module 3:  Android Vulnerabilities
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Module 3: Android 
Vulnerabilities

• Exploiting Local Storage
• Exploiting Android Components
• Exploiting Weak Cryptography
• Exploiting Side Channel Data Leakage
• Root Detection and Bypass
• Exploiting Network Communication and Cert Pinning
• Exploiting Firebase Databases
• Attacking Google Play Billing
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Exploiting Local Storage 
• There are several ways to read local data:
• On a rooted device

• SSHDroid + WinSCP/ssh/sftp/PuTTY
• SSHDroid installs an SSH server on the device

• On a non-rooted device
• adb shell or
• Use the Monitor tool

• Go to the tools directory of the SDK, and run 
monitor or DDMS (deprecated)

• Click on the file Explorer tab to use a GUI to 
navigate

• There are buttons to push and pull files
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Exploiting Local Storage  
Android Shared Preference Files 
• Shared Preference files are similar to Android property files
• Shared Preferences are used for storing key-value pairs of primitive 

data types
• For example, Shared Preferences are used to store user’s settings and 

application data
• Extension: 
• .xml

• Location: 
• /data/data/<package-name>/shared_prefs/<prefs_name>.xml

• Tools
• Notepad
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Exploiting Local Storage  
Android Shared Preference Files 
• Target Application - Saving Notes
• Savingnotes2-9-1.apk
• Latest version (2.9.1) - https://play.google.com/store/apps/

details?id=com.savingnotes.app 
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Bug I
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BUG II
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Exploiting Local Storage  
Android Shared Preference Files 
• Target Application - Evernote
• Evernote-8-13-3.apk
• Latest version (8.13.3) - https://play.google.com/store/apps/

details?id=com.evernote

• DEMO - BYPASS PINLOCK SCREEN ON EVERNOTE
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Evernote Pinlock Bypass Bug
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Evernote Pinlock Bypass Exploit
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The Savior - Android Application Sandbox
• Good thing we have Android Application Sandbox
• It will keep us secure
• No application can read data from other application sandbox 

unless explicitly specified
• Process Isolation
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But…
• Welcome Android Malware – Pegasus/Chrysaor

• Upon installation, the app uses known framaroot exploits to 
escalate privileges and break Android's application sandbox.

• If the targeted device is not vulnerable to these exploits, then the 
app attempts to use a superuser binary pre-positioned at /
system/csk to elevate privileges.
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Pegasus/Chrysaor
• After escalating privileges

• Installing itself on the /system partition to persist across factory resets

• Removing Samsung's system update app (com.sec.android.fotaclient) 
and disabling auto-updates to maintain persistence 
(sets Settings.System.SOFTWARE_UPDATE_AUTO_UPDATE to 0)

• Deleting WAP push messages and changing WAP message settings, 
possibly for anti-forensic purpose

• Starting content observers and the main task loop to receive remote 
commands and exfiltrate data
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Pegasus/Chrysaor
• Data collection
• Keylogging.
• Answering phone calls and listening in on conversations without user 

awareness.
• Taking screenshots of the user's screen.
• Accessing and viewing the front and rear cameras.
• Using the ContentObserver framework to gather any updates to apps such as 

SMS, calendar, contacts, and cell info, email, WhatsApp, Facebook, Twitter, 
Kakao, Viber, and Skype.
• Collecting data on SMS settings, SMS messages, call logs, browser history, 

calendars, contacts, and emails.
• Stealing messages from apps such as WhatsApp, Twitter, Facebook, Kakoa, 

Viber, and Skype by making /data/data world readable.https://t.me/learningnets
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Pegasus/Chrysaor
• Good reads:

• https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-
to-catch-nso-groups-pegasus/ 

• https://info.lookout.com/rs/051-ESQ-475/images/lookout-pegasus-android-technical-
analysis.pdf

• https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-
malware-on.html

• https://www.cyber.nj.gov/threat-profiles/android-malware-variants/chrysaor

• https://framarootappdownload.net/framaroot-exploit-supported-devices/
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Pegasus Indicators of Compromise
• Mobile Verification Toolkit - https://github.com/mvt-project/mvt 

• NSO Group Pegasus Indicator of Compromise - https://
github.com/AmnestyTech/investigations/tree/master/
2021-07-18_nso 
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Pegasus Indicators of Compromise
• Malware Samples - https://github.com/jonathandata1/

pegasus_spyware 
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Setting up MVT Docker
• git clone https://github.com/mvt-project/
mvt.git 


• cd mvt 

• sudo docker build -t mvt .


• docker run -it --privileged -v /dev/bus/usb:/
dev/bus/usb mvt
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Exploiting Local Storage  
Android SQLite Database
• Description

• SQLite is an open-source database that does not need to have a server
• Provides robust persistent data storage
• Native SQL database within the complete control of application

• Examine these databases to look for sensitive data, such as user settings, application data

• Extension: 
• .sqlite

• File Location:  
• /data/data/<package-name>/databases/

• Tools
• Windows/Mac – SQLite Browser (https://sqlitebrowser.org/)
• Windows/Mac/Linux – SQLite Studio (https://sqlitestudio.pl/)

https://t.me/learningnets
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Exploiting Local Storage  
Android SQLite Database
• Using SQLite from the command line

• adb shell

• Go to the application directory where the 

databases are located
• Run sqlite3 <dbname.db>

• To dump the schema:

• .schema

• List databases

• .databases

• List tables

• .tables

• Dump a table

• .dump <tablename>
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Exploiting Local Storage  
Android SD Card Data
• Description

• Examine the files on the SD Card to look for sensitive data, such as user 
settings, application data

• There are no file permissions on SD Card 
• Any application can read the contents of the                                                                                              

SD Card
• Extension: 

• Multiple extensions
• File Location: 

• /sdcard/
• Tools

• Use any file explorer to read SD card data
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HOMEWORK – Enable Storage in DIVA
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HOMEWORK
• Launch the installed DIVA application and solve 

challenges 3 and 6
• The APK is up on /home/mobile/Desktop/

vulnapps/DIVA.apk

• Make sure to disassemble and look at the code
  to understand how the vulnerable code pattern 
  looks like and where the data is being stored
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SOLUTION - 1
• adb shell

• cd /data/data

• ls -la | grep diva  

• cd /data/data/jakhar.aseem.diva 

• cat /data/data/jakhar.aseem.diva/shared_prefs/
jakhar.aseem.diva_preferences.xml 
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SOLUTION - 2
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SOLUTION - 2
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Module 3: Android 
Vulnerabilities

• Exploiting Local Storage
• Exploiting Android Components
• Exploiting Weak Cryptography
• Exploiting Side Channel Data Leakage
• Root Detection and Bypass
• Exploiting Network Communication and Cert Pinning
• Exploiting Firebase Databases
• Attacking Google Play Billing
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Identifying Android app components
• Start any application analysis with AndroidManifest.xml 

• Look for components such as <activity>, <provider>,<receiver> 
and so on

• Use the android:name element to determine the exact name of 
the component, which will be used for later analysis

https://t.me/learningnets
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Exploiting Android Components
• Activities 

• Content Providers

• Services

• Broadcast Receivers

https://t.me/learningnets
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Android App Components – Activities
• Visual Screens of an Android application

• Contains of different layouts

• Anything you could interact with

• Wallet applications
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Exploiting Android Components 
Activities

adb shell am start -n <packageName>/.<activityName>
https://t.me/learningnets
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Bypassing Authentication
• adb shell am start -n  
"com.dns.insecurepass/.MainActivity"


• OR

• adb shell am start -n  "com.dns.insecurepass/
com.dns.insecurepass.MainActivity"

https://t.me/learningnets
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TASK - 10 mins
• Launch installed InsecurePass application

• APK can be found at /home/mobile/Desktop/vulnapps/InsecurePass.apk

• What is the package name for the InsecurePass application

• What Activities are exported

• Create an account -> Add new credentials to vault -> Menu -> Settings
 -> Enable InsecurePass Pinlock -> Set PIN

• Force Close the application by using the Android Taskswitcher (think Alt+Tab) 
and relaunch application after 1minute. Try to bypass the login screen on the 
InsecurePass application without entering correct PIN by exploiting Activities.
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Solution
1)adb shell am start -n "com.dns.insecurepass/
com.dns.insecurepass.MainActivity” ! but won’t work 
because it still asks for PIN

2)adb shell am start -n "com.dns.insecurepass/
com.dns.insecurepass.SettingsActivity” --> We goto settings 
and disable the InsecurePass Pinlock (which does not ask for previous 
password as it is a post-login page and always assumes that the user is 
authenticated)

3)adb shell am start -n "com.dns.insecurepass/
com.dns.insecurepass.MainActivity” ! This time works and 
authentication is bypassed

https://t.me/learningnets
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Exploiting Android Components
• Activities 

• Content Providers

• Services

• Broadcast Receivers

https://t.me/learningnets
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Android App Components – Content 
Providers 
• Storing, Retrieving and Sharing application data

• Acts as a middle layer

• SQLite, XML, PlainText

• With the prefix “content://” 

https://t.me/learningnets
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Exploiting Android Components 
Content Providers

adb shell content query --uri content://<Provider_URL> 
https://t.me/learningnets
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STEPS
• Reverse the application using Apktool (apktool d -f catch.apk)

• Target binary at /home/mobile/Desktop/vulnapps/Catch.apk 

• Find out the content providers (Content Providers start with content://).
• Use: grep -iRn “content://” . 

• content://com.threebanana.notes.provider.NotePad/notes”

• Query the content provider using  
adb shell content query --uri content://
com.threebanana.notes.provider.NotePad/notes

https://t.me/learningnets
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Content Provider Code Execution
• Target - /home/mobile/Desktop/vulnapps/content_provider/

esc_exploit/ESC_Pocket_Guidelines.apk

• Goal: Exploit the vulnerable Content Provider to gain Code 
Execution on the Device

https://t.me/learningnets
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The vulnerability
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The Exploit
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The Malware
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The Malware
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The Malware
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Content Provider Code Execution
1 Click Exploit
• Chain the Content Provider vulnerability with the Browser to 

perform a 1 click remote Exploit

• Target - /home/mobile/Desktop/vulnapps/content_provider/
brave_exploit/Brave.apk

• Exploit code - /home/mobile/Desktop/vulnapps/content_provider/
brave_exploit/poc1.py

https://t.me/learningnets
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Remote Exploit
Just visit the Link!
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Remote Exploit - 2 
Just visit the Link!
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HOMEWORK
• TASK - Exploit the content provider vulnerability in FireFox to 

launch a 1 click remote exploit

• Target - Target - /home/mobile/Desktop/vulnapps/
content_provider/firefox_exploit/Firefox.apk

• Exploit - /home/mobile/Desktop/vulnapps/content_provider/
firefox_exploit/FirefoxExploit.py

https://t.me/learningnets
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Exploiting Android Components
• Activities 

• Content Providers

• Broadcast Receivers

• Services

https://t.me/learningnets
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Android App Components – Broadcast 
Receivers
• Receives broadcast from various events
• Eg: On receiving SMS messages 

• Could be from the phone or another app  

• Used by a lot of Malwares

https://t.me/learningnets
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Android App Components – Broadcast 
Receivers
• Sample SMS Broadcast Receiver and Parser

• /home/mobile/Desktop/vulnapps/broadcast_recv_labs/
SMSBroadcastReceiverAndroid.zip

• What described a Broadcast Receiver:
• packageName - Name of the package
• broadcastAction (receiverAction) - System event hooked by the application. 

The application responds to this action. 
• receiverName - Receiver called when a specific broadcastAction is received 
• additionalData/extra’s information - Data sent along with the broadcast.
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(1) packageName - Name of the package 
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(2) broadcastAction and 
(3) receiverName

https://t.me/learningnets
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(4) additionalData/extra’s information - Data 
sent along with the broadcast.
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Applying the knowledge…
• Now lets put this knowledge of Broadcast Receivers to test, and apply it 

to Target /home/mobile/Desktop/vulnapps/broadcast_recv_labs/
AndroidComponents.apk
• packageName - “com.dns.androidcomponents" from 

AndroidManifest.xml
• broadcastAction (receiverAction) - “testBroadcastAction” from 

AndroidManifest.xml
• receiverName - “MyAppReceiver” from AndroidManifest.xml
• additionalData/extra’s information - String “secretKey” from 

“onReceive()” function inside the receiverName from 
AndroidManifest.xml
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Search if the intent is Implicit or Explicit

• Explicit Intent should have been used as shown below:
Intent intent = new Intent(getApplicationContext(),MyAppReceiver.class);

intent.setAction("testBroadcastAction");
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Search if the intent is Implicit or Explicit
• When application uses implicit intents, it assumes only the 

trusted applications will be listening for the action

• What if we create a malware to listen for the action? Will that be 
hard?
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The Malware Needs
• To create a malware that exploits this without any specific 

permissions you will need:

• packageName
• broadcastAction
• receiverName
• additionalData/extra’s information

https://t.me/learningnets
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The Malware
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The Malware
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Need Help?
• Malware code is on Linux VM Desktop at /home/mobile/Desktop/

vulnapps/broadcast_recv_labs/DNSIntentSnifferApp-secret.zip

• Can be modified to exploit similar bugs

https://t.me/learningnets
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HOMEWORK
• Install and Launch the pre-built malicious binary from /home/

mobile/Desktop/vulnapps/DNSIntentSnifferApp/app/build/output/
apk/debug/app-debug.apk

• Launch InsecurePass and generate a new secure password

• Observe how the malware works!

https://t.me/learningnets
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Solution
• Step 1: Look for Receiver name & Intent Action from 

AndroidManifest.xml

• Step 2: Search for sendBroadcast or onRecieve in the code-base

• Step 3: Check if implicit intent is used
• When application uses implicit intents, it assumes only the trusted 

applications will be listening for the action
• What if we create a malware to listen for the action? Will that be hard?

https://t.me/learningnets
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Solution
• Step 1: Look for Receiver name & Intent Action from 

AndroidManifest.xml

• Receiver Name = passwordBroadcastReceiver
• Intent Action = theBroadcast

https://t.me/learningnets
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Solution
• Step 2: Search for sendBroadcast in the code-base

• Step 3: Check if implicit intent is used
• When application uses implicit intents, it assumes only the trusted applications 

will be listening for the action
• What if we create a malware to listen for the action? Will that be hard?
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Solution

• This application assumes only the trusted applications will be listening for the 
action.
• Explicit Intent should have been used as shown below:
Intent sendNewPasswordGeneratedBroadcast = new 
Intent(getApplicationContext(),passwordBroadcastReceiver.class);

https://t.me/learningnets
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The Malware Needs
• To create a malware that exploits this without any specific 

permissions you will need:

• Broadcast Action

• Intent Filter details

• Intent Extras
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The Malware
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Exploiting Android Components
• Activities 

• Content Providers

• Broadcast Receivers 

• Services

https://t.me/learningnets
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Android App Components – Services
• Background events in an Android application

• Ex: Downloading files / Playing Music / Antivirus Service

https://t.me/learningnets
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Start And Stop Android Services
• adb shell am startservice  “<packagename>/
<servicename>" 


• adb shell am stopservice  “<packagename>/
<servicename>" 
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Exploiting Android Components 
Services
• Register an account and login to InsecurePass application
• Binary at /home/mobile/Desktop/vulnapps/InsecurePass.apk

• Bypass ADS without becoming a premium user.
• AD currently runs every 120 secs.

https://t.me/learningnets
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Service Name?

https://t.me/learningnets
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Solution

• adb shell am stopservice  “<packagename>/<servicename>" 

BECOMES

•adb shell am stopservice 
“com.dns.insecurepass/.AdService"


•Alternative ->  adb shell am stopservice 
"com.dns.insecurepass/
com.dns.insecurepass.AdService" 
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Module 3: Android 
Vulnerabilities

• Exploiting Local Storage
• Exploiting Android Components
• Exploiting Weak Cryptography
• Exploiting Side Channel Data Leakage
• Root Detection and Bypass
• Exploiting Network Communication and Cert Pinning
• Exploiting Firebase Databases
• Attacking Google Play Billing
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DEMO

• Find out the encryption key for Method 1 used in the installed  
BuggyCrypto application
• Binary can be found at /home/mobile/Desktop/vulnapps/

BuggyCrypto.apk 
• Decrypt your CipherText back into PlainText  to confirm validity 

of the encryption key
• You can use https://www.devglan.com/online-tools/aes-

encryption-decryption 

https://t.me/learningnets
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Decrypting the CipherText into PlainText
• Method I – Write code by copying the decryption function from 

decompiled source code and passing the collected values 

• Method II - Use GOOGLE to find an online AES decryptor utility -  
https://www.devglan.com/online-tools/aes-encryption-decryption 

https://t.me/learningnets
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IV

mode
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HOMEWORK
• Install FortiClient apk file (com.fortinet.forticlient.apk)

• Set up a new VPN of type SSL with username and password
• authentication

• Look for the password in the Shared Preference file. Do you see it?

• Test the com.fortinet.forticlient.apk file for cryptographic weakness

• Decrypt the SSL VPN password if it is stored in an encrypted form on the device

https://t.me/learningnets
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Secure Key?
• Launch BuggyCrypto application
• Binary can be found at /home/mobile/

Desktop/vulnapps/BuggyCrypto.apk 

• Find out the encryption key used in Method II

https://t.me/learningnets
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Native Library?  
What to look for

https://t.me/learningnets
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Now What?
• Key is being extracted from the native library

https://t.me/learningnets
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THE EASY ONE

Unzip apk file —> Inside library folder 
String DUMP :  strings libgetkey.so

https://t.me/learningnets
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Or use Hopper
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THE NOT-SO-EASY JNI ONE
• Launch installed BuggyCrypto application
• Binary can be found at /home/mobile/Desktop/vulnapps/

BuggyCrypto.apk 

• Find out the key used in Method III

• Decrypt your CipherText back into PlainText  to confirm validity 
of the encryption key

https://t.me/learningnets
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This?
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Solution?
• Fancy IDA / Ghidra / Hopper fu!

• OR

• Dynamically hook the function that provides the encryption key 
just before it is used in the Java Code

https://t.me/learningnets
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HOW?

https://t.me/learningnets


