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Implementing Cisco IP Switched Networks (300-115)

¢ Implementing Cisco IP Switched Networks (SWITCH 300-115) is a 120-minute qualifying exam with 45-55 questions
for the Cisco CCNP and CCDP certifications.
e The SWITCH 300-115 exam certifies the switching knowledge and skills of successful candidates.

e They are certified in planning,configuring, and verifying the implementation of complex enterprise switching solutions
that use the Cisco Enterprise Campus Architecture.

o The SWITCH exam also covers highly secure integration of VLANs and WLANs.

¢ The following topics are general guidelines for the content that is likely to be included on the exam.

o However, other related topics may also appear on any specific version of the exam.

e To better reflect the contents of the exam and for clarity, the following guidelines may change at any time without

notice.
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Auto-negotiation, Speed, and Duplex

By default, each Cisco switch port uses Ethernet auto-negotiation to determine the speed and duplex setting

(half or full). The switches can also set their duplex setting with the duplex and their speed with the speed
interface subcommand.

Switch(config)#int fa0/1
Switch(config-if)#speed ?
10 Force 10 Mbps operation
100 Force 100 Mbps operation
auto Enable AUTO speed configuration

Switch(config-if)#duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation

half Force half-duplex operation

Switch#sh interfaces faO/1
FastEthernetQ/1 is down, line protocol is down (disabled)
Hardware is Lance, address is 0030.f207.aa01 (bia 0030.f207.aa01)
MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Half-duplex, 100Mb/s

To assign IP to a Switch
switch(config)# Interface Vlan 1
switch(config-if)# ip address <ip> <mask>
switch(config-if)# no shutdown

To assign Default Gateway to a Switch
Switch (config) #ip default-gateway 192.168.1.100
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KTWGR! ONLINE 4CADEMY

VLAN & Trunks

Virtual LAN m%@&m

2 Divides a Single Broadcast domain into Multiple Broadcast domains.
a A Layer 2 Security

2 Vlan 1 is the default VLAN.

2 We can create vlans from 2 — 1001

2 Can be Configured on a Manageable switches only

1 Broadcast Domain

4 Collision Domains
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Benefits of VLANs Jﬁ@&m

a Limit the number of broadcast
u Better performance
o Security

Third Floor lilliif" A

Second Floor l l ,l ]il e
-
|

First Floor

VLAN3 VLAN4
Sales

I H
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24

Types of VLAN Jﬁ@&m

1. Static VLAN
2. Dynamic VLAN
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NETWﬂR! GNUNEQMY
VLAN Ranges
VLAN Range Use

0, 4095 Reserved for system use only
1 Cisco default
2-1001 For Ethernet VLANs

1002-1005 | Cisco defaults for FDDI and Token Ring

Ethernet VLANs only, unusable on specific

1006-4094
legacy platforms

Static VLAN Nerwun! ONLINE ACADEMY

= Static VLAN’s are based on port numbers

* Need to manually assign a port on a switch to a VLAN
= Also called Port-Based VLANs

* One port can be a member of only one VLAN

Vlan Creation : t 1
Switch(config)# vlan <no>
Switch(config-Vlan)# name <name> = = = = =

Switch(config-Vlan)# Exit

Assigning ports in Vlan
Switch(config)# interface <interface type> <interface no.>
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access Vlan <no>
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VLAN 1

ONLINE ACADEMY
Switch# show vlan brief
VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio0/2
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
» All ports assigned to VLAN 1 to forward data by default.
+ Native VLAN is VLAN 1 by default.
» Management VLAN is VLAN 1 by default.
* VLAN 1 cannot be renamed or deleted.
TASK: Create four VLANs ( VLAN 10,20,30,40) NiTWﬂR! ONLINE ACADEMY

Switch(config)#vlan 10 l_l r] r] m
Switch(config-vlan)#name sales i e

Switch(config-vlan)#vlan 20 l .

Switch(config-vlan)#name

marketing
Switch#sh vian
Switch(config-vlan)#vian 30 VEAN Hame Swils Forts
Switch (Conﬁg_vlan)#vlan 40 1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
v Fa0/13, Fa0/14, Fa0/15, Fa0/16
Switch(config-vlan)#end Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gig1/2

10 sales active

20 marketing active
30 VLANO0030 active
40 VLANO0040 active
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% NETWJDH! ONLINE ACADEMY

Configure portfa0/8 into vian 10
Configure multiple ports ( 4-7 and 10) to vian 20

Switch(config)#int f0/8 I_J I_I rl [—]
Switch(config-if)j#switchport mode access

Switch(config-ify#switchport access vlan 10 | i
Switch(config-exit T

Switch(config)#interface range f0/4 - 7 , f0/10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 20

Switchi#sh vian
VLAN Name Status  Ports
1 default active Fa0/l, Fa0/2, Fa0/3,

Fa0/9, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

10 sales active Fa0/8
20 marketing active Fa0/4, Fa0/5, Fa0/6é, Fa0/7
Fa0/10

Dynamic VLAN @A
NETWORK ONLINE ACADEMY

Dynamic VLAN'’s are based on the MAC address of a PC

Switch automatically assigns the port to a VLAN

Each port can be a member of multiple VLAN'’s

For Dynamic VLAN configuration, a software called VMPS( VLAN Membership Policy

Server) is needed
<v|an1 |vian2 | vian3
new node

8B B D

A VMPS Server Essentially Maps VLANS to MAC’s

Entry VLAN Membership MAC Address
- 5D:FF:68:DE:22:0A

2 ———eeep~DD:0D:26:52:78:35
2 — - C4:42:25:1F:DA:94

P BOONONAWNRK
4

vian configuration

server
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LAB —Verify VLAN

192.168.1.3

192.168.1.1 192.168.1.4

192.168.1.2
192.168.1.0/24

STEPS:

1. Ping between 192.168.1.1 and 192.168.1.3
a. (they can communicate with each other and they are on the same network (logically) and same
VLAN ( default vlan 1)
2. Create VIAN 20
3. Sshift port f0/3 , fO/4 in to VLAN 20
4. Ping between 192.168.1.1 and 192.168.1.3
a. they cannot communicate with each other and they are on the same network (logically) but on
different VLAN (VLANT1 and vlan 20)

Switch#sh vlan

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

PC>ipconfig

IP Address.mmmmmmmmst 192.168.1.1
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Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=19ms TTL=128
Reply from 192.168.1.2: bytes=32 time=6ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Reply from 192.168.1.3: bytes=32 time=12ms TTL=128
Reply from 192.168.1.3: bytes=32 time=9ms TTL=128
Reply from 192.168.1.3: bytes=32 time=7ms TTL=128
Reply from 192.168.1.3: bytes=32 time=8ms TTL=128

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Reply from 192.168.1.4: bytes=32 time=10ms TTL=128
Reply from 192.168.1.4: bytes=32 time=8ms TTL=128
Reply from 192.168.1.4: bytes=32 time=8ms TTL=128
Reply from 192.168.1.4: bytes=32 time=9ms TTL=128

All the Four devices in the LAN can communicate with each other and they are on the same network
(logically) and same VLAN ( default vian 1)

TASK: Create Vlan 20 And Shift The Ports 3 And 4 In To Vlan 20

Switch(config)#vlan 20
Switch(config-vlan)#name SALES
Switch(config-vlan)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20

Switch#sh vian
VLAN Name Status Ports
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1 default

active FaO0/1, FaO/2, Fa0O/5, Fa0/6
FaO/7, Fa0/8, Fa0/9, Fa0/10
FaO/11, FaO/12, Fa0/13, Fa0/14
Fa0O/15, Fa0O/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gigl/2

20 SALES active Fa0/3, Fa0/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup
PC>ipconfig

IP Address.....ccccceeenneennat 192.168.1.1

Subnet Mask.....................: 255.255.255.0

Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1Ims TTL=128
Reply from 192.168.1.2: bytes=32 time=9ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
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LAB -2 CREATING BASIC VLAN CONFIGURATION ON SWITCHES

TASK:

e Create four VLANs ( VLAN 10,20,30,40)

e Configure portfaO/8 in to vlan 10

e Configure multiple ports ( 4—-7 and 10) to vlan 20

Switch(config)#vlan 10
Switch(config-vlan)#name sales

Switch(config-vlan)#vlan 20
Switch(config-vlan)#name marketing

Switch(config-vlan)#vlan 30
Switch(config-vlan)#vlan 40
Switch(config-vlan)#end

Switch#sh vlan

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 sales active

20 marketing active

30 VLANOO30 active

40 VLANO0040 active

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 14

https://t.me/learningnets



There are no active ports in the new vlan which we created

To shift the ports

Switch(config)#int fO/8
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 10
Switch(config-if)#exit

Switch(config)#interface range fO/4 - 7 , f0/10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20

Switch#sh vian

VLAN Name Status Ports

1 default active FaO/1, Fa0O/2, Fa0/3,
Fa0/9, Fa0/11, Fa0/12, Fa0/13
FaO/14, Fa0O/15, Fa0/16, FaO/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

10 sales active Fa0/8
20 marketing active Fa0/4, FaO/5, Fa0O/6, FaO/7
Fa0/10
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Trunking mmm

a Asingle VLAN can span over Multiple Switches

Third Floor —
111 [ -

Second Floor l l l il L
| y |

First Floor

NE11 Wk -
IT HR Sales

10.0.2.0/24 10.0.3.024  10.0.4.0/24

KTWBH! ONLINE 4CADEMY

Passing VLAN Traffic Using
Separate Links for each VLAN

Passing VLAN Traffic Using Single E'D
Links

VLANs 1,2,3
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NETWﬂR! ONLINE ACADEMY

Types of links/ports

Access links
« Connecting to end devices ( Hosts or router)
+ part of one VLAN

Trunk links
% Do not belong to any VLAN
« carry multiple VLANS traffic.
+“ link between two switches.

Red VLAN  Blue VLAN Green VLAN

VLANSs can span across multiple switches EJ m m
by using trunk links, which carry traffic .J .J S

for multiple VLANs
’ Red VLAN  Blue VLAN Green VLAN

Frame Tagging m%@&m

o In oder to make sure that same vlan users on different switches communicate with
each other there is a method of tagging happens on trunk links .

o Tag is added before a frame is send and removed once it is received on trunk link.
o Frame tagging happens only on the trunk links

2T Frame Tagging i)

R
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Trunking protocols mmﬁm

ISL IEEE 802.1Q
« It's a Cisco proprietary e Open standard
« It works with Ethernet, Token ring, e [t works only on Ethernet
FDDI
e Only 4 Byte tag will be added to
+ It adds 30 bytes of tag original frame.

« All VLAN traffic is tagged

Trunking Configuration m%@ém

Switch(config)# interface <interface type> <interface no.>
Switch(config-ify# switchport mode trunk
Switch(config-if)# switchport trunk encapsulation dot1q/ISL

SW-2#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q frunking 1

Fo/20

192.168.1.3 192.168.2.3

192.168.2.1 PP g’
192.168.1.2 192.168:2.2 V215044 192.168.2.4

VIAN 10 VIAN 20

192.168.1.1

VLAN 10 VLAN 20

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 18

https://t.me/learningnets



LAB : Trunking mmém

TASK:

1. Create Vlan 10, Vlan 20 on both Switches

2. Shift ports in to their respective VLAN as per the diagram.

3. Confiure FO/20 port between SW1 and SW2 as Trunk link

4. Ensure That users of same VLAN on different Switches must communicate with each other

F0/20

192.168.1.3 /
192.168.1.4

VIAN 10 VIAN 20

192.168.1.1
192.168.1.2

VIAN 10 VIAN 20

192.168.2.3

192.168.2.1 192.168.2.4

192.168:2.2

Allowed Vlan list on trunk Link mmmm

0 By default, a switch transports all active VLANs (1 to 4094) over a trunk link.
o An active VLAN is one that has been defined on the switch and has ports assigned to carry it.
o There might be times when the trunk link should not carry all VLANSs.

SW-2#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on frunk
Fa0/20 1-1005

F0/20

192.168.1.1 192.165.1.3

192.168.1.2

192.168.2.3
192.168.1.4 192.1658.2.4

VIAN 10 VLAN 20

192.168.2.1
192.168:2.2

VIAN 10 VIAN 20
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NEWIDR! ONLINE ACADEMY

Allowed Vlan list on trunk Link(contd)

SW-x(config-if) # switchport trunk allowed vian 10,20,30,40

SW-1#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20  on 802.1q frunking 1

Port Vlans allowed on trunk
Fa0/20  10,20,30,40

Fo/20

192.168.1.3

192.1658.2.3
192.168.1.4 192.168.2.4

VIAN 10 VLAN 20

192.168.1.1

192.168.2.1
192.168.1.2 192.168:2.2

VLN 10 VIAN 20

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 20

https://t.me/learningnets



LAB: TRUNKING

FO/20

1192.168.1.3

“'1’!{2.1 68.1.1 :“1.9?_1 68.2.3

192.168.2.4

192.168.2.1 192.168.1.4

192.179'8,,_11-2"'/ ) 19;4.193;2’1& — o
VLAN 10 VLAN 20 VAAN 10 VIAN 20
TASK:

e Create Vlan 10, Vlan 20 on both Switches

o Shift ports in to their respective VLAN as per the diagram.

e Confiure FO/20 port between SW1 and SW2 as Trunk link

e Ensure That users of same VLAN on different Switches must communicate with each other

On SW-1

Switch(config)#hostname SW-1
SW-1(config)#interface range fO/1 - 2
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vlian 10
% Access VLAN does not exist. Creating vlan 10
SW-1(config-if-range)#exit

SW-1(config)#interface range fO/3 - 4
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vian 20
SW-1(config-if-range)#end

SW-1#sh vlan
VLAN Name Status Ports
1 default active FaQ/5, FaO/6, FaO/7, FaO/8

Fa0/9, Fa0/10, Fa0O/11, Fa0/12
Fa0/13, Fa0O/14, Fa0/15, Fa0/16
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Fa0/17, Fa0O/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2
20 VLANO0020 active Fa0O/3, FaO/4
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

On SW-2

Switch(config)#hostname SW-2
SW-2(config)#interface range fO/1 - 2
SW-2(config-if-range)#switchport mode access
SW-2(config-if-range)#switchport access vlan 10
% Access VLAN does not exist. Creating vlan 10
SW-2(config-if-range)#exit

SW-2(config)#interface range fO/3 - 4
SW-2(config-if-range)#switchport mode access
SW-2(config-if-range)#switchport access vian 20
% Access VLAN does not exist. Creating vlan 20
SW-2(config-if-range)#end

SW-2#sh vlan

VLAN Name Status Ports

1 default active Fa(Q/5, Fa0O/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0/13, Fa0/14, Fa0O/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2

20 VLANO0020 active Fa0O/3, FaO/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

From PC 192.168.1.1
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PC>ipconfig

IP Address......c..ceeenneeen: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=13ms TTL=128
Reply from 192.168.1.2: bytes=32 time=9ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

From PC 192.168.2.1

PC>ipconfig
IP Address.....cceuceeeenneeennat 192.168.2.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.2.100

PC>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:
Reply from 192.168.2.2: bytes=32 time=17ms TTL=128
Reply from 192.168.2.2: bytes=32 time=7ms TTL=128
Reply from 192.168.2.2: bytes=32 time=9ms TTL=128
Reply from 192.168.2.2: bytes=32 time=8ms TTL=128

SERVER>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:
Request timed out.
Request timed out.
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Request timed out.
Request timed out.

SERVER>ping 192.168.2.4
Pinging 192.168.2.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

NOTE:

e From the above verification

e Users of the same VLAN connected on the same switch can ping each other

e Same vlan users on different switches are not able to ping each other

e |n oder to communicate between same vlan on different switches , there should be trunking configured on
link (f0/20) between the switches

To configure trunking

SW-1(config)#interface fastEthernet 0/20
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#switchport trunk encapsulation dotlq

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/20, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/20, changed state to up

SW-2(config)#int fO/20

SW-2(config-if)#switchport mode trunk
SW-2(config-if)#switchport trunk encapsulation dotlq
SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1,10,20

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  1,10,20

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005
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Port Vlans allowed and active in management domain
Fa0/20 1,10,20

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1,10,20

From PC 192.168.1.1

PC>ipconfig
IP Address......c..cceeeneeenn: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=17ms TTL=128
Reply from 192.168.1.3: bytes=32 time=13ms TTL=128
Reply from 192.168.1.3: bytes=32 time=12ms TTL=128
Reply from 192.168.1.3: bytes=32 time=10ms TTL=128

PC>ping 192.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192.168.1.4: bytes=32 time=25ms TTL=128
Reply from 192.168.1.4: bytes=32 time=14ms TTL=128
Reply from 192.168.1.4: bytes=32 time=12ms TTL=128
Reply from 192.168.1.4: bytes=32 time=13ms TTL=128

From PC 192.168.2.1

PC>ipconfig
IP Address.....c...ceeereeena: 192.168.2.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.2.100

PC>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128
Reply from 192.168.2.3: bytes=32 time=12ms TTL=128
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128

PC>ping 192.168.2.4
Pinging 192.168.2.4 with 32 bytes of data:
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Reply from 192.168.2.4: bytes=32 time=26ms TTL=128
Reply from 192.168.2.4: bytes=32 time=12ms TTL=128
Reply from 192.168.2.4: bytes=32 time=12ms TTL=128
Reply from 192.168.2.4: bytes=32 time=13ms TTL=128

TASK:
e Configure The Trunk Link Such That It Only Allow The Vlan 10, 20, 30, 40 Traffic Should Only Be Allowed
( No Other Vlan Traffic Should Be Send )

On both switches (SW1/SW2)

SW-x(config)#int f0/20
SW-x(config-if)#switchport trunk allowed vlan ?

WORD VLAN IDs of the allowed VILANs when this port is in trunking mode
add add VLANSs to the current list

all  all VLANs

except all VLANs except the following

none no VLANs

remove remove VLANs from the current list

SW-x(config-if)#switchport trunk allowed vlan 10,20,30,40

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40

Port Vlans allowed and active in management domain
Fa0/20 10,20

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  10,20,30,40

Port Vlans allowed and active in management domain
Fa0/20 10,20
Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20
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TASK:
e Create vlan 50, 60,70,80 on both switches
e Configure the trunk link f0/20 to add vlan 50 ,60,70,80 to the existing trunk allowed list

On both switches (SW1/5W/2)

SW-x(config)#vlan 50
SW/-x(config-vlan)#vlan 60
SW/-x(config-vlan)#vlan 70
SW/-x(config-vlan)#vlan 80
SW/-x(config-vlan)#end

SW-x(config-if)#switchport trunk allowed vlan add 50,60,70,80

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10, 20,30,40,50,60,70,80

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  10,20,50,60

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60,70,80

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20,50,60
TASK
e Configure the trunk link fO/20 to remove vlan 70,80 to the existing trunk allowed list

SW-1(config)#int f0/20
SW-1(config-if)#switchport trunk allowed vlan remove 70,80

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan

Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60

Port Vlans allowed and active in management domain
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Fa0/20 10,20,50,60
Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 10,20,50,60

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  10,20,50,60
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DTP (DYNAMIC TRUNKING PROTOCOL)
Trunking can be done dynamically through negotiation process

Switch# sh dtp
Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
0 interfaces using DTP
DTP MODES

DESIRABLE:
o desires to become trunk ( always want to become trunk)
o Sends and reply to DTP messages

o It becomes a trunk if the port on the other switch is set to trunk, dynamic desirable or dynamic
auto mode.
AUTO:

o Only reply to DTP messages ( not send )

o Default mode on most of the modern switches
o It becomes a trunk if the other end is set to trunk or dynamic desirable mode.
TRUNK

o Configuring trunk manually

o The port still negotiates trunking with the port on the other end of the link.
ACCESS

o Configuring access manually
o The port is a user port in a single VLAN.
NO-NEGOTIATE
o Turn off DTP messages (disable DTP).
o The port is a trunk and does not do DTP negotiation with the other side of the link.

Switchport Mode Interactions

Dynamic Dynamic
Auto Desirable

Trunk Access

R Access Trunk Trunk Access
Auto
gz:s?;fe Trunk Trunk Trunk Access
Trunk Trunk Trunk Trunk Not
recommended
A A A Not A
ccess ccess ccess recommended ccess

Note: Table assumes DTP is enabled at both ends.
» show dtp interface — to determine current setting

DTP can be disabled either by
1. configuring as access port using switchport mode access
2. or using switchport nonegotiate commands
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LAB: VERIFYING DTP

= = &=

SW1 SW2

TASK:

e Configure f0/20 of SW1 to actively negotiate the DTP messages and SW2 f0/20 port should only reply to
the DTP messges

o Configure f0/21 of SWI1 and SW2 should not negotiate any DTP essages

Sw-1# sh interfaces fa0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
On SW-1
Sw-1(config)#int f0/20
Sw-1(config-if)#switchport mode ?
access Set trunking mode to ACCESS unconditionally
dynamic Set trunking mode to dynamically negotiate access or trunk mode
trunk  Set trunking mode to TRUNK unconditionally

Sw-1(config-if)#switchport mode dynamic desirable

SW-1#sh interfaces fa0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic desirable
Operational Mode: trunk
Administrative Trunking Encapsulation: dotlq

SW-1# sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005

Switch#sh interfaces trunk
Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1
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Port Vlans allowed on trunk
Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

TASK: Configure SW1 and SW2 to Configure Manaul Trunk and Disable the DTP negotiation Process.

On SW1/SW2
Sw-x(config)#int fO/21
Sw-x(config-if)#switchport mode trunk
Sw-x(config-if)#switchport trunk encapsulation dotlq
Sw-x(config-if)#switchport nonegotiate

Sw-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

Fa0/21 1

Sw-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

FaO/21 none

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 31

https://t.me/learningnets



NATIVE VLAN

Native VLAN Native VLAN Native VLAN

] ] 1 O

TRUNK Link ACCESS Link
B e
= SWaH oosw2

] [ 1 O

i

+ If a packet is received on a dotlq link, that does not have VILAN tagged, it is assumed that it belongs to
native VLAN.

» Untagged frames must place into a VLAN by the receiving switch, the native VLAN is the VLAN used.

»  When a switch receives an untagged frame on a tagged interface it is assumed membership of the Native
VLAN.

» For Cisco switches the Native VLAN ID must match on both end of the trunk.

o By default the Native VLAN is 1.

o Best Practice is to configure the Native VLAN ID to VLAN 666 and to ensure that this VLAN is not used
anywhere in the network.

» Use this new vlan as the native vlan. No ports should be assigned to the native vlan ie. you do not have any
end devices in the native vlanThe number “666" helps people to remember this.

» An attacker who attempts to use the VLAN hopping attack will end up in a dead VLAN that has no hosts to
leverage.

This message appears when the native VLAN is mismatched on the two Cisco switches:
%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEhernetl/1 (2),
with D-R3550-9B GigabitEthernet0O/1 (1)
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LLAB: Native VLAN

.5-3 y
i /|

' 19216812
s,/ 192.168.1.1 i
W1

SW2

S

e Connect Devices and assign the IP addressing as per the diagram.
e Create vlan 999 on both switches.

e Configure fO/20 port as trunk link

¢ Ensure that vlan 999 should be native vlan on both trunks.

e Verify the connectivity between PC (192.168.1.1 and 192.168.1.2).

PC>ipconfig
FastEthernetO Connection:(default port)
IP Address.......ccceeennennna: 192.168.1.1
Subnet MasK.....cccoeereevennnns 255.255.255.0
Default Gateway.................: 0.0.0.0

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=12ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

On SW1/5W2
SWx(config)#vlan 999
SWx(config-vlan)#end

SWx(config)#int f0/20
SWx(config-if)#switchport trunk encapsulation dotlq
SWx(config-if)#switchport mode trunk

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk
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Fa0/20 1-1005
Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

TASK: change native vlan to 999 on SW1 and verify connectivity

SW1(config)#int f0/20
SW1(config-if)#switchport trunk native vlan 999
SW1(config-if)#end

SW1#

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on FastEthernet0/20 (999), with SW2
FastEthernet0/20 (1).

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 999

Port Vlans allowed on trunk

Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

SW1#sh interfaces f0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic auto
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Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 999 (VLAN(0999)
Voice VLAN: none

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

SW2(config)#int f0/20
SW2(config-if)#switchport trunk native vian 999
SW2(config-if)#end

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

Troubleshooting Vlan and Trunks
¢ Same netwok
e Same vian
¢ Trunking ( mode)
e Allowed vlan on the trunk link
¢ Native lan must match
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Inter Vlan Routing Nzlrw!ug ougifmém

0 packets in one VLAN
cannot cross into another
VLAN.

The Need For Routing

Cisco 2924 Cisco 2924
isco isco o To transport packets

between VLANSs, you must
use a Layer 3 device.

o The router must have a
physical or logical
connection to each VLAN

Y so that it can forward

File Server Print Server Workstation  Workstation packets between them.

A classical example of two VLANs powered by a This is known as inter-
Cisco 2924 VLAN capable switches. VLAN routing.

2 Inter-VLAN routing can be
performed by an external
router that connects to
each of the VLANs on a

switch.
Inter-Vlan Routing N@A
NETWORK ONLINE ACADEMY
Methods
A. Separate Physical Gateway on Router
B. Using Sub-interfaces
C. Using Layer 3 Switch
VLAN 3
VLAN 2 L, ~. 2
i 4 ’InterVLAN Router
VLAN 1 [
VLANs 1,2,3 T~ 7.

} 7= =4 “Router on a Stick”
Trunk { ‘

VLAN 1
C VLAN 2 Multilayer Switch
VLAN 3
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Inter-Vlan Routing using Separate @A
NETWORK ONLINE ACADEMY

Physical Gateway on Router

Router(config)#interface FastEthernet0/0
Router(config-if] # ip address 192.168.1.100 255.255.255.0

i - Router(config-if) #no shutdown
Router(config-if|#exit
Fo/1

192.168.2.100 R1

Router(config)#interface FastEthernet0/1
Router(config-if] # ip address 192.168.2.100 255.255.255.0
Router(config-if|#no shutdown

Switchitsh vian

VLAN Name Status  Ports
\m cemp 1 default active Fa0/5, Fa0/6, Fa0/7, Fa0/8
X 192.168.1.2 '”-“““’-“ 192.168.2.2 Fa0/9, Fa0/12, Fa0/13, Fa0/14
VIAN 10 VIAN 20 Fa0/15, Fa0/16, Fa0/17, Fa0/18

192.168.1.0/24 192.168.2.0/24

Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gig1/2
10 sales active  Fa0/l1, Fa0/2, Fa0/10
20 marketing active  Fa0/3, Fa0/4, Fa0/11
1002 fddi-default act/unsup

TASK

e Create Vlan 10, Vlan 20 on SW1 and assign ports in to their respective VLAN as per the diagram.
e Ensure That users of VLAN 10 and 20 communicate with each other

192.168.1.100
FO/0.

FO/1
192.168.2.100

R1

192.168.1.1 S/ Y92.168.2.1 v/
S 192.168.1.2 N 192.168:2.2
VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

Switch(config)#vlan 10
Switch(config-vlan)#name sales
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Switch(config-vlan)#exit
Switch(config)#vlan 20
Switch(config-vlan)#name marketing
Switch(config-vlan)#exit

Switch(config)#interface FastEthernetO/1
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/2
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/3
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/4
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access
Switch(config-if)#exit

Switch(config)#interface FastEthernetO/10
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/11
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access
Switch(config-if)#end

Switch#sh vlan
VLAN Name Status Ports
1 default active Fa0/5, Fa0O/6, Fa0O/7, FaO/8
Fa0/9, Fa0/12, FaO/13, Fa0/14
Fa0O/15, Fa0O/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0O/23, Fa0/24, Gigl/1, Gigl/2

10 sales active FaO/1, Fa0/2, Fa0O/10
20 marketing active Fa0/3, FaO/4, FaO/11
1002 fddi-default act/unsup

Router(config)#interface FastEthernetO/0
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Router(config-if)# ip address 192.168.1.100 255.255.255.0
Router(config-if)#no shutdown
Router(config-if)#exit

Router(config)#interface FastEthernetO/1

Router(config-if)# ip address 192.168.2.100 255.255.255.0
Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#end

Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetO/0 192.168.1.100 YES manual up up
FastEthernetO/1 192.168.2.100 YES manual up up

Router#sh ip route
Gateway of last resort is not set
C 192.168.1.0/24 is directly connected, FastEthernetO/0
C 192.168.2.0/24 is directly connected, FastEthernetO/1

PC>ipconfig
FastEthernetO Connection:(default port)
Link-local IPv6 Address.........: ::

IP Address......ccccceeenneeen 192.168.1.1
Subnet Mask.....................2 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127

PC>tracert 192.168.2.1
Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 13ms Oms 0 ms 192.168.1.100
2 Oms 0 ms 0 ms 192.168.2.1
Trace complete.
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INTER VLAN-ROUTING USING ROUTER ,‘mgmmm
(Router On Stick)

SW-Ti#sh vian

FO/ VLAN Name Status  Ports
"?)//%-'2: 1‘3'&;1‘(;:'2"2 R1 I default active Fa0/5, Fa0/é, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

Gigl/l, Gigl1/2
10 VLANOOIO active Fa0/1, Fa0/2
20 VLAN0020 active Fa0/3, Fa0/4

192.168.1.1 Trunk link configuration

192.168.2.1
192.168.1.2 192.168.2.2

VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

SW-I(config)#interface fastEthernet 0/20

(interface facing Router)
SW-1 (config-if) #switchport mode trunk
SW-I (config-if) #switchport trunk encapsulation dot1q

INTER VLAN-ROUTING USING ROUTER @A
(Router On Stick) A o Y

F0/20

10/0.10  192.168.1.100
10/0.20 192.168.2.100 R1

Creating sub interfaces on router interface f0/0

R-1{config)#int fa0/0
R-1(config-if)# no shutdown
R-1({config-if|# exit

192.168.1.1
192.168.1.2

192.168.2.2

192.168.2.1
R-1(config) #int fa0/0.10 e e
R-1{config-sub-if)# encapsulation dot1Q 10 b e b
It should be the exact vian no ( vian 10)
R-1({config-sub-if) # ip add 192.168.1.100 255.255.255.0
R-1{config-sub-if| # exit

R-1({config) #int fa0/0.20
R-1({config-sub-if|# encapsulation dot1Q 20

It should be the exact vian no ( vian 20)
R-1(config-sub-if)# ip add 192.168.2.100 255.255.255.0
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LAB INTER VLAN-ROUTING USING ROUTER (Router on Stick)

FO/0

10/0.10 192.168.1.100
10/0.20 192.168.2.100 R1

192.168.1.1

7 192.168.2.1 ,
_ 192.168.1.2 192.168:2.2
VIAN10 VIAN 20
192.168.1.0/24 192.168.2.0/24

TASK:

e Create Vlan 10, Vlan 20 on SWI1

o Shift ports in to their respective VLAN as per the diagram.

e Confiure FO/20 port as Trunk link.

e Create sub interfaces on router port f0/0

e Ensure That users of VLAN 10 and 20 communicate with each other

On SW-1
Switch (config)#hostname SW-1
SW-1(config)#interface range fO/1 - 2
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vian 10

% Access VLAN does not exist. Creating vlan 10
SW-1(config-if-range)#exit
SW-1(config)#interface range fO/3 - 4
SW-1(config-if-range)#switchport mode access

SW-1(config-if-range)#switchport access vian 20
SW-1(config-if-range)#end
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SW-1#sh vlan

VLAN Name Status Ports

1 default active Fa0/5, Fa0O/6, Fa0O/7, FaO/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0O/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2
20 VLANO0020 active Fa0O/3, FaO/4
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Trunk link configuration
SW-1(config)#interface fastEthernet 0/20

(Interface facing Router)
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#switchport trunk encapsulation dotlq

e A router on a stick can be used to route between VLANs using either 1SL or 802.1Q as the trunking protocol.
e A router on a stick requires subinterfaces, one for each VLAN.

Creating sub interfaces on router interface fO/0

R-1(config)#int faO/0
R-1(config-if)# no shutdown
R-1(config-if)# exit

R-1(config)#int fa0/0.10
R-1(config-sub-if)# encapsulation dot1Q 10
It should be the exact vlan no ( vilan 10)
R-1(config-sub-if)# ip add 192.168.1.100 255.255.255.0
R-1(config-sub-if)# exit

R-1(config)#int fa0/0.20
R-1(config-sub-if)# encapsulation dot1Q 20

It should be the exact vlan no ( vlan 20)
R-1(config-sub-if)# ip add 192.168.2.100 255.255.255.0
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Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetQ/0 unassighed  YES unset up up
FastEthernet0/0.10  192.168.1.100 YES manual up up
FastEthernet0/0.20 192.168.2.100 YES manual up up

Verify connedtivity

PC>ipconfig
IP Address......c..cceeeneeenn: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Reply from 192.168.2.1: bytes=32 time=62ms TTL=127
Reply from 192.168.2.1: bytes=32 time=125ms TTL=127
Reply from 192.168.2.1: bytes=32 time=109ms TTL=127

PC>tracert 192.168.2.1
Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 47ms 63ms 62ms 192.168.1.100
2 109ms 125ms 78 ms 192.168.2.1
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Inter Vlan-Routing Using MLS N@A
NETWORK ONLINE ACADEMY

SW-Ti#sh vian

VLAN 10 192.168.1.100 VLAN Name Status  Ports

VIAN 20 192.168.2.100 Be
I default active  Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

Gigl/l1, Gigl/2
10 VLANOOIO active Fa0/1, Fa0/2
20 VLAN0020 active Fa0/3, Fa0/4

Switch(config) #int vian 10
Switch(config-if) #ip address 192.168.1.100 255.255.255.0
Switch(config-if) #no shutdown

102.168.1.1
S 192.168.2.1 ; " "
192.168.1.2 192.168:2.2 Switch(config-if) #exit
VIAN 10 VLAN 20
192.168.1.0/24 192.168.2.0/24

Switch(config) #int vian 20

Switch(config-if) #ip address 192.168.2.100 255.255.255.0
Switch(config-if) #no shutdown

Switch(config-if) #exit

Switch # sh ip int brief

Viani10 192.168.1.100 YES manual up up
Vian20 192.168.2.100 YES manual up up

Layer 3 Port on MLS mmm

10/20 f0/1
10.0.0.2/8 10.0.0.1/8

Switch(config)#int fa0/20
Switch(config-if)#ip address 10.0.0.2 255.0.0.0
% Invalid input detected at 'A' marker.

VIAN 10 192.168.1.100 10/0

VIAN 20 192.168.2.100 e e oo

Switch(config-ifj#no switchport
Switch(config-if)#ip address 10.0.0.2 255.0.0.0

\
192.168.1.1

172.16.1.1 172.16.1.2
172.16.0.0/16

/ 192.168.2.1
192.168.1.2 192.168.2.2

|92."|“:}:’|‘f}/24 192?,1%;.:2)/24
» By default all the ports of any Multilayer Switch will be switchport (Layer 2)
» they don’t understand IP addressing and just forward frames by identifying MAC address
» In our example we want f0/20 port of MLS as Router port ( layer 3)
» To change the default Layer 2 port to a Router port we need to add command “no switchport”
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LAB: Inter Vlan-Routing Using MLS

¥ VLAN 10 192.168.1.100

VLAN 20 192.168.2.100

192.168.1.1 /o
"{\ / 192.168.2.1 .
o 192.168.1.2 192.168:2.2
VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

TASK:

¢ Create vlan and shift the ports as per the diagram

e create SVI ( switch virtual interface ) for each vlan and assing IP as per vlan addressing as per the diagram
given

e Ensure that IP routing is enabled on Multilayer Switch

e verify connectivity between vlans (ping 192.168.1.1 ---192.168.2.1)

TASK: Create Vlan and Shift the Ports According To the Diagram

Switch(config)#vlan 10
Switch(config-vlan)#vlan 20
Switch(config-vlan)#exit

Switch(config)#int range fO/1 - 2
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 10
Switch(config-if-range)#exit

Switch(config)#int range fO/3 - 4
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20
Switch(config-if-range)#exit

TASK: Create SVI (Switch Virtual Interface) For Each Vlan
Switch (config)#int vlan 10
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Switch(config-if)#ip address 192.168.1.100 255.255.255.0
Switch(config-if)#no shutdown
Switch(config-if)#exit

Switch(config)#int vlan 20

Switch(config-if)#ip address 192.168.2.100 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if)#exit

Switch # sh ip int brief

Vlan10 192.168.1.100 YES manual up up
Vlan20 192.168.2.100 YES manual up up

e The VLAN must be defined and active on the switch before the SVI can be used.
o The VLAN and the SVI are configured separately, even though they interoperate. Creating or configuring the
SVI doesn’t create or configure the VLAN; you still must define each one independently

Switch(config)#ip routing

¢ Enable routing on the switch by using the ip routing command. Even if IP routing was previously
enabled, this step ensures that it is activated.

Task : Verify Connectivity between VLANs (Ping 192.168.1.1 ---192.168.2.1)

PC>ipconfig
IP Address.........cceeeeeeeeeet 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:

Request timed out.

Reply from 192.168.2.1: bytes=32 time=62ms TTL=127
Reply from 192.168.2.1: bytes=32 time=125ms TTL=127
Reply from 192.168.2.1: bytes=32 time=109ms TTL=127

PC>tracert 192.168.2.1

Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 47ms 63ms 62ms 192.168.1.100
2 109 ms 125ms 78 ms 192.168.2.1
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TASK:

e Continue With The Previous Lab Configurations

e Add A Router Connecting To MLS as per the diagram ( Assuming that there is a Wan Connection Between
Router And MLS and they are different locations)

f0/20 f0/1
10.0.0.2/8 10.0.0.1/8

VIAN 10 192.168.1.100
f0/0

\VIAN 20 192.168.2.100 172.16.1.100/24

/ 172.16.1.1  172.16.1.2
i9\2\.168.2.1 19216&2/& 172.16.0.0/16
TVIAN20
192.168.1.0/24 192.168.2.0/24

TASK: Configure IP addressing as per the Diagram on all Devices.

Router(config)#int fO/0

Router(config-if)#ip address 172.16.1.100 255.255.0.0
Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#int fO/1

Router(config-if)#ip address 10.0.0.1 255.0.0.0
Router(config-if)#no shutdown
Router(config-if)#end

Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetQ/0 172.16.1.100  YES manual up up
FastEthernetQ/1 10.0.0.1 YES manual up up

On MLS

Switch(config)#int fa0/20
Switch(config-if)#ip address 10.0.0.2 255.0.0.0
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/N

% Invalid input detected at ' ™' marker.

e By default, every switch port on most Catalyst switch platforms is a Layer 2 interface, whereas every switch
port on a Catalyst 6500 is a Layer 3 interface.
o If an interface needs to operate in a different mode, you must explicitly configure it.
¢ Aninterface is either in Layer 2 or Layer 3 mode, depending on the use of the switchport interface
configuration command.
e You can display a port’s current mode with the following command:
= Switch# show interface type mod/num switchport
o If theSwitchport:line in the command output is shown as enabled, the port is in Layer 2 mode. If this line is
shown as disabled, as in the following example, the port is inLayer 3 mode:
Switch# show interface gigabitethernet O/1 switchport
Name: GiO/1
Switchport: Disabled
Switch#

NOTE:

e By default all the ports ofany Multilayer Switch will be swithport (Layer 2)

e they don’t understand IP addressing and just forward frames by identifying MAC address

e In our example we want fO/20 port of MLS as Router port ( layer 3)

e To change the default Layer 2 port to a Router port we need to add command “no switchport”

Switch(config-if)#no switchport
Switch(config-if)#ip address 10.0.0.2 255.0.0.0

Switch #Sh ip int brief
FastEthernet0/20 10.0.0.2 YES manual up up

Switch#ping 10.0.0.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/5/7 ms
MLS (3560)

Switch(config)#router rip
Switch(config-router)#version 2
Switch(config-router)#network 192.168.1.0
Switch(config-router)#network 192.168.2.0
Switch(config-router)#network 10.0.0.0
Switch(config-router)#no auto-summary
Switch(config-router)#end
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ROUTER

Router(config)#router rip
Router(config-router)#ver 2
Router(config-router)#network 172.16.0.0
Router(config-router)#network 10.0.0.0
Router(config-router)#no auto-summary
Router(config-router)#end

Router#sh ip route
C 10.0.0.0/8 is directly connected, FastEthernetO/1
C 172.16.0.0/16 is directly connected, FastEthernetO/0
R 192.168.1.0/24 [120/1] via 10.0.0.1, 00:00:01, FastEthernetO/1
R 192.168.2.0/24 [120/1] via 10.0.0.1, 00:00:01, FastEth

Switch#sh ip route
Gateway of last resort is not set
C 10.0.0.0/8 is directly connected, FastEthernet0/20
R 172.16.0.0/16 [120/1] via 10.0.0.2, 00:00:01, FastEthernet0/20
C 192.168.1.0/24 is directly connected, Vlan10
C 192.168.2.0/24 is directly connected, Vlan20

PC>ipconfig
IP Address.....ccccceeennneeena 192.168.1.1
Subnet Mask...........ccceeeeeest 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 172.16.1.1
Pinging 172.16.1.1 with 32 bytes of data:
Request timed out.
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126

PC>tracert 172.16.1.1
Tracing route to 172.16.1.1 over a maximum of 30 hops:
1 3Ims 31ms 32ms 192.168.1.100
2 63ms 62ms 62ms 10.0.0.1
3 109ms 125ms 125 ms 172.16.1.1
Trace complete.
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o Extended VLAN
o Voice VLAN

Extended M@A
NETWORK ONLINE ACADEMY

VLAN

0 Historically, Cisco Catalyst switches have supported only up to 1024 VLANs
a ISL uses 10-bit VLAN ID (upto 1024 Vlan)

0 802.1Q includes a 12-bit VLAN ID field (upto 4096 vlan)

a Cisco refers to the VLANSs between 1025 and 4096 as extended-range VLANS.
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Cisco Catalyst switches support extended-range VLANs under the
following restrictions:

VTP cannot be used for VLAN management. (VTP must be configured in
transparent mode or off

SWi(config)#vtp mode ?
client  Set the device to client mode.
off Set the device to off mode.

SW7(config)#vtp mode server server  Set the device to server mode.

Setting device to VTP Server mode for VLANS. transparent Set the device to transparent mode.
SW;7(config)#vlan 4000

SWj(config-vlan)#namesales

SW7(config-vlan)#exit

% Failed to create VLANs 4000
Extended VLAN(s) not allowed in current VTP mode.
%Failed to commit extended VLAN(s) changes.

NETWGR! ONLINE ACADEMY

Only Ethernet VLANSs are supported.

SWil#sh vlan

VLAN Name Status Ports

1 default active Fa@/1, Fa@/2, Fa@/4, Fao/5
Fa@/6, Fad/7, Fad/8, Fad/9
Fao/10, Fa@/11, Fao/12, Fa0/13
Fa@/14, Fa@/15, Fa@/16, Fa®/17
Fa@/18, Fa@/19, Fa0/20, Fa0/21
Fa®/22, Gie®/1, Gie/2

1002 fddi-default act/unsup
1003 trcrf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
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SW7(config)#vtp mode transparent SW7#sh vian

Setting device to VTP Transparent mode for VLANS. VLAN Name Status Ports
SW7(config)#vlan 4000 e i s

SW7(config-vlan)#name sales 1 default active Fao/1, Fao/2, Fao/4, Fao/s

SWjy(config-vlan)#exit Fao/6, Fao/7, Fao/8, Fao/9
Fao/10, Fao/11, Fao/12, Fao/13
Fao/14, Fao/15, Fao/16, Fao/17
Fao/18, Fao/19, Fao/20, Fao/21
Fao/22, Gio/1, Gio/2

1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
4000 sales active

NETWI]R! ONLINE ACADEMY

0 The spanning-tree extended system ID feature (also known as MAC address
reduction) must be enabled.

o Enabled by default .You cannot disable the extended system ID feature.

SW7#show spanning-tree summary
Switch is in pvst mode
Root bridge for: VLAN4000
Extended system ID is enabled
Portfast Default is disabled

PortFast BPDU Guard Default is disabled ; ; g
e el SW7(config)#spanning-tree extend system-id

SW7(config)#no spanning-tree extend system-id
% Command "no spanning-tree extend system-id <cr>" was not accepted.
extended system-id feature remains enabled due to extended VLAN existence.

SW7(config)#no vlan 4000
SWy(config)#no spanning-tree extend system-id

% Command "no spanning-tree extend system-id <cr>" was not accepted.
This platform requires that the extended system-id feature remain enabled.
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o voice VLAN feature enables access ports to carry IP voice traffic from an IP phone.
o switch can connect to IP Phone to carry IP voice traffic
o The Cisco IP Phone contains an integrated three-port 10/100 switch

Remate office
router
DHCP
server
Trunk
Access P
switch
vian |
f ) Man 20
Vin10 [ 20.1.1x

NETWOR! ONLINE ACADEMY

Default VLAN configuration :
“» The voice VLAN feature is disabled by default.
You should configure voice VLAN on switch access ports.

The voice VLAN should be present and active on the switch for the IP phone to correctly communicate on the
voice VLAN.

Use the show vlan privileged EXEC command to see if the VLAN is present
The Port Fast feature is automatically enabled when voice VLAN is configured.
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o
o

o
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Catalyst 3550 switch Cisco 7960 IP Phone
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