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Introduction

1.1 THE ROLE OF THE CHIEF INFORMATION SECURITY OFFICER

Most organizations have realized the need for a senior position within the organization to be
accountable for information security. While the job description and even the placement within the
organization will differ in each industry and each organization, a familiar set of responsibilities are
typically associated with this role. These responsibilities include:

* Establishing information security program strategy: The CISO identifies the business
cyber threats, industry and customer requirements, business drivers, information security
requirements, framework upon which to build the information security program, and the peo-
ple, process, and technology in which to assemble the program. Activities associated with this
responsibility include:

* Working with executive management to understand and document the organization’s
information security risk appetite.!

* Designing information security architecture and selecting appropriate controls to meet the
established information security risk appetite.

* Keeping current on information security and privacy regulations.

* Keeping current on changes to the threats impacting the organization.

» Establishing and managing security policies.

* Implementing effective security awareness and education; and

* Planning effective information security incident and disaster response.

¢ Assessment of the current information security program. The CISO establishes means to
measure the effectiveness of the current controls in implementing the information security
program. Activities associated with this responsibility include:

* Ensuring current access management strategies and implementations appropriately restrict
access to authorized individuals.

» Establishing information security metrics, collection processes, and monitoring program;
and

* Managing a security assessment program to include vulnerability assessments, penetration
testing, and security risk assessments.

* Ensure appropriate governance of the security controls. The CISO creates oversight activ-
ities and processes to check on the compliance within (and external to) the organization to be
sure that appropriate controls are implemented.

» Establishing appropriate oversight controls such as separation of duty, job rotation, peer
review, and sanctions for non-compliance with organizational policy; and

* Reacting to security incidents and security assessment findings by ensuring appropriate
remediation and prioritization of security initiatives.

There can be some debate as to the inclusion of these responsibilities with all information security
officers or officers as organizational structures may place responsibility of fraud or business con-
tinuity in other departments, but one responsibility remains clear. The senior most security person
must be able to determine, from the myriad of available security projects, the most advantageous
projects to initiate.

Despite the structural differences between organizations, the threat or regulation environment, or
even across economic conditions, there is always a limit to the available funding and staff required
to perform security initiatives. It is not enough to know a set of desired security projects for the

1
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organization to improve its security posture. Information security officers need to be able to justify
their next project and defend these decisions.

Implementation of the information security strategy (through the selection and prioritization of security
initiatives) is the fundamental CISO responsibility.

There are several approaches to identify and prioritize the organizational security initiatives to be
funded. Each of these approaches is discussed briefly below.

1.1.1 AuDIT As A DRIVER FOR SECURITY INITIATIVES

An information security audit is an external review of current information security controls against
organizational security policies or an established standard. These information security audits result
in a list of findings and recommendations. It is important that these findings and recommendations
be reviewed and potentially remediated (depending on severity level). However, when the
information security audit results are the primary driver for determining the next security initiative
in an organization, the organization has no clear security strategy. Reliance on the audit results as
the guide for improving the organization’s security posture is necessary but not sufficient. Audits
by their nature are reviews of current controls against policies and procedures (or regulations) that
have already been established. A security strategy based only on what the auditors find will be in a
constant state of catch-up and limited to a previous and narrow vision of minimum-security controls.
Moreover, information security priorities stemming from these audits will be “audit-based” (or
backward looking only), which is limited to the threats to our organization that we already know
about and have written policies and procedures to address.

1.1.2 TECHNOLOGY AS A DRIVER FOR SECURITY INITIATIVES

Another approach to developing a security strategy that is often arrived at by default is a technology-
based security strategy. A technology-based security strategy is an overreliance on information
technology to provide the security controls to implement the organization’s security strategy. It
is clear that technologists and information security product vendors have been able to supply the
industry with a steady stream of features, improvements, and new security products. Many times,
these products are just what an organization needs to enact protection measures for their assets.
However, a security strategy that relies too heavily on technologist and information security product
vendors to dictate the security solutions will find the administrative and physical areas of their
protection measures lacking. This leads to an unbalanced and ineffective implementation of the
organization’s information security strategy.

1.1.3 COMPLIANCE AS A DRIVER FOR SECURITY INITIATIVES

Information security regulations specify and even require a minimum set of information security
requirements for organizations within specific industries. The information security regulations or
standards such as Payment Card Industry Data Security Standard (PCI DSS) or Health Insurance
Portability and Accountability Act (HIPAA) Security Rule seem a natural place to start when
creating a security strategy for an organization in the related industries. However, these require-
ments likely represent a small portion of the organization’s information security requirements to
be addressed. Organizations need to address customer and business mission requirements as well.
Relying only upon the information security requirements listed in industry regulations and stan-
dards will fail to take into account current threats, business drivers, and executive management risk
appetite for the organization. Those organizations limit their information security strategy by adopt-
ing a compliance-driven strategy to security may find themselves battling the silo approach (e.g.,
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HIPAA security effort, PCI DSS effort, and Privacy effort). Reliance on compliance regulations
leads to the inevitable discovery that regulations do not provide adequate guidance for implementa-
tion. Furthermore, it is difficult to plan for the next iteration of changes to regulations.

1.1.4 Security Risk As A DRIVER FOR SECURITY INITIATIVES

Even though each of these approaches offers some benefit, a more complete security strategy can be
created based on the documentation of the organization’s risk appetite, a complete understanding of
the organization’s information security requirements, and a thorough analysis of information security
risk. It is the overall information security risk to the organization’s assets (not those limited to audit
findings, missing vendor features, or non-compliance) that needs to be appropriately addressed in
the proper execution of the organization’s information security strategy. The single best way to
execute the information security risk strategy is to appropriately measure information security risk.
As clear as this statement seems it is still surprising that security risk assessment is not always the
driver for creating a security strategy.

In determining the effectiveness of an organization’s ability to implement an information security
strategy, it is useful to ask the following question of information security officers (or have them ask
it of themselves):

Given your limited resources, are you confident that your initiatives are addressing the largest security
risks to your organization’s assets?

At first blush this seems an innocent enough question and is often answered quickly in the affir-
mative. Following this question with a more probing question often gives the information security
officer pause:

How do you demonstrate that your initiatives are addressing the largest security risks to your organiza-
tion’s assets to management?

The reason the question above is a more difficult question is that is seems hard to demonstrate that the
limited resources are being utilized to address security risk efficiently if security risk is not measured
or not measured adequately. The above question essentially asks for proof or evidence that informa-
tion security initiatives are appropriately prioritized. Overreliance on ineffective drivers (such as audit,
vendors, and compliance) builds information security programs which are difficult to defend against
such probing questions. Information security risk, therefore, stands out as the most effective driver for
establishing information security initiatives and ensuring an effective information security program.
Building an information security program on the basis for information security risk requires a
solid and effective security risk assessment. Afterall, the results of the security risk assessment are
the input and direction to the establishment and management of the information security strategy.
With so much riding on the results of security risk assessment it is important that they are done right.

1.2 ENSURING A QUALITY INFORMATION SECURITY RISK ASSESSMENT

If the information security officer has properly aligned his security strategy with the results of secu-
rity risk assessment, then it is easy to demonstrate that the planned security initiatives are addressing
the largest organizational security risks. The security risk assessment is, therefore, a critical tool in
the monitoring and management of the information security program. When security risk assess-
ment is used as the basis for security decisions, the quality of the security risk assessment becomes
critical. A weak security risk assessment method can lead to inaccurate conclusions, bias results, a
false sense of security (or fear), and eventually to significant planning errors, ineffective expendi-
tures of limited resources, and increased information security risk.
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There are many projects to be executed properly to ensure that information security programs
effectively protect the organization’s assets. For the reasons stated above, none is more important
than the security risk assessment. When the security risk assessment is the driver for determining
the prioritization of information security initiatives, it’s proper execution cannot be taken lightly.
Security risk assessments done without solid methods and accurate data collection (e.g., surveys,
internal self-reviews, and checklists) can lead to costly mistakes and inaccurate strategic directions.
The security risk assessment is the most highly leveraged activity performed within the information
security organization (Figure 1.1). Security risk assessments are not commodities. There is a vast
difference between a security risk assessment performed by an experienced team utilizing a strong
security risk assessment method and an inexperienced team utilizing a weak method. The strength
of the security risk assessment method is imperative if the resultant security risk assessment report
is to be used as a management tool. Some of the benefits of a security risk assessment report based
on a strong method include:

» Security Control Measurement—As the central element of a security risk assessment is to
gather data and assess the strength of existing security controls, a security risk assessment
based on a strong method provides an accurate measurement of existing security control
effectiveness.

» Security Program Strength Measurement—The results of a security risk assessment based on
a strong method provides insights into the strength of the existing security program.

 Basis for Improvement—When the results of a security risk assessment are based on a strong
method the results and recommendations can be confidently used to determine actions and
decisions for improvements in the organization’s security controls.

* Understanding of Threats and Risks—A security risk assessment report based on a strong
method provides all stakeholders a clear understanding of the security threats and risks to the
organization.

* Senior Management Tool—A security risk assessment report based on strong methods is a
powerful tool for senior management in planning, decisions, and oversight of the overall secu-
rity program.

The realization that there was little guidance on the appropriate execution of security risk assess-
ment and the collection of quality data it is the reason for the creation of this book. Security risk
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strength
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improvement decisions
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security threats and risks
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FIGURE 1.1 Importance of Security Risk Assessment Method. When a security risk assessment is used as the
basis for making security decisions in the organization, the risk method is highly leveraged. Weaknesses in the
risk assessment method can eventually lead to planning errors and increased security risk.
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assessments should not be merely performed to check a box or to satisfy a regulatory requirement.
Instead, security risk assessment should be performed in a professional manner that provides accu-
rate results. It is my hope that this book will guide and inspire more professional information secu-
rity assessments.

1.3 SECURITY RISK ASSESSMENT

An information security risk assessment determines the value of information assets, measures the
strength of the overall information security program, and provides the analysis necessary to make
planned improvements based on information security risks. The security risk assessment is the tool
of senior management that gives them an effective measurement of their security controls and an
indication of how well their assets are protected.

1.3.1 THE ROLE OF THE SECURITY RiSK ASSESSMENT

A security risk assessment is an important element in the overall information security risk
management process. Information security risk management involves the process of ensuring
that the security risk posture of an organization is within acceptable bounds as defined by senior
management. There are four stages of the information security risk management process: security
risk assessment; controls test and review; information security risk mitigation; and operational

information security (see Figure 1.2).
* Information Security Risk Assessment—This is an objective analysis of the effectiveness of
the current security controls that protect an organization’s assets and a determination of the

Assess Security Risk

* Likelihood of Threats

* Exploitation of Vulnerabilities
* |Impact on Assets

* Countermeasures to Risks

Test & Scan Controls

* Scan for Vulnerabilities
¢ Test Active Systems
.
\ ez .
Operate Controls Mitigate Risk
* Apply Patches ¢ Implement Safeguards
* Handle Incidents < * Implement New Controls
* Train Staff * Improve Existing Controls
A

FIGURE 1.2 Therole of the security risk assessment. Information security risk assessments play a critical role
in the information security management process, providing information on the threats, assets, and information
security risks to an organization.
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probability of losses to those assets. A security risk assessment reviews the organization’s threat
environment, the asset values, the system’s criticality, the information security controls’ vulner-
abilities, and the expected losses’ impact, and also provides recommendations for additional
controls to reduce information security risk to an acceptable level. Based on this analysis, the
organization’s senior management can determine if additional information security controls are
required.

* Controls Test and Review—Information security testing is the examination of the information
security controls against the information security requirements. The need for additional infor-
mation security controls to obtain an acceptable level of information security risk is deter-
mined during the security risk assessment. Information security testing can be applied to any
number of or subset of information security controls, such as physical controls testing (e.g.,
doors and access control), vulnerability scanning (e.g., external interfaces), or social engineer-
ing (e.g., user behavior). Typically, information security testing is performed more frequently
than security risk assessments.

* Information Security Risk Mitigation—Either the reported information security risks are
accepted or information security risks to an organization’s assets are reduced through the
implementation of new information security controls or the improvement of existing con-
trols. Information security risk assessments provide information to allow the senior manage-
ment to make information security risk-based decisions for the development of new controls
or the expenditure of resources on information security improvements of existing controls.
Information security test and review efforts provide information on how to keep existing con-
trols up to date. Information security risk can be mitigated through corrections and additional
controls, accepted or transferred.

* Operational Information Security—The implementation and operation of most security con-
trols are performed by operational personnel. Daily and weekly activities such as applying
patches, performing account maintenance, and providing information security awareness
training are essential for maintaining an adequate information security posture.

1.3.2 DEFINITION OF A SECURITY RiSK ASSESSMENT

The security risk assessment takes on many names and can vary greatly in terms of method, rigor,
and scope, but the core goal remains the same: assess the information security risks to the organi-
zation’s information assets. This information is then used to determine how best to mitigate those
information security risks and effectively preserve the organization’s mission.

There is no shortage of definitions for security risk assessment (and many other closely associated
names). Many of these definitions are overly complex or may be specifically geared to an indus-
try segment such as the federal government. For example, the National Institute of Standards and
Technology provides two alternative definitions for the term security risk assessment. One definition,
found in the National Institute of Standards and Technology (NIST) “Guide for Conducting Risk
Assessments” (2012), states that security risk assessment is “the process of identifying, estimating,
and prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation
of an information system.” Yet another definition found in the International Standards Organization/
International Electrotechnical Commission (ISO/IEC) 27000 “Information technology—Security
techniques—Information security management systems—Overview and vocabulary” (2018)
expands the definition to describe the process with respect to risk tolerance. It reads as follows:

Risk Assessment—the overall process of finding, recognizing and describing risk to comprehend the
nature of risk and to determine the level of risk and of comparing the results of risk analysis with risk
criteria to determine whether the risk and/or its magnitude is acceptable or tolerable.
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Other uses of the term risk assessment are geared toward a specific use, such as complying with
the PCI DSS. The PCI Security Standards Council defines risk assessment as a formal process used
by organizations to identify threats and vulnerabilities that could negatively impact the security of
cardholder data.

The ISO 27001/2 takes an integrated approach to security management and recognizes the value
of security risk assessments in that process. The basic structure of security management involves
selecting security requirements, assessing the risks, and selecting controls. The security risk
assessment is central to this approach, as it assesses the risks that the security requirements may not
be met and provides the basis for a risk-based decision for selecting security controls.

In all the regulations, guidelines, and standards, security risk assessment has been defined in
numerous ways. Some definitions are more detailed than others in terms of how an assessment
is performed. Some definitions focus on the result of the assessment, while others focus on the
approach. For our purposes, a simpler security risk assessment definition is needed to cover any
such approach or detail. Because this book will discuss the various methods of performing a security
risk assessment, the definition used here is designed to fit all such methods. For the purposes of this
book, security risk assessment is defined as follows:

Security Risk Assessment—A probability determination of asset losses based on asset valuation, threat
analysis, and an objective review of current security controls effectiveness.

1.3.3 THE NEED FOR A SECURITY RiSK ASSESSMENT

A security risk assessment is a basic requirement for most information security regulations (e.g.,
PCI DSS, Gramm-Leach Bliley Act (GLBA), Sarbanes-Oxley (SOX), and NIST Cybersecurity
Framework (NIST CSF)). Aside from being required, a security risk assessment is an essential ele-
ment of any corporation seeking to protect its information assets. A security risk assessment has the
following benefits to an organization.

1.3.3.1 Checks and Balances

A security risk assessment provides a review of the organization’s current information asset protec-
tion implementation. The work of the information security officer and the security operations staff
should be assessed by an objective party to determine the adequacy of the program and to note areas
for improvement. Those who have architected the security program and those who are administering
security controls are too close to the decisions that have been made and are not likely to be able to
provide an objective analysis. (More on this in Section 12.1.3 Project Resources.)

1.3.3.2 Periodic Review

Even the most carefully constructed information security program requires a periodic review. A
periodic review can provide a program effectiveness measure and information necessary to properly
adjust the program for the changing threat environment and business mission.

Many elements of an information security program require periodic review to measure their
effectiveness. For example, the security awareness training program should be reviewed to measure
and improve its effectiveness based on changes to regulations, staff members, environmental threats,
and recent security incidents within the organization. Such measurements should not be limited
to student evaluations of security awareness training or courses delivered, but the actual security
awareness that has been instilled into the culture of employees and others who have access to an
organization’s information assets. Additional measurements on the security awareness program’s
effectiveness could be obtained through physical inspections, security policy quizzes, and social-
engineering experiments, to name a few.
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Moreover, the landscape in which an information security program is developed is constantly
changing and the controls in place should change along with these threats to keep up. Threats to the
organization’s information assets change as technology advances, information is promulgated, skills
(or tools) are acquired by would-be intruders, and interfaces to the organization’s assets increase.
For example, prior to widespread knowledge, tools, and tutorials, a Structured Query Language
(SQL) injection attack on a database required the skills of a determined intruder. Nowadays, less
skilled and more abundant script-kiddies possess the ability to launch the same attack through tools
circulated freely on the Internet.

Similarly, a decade ago many organizations could state, with reasonable confidence, that they
were aware of and controlled all interfaces to their networks. However, if an organization lacks the
proper controls, the introduction of mobile devices or cheap wireless routers that can be added to
internal networks or connected laptops can render the network boundaries unknown.

Lastly, your organization’s mission may have changed through mergers, acquisitions, divestitures,
spin-offs, or simply retooling since information security controls were first devised. Changes in mis-
sion can change everything from the reclassification of sensitive data and the addition of partners and
extended networks to the development of new systems, connections, and security risks. Without a peri-
odic security risk assessment, an organization’s information security program would remain stagnant
while threats, attacker skills, and business missions change. The result would be a steady decline of
the effectiveness of the information security program and an increased risk, as illustrated in Figure 1.3.

1.3.3.3 Risk-Based Spending

Resource allocation can be based on security risk to assets. Organizations have limited resources to
address their information security issues. If a security risk assessment is not performed, the organi-
zation does not have an understanding of the security risks to its information assets. In the absence
of security risk information, resources are allocated on a variety of other factors, including conve-
nience, existing familiarity or skill, or simply interest.

When deciding how to spend the information security budget, the decision-makers may choose
the latest gadgets offered by vendors who have an existing relationship to the organization. Similarly,
the decision-makers may choose to expand the organization’s capabilities within an area with which
they are familiar. For example, the information security team members may be expert in configuring

7N [Security Improvements Lower Risk]
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ecurity Policy Developmen " ;
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FIGURE 1.3 The eroding security posture. Applying security improvements such as security awareness
training and security patching can lower the security risk of an information system, but the changing threats
and environment will erode the security posture over time.
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perimeter devices to filter the content of outgoing messages. There may be exciting advances within
this field. It would be natural for this team to be drawn toward pursuing the integration of such
advances into the existing information asset control architecture. Lastly, the decision-makers may
simply be swayed by new technology. While many of these controls will likely improve the organi-
zation’s security posture, they may not deliver the best “bang for the buck.”

Consider an organization that currently has an inadequate security awareness program and lacks
the proper information security policies. Recognizing that security programs break at the weakest
link, it is not a stretch to imagine that a security risk assessment would point out that the lack of
an adequate security awareness program and security policies poses the greatest security risk to an
organization’s assets. However, without an adequate security risk assessment providing consider-
ation of which security controls would ultimately reduce the overall security risk to an organiza-
tion, other more familiar or interesting controls will likely receive funding over such administrative
controls. When is the last time you remember a security professional being interested in developing
a security awareness program?

1.3.3.4 Requirement

A security risk assessment is a required element of a security program according to multiple infor-
mation security regulations. These regulations include PCI DSS, HIPAA, GLBA, NERC (North
American Electric Reliability Corporation)/CIP (Critical Infrastructure Protection) Cyber Security
Standards, ISO 27001/2, OMB A-130 (Office of Management and Budget), FISMA (Federal
Information Security Management Act), and many others. If for no other reason, many organiza-
tions obtain a security risk assessment simply because it is required.

1.3.4  SecURITY Risk ASSESSMENT SECONDARY BENEFITS

Aside from the obvious benefits mentioned in Section 1.3.3, a security risk assessment may pro-
vide some secondary benefits to an organization as well. Among those benefits are the transfer of
knowledge from the security assessment team to the organization’s staff, increased communications
regarding security among business units, and increased security awareness within the organization.
In addition, the results of the security risk assessment may be used as a measure of the security pos-
ture and compared to previous and future results.

There is an expectation that the members of the security assessment team will be experts in
the field of information security. As we shall discuss in this book, the ability to observe, estimate,
assess, and recommend is largely based on having experience with security mechanisms, how they
work, and how they fail. An experienced security risk assessment team will be able to apply that
knowledge to specific implementations of security mechanisms within the organization’s unique
environment. Throughout the data gathering process and the draft and final security risk assessment
report, the experience of the team will be shared with the organization. Many of the insights shared
may prove valuable to the organization and would not otherwise have been gained.

The fact that a security risk assessment team is focused solely on the security risks to the organization
requires that the interaction of security mechanisms between business units need to be addressed—per-
haps for the first time. The security risk assessment may allow for or even force a security discussion
among the business units. For example, when assessing the effectiveness of termination procedures,
the legal, human resources, physical security, and information technology departments will all need to
work together to ensure an effective approach and execution of these procedures.

A security risk assessment includes many activities that may test the security awareness of the
employees within the organization. A security risk assessment will include physical security walk-
throughs, checks on perimeter controls, and interviews with employees and key personnel, and it
may include social engineering. All of these activities will result in an indication of how effective
security awareness training is within the organization. Making specific results known to the orga-
nization’s employees will increase the overall security awareness. For example, if the security risk
assessment team was able to “piggyback” through physical access controls (e.g., trailing behind
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10 The Security Risk Assessment Handbook

someone who has swiped a badge to open a door), consider letting the organization’s employees
know the results of those tasks. This will increase their awareness that such breaches can actually
occur and that it is their responsibility to help enforce current policies.

The security risk assessment should conclude with a list of security risks to the organization’s
assets and an indication of the organization’s overall security posture. These results can be compared
to the previous and future results to assist in tracking the progress of the information security
program. Organizations that consistently find that their security posture indicates that they are
taking a larger security risk than they are comfortable with should consider increasing the resources
allocated to information security. The organization should also ask the security risk assessment
team for a comparison of the organization’s information security program with those of similar
organizations. As mentioned previously, the members of the security risk assessment team will have
experience with other organizations and should be able to provide a rough comparison of how this
organization measures up to its peers in the industry.

1.4 RELATED ACTIVITIES

There is much confusion surrounding the terms used to describe an assessment of the security
mechanisms within an organization. Although there are clearly different approaches, objectives, and
levels of rigor within various assessments, there does not seem to be a well-understood and accepted
method for describing each of these assessments. For the purposes of this book and for clearly
describing our topic, the following descriptions are offered.

All of the services listed in Figure 1.4 and Table 1.1 are related but should not be confused with
a security risk assessment. A security risk assessment and the services described may be performed
by professionals with similar credentials who use similar tools and checklists. However, a security
risk assessment is differentiated from the other services in that only a security risk assessment takes

Security Program Vulnerability | Penetration

Elements Reviewed Scan Test

External Interfaces

Internal Interfaces
Web Applications
Security Awareness
Operational Procedures
Security Policies
Physical Controls
Personnel Controls

Vendor Management

XXX XXX XS S
XXX XXL LKL L
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Asset Inventory

FIGURE 1.4 A Comparison of Security Assessment Activities. Vulnerability scans and penetration testing
provide a review of some of the elements of a security program. However, many key elements of the security
program are left unchecked. The security risk assessment provides a complete review of an organization’s
security program.
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TABLE 1.1

Security Assessment Definitions

Term Definition Purpose

Gap assessment A review of security controls against a standard To provide a list of controls required to become

compliant

Compliance audit  Verification that all required security controls  To attest to an organization’s compliance with a
are in place standard

Security audit A verification that specified security controls To attest to an organization’s adherence to industry
are in place standards

Penetration testing A methodical and planned attack on a system’s  To test the adequacy of security controls in place
security controls

Vulnerability An element of penetration testing that searches To test for the existence of obvious vulnerabilities in
scanning for obvious vulnerabilities the system’s security controls

Note: There are a great many different ways to review the security controls of an organization. Terms such as assessment,
audit, and test are commonly used as synonyms, yet it is important to understand the distinctive use and limitations
of these industry terms.

arisk-based approach at identifying vulnerabilities within the organization’s security controls. Only
a security risk assessment provides recommendations for improvement based on the actual and per-
ceived security risks to the organization.

1.4.1 GAP ASSESSMENT

A gap assessment is the comparison between what exists within a corporation and what is required.
Typically, gap assessments are associated with specific criteria, for example, HIPAA Security Rule
Gap Assessment or ISO 27001/2 Gap Assessment. These assessments compare the existence of
security policies, procedures, and mechanisms, along with activities (which may include a security
risk assessment), against the required security policies, procedures, mechanisms, and activities dic-
tated in the HIPA A regulation or in the ISO 27001/2 guidelines. There is no measure of security risk
associated with this assessment; it is merely a review of what exists against an interpretation of what
the regulation or guideline requires.

A gap assessment is performed at the beginning of the organization’s compliance pursuit with
a standard or regulation. Since the gap assessment will result in a list of “gaps” or things that need
to be done prior to declaring compliance, these assessments do not require verification of findings.
If an interview with key personnel and a review of the materials reveal that the security awareness
program is adequate, then the assessment team need go no further with this line of review. The point
is to efficiently reach the point where the organization knows what the compliance project entails.
An efficient gap assessment helps them get a quicker start with known project objectives. The orga-
nization being assessed should realize that deceiving the gap assessment team will only result in an
inaccurate compliance plan.

1.4.2 CoOMPLIANCE AUDIT

When the time comes to attest to the organization’s compliance with a regulation or a standard, a
more in-depth review is required. This review requires that all findings be verified. The same inter-
view and review of the security awareness training program would be followed up with review of a
sample of employee training records and interviews with some employees. A compliance audit still
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does not result in a measure of the security risk to the organization’s assets. A compliance audit is an
objective review of the organization’s compliance with a security standard, such as HIPAA Privacy
and Security Rule, GLBA 501(b), Federal Financial Institutions Examination Council (FIEC)
Cybersecurity Assessment Tool (CAT), ISO 27001/2, or other regulations and standards that specify
security controls that need to be in place.

1.4.3 SecuriTY AupIT

A security audit, also called a security controls review, is a verification that the security controls that
have been specified are properly implemented. Proper implementation may be further defined in
existing organizational security policy and procedures or within industry standards, such as COBIT
2019 Framework, ISO 27001/2, and others. Depending on the standards, these security audits can be
quite rigorous and even involve statistically relevant sampling techniques and complete verification
of all findings.

One thing that is common to all security audits is the overhead implicit in the assessment to
ensure consistency with the standard. Many information security standards have associated assess-
ment standards that specify the degree to which the assessor must analyze the data, sample the con-
trols, and complete other such requirements. Some information security standards also require the
assessors to obtain the proper credentials or require the assessor’s company to be an auditing firm.
While these requirements ensure consistency, they also add significantly to the cost of the audit. In
most cases a “security audit” would cost far more than a security risk assessment.

The major differences here are level of rigor and formality of the statement. For example, a
security audit performed under the Statement on Standards of Attestation Number 18 (SSAE No
18) is said to be an “attestation.” This means that a certified public accountant (CPA) has expressed
a conclusion about the reliability of a written statement that is the responsibility of someone else.
There are two key elements of this definition. First, a CPA provides a conclusion as to the reliability
of a written statement. Security audits incur significant overhead, since they must be overseen by
a licensed CPA, the reports are issued by a licensed CPA firm, and the report is a formal input into
the accounting process. Second, the written statement (referred to as a Statement on Compliance
or SOC) is a statement regarding the presence of reasonable assurance that control objectives are
met. Control objectives are statements of the intended result or purpose achieved by implementing
security controls. These statements are tailored to the organization and the security it is intended to
provide.

It is important to understand that, because of the way it is structured, the SSAE No 18 audit
(and most standards-driven audits) does not perform a security risk assessment. These security
audit methodologies review an organization against a standard and do not provide an analysis
of the effectiveness of the current security controls. Instead, these security audits review the
current security controls against a standard or a statement produced by the organization being
assessed.

1.4.4 VULNERABILITY SCANNING

Vulnerability scanning is the testing of the external or internal interfaces of a system in order to
identify obvious vulnerabilities. At a bare minimum, this service involves running a vulnerability
scanning tool to test the known interfaces to the system and providing the tool-generated report.
These tools are constantly updated with the knowledge of common system vulnerabilities. A more
in-depth vulnerability scanning service would perform additional analyses and checks to remove
false positives generated by the tool. False positive can be removed from a vulnerability scanning
report upon the review and conclusion of a security engineer, using additional knowledge of the sys-
tem, if the vulnerability identified by the tool does not really exist. These false positives are typically
quite numerous in tool-generated reports.
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1.4.5 PENETRATION TESTING

Also called ethical hacking, white-hat hacking, security testing, red team testing, and attack and pen-
etration studies, this service is provided by an objective team who attempt to penetrate the defenses
of an organization in order to demonstrate current controls effectiveness. A vulnerability scan is
typically performed as the first stage of a penetration test. The vulnerability scan would provide
one information source to the security testers for their use in attempting to penetrate the system.
Penetration testing actually comprises several elements, including vulnerability scanning, ad hoc
testing, war dialing, social engineering, and other techniques. These elements can also be performed
as a stand-alone test or as part of the security risk assessment data gathering phase.

1.4.6 Ap Hoc TesTING

Whereas vulnerability scans test for obvious vulnerabilities, ad hoc testing is a search for less obvious
vulnerabilities. This type of testing must be performed by experts who use various techniques and
knowledge gained from years of experience. This is more of an art than a science, but methods and
some tools are available or developed in-house to assist in the process.

1.4.7 SociAL ENGINEERING

This type of testing involves an assessment of the organization’s security training, policies, and pro-
cedures by attempting to gain unauthorized access through the human element. Social engineering
by its nature is ad hoc and varies each time. Examples of this testing include gaining unauthorized
physical access through walking closely behind an authorized staff member through a physical entry
gate to gain unauthorized entry (i.e., “piggybacking,’) obtaining user identification and passwords
through the help desk and gaining unauthorized information through temporary or new employees.
Remote social engineering may include spoofed e-mail campaigns to lure the staff members into
revealing sensitive information, called phishing; or using a phone call to perform similar deceptions,
called vishing. Basically, social engineering involves gaining the confidence of authorized users in
order to obtain sensitive information or gain access.

1.4.8 WAaR DIALING

Another way of threatening an organization’s assets is to gain access to its information systems
or control systems through unprotected modems. This method is referred to as war dialing. A
war-dialing effort consists of identifying all organizational phone numbers that have modems
attached (foot printing), determining the vulnerabilities of these various modems (preparation), and
finally gaining access to the organization’s systems through vulnerable modems. Systems targeted
include not only information systems but also environmental systems such as the High-Volume Air
Conditioning (HVAC), security systems, and telephone systems (or private branch exchanges—
PBXs). Although the use of modems has plummeted since the introduction of wireless access points
(WAPs), these doors into your organization’s critical systems still exist in many facilities.

1.5 THE NEED FORTHIS BOOK

The proliferation of information security and privacy laws, not to mention lawsuits, has mandated
that businesses perform security risk assessments. Decades ago, an analysis of the effectiveness of
security controls was rarely performed outside of government agencies and those organizations with
the highest security concerns. Now most organizations are incorporating a security risk assessment
into their information security programs as a way to continually improve their controls and remain
compliant with information security regulations. At the same time, the demand for security risk
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assessments has exploded, but the supply of experienced information security engineers to perform
them has not kept up with the demand.

In order to provide relief to this situation, there have been several promising advances in the area
of security risk assessments. There are many sources of information that describe various security
risk assessment processes. These resources include (a) general security program guidance, which
includes discussions on security risk assessments; (b) descriptions of security risk assessment
methodologies; and (c) information on security risk assessment tools. These resources are useful to
most information security professionals involved with commissioning or performing a security risk
assessment. Below are a few examples of resources for those looking to professionally perform a
security risk assessment:

* General Security Program Guidance—Groups such as ASIS International and federal agen-
cies such as the NIST have provided general guidance that covers some aspects of performing
security risk assessments. Below are a few examples.

* NIST Special Publication 800-30, Rev 1: Guide for Conducting Risk Assessments—This
publication provides a detailed discussion of a four-step process for security risk assess-
ments. The four-step process includes preparation, conducting the assessment, communi-
cating the results, and maintaining the assessment. Step 2: “Conducting the Assessment”
is expanded to describe the substeps of identifying threats, vulnerabilities, likelihood of
occurrence, magnitude of impact, and finally determination of risk. For each of these steps,
the NIST publication provides a discussion of the relevant points, offers some advice, and
references several other useful sources of information. This publication offers a simplistic
approach to calculating the security risk level for each system procedure/vulnerability pair.
The publication offers a list of general categories of security risk prevention, detection, and
recovery controls and advice on cost—benefit analysis.

* ASIS International: The General Security Risk Assessment Guideline—This guideline
was published to obtain a consensus regarding general practices for performing security
risk assessments. It is a bit dated, 2002, but many of the concepts are still applicable to
physical security assessments. The document outlines a seven-step process that comprises
system and asset identification, specification of vulnerabilities, determining security risk
probabilities and event impact, developing security risk mitigation options, studying the
feasibility of options, and performing a cost—benefit analysis. The bulk of the ASIS security
risk assessment guideline is the practice advisories contained in “Appendix I: Qualitative
Approach.” These practice advisories include several examples to help illustrate the seven-
step process. The ASIS guideline also provides many useful references.

e Security Risk Assessment Methods—Other groups and individuals, such as Carnegie
Mellon University, and the Factor Analysis of Information Risk (FAIR) Institute have pro-
duced general security risk assessment models and methods that are designed to be used in
the performance of a security risk assessment. For a more complete discussion of security
risk assessment methods, see Chapter 13.

» Security Risk Assessment Tools—There is even a good set of security risk assessment tools
available to those looking at providing a security risk assessment service or with perform-
ing a security risk assessment within their own organizations. Security risk assessment
tools include everything from simple checklists to complex software packages. For a more
complete discussion of security risk assessment methods, see Chapter 14.

However, none of these resources are able to provide a complete and detailed explanation of the
security risk assessment process sufficient to assist an information security professional in actually
performing the work. Sufficient process details are missing and the information security profes-
sional is unable gain a comfort level that they would know what to do when assessing physical
security controls, interviewing the Human Resources director, or writing an effective report.
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Although many security risk assessment products, services, and approaches exist, little guidance
is available to those who need to perform them. For all the conferences, seminars, tools, and litera-
ture that exists on the topic, there still is little available advice or guidance that tells the security
practitioner how to get started, how to behave, how to present the results, or how to acquire any one
of several dozen skills required to actually perform a security risk assessment. There is a frustration
commonly experienced by information security professionals when attempting to perform a security
risk assessment. Although existing material describes in detail the components of a security risk
assessment, little information is available on how to execute those components. The “why” and the
“what” are well explained, but there seems to be no information on the “how.”

For example, most guidance currently available outlines the step in which the security risk
assessment team must determine the impact of an event. The available guidance provides the
structure for a security risk assessment team to work within by informing that losses may be direct
and indirect, by emphasizing that the team must understand the business mission and consider the
various security policies that could be threatened, and even by giving sample qualitative categories
and descriptions such as “low,” “medium,” and “high” or even more complex quantitative formulas
and spreadsheets. However, none of the guidance documents tells the team exactly how to come
up with the impact classification for each of the security risk statements. No examples are given.
No guidelines on ideal team size or decision techniques. No specific guidance on how to actually
get this job done exists. Until now, that specific guidance has only been developed by experienced
information security professionals and absorbed by less experienced team members during an actual
engagement.

This book will attempt to document just that experience and advice. By providing real examples,
step-by-step descriptions, checklists, decision techniques, and other tricks of the trade, this book will
provide a detailed insight into precisely how to conduct security risk assessment from a practical
point of view.

1.6  WHO IS THIS BOOK FOR?

This book is designed and intended for anyone who wants a more detailed understanding of how to
perform security risk assessment. The audience for this book includes security professionals who
want a more in-depth understanding of the process of performing a security risk assessment and for
security consumers who want a better understanding of what goes into completing a security risk
assessment project.

Security professionals will benefit from this book, as the information will help them to
become more valuable members of—or perhaps even to lead—a security risk assessment team.
The information in this book in based on nearly three decades of experience conducting secu-
rity risk assessments for a variety of organizations and contains practical real-world advice that
will help develop the experience of the security professional reader. This book has found its
way onto the shelf of many security professionals who refer back to it as their experience level
increases.

Security consumers will benefit from this book by having greater insight into the security risk
assessment process. The process descriptions and examples in this book will give the security con-
sumer a more in-depth understanding of the entire process. Enlightened security consumers are then
better educated to negotiate the scope and rigor of a security assessment, interface with the secu-
rity assessment team more effectively, provide insightful comments on the draft report, and have a
greater understanding of the final report recommendations.

As a result of reading and using this book, it is envisioned that the reader will save both time and
money. Students of this text can expect to save time since they will spend less time figuring out what
activities to do next and precisely how to perform them. In addition, the charts, checklists, examples,
and templates included in this text can speed up the process of data gathering, analysis, and docu-
ment development for the security risk assessment effort.

https://t.me/learningnets



16 The Security Risk Assessment Handbook

It is also expected that students of this text can save money as well. In the world of information
security consulting, time is money. This text is designed to increase the quality of a consultant’s
product and reduce the amount of effort it takes to create that product. Such advances can lead to
consultants providing a better, less expensive service for their customers and perhaps even making
a larger profit in the process.

The security service consumer will benefit from reading this book as well. In addition to being
the recipient of better, cheaper, faster security risk assessments, security consumers who have a
more in-depth understanding of the security risk assessment process will be able to more confidently
scope their security risk assessments to meet their objectives in the most effective manner. Security
assessment services can range from a low of about $35,000 to a high of well over $350,000, depend-
ing on various factors (see Section 2.2 for a discussion of these factors).

A more educated consumer will be better suited to solicit, and review proposals presented by
various security service consultancies. Security service consumers who understand the process,
components, skills, required experience, and other factors of a security risk assessment will be well
positioned to commission a security risk assessment that meets their needs from a quality security
service provider at a competitive price.

EXERCISES

1. Security testing can be applied to any number or subset of controls. What controls are being
tested during each of the following tests? (Be as specific as possible.)

a. Vulnerability scanning

b. Penetration testing

c. Social engineering

d. Physical penetration testing

e. War dialing

2. Review the definition of security risk assessment in Section 1.4.2 and compare/contrast with

another definition you or others have used.

. List the primary benefits of a security risk assessment.

4. Why would each of the following stakeholders request or commission a security risk
assessment?

a prospective customer

an existing customer

a newly appointed CISO

executive management

a regulatory body (e.g., PCI SSC and OCR/HIPAA)

5. Find an example of a security risk assessment Request for Proposal (RFP) online. Review the
required services and

a. Be prepared to discuss if this is truly a security risk assessment or a related activity.

b. How would you modify or amend the RFP to align it with the goals of a security risk
assessment?

c. If the RFP is truly a security risk assessment, work as a group to estimate the hours
it would require to perform the assessment and submit a bid. For any unknown vari-
ables required to provide an estimate, document assumptions or ask your instructor for
clarification.

6. If security spending is not based on a security risk assessment, how are spending priorities
typically determined?
7. What other security assessment activities that measure control effectiveness could be imple-

mented, that are not already listed in Section 1.4?

(O8]
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NOTE

1 A security risk appetite is the level and type of security risks an organization is prepared to take or accept.
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Information Security Risk
Assessment Basics

It is the aim of this book to provide an extensive discussion of the elements and performance of an
information security risk assessment. As such, you will find detailed information, discussion, and
advice on all elements of the security risk assessment. Many of the sections of this book will provide
a rather detailed discussion of a single element of security risk assessment. However, before we
get into this level of discussion, it would be useful to provide a brief overview of the security risk
assessment process.

For the purposes of this book, the security risk assessment process is defined as follows:

Security Risk Assessment—An objective analysis of the effectiveness of the current security controls
that protect an organization’s assets and a determination of the probability of losses to those assets.

There are many security risk assessment methods available and currently in use. Depending on the
specific one employed, a security risk assessment may have any number of steps or phases, and each
of these phases may have slightly different names. However, the overall security risk assessment
process is largely similar in all these methods. The generic phases of a security risk assessment are
shown in Figure 2.1.

() O Ge) O

Project Definition

Define Project Scope
Budget
Objectives

Assets

Controls
Boundaries

Project Preparation

Team Preparation
* Select team
* Introduce team

Project Preparation

Obtain permission
Review business mission
Identify critical systems
Map assets

Identify threats

( Determine expected controls)

Administrative Controls

Administrative Data Gathering
Policy review
Procedure review
Training review
Organizational review
Interviews
Observations

Technical Controls

Technical Data Gathering
* Design review
Configuration review
Architectural review
Interviews
Security testing

Physical Controls

Physical Data Gathering
Policy review
Procedure review
Security survey
Interviews
Observation
Inspection

|

Risk Analysis

Determine Security Risk
* Asset valuation

* Threat & vulnerability
mapping
Calculate risk
Create risk statements
Obtain team consensus

Risk Mitigation

Safeguard selection

« Safeguard effectiveness
« Safeguard cost

* Solution sets

Recommendations &
Report

Risk recommendation

* Risk acceptance

« Risk mitigation

« Risk assignment

Documentation
Executive summary
Main report
Appendices
Presentation

FIGURE 2.1 The Security Risk Assessment Process. The security risk assessment process comprises the
following phases: project definition, project preparation, administrative data gathering, technical data gathering,
physical data gathering, risk analysis, risk mitigation, and recommendations. These phases are described in
more detail in the remaining chapters of this book.
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2.1 PHASE 1: PROJECT DEFINITION

The first phase of a generic security risk assessment process is the project definition phase. As
with many projects, the success of the security risk assessment project relies not only on the
assigned security risk assessment team’s skill and experience, but also on the project management
effectiveness. A key component of project management is arriving at an agreement as to the scope
and content of deliverables. Within the project definition phase, the project is properly scoped and
documented.

The scoping of any project includes a clear understanding of the cost and time frame of the
engagement. The security risk assessment team leader needs to ensure that the project budget and
time constraints are well understood between the customer and the team lead, prior to conveying
the project objectives to the team members. Documentation of this understanding is captured in
the project plan and in the contract, if this involves an external customer. A project plan not only
documents the budget, time constraints, and deliverables, but breaks down the overall project into
manageable tasks and allocates resources to those tasks.

Beyond the project budget, time constraints, and deliverables, the scoping of a security risk
assessment can be more complex than the scoping of some other projects. Unique variables to the
security risk assessment process include the assessment objective, the assets and controls to be
covered, and the assessment boundaries. Obtaining clarity on the security risk assessment objec-
tive is necessary to understand the customer needs. For example, a security risk assessment per-
formed for contract compliance has a different objective than one performed for program review.
The team must also seek clarity on the boundaries of the assessment through an identification of
assets, systems, and other boundaries of the project. Each of these tasks is discussed in greater
detail in Chapter 3.

2.2 PHASE 2: PROJECT PREPARATION

Based on the scope of the security risk assessment project identified in phase 1, the team leadership
needs to ensure that adequate preparations are performed prior to entering the data gathering phase.
Preparation includes both team preparation and project planning.

Team preparation comprises the security risk assessment team selection and the introduction
of the team to the assessment objective and the assessed organization. Many factors go into
the proper selection of the security risk assessment team, including objectivity, expertise, and
experience. Introduction of the team to the customer includes formal letters of introduction as
well as a request for permission and access. Each of these tasks is discussed in greater detail in
Chapter 4.

Project planning encompasses the steps necessary for the security risk assessment team lead to
map out the project execution steps and management actions necessary to lead, track, and manage
the security risk assessment process. This includes a review of the project scope and deliverables
to ensure they are well understood. The security risk assessment lead seeks clarification if neces-
sary. Next the goals and objectives are set (or reaffirmed from contractual language) to ensure that
the project has a defined success definition. Once the security risk assessment lead has confirmed
the project basics (scope, goals, objectives, deliverables) a project plan with tasks, milestones,
and deliverables is created and reviewed with the team. Each of the tasks are assigned to team
members and an estimated number of hours and due date is assigned to each task. Much of this
project planning (such as project schedule) may have been completed in the contractual process.
However, the security risk assessment lead should still review the estimated hours, task defini-
tions, and due dates with the team members to ensure understanding and agreement as to the tasks
assigned to them.
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2.3 PHASE 3: DATA GATHERING

The data gathering phase is the stage in the security risk assessment process in which the team
acquires evidence regarding the security controls in place within the scope of the security risk
assessment. This stage may be performed remotely (via conference calls, surveys, and even remote
testing) or on-site (via system inspection, observations, physical site inspections, and on-site test-
ing). Whether remote or on-site, the data gathering stage results in the information collection con-
cerning the current administrative, physical, and technical security controls effectiveness.

Administrative controls are policies, procedures, and activities performed to enforce security
controls (e.g., acceptable use procedures, sanction policy, and the investigation process). The secu-
rity risk assessment team will review the administrative controls through the collection, review, and
analysis of available policies and procedures as well as observation and interviews with staff regard-
ing the implementation of those policies and procedures.

Physical security controls are barriers, physical monitoring, and the support of environmental
(e.g., clean electric power, and air conditioning), and building and fire safety controls. The physical
security controls will be assessed through techniques such as on-site inspections, observation, test-
ing, and analysis of available data.

Technical security controls are automated identification, authentication, authorization, and audit
controls implemented within the computer systems. The technical security controls will be reviewed
through configuration review, technical analysis, testing, and review of logs.

The data gathering phase is the most comprehensive of all of the phases and is discussed in more
detail in Chapter 5. Specific advice on how to perform data gathering for administrative, techni-
cal, and physical controls are found respectively in Chapters 6 (Administrative Data Gathering), 7
(Technical Data Gathering), and 8 (Physical Data Gathering).

2.4 PHASE 4: RISK ANALYSIS

The risk-analysis phase involves a review of the data gathered in the previous phase and an analysis
of this data and the organization’s threat landscape to determine the resulting organizational risk.
During this phase, the security risk assessment team must determine the value of assets (data and
systems), the existence and likelihood of threats to the organization’s assets, and the existence and
criticality of vulnerabilities based on the data gathered. Using this information, the team must calcu-
late the organizational risk for each asset/threat/vulnerability combination. Although the calculation
and presentation of these risks can vary greatly, depending on the security risk assessment method
being used, three key components exist in nearly all industry accepted methods: assets, threats, and
vulnerabilities Each of these key components to determine security risk are discussed in greater
detail below:

2.4.1 ASSETS

The first element to be considered and discussed in a security risk assessment is the organizational
assets. Assets are any items considered valuable by the organization, but in the context of a security
risk assessment assets are those items (tangible or intangible) that are protected by the information
system or the components of the information system itself. Later in this book, we shall discuss asset
classes, asset valuation, and asset grouping, but for now it is important to understand that assets are
the information, resources, system components, and other items that have value to the organization.
Examples include buildings, equipment, personnel, organization reputation,! business documents,
and many other tangible and intangible items.
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Assets are an important element of a security risk assessment for several reasons. First, the enu-
meration of assets helps to scope the security risk assessment by concentrating on the controls that
protect the assets in scope. Scoping of the security risk assessment will be discussed later as well,
but for now, consider the following example. If an organization has commissioned a security risk
assessment and has dictated that the buildings and equipment are not among the assets within the
scope of the security risk assessment, then a review of the administrative and physical security
controls protecting the buildings and equipment would not need to be performed. In this way, the
enumeration of assets helps to scope the security risk assessment.

Second, the valuation of assets helps to determine the countermeasures employed. A counter-
measure is simply a control (activity, technique, or technology) that reduces the possible loss to an
organization’s assets (see Table 2.1). While the appropriate selection of countermeasures can be
somewhat involved, it is clear that we should not spend more on the countermeasure than the pos-
sible reduction in the organizational loss. Later in the book, we shall discuss both asset valuation
and countermeasure selection.

2.4.2 THREAT AGENTS AND THREAT ACTIONS

The next elements to be considered and discussed in a security risk assessment are the threat agents
and the threat actions. A threat action is an event with an undesired impact. A threat agent is the
entity that may cause a threat to happen. Threat actions and threat agents are inextricably linked, in
that it is the threat agent that causes a threat action to happen. A more in-depth discussion of threats,
threat classes, threat environment, and threat analysis is provided in Chapter 4 (Section 4.5). The
basics of threats actions and threat agents are presented here as a primer on the topic. Threat agents
include Mother Nature and mankind. Threats actions can be anything caused by threat agents that
may cause damage to the organization’s assets. Examples of threats include humans-intentional,
humans-accidental, and nature. Examples of threat actions include invoking malware, theft, and
sabotage, being hacked, or error.

The main reason that threat actions and threat agents are important elements of the security risk
assessment is that they help to determine the scope of the system vulnerabilities being assessed.
To begin a security risk assessment, we must understand the threat actions from which we plan to
protect the assets. It is rather naive to believe that something undesired will never happen, and it is
equally naive to believe that you can possibly anticipate or even list every possible threat action.
However, we can describe the types and capabilities of threat agents and threat actions that are most
likely or foreseeable in the target system’s threat environment. This approach helps the security risk

TABLE 2.1
Asset Summary

Key Concepts Definition

Asset Resource, data, system component, or other item of value to the organization.

Asset A listing or grouping of assets under assessment. Asset enumeration helps to scope the information security
enumeration assessment.

Asset valuation ~ The placement of a relative or dollar value on each asset. Asset valuation is useful in determining potential
loss and countermeasure selection.

Asset grouping  The logical grouping of assets in order to simplify data analysis. For example, workstations assigned to
staff members of a department could be considered a single asset grouping or class.

Note: Assets are those items the organization wishes to protect. The enumeration and valuing of the assets scopes and
guides the security risk assessment.
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assessment team to consider those threat agents and actions that are most likely to impact the secu-
rity risk assessment target and to ignore those that are least likely to impact the security risk assess-
ment target. Those threat actions that are considered relevant for a specific security risk assessment
are called “valid threat actions.”

For example, a security risk assessment being performed on an organization in Austin, Texas,
would not need to consider the threat actions of earthquakes, snow blizzards, or perhaps even hur-
ricanes. However, it would need to consider flooding, tornadoes, and severe thunderstorms. In this
example, the threat agent is Mother Nature, and we consider some of her threat actions valid and
others not valid for this portion of the country.

2.4.2.1 Threat Agents

Threat agents are the catalyst for the threat action. A threat agent is the entity that causes a threat
action to happen. A list of threat agents is provided below:

* Human-Accidental—The most frequent threat agent is the trusted individual who performs
(or neglects to perform) an action accidentally.

* Human-Intentional—Humans may also perform actions (or neglect to perform) an action
intentionally. These humans can be insiders abusing trust or outsiders attempting to gain
access or otherwise damage the organization’s assets.

* Natural—Mother nature presents threats to an organization and the organization’s assets.
These threats include earthquakes, tornadoes, high winds, flooding, volcanoes, and landslides.

2.4.2.2 Threat Actions

A threat action is an undesired event that may result in the loss, disclosure, or damage to an organi-
zational asset (see Table 2.2).

* Invoked Malware—A threat may introduce malicious software (e.g., malware) on their orga-
nizational computer.

* Theft & Sabotage—A threat actor may steal an organizational asset such as a laptop or a
mobile device.

* Socially Engineered—A threat actor may use psychology (instead of technical approaches) to
gain the trust of the employee and trick them into violating the organization’s security policy.

* Hacked—A threat actor may use hacking methods to circumvent the security controls on an
employee’s computer or account.

* Abused Trust—A threat actor may abuse the trust given to them and utilize this misplaced
trust to take actions against the organization.

TABLE 2.2

Threat and Threat Agent Summary

Key Concepts Definition

Threat agent The entity that may cause a threat action to happen

Threat action An undesired event that may result in the loss, disclosure, or damage to an organizational asset

Valid threat Threat agent/action pairs that are considered relevant for a specific security risk assessment

Threat Determining the physical, geographical, and other aspects of the organization’s system helps to determine
environment the scope and extent of applicable threats

Note: Threats and threat agents are the actions and entities the organization would like to avoid. Threats and threat agents
are determined by the physical geography and mission of the organization.
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* Environmental Damage—Organizational assets may succumb to environmental damage from
severe weather (e.g., floods, tornados, and earthquakes), infrastructure failures (e.g., power
outages), or even infestations (e.g., rats). This threat action applies only to nature.

* Erred—Lastly, a threat actor may simply make a mistake that results in the loss of confidenti-
ality of sensitive data, or in the misplacement of an organizational asset such as a laptop.

2.4.3 VULNERABILITIES

A vulnerability is a flaw or oversight in an existing control that may possibly allow a threat agent
to exploit it to gain unauthorized access to organizational assets. In Chapters 6, 7, and 8 we shall
discuss in detail how to find and describe vulnerabilities in administrative, technical, and physical
controls. In Chapter 9, we shall discuss how to assess and rate these vulnerabilities. For now, it is
important to understand the relationship of vulnerabilities to other elements of the security risk
assessment and the importance of the vulnerability in this effort.

Vulnerabilities are important elements of a security risk assessment because they are instru-
mental in determining existing and residual risk. Without vulnerabilities, there would be no risk.
However, we know there is no such thing as a system without vulnerabilities, so it is the task of the
security risk assessment team to assess the existing system controls to determine existing system
vulnerabilities and those vulnerabilities that are likely to still exist if the safeguard recommendations
are implemented. When assessing system vulnerabilities, it is useful to categorize the vulnerabilities
according to administrative, physical, and technical areas, since the departments or personnel are
likely to be distributed similarly.

Administrative vulnerabilities are those vulnerabilities that exist in policies, procedures, or secu-
rity activities. Examples include missing acceptable use policies, gaps in termination procedures, or
the lack of independence in security testing.? Physical vulnerabilities are those vulnerabilities that
exist in the physical, geographical, personnel, or utility provisioning controls. Examples include
holes in the fence line, a building located in a flight path, the lack of background checks for sensitive
positions, and the lack of redundant power supplies. Technical vulnerabilities are those that exist
in the logical controls in the organization’s system. Examples include misconfigured routers, back-
doors in programs, and weak passwords (see Table 2.3).

TABLE 2.3

Vulnerability Summary

Key Concepts Definition

Vulnerability A gap, ineffective element, flaw, or oversight in an existing control that may allow a threat agent to exploit

it to gain unauthorized access to organizational assets
Administrative  Gaps or ineffective elements in policies, procedures, or security activities, for example, missing acceptable

vulnerability use policies, gaps in termination procedures, or the lack of independence in security testing
Physical Gaps or ineffective elements in physical, geographical, personnel, or utility provisioning controls, for
vulnerability example, holes in the fence line, location in a flight path, lack of background checks for sensitive
positions, and lack of redundant power supplies
Technical Gaps or ineffective elements in the logical controls in the organization’s system, for example, misconfigured
vulnerability routers, back doors in programs, and weak passwords

Note: Vulnerabilities are weaknesses or absences of security control. These vulnerabilities can exist in administrative,
physical, or technical controls.
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2.4.4 Security Risk

A security risk is the loss potential to an organization’s asset(s) that will likely occur if a threat is
able to exploit a vulnerability. In this book, we shall discuss various ways to assess (Chapter 9),
reduce (Chapter 10), and report security risk (Chapter 11). Security risk (and residual security risk)
is the key element of the security risk assessment because it is the culmination of all the other
assessments, calculations, and analyses. Security risk is the key measurement that the organization’s
management really cares about; the rest of the security risk assessment elements are just a way to
get to the key measurement of security risk.

There are many key factors to consider when discussing security risk, but the most important
factor of security risk to consider right now is the manner in which the security risk is derived and
presented. There are many ways to derive and present that security risk to stakeholders, but all of
these approaches can be categorized as either quantitative or qualitative.

The quantitative approach to deriving and presenting security risk relies on specific formulas and
calculations to determine the value of the security risk. A quantitative approach to determining and
even presenting security risk has the advantages of being objective and expressed in terms of dollar
figures. However, such quantitative calculations can be rather complex, and accurate values for the
variables in quantitative formulas may be difficult or costly to obtain.

The qualitative approach to deriving and presenting security risk relies on subjective measures
of asset valuation, threats, vulnerabilities, and ultimately the security risk. A qualitative approach
to determining and presenting security risk has the advantage of being easy to understand and, in
many cases, provides adequate indication of the organization’s security risk. However, a security
risk measurement derived from such qualitative measures is, indeed, subjective and may not be
trusted by some in management positions (see Table 2.4). More detail on security risk analysis
and methods involved in deriving quantitative and qualitative risk measurements is provided in

Chapter 9.
TABLE 2.4
Security Risk Summary
Key Concepts Definition
Security risk The loss potential to an organization’s asset(s) that will likely occur if a threat is able to exploit a vulnerability
Quantitative A method of determining and presenting security risk that relies on specific formulas and calculations to
risk determine the value of the security risk
Advantages Disadvantages
* Objective; * Security risk calculations are complex;
¢ Security risk expressed in terms of dollars * Accurate values are difficult to obtain

Qualitative risk A method of determining and presenting security risk that relies on subjective measures of asset valuation,
threats, vulnerabilities, and ultimately of the security risk

Advantages Disadvantages

¢ Easy to understand; * Subjective;

* Provides adequate indication of the organization’s ¢ May not be trusted by some in management
security risk positions

Note: Security risks are a measurement of the likelihood that the organization’s assets are susceptible. Security risk assess-
ment methods can be either quantitative or qualitative.
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2.5 PHASE 5: RISK MITIGATION

Based on the security risks defined in the risk analysis phase, the team must develop recommenda-
tions for safeguards to reduce the identified risks to an acceptable level. The safeguard selection
process involves mapping safeguards to threat/vulnerability pairs, determining the risk reduction,
determining the safeguard cost, and potentially grouping safeguards into solution sets.

The key concepts of the risk mitigation phase are the selection of safeguards and determination
of residual risk.

2.5.1 SAFEGUARDS

Next, we consider the selection and recommendation of security controls, or safeguards, to be put
in place to protect the organization’s assets from the derived security risk. A safeguard (also called
a countermeasure) is a technique, activity, or technology employed to reduce the risk to the organi-
zation’s assets. A safeguard will reduce the security risk to an organization through the prevention,
detection, or correction of a threat agent/threat action/vulnerability event. For this reason, safe-
guards are generally categorized as preventive, detective, or corrective measures.

Preventive measures are controls that are designed to deter undesirable events from happen-
ing. Examples include access controls, door locks, and security awareness training. Detective mea-
sures are controls that identify conditions that indicate that an undesirable event has happened.
Examples of detective measures include audit logs, security testing, and intrusion detection systems.
Corrective measures are controls designed to correct the damage caused by undesirable events.
Examples of corrective measures include security guards, termination policies, and file recovery.
Note that safeguards (also referred to as controls) may be classified as being in multiple categories,
such as security guards, which can be considered a preventive, detective, and corrective measure.

Safeguards are an important element in security risk assessments for two reasons. First, all exist-
ing safeguards must be considered when determining the present vulnerability of the organization’s
system. If the security risk assessment team fails to consider all the safeguards in place to protect
the organization’s assets, then the security risk assessment results will be inaccurate and will likely
err on the side of overestimating the risk. Such errors can be costly, as decisions for implementing
additional security measures should be based on the results of security risk assessments.

Second, safeguards are an important element of security risk assessments because the final report
should recommend safeguards to be implemented to bring the residual risk within tolerance levels
of the organization’s senior management. Safeguard recommendations are key to the results of a
security risk assessment and must be carefully considered (see Table 2.5).

TABLE 2.5

Safeguard Summary

Key Concepts Definition

Safeguard A technique, activity, or technology employed to reduce the risk to the organization’s assets. Safeguards

protect the organization’s assets from the risks of threats

Preventive Controls designed to deter undesirable events from happening, for example, access controls, door locks, and
security awareness training

Detective Controls that identify conditions that indicate that an undesirable event has happened, for example, audit
logs, security testing, and intrusion detection systems

Corrective Controls designed to correct the damage caused by undesirable events, for example, security guards,
termination policies, and file recovery

Note: Safeguards are security controls recommended by the security risk assessment team to address known vulnerabilities
to reduce security risk.
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TABLE 2.6
Residual Risk Summary

Key Concepts Definition

Residual Risk ~ The security risk that remains after implementation of recommended safeguards. Residual risks are the
leftover risks to the organization’s assets after safeguards have been applied

Static risk The security risk that will always exist

Dynamic risk Security risk that may be reduced through the implementation of safeguards

Note: Residual risk is the amount of security risk present in the organization after safeguards have been implemented.

2.5.2 ResibuAL SEcuURITY Risk

Residual security risk is the security risk that remains after implementation of recommended safe-
guards. The objective of security risk management is to accurately measure the residual security risk
and keep it to a level at or below the security risk tolerance level.

Residual security risk is an important element of security risk assessments for several reasons.
First and foremost, residual risk is the security risk that the organization will inherit when safeguards
are implemented. It is important that the organization’s management fully understands the concept
of residual security risk and is comfortable with staffing and budgeting decisions that determine the
residual security risk level.

Second, the security professional and the organization’s management must clearly understand
that there is no such thing as 100% security (or 0%residual security risk). Even if the organization
implements everyone of the information security professionals’ recommendations, the organiza-
tion still has some residual security risk to its assets. More detail about security risk mitigation is
provided in Chapter 10. Table 2.6 provides a definition of residual security risk as well as some key
concepts.

2.6 PHASE 6: RISK REPORTING AND RESOLUTION

The final phase of a security risk assessment is the risk reporting and resolution phase. During this
phase, the security risk assessment team develops a report and a presentation to the project sponsor
that clearly identifies the security risks found and the safeguards recommended. The final security
risk assessment report should provide clear information for the executive, management, and techni-
cal personnel. The executives of the assessed organization must then determine the resolution of the
identified risks. The security risk resolution element within this phase is considered a key concept
within security risk assessments.

2.6.1 Risk REsoLUTION

At the conclusion of a security risk assessment project, the senior management of the assessed
organization must determine the resolution of each of the identified security risks. In other words,
the senior manager must decide to reduce the security risk, accept the security risk, or delegate the
security risk to someone else.?

A security risk can be reduced by implementing additional security controls or even by improving
existing security controls. Suggestions for security risk-reducing safeguards for each identified risk
should be documented in the final security risk assessment report. Along with these recommenda-
tions, cost and effectiveness estimations should be included to assist in the senior manager’s decision.
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TABLE 2.7

Risk Resolution Summary

Key Concepts Definition

Risk resolution The decision by senior management of how to resolve the risk presented to them

Risk reduction The reduction of risk to the organization to an acceptable level through the adoption of additional

security controls or improvement of existing controls

Risk acceptance The deliberate decision by senior management to accept an identified risk based on the business
objectives of the organization

Risk transference ~ The contractual transfer of risk to another organization through outsourcing or insurance

Note: Safeguards protect the organization’s assets from the risks of threats.

A security risk can be accepted if the senior manager believes that it is in the best interest of the
organization to accept the risk rather than to accept the cost burdens of implementing additional
safeguards. The acceptance of this risk must be performed by a senior manager of the organiza-
tion, because this decision impacts the organization as a whole and not just a single department
or project.

Lastly, a security risk can be transferred to another organization such as an outsourcing company
or an insurance agency. The transfer of security risk is a contractual agreement that clearly spells out
the risk and the burden accepted along with the conditions and limitations of such an agreement (see
Table 2.7). More detail on security risk assessment reporting is provided in Chapter 11.

EXERCISES

1. Tasks performed within a security risk assessment have some flexibility in terms of order
performed (consider Figure 2.1). Indicate the order of the tasks below by listing prerequisite
tasks (tasks that must be completed prior to starting) and successors (tasks that cannot begin
prior to completion of current task) for each of the tasks listed below:

Be Prepared to Justify Your Answers

Pre-requisite Tasks Successor Tasks
a. Project scope
b. Asset valuation
c. Threat identification
d. Policy review
e. Vulnerability scan
f. Schedule interviews
g. Perform interviews
h. Assess risk
i. Develop recommendations

j. Present report

2. Research: Perform a market analysis on current providers of an information security risk
assessment service. Review website resources, interview providers, and/or review your own
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organization’s resources or recent bids to determine methods or approaches used at several

competitive organizations. Using parameters given by your instructor (or if not given create

your own assumptions), obtain price quotes or estimates on the cost and time (estimate hours)
for a security risk assessment with the given parameters?

a. Determine the current market price for a security risk assessment.

b. What factors are involved in the scoping of a security risk assessment?

c. Are service organizations reluctant to give pricing information? Why or why not?

d. Is there any confusion in terms of security risk assessments, vulnerability scans, security
audits, security reviews, etc.?

3. Brainstorm: As a group or a class exercise, list the typical organizational assets. Attempt to
group or categorize the assets.

a. Consider the multiple grouping schemes and specificity of the assets. What are the pros
and cons to the various schemes you created? For example, what are the pros and cons to
treating all Web applications as a single asset?

b. Are you able to find industry examples of asset classification guidance that can assist in
this exercise?

4. Threat Trees: Threat trees are a way of organizing threats using tree structures.

a. Using the threat agents and threat actions listed in Section 2.4.2 as a basis, create a threat
tree. Start with tree “roots” (main nodes) of “natural” and “human-made” threats.

b. What is the relationship between threat agents and threats (many—many, one—many, one—
one, or many—one)?

5. In the News: Find an article on a recent computer security incident or breach.

a. Identify as many of the following elements as possible:

i. Threat agent/threat action
ii. Vulnerability
iii. Assets affected
iv. Countermeasures applied

b. What other safeguards could you recommend?

6. Choose a specific security control within your organization (e.g., badged physical access, two-
factor authentication, and reporting of lost laptops). List the valid threat agents and actions
this security control is designed to address.

NOTES

1 Although reputation is not a tangible asset, it does have measurable economic value to the organization.
On the balance sheet, this value is generally called “goodwill.”

2 Administrative security controls comprise policies, procedures, and security activities. Often, the term
administrative has a bad connotation among security engineers. Those that come from a technical back-
ground may tend to think that administrative means paperwork, but this is not the case. Administrative
security controls include controls that require technical skills such as risk assessments, security testing,
and code review.

3 Another valid management action for an identified risk is to obtain additional data. This would be espe-
cially valid in cases where a security risk assessment was performed with little rigor (e.g., survey-based)
and the potential mitigation strategies are expensive. Additional data supplied by a more rigorous review
(e.g., interviews, observations, and testing) can give management a more appropriate amount of informa-
tion for decisions involving large expenditures.
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3 Project Definition

A security risk assessment project can mean many things to many people. If there is not a common
meaning between the security risk assessment team and the security risk assessment consumer (or
other stakeholders) then it is rather difficult to ensure a successful project. Within the context of this
book, a security risk assessment is defined as:

An objective analysis of the effectiveness of the current security controls that protect an organization’s
assets and a determination of the probability of losses to those assets.

Various regulations, guidelines, and other information sources sometimes call the security risk
assessment by another name. Terms used include security audit, risk assessment, security testing,
and so on. Other times, security risk assessment is used to mean something different from what is
described in this book.

Realizing the confusion surrounding these terms, it is important that the security risk assessment
project be well-defined prior to project initiation. Definition of a security risk assessment project
requires knowledge of the budget, objective, scope, and the level of rigor of analysis expected. Each
of these areas is discussed in the following sections of this chapter. This chapter is dedicated to
review how to ensure a successful security risk assessment project.

3.1 ENSURING PROJECT SUCCESS

Performing a security risk assessment is a project and, as such, anyone seeking to be an effective
member of a security risk assessment team should understand how such a project is run successfully.
Moreover, the leader of the security risk assessment team needs to be able to plan, track, and ensure
the success of the security risk assessment project.

3.1.1  SuccEess DEFINITION

Success cannot be achieved until we define the meaning of success, or the elements that make for
a successful conclusion of the project. For a security risk assessment project (and, for that matter,
most technical projects), success is defined as achieving customer satisfaction, quality technical
work, and project completion within budget.

3.1.1.1 Customer Satisfaction

The customer of a security risk assessment includes the “sponsor” of the security risk assessment and
additional stakeholders within the assessed organization. Each of these stakeholders has a unique
point of view and a distinct definition of what they expect from a successful security risk assessment
project. In order to ensure customer satisfaction, the security risk assessment team should be aware
of the various customers of the security risk assessment project and seek to understand the success
factors from the point of view of each of them.

3.1.1.2 Identifying the Customer

Regardless of whether the security risk assessment is performed by internal resources or is con-
tracted out to a security consulting firm, the primary customer of a security risk assessment is the
individual responsible for commissioning it. If the security risk assessment is performed by a con-
tracted security consulting firm, the project sponsor should be explicitly stated in the contract. If
not explicitly stated, consider the project sponsor the most senior official who will be at the final
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briefing. For internal security risk assessments, the project sponsor is the board of directors, internal
audit department, the office of the Chief Information Security Officer, or other department manager
or director who commissioned the project.

* Project Sponsor—The project sponsor is the person internally responsible for the success of
the project. If this is a contracted effort, then the project sponsor is typically the signature
authority for the project. Either way, the project sponsor will define the success of the project
in terms of the quality of the technical work and project completion within time and budget
constraints.

The quality of the technical work can be ensured through careful selection of project members and
following the guidelines in this book. Project completion within budget can be ensured through fol-
lowing the guidelines in Chapter 13.

The secondary customer for the security risk assessment project includes any other stakeholder
in the process. These stakeholders are numerous and play a vital role in the ultimate acceptance of
the security risk assessment and, in turn, customer satisfaction. Each of these secondary customers
is listed and discussed below.

* Security Officer or Security Team—The most senior security officer in the organization
may be a chief information security officer, with a staff, visibility, and a security budget, or
it may be a systems administrator who enjoys the security aspects of setting up the network.
Regardless of the position within the organization, the most senior security officer will be very
interested in the security risk assessment project. This person can be either the biggest critic
or the most ardent supporter of the security risk assessment. Typically, the senior information
security officer will be a supporter of the security risk assessment effort and may even be the
project sponsor.

The most senior security officer will be concerned that the security risk assessment is prop-
erly scoped, accurate, and performed by professionals with the appropriate experience and
credentials. Many of these concerns can be addressed through proper negotiation and devel-
opment of the statement of work (SOW). The accuracy of the security risk assessment can be
ensured through careful data gathering, testing, analysis, and review. The professionalism and
credentials of the security risk assessment team can be addressed through the presentation of
their résumés, past performance descriptions, and certifications.

Be aware that the most senior security officers will likely have their own set of security
controls and priorities that they are trying to get adopted within the organization. The security
risk assessment can point out the specific benefits of implementing these controls from a secu-
rity risk-based approach. Therefore, the security risk assessment may be able to give the senior
security officer the support needed for upcoming projects, or the security risk assessment may
recommend other projects with a larger return on investment (ROI) than the ones currently
planned. Be careful to ensure that you gain the necessary information from the security team,
but remain objective and credible by forming your own opinions and recommendations.

* Business Unit Managers—Organizations divide responsibility for corporate governance
among business units. These units may take on various names, such as groups, departments,
or divisions. Here they are referred to simply as business units. The business unit will have
a single individual in charge—sometimes referred to as the division chief, director, or even
department head. Here we shall refer to them as the business unit managers. The business unit
manager will be concerned with several factors, including proper understanding of the busi-
ness unit, accurate security risk identification, clarity and usefulness of recommendations, and
cost of implementing recommendations.

* Understanding the Business Unit—The security risk assessment team will need to ensure
that they offer the opportunity for an interview with each of the business unit managers.
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This interview will give the managers a chance to explain the business unit functions
and to voice concerns about existing security risks. Granting the business unit manager
an opportunity to explain and voice these concerns will help to ensure acceptance of the
results.

* Accurate Identification of Security Risks—The business unit managers are likely to be
among the sharpest critics of security risk results that affect their business unit. This should
not be surprising, as security risk results and their accompanying recommendations will
affect the business unit manager’s budget. The security risk assessment team should take
the necessary steps to ensure that security risk findings are accurate. These steps include
the interview with the business unit manager mentioned previously, interviews with other
representatives for the business unit, and the ability for each business unit manager to
review draft findings of the security risk assessment.

* Clarity and Usefulness of Security Risk Recommendations—A security risk assessment
that simply states that the organization is at a certain level of security risk is of little value.
The most valuable component of a security risk assessment is a prioritized list of actions
that may be taken to reduce the security risk. Unclear, high-level, or ambiguous recom-
mendations such as “increase security staff” offer little guidance to those who need to act
on these recommendations. Security risk recommendations need to be clear, unambiguous,
and ultimately useful to the customer.

* Cost of Implementing Security Risk Recommendations—Clearly, business unit managers
would rather hear that the actions recommended are cheap and easy. But that might not
always be the case. The project team cannot and should not artificially reduce recom-
mendation cost estimates for reducing security risk. Although the true cost may lead some
segments of the customer population initially to be disappointed in the results, ultimately
an underestimate of recommendation costs would lead to a greater disappointment. The
security risk assessment team should be straightforward and as accurate as possible when
stating the cost of a security risk recommendation.

* Compliance Officer Legal Department—In many organizations, a security risk assessment
is a legal requirement. Organizations with a legal requirement for obtaining a security risk
assessment include health-care entities, financial institutions, government agencies, retailers,
critical infrastructure organization, and organizations with specific customer requirements for
a security risk assessment. In these cases, the individual within the corporation responsible
for compliance with these laws or contractual obligations would certainly be interested in the
method and results of the security risk assessment.

* Security Risk Assessment Method—The organization compliance officer will be con-
cerned that the security risk assessment will meet the legal or contractual specification
and obligations. Some customers may have strict requirements as to the security risk
assessment methodology. These requirements will typically state that the security risk
assessment must follow certain guidelines or methods that are spelled out explicitly in
the governing law or in the contract. The security risk assessment project manager should
be familiar with the governing laws affecting the customer and should ask specifically for
contracts that have specific requirements for a security risk assessment.

* Security Risk Assessment Team—Although most governing law and contracts will not
explicitly call for a specific security risk assessment methodology, there are some indi-
rect requirements on the objectivity and credentials of the security risk assessment team.
Several governing laws call for an objective review by security professionals. While not
stating exact requirements for these terms, the following guidelines could be applied:

— Objective Review—Objectivity requires the lack of real or perceived conflict of inter-
est. Conflict of interest arises when the security risk assessment team has a stake in
the outcome of the assessment. Namely, a conflict of interest occurs when the security
risk assessment team includes members who have designed, operate, or are in charge
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of portions of the security program. This includes any element of the security program

that is to be assessed; for example, security policies, security awareness programs,

security architecture, system hardening, audit log review, physical access control, logi-
cal perimeter controls (firewalls, routers), and managed security services. Anyone rep-
resenting or involved in these functions will have a vested interest in how well they are

perceived. This vested interest and the interest in uncovering all flaws that present a

security risk to the organization are at odds and culminate in a conflict of interest.

To some, the exclusion of these members from the security risk assessment team
may seem inappropriate or overkill. After all, these members know the systems bet-
ter than anyone and can identify possible security risks with great efficiency. It is for
this reason that, they argue, these members must clearly be involved in the security
risk assessment process. While these are valid points, the need to ensure accurate and
objective results outweigh any such benefit. These “insiders” should be interviewed,
consulted, and possibly even included in many of the discussions that lead up to the
findings of the security risk assessment. However, they should not be “voting” mem-
bers or leaders of the security risk assessment team. In the end, those who make the
final recommendations must be objective or the validity and credibility of the security
risk assessment will be questionable.

* Security Professionals—The security risk assessment team needs to be composed of mem-
bers who understand the concepts to be applied in a security risk assessment, needs to
bring a measure of expertise to the project, and will act in a professional manner.

An understanding of the concepts in a security risk assessment is required simply to be a
productive team member. Without such an understanding, a team member may become lost
in the process, misinterpret results, and be unable to be a productive member of the team.

Some measure of expertise is required from each team member. The team will require
members who can draw from experience to provide reasonable measurements of threat
frequency, impact, and overall security risk. Furthermore, the team should include mem-
bers with different areas of expertise so that all controls within the scope of the assess-
ment may be adequately covered. Depending on the scope, the security risk assessment
team requires experts in the areas of administrative, physical, and technical controls, such
as locks, safes, and badges; database administration; security testing; secure code devel-
opment; log review and monitoring; security policies and procedures; disaster recovery
plans; and many other areas and controls.

Each security risk assessment team member will need to behave in a professional man-
ner. This includes showing the proper respect for the customer and those interviewed. Even
more importantly, professional behavior requires the ethics necessary to ensure that infor-
mation uncovered during the assessment will not be misused. Members of the security
risk assessment team will uncover vulnerabilities in the customer’s system. Unauthorized
access or disclosure of these vulnerabilities could lead to external exposure to sensitive
company information, account names, and passwords, and other realized threat actions
that could pose a severe security risk to the customer’s organization if this information is
not properly handled and controlled.

* Technicians, Operators, and Administrators—These are the people in the organization who
are relied upon to maintain and operate security controls. The network administrator is relied
upon to apply up-to-date security patches to affected systems, the systems operator maintains
user account information, and the network engineers set the firewall rules that implement the
security policy. All of these people within the organization have a vested interest in the per-
ceived quality of their work. A security risk assessment that results in findings that point out
gaps within their area of responsibility may be seen as unjust or unkind. Security risk assess-
ment team members must understand that care must be taken to ensure that all findings are
accurate and worded appropriately. Properly worded findings clearly indicate the problem, its
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potential impact, and how to fix it. Do not point fingers or attempt to place blame. Failure to
recognize this population, to ensure that their concerns are addressed, and to carefully word
findings could result in an unsatisfied customer. Understand that these people are not typically
the direct customer, but the direct customer is influenced by them. Moreover, a security risk
assessment team should always strive to be fair and accurate.

3.1.1.3 Quality of Work

The success of the security risk assessment project will be based in large part on the quality of the
technical report. After all, this is the project deliverable, and it will far outlast any other tangible
evidence that such a project ever occurred.

Most consumers of a security risk assessment will judge the success of the project based on what
they see as a result. The result seen by most security risk assessment consumers is the final security
risk assessment report. The importance of the real quality of work and the perceived quality of work
reflected by this document must be well understood by the entire security risk assessment team.

Information security engineers sometimes lose sight of the objective of their activities. They
sometimes give the technical activities of their project precedence and leave little time to complete
a quality report for delivery to the project sponsor.

SIDEBAR 3.1 WHAT DO WE SELL?

At a previous company | have been known to ask seemingly obvious questions at staff meet-
ings in hopes of uncovering some greater truths. One such question provided our group a
useful insight into the needs of our customers and their perceived value of our services. The
following question was posed at one such meeting:

“What do we sell?” | asked.

The first answer was rather expected and went down the list of services we offer, such as
policy development, security risk assessments, security training, and other services.

“No, what do our customers want to buy?” | asked, hoping the slight rephrase would spark
some creative thought.

This rephrased question elicited more of the same descriptions, with only slight changes
to the titles we gave them.

“Let’s try this another way,” | said. “Our customers don’t want a security policy; they don’t
want a security risk assessment; they don’t even want security training.”

“But they buy our services? Why would they buy them if they don’t want them?” answered
the team.

“Because our services are a means to an end. What our customers really want is confi-
dence.” I explained. “Our customers buy our services because they want confidence that they
are secure, or knowledgeable, or compliant,” the enlightened audience interrupted.

BINGO!

[t is important to understand that although we, as information security professionals, may
be very excited about our techniques, methods, and tools, our customers’ expectations do
not center on these elements. Their expectations center on our providing confidence that they
are doing the right thing.

The takeaway from this slightly offbeat discussion is that the quality of the security risk
assessment project is not solely reliant on the quality of the technical work but also heavily
reliant on any element that may influence the confidence of the project sponsor. It is for this
reason that correct formatting and spelling in the final deliverable—the security risk assess-
ment report—are just as important as adequate security testing.

[nattention to the details of the final deliverable is unfortunate and short-sighted, and in
the end will not accomplish the goal of either party. In the pursuit of obtaining the best con-
figuration for your scanners, getting the most up-to-date threat estimates, and determining the
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precise words for acceptable-use policy statements given the organizational culture, informa-
tion security engineers are apt to forget that the consumer of the information security risk
assessment really does not care about such details. This is not to say that consumers do not
care about quality work; of course, they do. It is just that the consumer does not generally
care about how the quality work gets done, just that it is quality.

For example, consider having a house built. This process involves a great many profes-
sional trades to design your house, install systems, and build to the specifications. The typi-
cal consumer of a newly constructed house judges the quality of the house on the result of
inspections and a walk-through. Although it is important for the electrician to use the appro-
priate tools, supplies, and electrical code, the consumer only sees the exposed electrical
components (e.g., switches, lights) and the inspection certificate that the system meets the
electrical code. If the system did not meet the expectations of the consumer, it would not mat-
ter how great the electrician’s tools or techniques were; the consumer would be dissatisfied.

Now consider the final security risk assessment report. If the final report contains the
name of a previous company the consultant did work for (i.e., a “cut and paste” error), the
consumer of the report is likely to lose confidence in the entire project. At this point, it does
not matter how good the tools, techniques, and tests were. Many information security engi-
neers would defend this work by saying, “That is just a typo—the results are still right.” These
engineers would be technically correct but would also fail to see the importance of a quality
report delivery.

In general, all consumers care about is that the work they have commissioned is done by
professionals, and they care about the quality of the work, but they do not generally care
about the details of the tools, methods, and techniques that go into the work. As consumers,
we expect that professionals keep up with the latest trends and obtain the appropriate tools
for the job. We do not expect to have to be experts in the activities that we outsource.

3.1.1.3.1 Quality Aspects

The consumer of a security risk assessment report includes the “sponsor” of the security risk assess-
ment and additional stakeholders within the organization being assessed. All of these stakeholders
have unique points of view and a distinct definition of what they expect from a successful security
risk assessment. These were discussed in the previous section. Regardless of the stakeholder role,
several quality aspects are universally expected.

* General Quality Expected in Any Report—The following is a discussion of the quality
aspects that are expected in any report, whether the report is technical or not. These general
quality aspects include grammar, format, audience, and an understanding of the topic. Each of
these is discussed briefly below.

e Grammatically Correct—Any correspondence that ever goes to a customer is a repre-
sentation of the author and the organization associated with the author. A formal proj-
ect deliverable such as a report, or even a draft report, must be grammatically correct.
What the author should consider is that even though a small grammatical error may not
change the meaning of the sentence, it will make an impression on the reader. As unfair
as it may seem, that impression may have as much weight in customer satisfaction as
the underlying analysis. Furthermore, grammatical errors involving the customer’s name,
interviewees’ names, system names, and the like are likely to make an even less favorable
impression.

* Visually Pleasing—Without even changing the words, a report can be vastly improved
during document production and the formatting process. Improvements in the formatting
of the report will make the report look professional. Reports that look like they have been
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put together in a hurry do not convey professionalism. Moreover, it is likely that the accep-
tance of the conclusions of such a report will be subtly affected. When a report looks
professional, it also looks more authoritative. The security risk assessment team should
appoint one member of the team to produce the report. The report producer should be
familiar with techniques to create a professional report. This book does not cover this topic
in any detail, but you should expect the report producer to be familiar with the following
elements of a professional report:

— Selection and consistency of a font

— Consistent treatment of tables, figures, bullets, etc.

— Appropriate styles for headings

— Spacing between paragraphs, graphics, and headers and footers

— Proper use of headers and footers

— Generation of a table of contents and table of figures.

* Addresses Its Intended Audience—As discussed earlier in this book, the security risk
assessment report is intended for several different audiences. These audiences will have
differing levels of familiarity with the project and differing levels of technical expertise.
For this reason, the report must be written for several different audiences.

— Executive Summary—The executive summary is written for the audience that wants to
know the bottom line. An executive summary should be short and to the point. For a
security risk assessment, it should answer the following question: “What are the secu-
rity risks to my organization, and what should we do about them?” As a rule of thumb,
since the executive summary summarizes the body of the report, it should be written
after the body of the report has been completed. The executive summary should not
contain any findings, graphs, or tables not included in the body of the report.

— Technical Appendices—Technical details and supporting documentation to the security
risk assessment report belong in an appendix or even an attached or accessible data
file. The more technical readers of the report will want to review these technical details
when implementing countermeasures. Examples of typical appendices to a security
risk assessment report are as follows:

— Vulnerability Scan Results—The results of a vulnerability scan run on the systems
being assessed.

— Evidence—A list of evidence used to draw conclusions. This would include inter-
views, test results, worksheet calculations, etc.

— References—A list of sources of information and guidance used in the security risk
assessment.

— Documents reviewed—A list of customer-provided documents that were reviewed
as part of the security risk assessment.

— Solution Descriptions—Additional descriptions on proposed solutions. This could
include product literature or a review of available solutions.

— Calculations—Mathematical calculations supporting the findings.

* Understanding of the Organization—It is important that the reader of the report realizes
that the security risk assessment team not only knows how to perform a security risk
assessment but has a grasp of the relevant background necessary for performing the work.
The introduction of the report can be used to reiterate relevant background information,
including a description of the organization and the need for the security risk assessment.

* General Quality Expected in Technical Reports—Technical reports have their own unique
requirements, and the audience reading a technical report has additional expectations.
Technical reports, such as a security risk assessment, are expected to contain technical data
and draw conclusions based on a technical data assessment. For this reason, it is important to
ensure that the technical data presented in the report is accurate, the approach is presented and
the conclusions are clear.
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* Technically Accurate—Technical reports are based on technical data. Any inaccuracies
in the data could lead to incorrect conclusions. It is important that the technical members
of the security risk assessment team review all technical data to ensure its accuracy. This
includes removal of false positives in vulnerability scanning and ensuring that account
names, system names, and IP addresses are correct.

* Approach Described—The security risk assessment approach used by the team should be
described in the final report. This has several benefits. First, it gives the report credibility.
If the report references and follows a well-known or well-developed approach for perform-
ing security risk assessments, then the customer will be less likely to question the methods
employed to determine the conclusions. Second, a description of the approach will allow
the customer to follow the process and the logic of the analysis more closely, which will
allow the customer to provide a better review of the draft report and a better understanding
of the process.

* Clearly Presented Conclusions—The conclusions of a technical report are the most impor-
tant element. These are likely the items that will be implemented. It is important that these
conclusions be well articulated so that the implementer of the conclusions will know what
is expected. For example, it is not very useful to simply recommend that the organization
develop security policies. This advice provides little insight or direction and is an indica-
tion that the security risk assessment team may not clearly understand how to write secu-
rity policies. A better recommendation would be a description of the security policies that
are currently missing and perhaps an outline of the basic structure for each.

* Quality Expected in Security Risk Assessment Reports—A security risk assessment report
is a specific type of technical report with its own unique quality requirements. A security risk
assessment report is expected to provide a clear and accurate identification of the security
risk to an organization’s assets. Furthermore, the security risk assessment report is expected
to contain adequate and relevant evidence to support its findings, clear and relevant recom-
mendations, and clear compliance results for relevant information security regulations. For
this reason, it is important to ensure that the security risk identified in the report is clear and
accurate, evidence presented is accurate and relevant, recommendations are clear and relevant,
and any compliance results are clearly stated.

* Clear and Accurate Identification of Security Risk—The identification of security risk is
the basic objective of the security risk assessment. Therefore, it is not surprising that cus-
tomers would expect an identification of security risk as part of the security risk assess-
ment report. However, it is important to convey the security risk in a meaningful way to the
customer. The description of the residual security risk can be presented in a quantitative or
qualitative manner, depending on the overall approach of the security risk assessment. In
either case, the residual security risk should be presented in a context that is understand-
able by the customer. As such, a description should accompany the residual security risk
statement, for example, a range for quantitative security risk measurements or managerial
description for qualitative security risk approaches.

* Adequate and Relevant Evidence—The results of a security risk assessment are recom-
mendations for changes in an organization. Prior to those changes being implemented, the
organization will likely scrutinize elements of the security risk assessment report to ensure
that the recommendations are well founded. A quality security risk assessment report will
contain adequate and relevant evidence for its conclusions and recommendations.

* Clear and Relevant Recommendations—Hopefully many of the recommendations from
the security risk assessment report will be implemented. Most organizations will have
set aside resources to implement the recommendations of the security risk assessment,
but these recommendations cannot be implemented if they are not clear, and they are not
likely to be implemented if they are not relevant to improving the organization’s security
risk. The security risk assessment team must ensure that all recommendations are based on
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relevant data and solid analysis. If it is unclear why the recommendations would improve
the security posture of the organization, then the recommendations have not been clearly
articulated. Also, the security risk assessment team should include cost and effort estima-
tions for implementing each of the recommendations. Organizations typically require such
estimations prior to moving forward with a project.

* Clear Compliance Results—For those organizations operating within regulated industries
(e.g., health care, energy, and government), an analysis as to their compliance with the
regulation is useful, if not a requirement of the security risk assessment project. If such
an analysis is performed, the security risk assessment report should contain a table that
clearly indicates those areas that meet the regulations and those that do not.

3.1.1.4 Completion within Budget

The biggest success factor of any project is whether it is completed on time and within budget. The
project leader of the security risk assessment team must manage the project carefully to ensure that
the project is completed within the time allotted and with the resources granted. Any project not
completed within time or budget constraints is in danger of being canceled or completed too late to
have an impact. Moreover, a project with significant overruns is typically an indication of the project
team’s inexperience.

The goal of completing within budget is not limited to outside consultants performing a security
risk assessment. This goal applies equally to internal security risk assessment projects. In either
case, the project has been granted a limited amount of resources (e.g., time and money) and must
be completed within those constraints. Project leaders of security risk assessments must ensure that
they meet this most important quality aspect of their project.

3.1.2  SETTING THE BUDGET

One of the biggest gating factors for scoping a security risk assessment is how much is in the budget
for the security risk assessment. If no such line item exists in the budget, consider how much you
plan on spending. Exact figures are not required here, but there is a huge difference in the scope and
rigor of a $450,000 security risk assessment and a $45,000 one. The fact is, the more time that the
team spends reviewing the security controls, the more rigorous the security risk assessment will be.
So, if you plan on spending over $250,000 on a security risk assessment, then you would expect (and
demand) more rigor than if you wanted to keep the cost down to less than $50,000.

In addition to the rigor of analysis, the amount of money you plan to spend on the security risk
assessment will also be affected by the size of the organization, the geographical separation of orga-
nizational elements, the complexity of the security controls, and the threat environment in which
your organization operates.

* Organization Size—A small organization, up to 500 employees, is likely to have many factors
that simplify a security risk assessment. The organization structure is likely to be relatively
simple and centrally located. This brings down the cost/effort in obtaining interviews with key
personnel and gaining approval for testing and access to information. A small organization is
also likely to be more centralized and to have fewer complex controls, which may reduce the
effort required to assess their effectiveness. A larger organization is more likely to have a more
complex organizational structure, and decentralized and complex controls.

* Geographic Separation—If your organization has just one location, then the effort to gather
the information required to perform the security risk assessment is significantly reduced. An
organization with multiple sites and geographically separated systems and key personnel will
require additional funds for travel and information gathering.

* Complexity—The more complex the security controls, the more effort required to assess
their effectiveness. For example, an organization with physical access controls that include

https://t.me/learningnets



40 The Security Risk Assessment Handbook

perimeter barriers, armed guards, biometrics, IP cameras and recording, zoned areas, smart
card badge access, and multiple types of intrusion detection is going to require some effort
to effectively review. An organization with a simpler physical security control that includes
locked doors and visitor control will clearly require less effort.

* Threat Environment—Certain organizations operate within a higher security risk environment
than others. For example, a high-profile and controversial national lobbying organization will
clearly be exposed to a greater number of serious threats than the headquarters of a nation-
ally franchised sandwich shop. A security risk assessment for an organization existing within
a more serious threat environment will require more careful consideration of the threats. An
organization existing within a less serious threat environment is likely to be affected by the
standard array of threats that affect most organizations.

The other factor to consider for scoping a security risk assessment is the size of the overall informa-
tion security budget. An organization should plan to spend only a portion of their overall security
budget on an assessment. This sounds rather obvious, but it remains overlooked by many organiza-
tions. Consider an organization that spends nearly its entire information security budget in a given
year on a widely scoped and rigorous security risk assessment and has little or no budget left to fix
anything. A main benefit of a security risk assessment is to provide guidance for security risk-based
spending, so that ultimately the security risk to the organization is lowered to a reasonable level. If
the entire budget is spent on a security risk assessment, the organization may be unable to implement
any of the recommendations. The result is that the organization is more aware of their security risks,
but their assets are in the same danger as before.

A better approach is for the organization to determine a percentage or ratio of the budget that
should be spent on the security risk assessment (see Figure 3.1). As with many elements of establish-
ing and maintaining an information security program within an organization, there is no well-known
or accepted ratio or percentage. Furthermore, it is not recommended that such a ratio or percentage
be the only factor in determining how much to spend. However, an organization should carefully
review their budget allocation if they are spending more than 25% of their security budget on a
security risk assessment.

3.1.3 DETERMINING THE OBJECTIVE

A security risk assessment can provide many possible benefits: a basis for risk-based spending, a
periodic review of the security program, and a part of a system of checks and balances for sensitive
tasks. Understanding and documenting the objective of a specific security risk assessment helps

Risk Mitigation

Test and
Review

Operational
Security

FIGURE 3.1 Security spending ratios. The exact spending ratios for elements within a security program will
differ greatly among organizations. However, the relative spending ratios shown here are likely to be applicable
to most organizations.
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to focus the project on meeting the needs of the organization. The core aspect of a security risk
assessment remains an analysis of the effectiveness of the current security controls that protect an
organization’s assets. This is the objective of the security risk assessment.

Security Risk Assessment Objective—accurate analysis of the effectiveness of current security
controls that protect an organization’s assets.

Most organizations simply want an objective review of their security controls. This may be pro-
vided by an independent team of security professionals who understand the security risk assess-
ment methodology, possess the proper experience and credentials, and are provided the resources to
adequately perform the assessment.

3.1.4 LIMITING THE SCOPE

The scope of the security risk assessment is the boundary of the security controls and assets included
in the review. The definition of what is “in” and “out” of the scope of the assessment may be rather
easy in some organizations but more difficult in others. In either case, the project sponsor and the
security risk assessment team should carefully and clearly define the scope of the assessment in
terms of the security controls to be reviewed, the assets to be protected, and the system boundaries
of the security risk assessment target.

Every security risk assessment is limited: limited by budget, limited by time, and so forth. Project
members of a security risk assessment will constantly find themselves reaching the limitations of the
project. After all, could we not all do more in-depth analysis, more insightful recommendations, and
more accurate risk measurements given unlimited time and money? But, no matter how much time
or budget or skill is possessed by the security risk analysis team, if a discovered security risk exists
outside the boundaries of the security risk assessment, it should not be documented in the security
risk assessment. The single biggest limitation of a security risk assessment is the definition of the
system being assessed.

The boundaries of a security risk assessment are determined by the sponsor of the security risk
assessment. Identifying the security risk assessment boundaries is essential for the security risk
assessment team to ensure that neither Under-scoping nor Over-scoping occurs.

3.1.4.1 Under-scoping

Under-scoping of a security risk assessment is a dangerous practice that can happen all too often. It
occurs when the security risk assessment team does not address all security concerns of the spon-
sor. The term Under-scoping is from the perspective of the security risk assessment team and not
the project sponsor. In other words, the security risk assessment team is not addressing the needs of
the project sponsor because some of the organization’s assets and relevant threats are not assessed
within the security risk assessment.

Under-scoping typically results in high-risk items left unaddressed and, eventually, exposure of
the organization’s assets. Consider the following common scenario: An officer of a financial institu-
tion recognizes that his organization is legally required to comply with the Gramm-Leach-Bliley
Act (GLB Act). The GLB Act clearly requires a security risk assessment among other information
security requirements. The organization hires Fly-By-Nite Security to perform what they call a secu-
rity risk assessment. Fly-By-Nite Security only knows how to run a vulnerability scan, but they have
found that these services sell much better when they call them security risk assessments. The officer
of the financial institution is unknowingly Under-scoping his security risk assessment by declaring
(again unknowingly) administrative, physical, and most other elements of technical controls out of
bounds for this assessment.

Although this example is a little extreme, similar problems can exist simply from dismissing
other elements of a security risk assessment without ensuring that they are covered elsewhere.
For example, it is relatively common in many organizations for physical security to be considered
beyond the bounds of a security risk assessment. If the physical security controls are reviewed as a
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part of a separate security risk assessment, there is little to be worried about. However, if the physi-
cal security of an organization is ignored by all security risk assessments within the organization,
then serious breaches in the security of multiple systems could occur. What good is writing the
perfect firewall rules if a thief can walk away with the box?

3.1.4.2 Over-scoping

Over-scoping of a security risk assessment is dangerous as well. Over-scoping occurs when the
security risk assessment team assesses threats, vulnerabilities, or security risks that are outside the
bounds of the security risk assessment. The term Over-scoping is from the perspective of the secu-
rity risk assessment team and not the project sponsor. In other words, the security risk assessment
team is assessing organizational assets and threats that are beyond the needs of the security risk
assessment sponsor. If a project sponsor fails to clearly indicate the bounds of the security risk
assessment, the team may perform activities that end up wasting time and money. Another danger
of Over-scoping is that the security risk assessment team may overstep its authority to test elements
of a system that are not covered under the security risk assessment. Such out-of-bounds behavior
could, by itself, be a serious breach of security. Consider the following out-of-bounds activities
allowed by the practice of Over-scoping:

* Example I: What’s in a Name?—Fly-By-Nite Security is hired by the XYZ organization to
test the security of its website. Fly-By-Nite Security obtains permission from XYZ to perform
security testing, but the XYZ organization fails to properly scope the test and simply asks
for a “zero-based” (an assessment approach that relies on the security tester to determine
to IP addresses and URLs in scope for the assessment) review. When Fly-By-Nite Security
performs its research, it finds www.xyz-org.com and www.xyz_co.com. When performing
the security testing of these websites, Fly-By-Nite unknowingly performs security testing on
both the XYZ organization (www.xyz.com) and the unrelated XYZ Manufacturing Company
(www.xyz_co.com). Depending on the level of testing performed, Fly-By-Nite could end up
on the wrong end of a lawsuit or criminal prosecution.

* Example 2: Take Out the Trash—Fly-By-Nite Security is again hired by the XYZ organiza-
tion, but this time to perform a security risk assessment at their physical location. The project
manager believed that the assessment would cover only the information security systems, but
the industrious Fly-By-Nite employees diligently searched the trash cans for sensitive infor-
mation, checked the security of the doors to sensitive areas, and reviewed the visitor and escort
procedures. The security risk assessment sponsor was disappointed that the Fly-By-Nite team
spent so much time “off task,” since physical security is controlled by another department
altogether that had just completed an assessment the previous month. Although this behavior
did not trample on another organization’s assets, it still wasted time and money, and it diverted
analysis from within the intended boundary of the security risk assessment.

3.1.4.3 Security Controls

An organization may have implemented a wide variety of security controls to protect its assets.
These security controls can range from policies and procedures to lighting and fences to firewalls
and anti-virus solutions. Rather than list these controls one after the other, it is useful to group these
controls into the categories of administrative, physical, and technical. These groupings provide a
common approach to define or limit the scope of the security risk assessment.

3.1.4.3.1  Administrative Security Controls

Administrative security controls are defined as policies, procedures, and activities that protect the
organization’s assets. Policies include the information security policies such as acceptable use
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policy, system monitoring policies, and security operations policies. Procedures include emergency
response procedures, computer incident response procedures, and procedures for hardening and
testing the security of servers, for example. Activities include any activity performed to ensure the
protection of the organization’s assets, even if these activities do not have an associated policy or
procedure. These could include activities requiring “technical” expertise, such as audit log review or
penetration testing, or “nontechnical” activities, such as exit interviews for terminated employees.
Administrative controls should be within the scope of any security risk assessment. An assessment
that does not include these types of controls should be referred to as security testing or a limited
assessment instead, as it would not give an accurate measurement of the security risk to the organi-
zation’s assets.

3.1.4.3.2  Physical Security Controls

Physical security controls are those controls that are associated with the protection of the organiza-
tion’s employees and facilities. These protection measures include facility perimeter controls such
as fencing, lighting, gates, and access controls; surveillance such as guards and cameras; facility
protections such as seismic bracing and fireproofing; and personnel protection such as evacuation
procedures and patrolled parking lots.

3.1.4.3.3 Technical Security Controls

Technical security controls are those mechanisms that logically protect the organization’s assets,
such as routers, firewalls, anti-virus solutions, logical access controls, and intrusion detection sys-
tems. A security risk assessment should consider the capabilities of the technical security controls,
their current configuration, and their arrangement within the system to provide protection of assets
(i.e., system architecture).

3.1.4.4 Assets

An organization has numerous assets of value that warrant protection. Assets are defined as the
resources by which the organization derives value. These can include hardware, software, systems,
services, documents, capital equipment, personal property, people, goodwill, trade secrets, and
many other elements of the business process. Although it is clear that many factors create value for
an organization, it is not always easy to define its assets. An attempt to simplify the enumeration
process includes discussing both tangible and intangible assets.

3.1.4.4.1 Tangible Assets

Tangible assets are those assets that you can “touch.” These assets include hardware (or equip-
ment), systems, networks, interconnections, telecommunications, wiring, furniture, audit records,
books, documents, cash, and software. However, the number one tangible asset is always people
(employees, vendors, customers, guests, visitors, and others). These assets tend to be easier to
list because they are visible and perhaps even accounted for in auditing records or asset tracking
systems.

3.1.4.4.2 Intangible Assets

Intangible assets are those that you cannot “touch.” These assets include employee health and safety,
data, customer and employee privacy, image and reputation of the organization, goodwill, and
employee morale. These assets tend to be rather difficult to list or enumerate, as they are not visible
or accounted for. Nonetheless, an organization must seek to protect these intangible assets as well.

3.1.4.5 Reasonableness in Limiting the Scope

As discussed previously, not all security controls or assets may be within the scope of the secu-
rity risk assessment. Although, as security professionals, we typically like to see the security risk
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assessment process not being hindered by a smaller scope than is warranted, there are a variety of
adequate reasons for limiting the scope of a security risk assessment.

Many organizations rely on other entities to supply some of their infrastructure components.
These supplied components could be physical security within a shared tenant building or an out-
sourced managed security service. If the security risk assessment team or the customer decides that
an assessment performed by another team that covers the supplied component meets their needs,
they may decide to adopt the report findings or to place the supplied components outside the scope
of the security risk assessment.

In the following example, some of the network components and the procedures for clearing
individuals are considered outside the scope of the security risk assessment. For this example, the
customer determined that the clearance process for personnel with SECRET clearances was outside
the scope of the evaluation for an information system on a single military base. Furthermore, the
customer decided that the system boundary did not include the MILNET or the firewalls connecting
the MILNET to the information system being assessed; these components were considered part of
another evaluation.

Many other scope combinations and limitations are common in the industry. Common security
risk assessment scopes include geographic, functional, and technology limitations.

3.1.5 IDENTIFYING SYSTEM BOUNDARIES

It should now be clear that the failure to properly scope a security risk assessment can have disas-
trous consequences. One important element of scoping a security risk assessment effort is to identify
the system (or systems) being assessed. An information system is any process, or group of related
processes, under a single command or management control that reside in the same general operat-
ing environment. The information system comprises the processes, communications, storage, and
related resources necessary for the information system to operate.

Even though a security risk assessment may be limited to a single business unit, the informa-
tion systems within that business unit may be one or many. Each information system to be assessed
should be properly identified by explicitly stating its physical and logical boundaries.

3.1.5.1 Physical Boundary

Physical boundaries of the security risk assessment project are the physical demarcation between
in-scope and out-of-scope physical locations and controls. Identifying the physical boundaries of an
information system (or systems) to be assessed both clarifies and limits the scope of the security risk
assessment. Such a limitation is appropriate, as security risk assessments should be limited to those
resources under the control of the project sponsor. Besides, a system without boundaries cannot be
assessed.

The physical boundaries of an information system properly identify those elements within the
scope of the evaluation and those outside of the scope of evaluation. These diagrams not only pro-
vide the boundaries but also identify some of the key physical security elements that will be part of
the assessment, see Table 3.1.

For exterior diagrams, or site plans, a physical boundary diagram defines the limits of the assess-
ment in terms of the property elements such as parking garages, fences, outbuildings, and walls.
Additional physical security elements may include parking garages, walkways, camera placement,
and fire exits, see Figure 3.2.

For interior diagrams, or floor plans, a physical boundary diagram defines the limits of the assess-
ment in terms of the interior property elements such as other tenant spaces, fire exits, camera cover-
age, telephone closets, and hazardous storage, see Figure 3.3.

Although physical boundaries are typically identified by the property demarcation (property line)
these boundaries can be more complex. Consider an organization within a shared building. The in-
scope and out-of-scope elements may not be as simple as a property line and instead the organization
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TABLE 3.1

Physical Security Diagram Elements

Exterior Diagram Elements Interior Diagram Elements

* Streets, Parking Lots ¢ Public and common areas

* Property boundary * Non-public areas (office, conference rooms)
« Walls, Fences ¢ Secure rooms within buildings
¢ Garage, Parking ¢ Hazardous storage

e Gates * Evacuation routes

* Bollards  Fire exits

¢ Lighting * Fire extinguishers

* Pathways * Shelter zones

¢ Building entrances ¢ Offices

¢ Guard posts * Hallways

¢ Camera placement ¢ Camera placement

Note: Physical boundary diagrams assist the team in understanding the boundaries of the assessment and provide some
detail regarding physical controls in place.

Parking Lot

Cameras

~
Fire Exits

FIGURE 3.2 Exterior physical system boundaries. It is important to properly identify the physical elements
that are inside and outside the security risk assessment boundary. This exterior diagram shows the physical
elements inside the physical boundary.
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FIGURE 3.3 Interior physical system boundaries. It is important to properly identify the physical elements
that are inside and outside the security risk assessment boundary. This interior diagram shows the physical
elements inside the physical boundary.

must specifically list the elements of the building that are under their control and those that are not.
For example, tenants of shared buildings many times share the following physical controls:

* Building access controls and procedures
* Building environmentals (e.g., air conditioning, power conditioning, and fire protections)
» Telephone closets and connections

If the organization providing the controls listed above can be included in the data gathering phase
of the security risk assessment, then these controls can be part of the security risk assessment. In
such a case the security risk assessment team would review available documents provided by the
building management organization, interview key staff members implementing the building security
controls, and inspect and test the building’s physical security controls. Even if the organization can
participate in a limited capacity (e.g., allow physical inspections and observation) these controls
may be included in the assessment. However, the level of rigor assessment for those controls would
be rather low.

If, on the other hand, the building management organization cannot or does not allow a review of
the building’s security controls (perhaps for security reasons) then these physical security controls
would not be within the physical boundary of the security risk assessment.

3.1.5.2 Logical Boundaries
Logical boundaries of the security risk assessment project are the logical separation between the
systems and functions within the subject being assessed and those out of scope. Identifying the logi-
cal boundaries of an information system (or systems) to be assessed also limits the scope of the secu-
rity risk assessment. The logical boundaries of an information system properly identify the functions
of the systems within the scope of the evaluation. The determination as to the inclusion or exclusion
of system functions in the scope of the security risk assessment must be carefully considered.

By default, the logical boundaries of a security risk assessment should be inclusive of all func-
tions within the information systems identified (see Figure 3.4).
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FIGURE 3.4 Logical system boundaries. It is important to properly identify the logical elements that are
inside and outside the security risk assessment boundary. This diagram shows the logical elements inside the
logical boundary by the longer dashed line surrounding the covered elements.

Logical boundaries can most effectively be enumerated and documented by the use of a system
diagram containing the following elements:

*  Workstations and laptops

» Servers (listed by function: database, file, e-mail, etc.)

¢ Network infrastructure (switches, routers, firewalls, load balancers)

* Internal network connections (including Local Area Networks (LANs) and Virtual LANs (VLANS))

» External network connections (including Virtual Private Networks (VPNs), dedicated circuits,
Wireless Access Points (WAPs), and Internet connections)

* Removable media and mobile computing (laptops, smart phones, portable external drive)

Just as physical boundaries sometime contain limitations, the customer of the security risk assessment
may also impose a logical boundary. A limitation in scope based on logical boundaries is also appropri-
ate, as security risk assessments should be limited to those system functions under the control of the
project sponsor. However, a reasoned approach for excluding certain logical systems, connections, or
functions should be executed by both the security risk assessment sponsor and team. Specific reasons
for the exclusion of system functions should be documented by the project sponsor or the security
risk assessment team, and the identification of these functions should be included in the security risk
assessment report. Specific reasons for the exclusion of system functions should accompany this dis-
cussion. The project sponsor and the security risk assessment team should refrain from excluding
important system functions and should only exclude functions for good reason. Below are some pos-
sible reasons why a system function might be excluded from a security risk assessment:

* Function Is Not Security-Relevant—Some system functions (or applications) are not relevant
to a specifically targeted security risk assessment. Such non-relevance should not be confused
with non-importance. For example, a word-processing application or a custom application for
creating and submitting time cards may not be security-relevant and can be safely ignored in
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a security risk assessment. Most word processors operate on behalf of the user who called the
program and do not operate in a privileged state. In this case, the worst the word processor can
do is mangle your document, but it cannot breach the confidentiality of a document owned
by another if such access is restricted. In the same manner, a custom time card application
running with user privilege would be restricted from breaching confidentiality of other files as
well. However, be careful in your analysis if either of these programs is relied upon to enforce
a security function, such as the integrity of the time card file; in that case, the function of the
application would be considered security-relevant.

* Function Is the Subject of Another Assessment—Even security-relevant functions maybe
excluded from a specific security risk assessment if they are the subject of another security
risk assessment. This happens often in larger organizations in which multiple security risk
assessments are performed on subsets of all of the organization’s information systems. For
example, if all applications rely on the services provided by an organization’s Internet Data
Center (IDC; e.g., power, Internet connectivity, backup, firewall, and intrusion detection sys-
tem), then it may be beneficial for the organization to have a security risk assessment on the
IDC itself. The results of the IDC security risk assessment would then be shared with the busi-
ness unit managers in charge of each of the applications. The applications may be the subject
of another security risk assessment, but in this case, it would not be necessary to reperform the
assessment on those services provided by the IDC.

* Analysis of the Function Is Beyond the Skills of the Assessment Team—This sounds like
something you would typically like to avoid, but it is not as bad as it seems. It is not uncom-
mon for security risk assessments to be scoped according to the rigor requested by the orga-
nization. Scoping of the security risk assessment can include security-relevant functions that
require specific skills not within the experience of the security assessment team. For example,
many security risk assessments do not include the code review or penetration testing of Web
applications. It is clear that many Web applications (if not all) are security-relevant. However,
the skills required to review code for common errors is not possessed by all security risk
assessment teams. It may be beneficial to “carve out” that portion of the assessment and bring
in the experts.

* Physical or Environmental Control Makes the Function Non-Security-Relevant—Ensuring
security functions that are enforced does not always have to be satisfied by logical means.
Physical or environmental controls may adequately enforce security functions and therefore
obviate the need for analysis of that function. For example, protection of the confidential-
ity and integrity of information while in transit on the internal LAN is certainly an impor-
tant security function. However, if the internal LAN is physically protected (e.g., encased in
pressurized conduit), then other logical controls to protect that information in transit are not
required and therefore not relevant to the assessment.

3.1.6 SPECIFYING THE RIGOR

Any team of security engineers could spend as little as a week or as much as 6 months assessing
the ability of the organization’s security controls to protect its assets. A quick assessment that lasted
only a single week would be forced to review the security controls with less rigor, while a security
risk assessment scheduled for 6 months could afford to perform a more in-depth review of the exist-
ing security controls.

The organization contracting the security risk assessment project and the security risk assessment
team will need to determine the appropriate rigor for the security risk assessment project. While
available budget could certainly limit the extent of the security risk assessment, it is not necessary
to simply spend the available money. In fact, from the point of view of the security risk assess-
ment team hired to perform the security risk assessment, this may be considered unethical. The
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determination of rigor should instead be based on the complexity of the controls and the maturity of
the security program.

One way to determine the required depth of analysis is to consider the perceived strength of the
existing controls or the maturity of the organization’s security program. Information security pro-
grams that have just recently been established are considered to have a low maturity level. When
organizations with such information security programs have a security risk assessment performed,
they are generally looking for the identification of gaps and oversights. Such an organization is
typically not ready for a rigorous security risk assessment or the “white-glove test.” A less rigorous
security risk assessment on a less than mature security program will result in nearly the same recom-
mendations because the findings are rather easy to uncover. Therefore, it is unwise and wasteful to
spend money or perform a security risk assessment that simply increases the certainty of what was
probably already known within the first several weeks of the security risk assessment. For example,
if an internal vulnerability scan of a representative sample of workstations reveals that none of them
is hardened, then it is unnecessary to continue to perform vulnerability scans on the remaining work-
stations. The conclusion that hardening policies are non-existent or ineffective is already formed,
and additional vulnerability scanning adds nothing to the analysis.

There are many approaches to specifying the level of rigor to be performed within a security risk
assessment. One of the easiest and most effective methods is to specify the activities to be performed
in the data gathering portion of the security risk assessment. For example, a security risk assessment
SOW could call out the following activities to be performed in order to specify the level of rigor in
which the assessment is to be conducted, Table 3.2.

Documenting precisely the activities to be performed during the security risk assessment ensures
that both the customer and the security risk assessment team share an understanding of the level of
rigor of the data gathering portion of the security risk assessment project. A customer of the security

TABLE 3.2

Specifying Security Risk Assessment Level of Rigor

Data Gathering Activity Scope of Activity Description of Activity

Document Review Approximately 50 documents including Documents shall be reviewed for clarity,
information security policies, procedures, content, correctness, consistency, and
and processes. Total page count less than compliance with applicable regulations.
1,000 pages.

Key Staff Interviews 1-2-hour interviews with department heads, Interview topics shall cover the following:
lead engineers, system administrators, and * Department mission
representatives from each department. * Job function

* Key systems, applications, and sensitive
data

* Security controls entrusted to interviewee

» Knowledge of recent security incidents

* Review of job function processes involving
security controls or protection of sensitive
data and/or systems

Physical Inspections and  Buildings at three locations (limited to Inspections shall include review of physical

Process Observations buildings with physical controls designed controls (barriers, access control, logging,
to protect information and information monitoring, and response) for obvious

systems) vulnerabilities both during business hours

and after hours.

Observations shall include a review of
observable processes (e.g., visitor control,
sensitive data disposal, and clean desk
policy).

(Continued)
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TABLE 3.2 (Continued)

Data Gathering Activity Scope of Activity Description of Activity

Testing Security testing shall be performed on the Security tests shall include the following:
systems and applications within the scope * Security Functional Testing: Selected
of the assessment by an experienced and systems and functions (e.g., logging,
credentialed security tester. access control, and encryption) shall be

tested in ensure they operate as indicated.
* Penetration Testing: Testers shall
perform information gathering to
identify attack targets from external
sources; perform scanning and probing
activities; perform host diagnostics
assessments, perform firewall diagnostic
assessments, use information gathered
to attempt exploitations of the system
and applications; and document all
methodologies, test cases, and results.

Note: Assets are those items the organization wishes to protect. The enumeration and valuing of the assets scopes and
guides the security risk assessment.

risk assessment project could alternatively provide a high-level description of the data gathering
activities (e.g., “perform key staff interviews, onsite observations, and security testing of systems
and applications in scope”). This approach allows prospective service providers to describe their
own service techniques and allows the customer to choose from a larger variety of approaches (as
opposed to dictating the approach and choosing from a larger variety of prices). Either way the cus-
tomer must choose between dictating the price and allowing prospective service providers to specify
the level of rigor or dictating the level of rigor and allowing the prospective service providers to
specify their price. Choose one.

3.1.7 SAMPLE SCOPE STATEMENTS

As discussed previously, the creation of a proper scope statement is an important step in defining
the security risk assessment project. The scope portion of the SOW specifies the elements of the
organization that are the subject of the security risk assessment project. A proper scope statement
will specify the target system(s) and applications, threats to be considered, assets, and controls that
are to be the subject of the security risk assessment. Table 3.3 shows an abbreviated example scope
statement that provides the information necessary to properly define a security risk assessment proj-
ect. A proper scope for the security risk assessment project ensures an effective communication
between the customer and the security risk assessment team regarding the boundaries of the security
risk assessment.
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TABLE 3.3
Sample Scope of Work Statement

Systems and Applications: The scope of the assessment includes all the physical premises at 1313 Mockingbird Lane, the automated information systems (AISs) located on premises,
the employees and staff members of ACME, all users of the AISs located on the premises, and all policies and procedures governing AISs, AIS users, and ACME employees and staff
members.

The security risk assessment includes consideration of risks related to the following:

Threats

« Natural disasters, including fire, flood, earthquake, windstorm, and snow/ice storm

¢ Authorized personnel, including insufficient or unqualified personnel, insufficient personnel training or supervision, and malicious insider activity

¢ Unauthorized personnel, including cybercriminals, script-kiddies, competitors, thieves, and vandals

¢ Malicious software, including viruses, worms, Trojan horses, and backdoors

Assets

¢ Personnel, including ACME staff and guests

* Computer systems, including databases, system software, hardware, network communications, and application software for existing and new implementations

* Internet applications, including cloud storage, meeting, and customer relationship management

¢ Data, including data in transit and storage; hard copy or soft

* Equipment, including capital equipment, laptops, and office equipment

Controls

* Existing countermeasures; safeguards already in place to address risks

¢ Security awareness and communication, including insufficient security awareness and communications, unclear assignment of security roles and responsibilities, and insufficient security

plan documentation

* Data controls, including insufficient controls for data integrity, data retention and backup (short-term and long-term), system access, and system logging/auditing

* Maintenance controls, to include those for preventive maintenance, hardware failures, and remedial maintenance

» Physical and logical access controls

¢ Systems architecture, including previous analyses of architecture in regard to security

» History of security and disaster incidents at the facility and the surrounding area

* The security risk assessment analysis shall include a review of the effectiveness of security controls, including the following tasks:

¢ Policy and procedure review

* Organizational structure review

¢ Social engineering

¢ Vulnerability scanning

* Application vulnerability scanning (but not application penetration testing or code review)
¢ No penetration testing

Note: A proper scope for the security risk assessment project ensures an effective communication between the customer and the security risk assessment team regarding the boundaries of
the security risk assessment.
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3.2 PROJECT DESCRIPTION

Once the security risk assessment project is properly defined in terms of budget, objective, level of
rigor, and scope, the project should be described in the security risk assessment project contract or
SOW.

3.2.1 PROJECT VARIABLES

Not all security risk assessments are created equal. Security risk assessments can vary greatly from
one to another based on the project variables. The specification of these variables is an important ele-
ment of ensuring that both the customer and the security risk assessment team have the same vision
for the appropriate engagement. The following project variables are discussed below:

* Project Scope

* Deliverables

* Security Risk Assessment Method
* Level of Rigor

The customer should decide on the appropriate “values” for these project variables for their needs.
The customer does have a perceived need for the security risk assessment and understands what
they want from the executed project. Therefore, the customer should certainly specify the project
scope (logical and physical boundary) and the deliverables (e.g., executive summary, main report,
and presentation). Regarding the security risk assessment method and the level of rigor, it is a bit
more difficult to specify, or perhaps the customer should not specify at all and let prospective service
providers describe that for them given a fixed budget.

To the customers in this situation, I have the following advice: Be careful of sole-source bids.
Obtain several bids from several different companies. These bids should explain as best as they can
the level of rigor for the assessment and the security risk assessment method to be applied. Note
that the approach of sole sourcing may be a responsible approach if you are working with a trusted
partner.

3.2.2 STATEMENT OF WORK (SOW)

The SOW is a portion of the contract that specifies the work to be performed. This may be as simple
as a single paragraph or as complex as a multiple-page document covering the expectations and the
bounds of a security risk assessment. Regardless of the length or complexity of the SOW, it should
document the parameters of the security risk assessment to be performed. At a minimum, these
parameters should include the service description (method and level of rigor), project scope, and
description of the deliverables.

3.2.2.1 Specifying the Service Description

A security risk assessment should be clearly defined in the SOW. There should be no confusion as
to whether this service is a vulnerability scan, penetration test, compliance audit, or security risk
assessment. Using our definition above, the security risk assessment should be defined as:

A probability determination of asset losses based on asset valuation, threat analysis, and an objective
review of the effectiveness of current security controls.

A more complete service description would include the more detailed definition of the security
risk assessment. This can best be accomplished by briefly describing the elements of a security risk
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assessment. By adding the following sentence, the definition of a security risk assessment becomes
even clearer:

The security risk analysis shall consist of an identification of tangible and intangible assets under protec-
tion, an identification of the threats to and vulnerabilities of the current system controls, an analysis of
the threat/vulnerability likelihood, the impact of the threat to the identified assets, and recommendations
for security controls to mitigate the security risks.

3.2.2.2 Scope of Security Controls

The SOW should further describe the scope of the security risk assessment by clearly stating if
administrative, physical, and technical controls are included in this assessment. Physical bound-
aries are typically defined by building address. If various elements of the physical controls are
handled by different organizations, it may be necessary to provide further refinement and identifi-
cation of the physical controls to be reviewed. For example, if an organization is located within a
shared facility, the building grounds, security force, and building entry control may not be under
the control of the organization seeking the assessment. Furthermore, this organization may not
be able to grant sufficient access for the security risk assessment team to effectively assess the
adequacy of these controls. Either the organization should obtain permission and adequate access
for the security risk assessment team, or they should request the organization that does control
the building’s physical security controls to obtain and share an objective security risk assessment
covering those elements.

Administrative boundaries are typically defined by a description of the policies and procedures
covered by the assessment. The complete set of policies that impact the administrative security con-
trols within an organization can very often be owned by various departments within the organization.
For example, a complete set of security policies will likely include policies from human resources,
legal, help desk, network administration, business development, and operations. Moreover, many
policies and procedures may be implicit, that is, practiced but not documented. It is important to
specify all policies and procedures to be considered in the assessment.

Technical boundaries are defined by the systems, communication devices, and networks that are
to be assessed. These boundaries are typically defined by system and network names. Often some
systems or selected system components are determined to be outside the boundaries of a security
risk assessment by the organization. Reasons for ignoring portions of the systems can range from
recent reviews having been conducted, to control by another organization, to a planned rollout of
new controls. Be sure to clearly identify all technical elements as either within scope or out of scope,
for example, VLANS, VPN pool, and wireless networks. The technical boundaries of the system are
best described in a well-labeled system diagram.

3.2.2.3 Specifying Deliverables

The deliverables for a security risk assessment always include the security risk assessment report.
Other deliverables may be various drafts of the report, risk calculation worksheets, interview
notes, etc. An SOW can go to great lengths to describe a security risk assessment report, but it
simply contains four major elements. To be valuable to the customer, security risk assessment
reports should clearly document the security risk assessment process, results, recommendations,
and evidence.

* Process: The security risk assessment report should describe the process or methodology used

in the security risk assessment. The description of the process should be no more than a few
pages. The security risk assessment methodology description provides the reader with the

https://t.me/learningnets



54 The Security Risk Assessment Handbook

confidence that an adequate methodology was used and gives a roadmap for understanding
the results. Depending of the security risk assessment method employed, many security risk
assessment results may seem coded. For example, the security risk assessment may conclude
that there exist eight “level I risks” and 14 “level II risks.” Without a description of how these
security risk levels were determined and what they mean, the security risk assessment report
is less useful.

* Results: The security risk assessment report should also have a section that clearly presents
the results. This section should be understandable by the senior manager and the technical
readers. The results section should include a title or short description of the security risk, an
indication of its likelihood and impact, a resultant level of the security risk, and a recommen-
dation for mitigating the security risk.

* Recommendations: The recommendations in the security risk assessment report should be
described in enough detail that those who decide to implement them understand what is
requested. This is not to say that the recommendations should provide step-by-step instruc-
tions for implementing the change, just enough that it is clear. For example, instead of saying
“Improve logical perimeter security,” state ‘“Perimeter security should be improved through
the addition of firewalls on all external interfaces and the development of a demilitarized zone
(DMZ) architecture.”

* Evidence: Many times, the results of a security risk assessment are questioned by members of the
organization who commissioned the assessment. The security risk assessment team should keep
careful notes and collect evidence to defend its findings. Evidence includes documents, inter-
views, and the results of inspections, observations, and testing. Evidence notations need not be
elaborate. A simple notation such as “interview with Bob Smith, system administrator, on March
16, 2020 or “physical inspection of doors, windows, and gates (3/16/2020)” should be fine.

3.2.2.4 Contract Type

The direction of the negotiation and even the execution of the project depends directly on the type of
contract that is used to govern the security risk assessment project. Contracts can be either a FPP or
based on time and materials (T&M). The difference between these two types of contracts is a matter
of who is taking the risk.

3.2.2.4.1 Time and Materials Contract

In a T&M contract, the risk belongs to the contracting organization. The contracting organization
and the contractor come to an agreement as to an estimated number of hours required to complete
the security risk assessment. If the security risk assessment comes in at the estimated amount of
time, then all is fine. If the security risk assessment takes more time than expected, then the con-
tracting organization can decide whether they would like the contractor to continue or not. If the
security risk assessment takes less time than expected, then the contracting organization pays less
than expected. The risk and reward (less likely) belong to the contracting organization.

Variations and other measures exist, such as a “not to exceed” limit, but the T&M contract still
places the risk on the contracting agency, because the real deliverable here is hours. If the contrac-
tor delivers hours toward the development of the security risk assessment report, then, accord-
ing to the contract, the contractor should be paid even if the report is not quite finished. T&M
contracts are well suited for tasks where it is difficult to define the task upfront or if there may
be considerable unknowns. For service provider organizations that are experienced in delivering
security risk assessments the time required to complete a well specified security risk assessment
should not be a mystery. It is a rare case when a security risk assessment project is best suited for
a T&M contract.
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SIDEBAR 3.2 NEGOTIATION

Coming to an agreement of terms and documenting the agreement for a security risk assess-
ment effort requires negotiation skills. Negotiation skills can be learned in many different
forums, including business school and professional education. Describing these skills is
beyond the scope of this book, but the major elements required to adequately negotiate are
described here:

* Understanding the Customer’s Needs—Negotiation is a process of discovering the
needs of others and modifying the arrangement in an attempt to meet everyone’s needs.
Negotiation cannot even start until the customer’s needs are understood. The possible
needs for a security risk assessment are numerous and should not be assumed. It is far
too easy to assume that a customer simply wants a security risk assessment to identify
the possible security risk to the organization’s assets.

e Identifying Next-Best Alternatives—An important concept in negotiations is being aware
of the other party’s next-best alternative. The next-best alternative for the contracting
organization is typically your competition or even an in-house effort. Understanding the
market and the competitive advantages of the competition is essential to the consult-
ing firm in contract negotiations. The next-best alternative for the contractor is typically
other consulting work. Having a good understanding of the consulting firm’s utilization
rate, current backlog, and sales pipeline is useful to the contracting organization in
contract negotiations.

e Finding Win-Win Solutions—If the negotiating parties are able to discuss the needs
of each organization, many win-win situations can occur. Negotiating parties often
assume that the other party’s desires are in conflict with their own. If the negotiators are
able to open up the discussion, many discoveries regarding mutual and complementary
needs can be uncovered. For example, after some open discussion, many parties find
that the concerns of each party are not solely focused on money. Important issues for
both parties other than money include: project start and completion times, individu-
als assigned to the project, report details and complexity, and ability to follow up with
assessor long after the report is complete. When these issues are important to the cus-
tomer organization and easy for the consulting organization to arrange then negotia-
tions are expanded from a mere discussion of price.

e Giving a Little More than Was Negotiated—Even after a negotiated contract, the con-
sulting organization should strive to give more than is expected. Look for opportuni-
ties to impress the customer by taking on additional research, providing links for more
information, comparing results to named competitors or industries, or other items that
may be especially appreciated. The ability to provide this extra touch is relatively easy
for organizations in the business of providing these services and goes a long way to
customer satisfaction.

3.2.2.4.2 Firm-Fixed-Price Contract

In a firm-fixed-price (FFP) contract, the risk belongs to the contractor. The contractor and the con-
tracting organization come to an agreement as to the description of the project and the price to be
paid when the project is complete. If the security risk assessment is completed within the effort
expected, then all is fine. If the security risk assessment takes more effort than expected, then the
contractor must continue to expend effort until the project is complete to the satisfaction of the
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contracting organization within the definition of the contract. If the security risk assessment takes
less effort than expected, then the contractor still gets paid the originally agreed price. The risk and
reward belong to the contractor.

In a FFP contract, the description of the deliverables is very important. The completion of the
project is completely defined by the description of the deliverables. Because the scope and level of
rigor for a security risk assessment are so difficult to describe, most contracting organizations do not
want to own the risk in the contract. Therefore, most security risk assessments are performed as a
FFP effort. Both parties would be well-advised to carefully describe the deliverables in the contract.
To clarify understanding here, it is recommended that both parties review a sample deliverable from
a previous similar effort.

3.2.2.5 Contract Terms

First, let us assume that the security risk assessment is a FFP contract. Negotiation is the process of
determining the needs of each party and coming to an agreement that comes as close as possible to
meeting the needs of both parties. In order to negotiate, you must first understand the other party’s
needs and their next-best alternative.

3.2.2.5.1 Determining Needs

The contracting organization wants a quality security risk assessment performed by an objective and
experienced team that results in an accurate security risk assessment report with clear and effective
recommendations. The contractor wants to be fairly compensated for his work. From a contractor’s
point of view, he is just as happy to perform a 3-week-long security risk assessment as a 6-month-
long one.” As you can see, the needs of the contractor are rather simple. Given an accurate descrip-
tion of the security risk assessment required by the contracting organization, the contractor simply
wants to be compensated for the effort required to complete the task. The definitions of the scope,
rigor, and overall level of effort of the security risk assessment are all in the contracting organiza-
tion’s court.

The contracting organization should clearly describe the scope of the security risk assessment.
The remaining factors of level of rigor and overall level of effort can be difficult to describe. Most
requests for proposals (RFPs) that go out fail to address the level of effort or rigor expected. As
stated previously, a description of the security risk assessment that mentions only the scope of the
project can be interpreted in many ways. A team could spend as much as 6 months on a rigorous
assessment and as little as a few weeks on the same project at a much higher level. The level of rigor
required by the contracting agency should depend on their needs and their budget, both discussed
earlier in this section.

The most direct way to describe the level of rigor is to list the activities to be performed during
the data gathering phase of the security risk assessment, see Table 3.1. The contracting organization
could alternatively simply state how long the contractor think it would take a team to perform the
assessment. For example, “The level of rigor on the assessment should be consistent with a team
of three experienced professionals spending four weeks gathering data, interpreting the results, and
producing the report.” Of course, not all teams will take the exact same amount of time, but at least
now both the contracting organization and the contractor are all in the same ballpark. This will pro-
vide a much better understanding of needs and make negotiation and the completion of an accept-
able and appropriate contract much smoother.

3.2.2.5.2 Determining Next-Best Alternative

Many approaches to contract negotiation discuss the benefits of understanding the next-best alterna-
tive available to the other party, see Sidebar 3.2. Understanding the next-best alternative for both the
contracting organization and the contractor can help to ensure a smooth negotiation process.
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The next-best alternative to a contracting organization is the “next-best” contractor. The next-best
contractor is likely very close in terms of quality and price to the preferred contractor. Contractors
should be aware that there are many qualified companies waiting in line to take the job if negotia-
tions break down. However, there are some exceptions that must be explored when determining the
value of the next-best contractor:

* Familiarization—The preferred contractor may stand out above the crowd if he possesses a
unique familiarization with the contracting organization’s systems or the technology deployed.
Familiarization is both an advantage and a disadvantage and, as such, may either increase the
value of the familiar contractor or actually decrease the value. On the one hand, a familiar con-
tractor is able to spend less time and effort in learning the organization’s systems or specific
technology. This ability will allow the contractor to perform a similar security risk assessment
for a little less money than an otherwise equally qualified competitor. On the other hand, the
familiar contractor may no longer be independent and possibly has lost the ability to be objec-
tive. A contractor who has developed the systems to be assessed or who sells the technology
being used fails to be objective. If familiarity with the systems comes from actually develop-
ing them, or if familiarity with the installed technology comes from being a vendor for the
technology, then the case for loss of objectivity seems rather clear. A contractor, no matter
how well meaning, cannot objectively review his own work or technology upon which he
relies for his financial reward. If, however, familiarity with the systems and technology comes
from other experience with the client or the technology, then the contractor could success-
fully argue that he can remain objective. To the extent that the preferred contractor remains
objective despite this familiarization, that contractor could be a much better choice than the
next-best alternative.

» Expertise—Contractors possessing expertise within the organization’s industry, with the spe-
cific security risk assessment requirements, or with the activities to be performed with the
security risk assessment have a distinct advantage when it comes to delivering the best value
to the organization.

* Industry Expertise—Many industries, such as education, health care, energy, financial,
gaming, retail, telecommunications, and e-commerce, have specific concerns, terminolo-
gies, and practices that are unique to that industry. A familiarization with these aspects
of the industry will allow the contractor to more efficiently and effectively serve the con-
tracting organization. The contractor with industry expertise will be able to comprehend
system functions and connections more easily, since industry terms, expected systems and
functions, industry regulations, and the threat environment of that industry are all well-
known to the experienced contractor. The contractor will also find it easier to interview
key personnel and anticipate their concerns, since the contractor has experience discussing
the concerns with other industry leaders. Lastly, the contractor with industry experience is
likely to be able to discuss and present the findings of the security risk assessment to those
within an industry with whom the contractor has worked previously, because the contrac-
tor is able to correctly use the industry terminology and avoid terminology within the
information security industry that may be used in a different context within the industry.

* Regulation, Requirement, and Framework Experience—If the security risk assessment is
being performed to meet specific requirements, regulations, or frameworks, a contrac-
tor who has had experience with those requirements, regulations, or frameworks may
be able to provide security risk assessment services better than other similarly qualified
individuals. Specific requirements, regulations, or frameworks such as HIPAA, the GLB
Act, PCI DSS, Sarbanes-Oxley, FFIEC CAT, COBIT Framework 2019 , and others may
have similar wording associated with the requirement for a security risk assessment, yet
each of these regulations has its own unique set of expectations based on interpretations
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of the requirements, case history, and the current expertise and expectations of the audi-
tors. A contractor who has experience in the requirements, regulations, or frameworks
will not need to spend copious amounts of time coming up to speed on the requirements,
regulations, or frameworks and their interpretations that affect the nature of the security
risk assessment. Furthermore, a contractor with experience in specific regulations, such
as HIPAA, PCI DSS, FFIEC CAT, or the GLB Act, will already be familiar with how
these requirements are being interpreted within the industry, the depth of analysis accepted
by reviewers, and the scope of the requirements on the various system components and
controls.

* Security Risk Assessment Activity Expertise—There are many different techniques, meth-
ods, and activities that may be performed within a security risk assessment in order to
determine the overall security risks to the system. Depending upon the customer require-
ments, some of these aspects may be required within a specific security risk assessment.
Key aspects include specific security risk assessment methods such as ISO 27001 or NIST
SP 800-30 and techniques such as interviews, physical walk-throughs, and use of check-
lists; and activities such as social engineering, penetration testing, code review, architec-
tural analysis, and organizational structure review. For those security engineers who have
no experience with specific security risk assessment methods, techniques, or activities, the
learning curve for these is likely to be steeper than for those security engineers with previ-
ous experience with these aspects.

* Security Risk Assessment Expertise—As unlikely as it may seem there are many secu-
rity provider organizations that will include a security risk assessment as a catalog ser-
vice without the appropriate experienced personnel to carry out an adequate security risk
assessment. Any organization seeking to contract a security risk assessment should weed
these providers out quickly. Techniques for eliminating unqualified vendors from the pool
of service providers considered for the security risk assessment project include reference
checks for similar projects, named project resources with resumes, and technical inter-
views with the proposed project leads.

The next-best alternative to the contractor is not to take the job. A contractor may choose to refuse
to contract with the organization requiring a security risk assessment if there appears to be unrea-
sonable expectations, requirements outside of their scope of expertise, or a perceived inadequate
compensation for the effort expected. Since most security risk assessments are performed as a FFP
contract, the contractor can end up spending a lot of hours attempting to obtain sign-off on a proj-
ect with unreasonable expectations. Professional and experienced contracting organizations would
sooner walk away from such a project than risk poor customer satisfaction or an unprofitable project
that utilizes key resources.

3.2.2.5.3 Negotiating Project Membership

Occasionally, the contracting organization may find it necessary to specify the team that will be
performing the assessment. This is typically a result of getting burned in a “bait and switch” routine.
For example, consider the following scenario. A large consulting firm sends around its “big guns”
to present proposals to clients. The clients become enamored by the skill, experience, and depth of
knowledge possessed by the presenter. Then, when the time comes for the project to begin, the large
consulting firm sends out recently indoctrinated entry level consultants to perform the project. The
“big gun” presenter only plays a review role in the project. The result is a mismanaged, low-quality
project that goes over budget and underdelivers on quality.
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A good way to avoid this problem is to specify the qualities, experience, or credentials of the
individuals on the project. Occasionally, the contracting organization may even require that named
individuals be assigned to the project. Specifying named individuals can ensure a quality project, but
it may unnecessarily tie the hands of the contractor. Remember that the contractor may have several
bids out at once and experiences turnover from time to time. A preferred method of ensuring quality
personnel is to allow substitution of named individuals with similar credentials and experience or
upon the approval of the contracting organization.

EXERCISES

1.

Consider the various audiences (stakeholders) for a security risk assessment.

a. Who is the primary audience of a security risk assessment?

b. Who are the secondary audiences of a security risk assessment?

c. How does each audience member view the deliverables of the security risk assessment
(process, results, recommendations, and evidence) differently?

d. How does this differing audience view affect their attitude toward these deliverable
elements?

. How will the various audiences likely react to the following errors in a final security risk

assessment report?

a. Misspelling of interviewee’s name

b. False positive vulnerability in scanning data and conclusions

c. Instance of another client’s name in a footer of the report

d. Missing document in list of documents reviewed

e. Incorrect security risk category for a finding (based on method)

. Describe an approach for defining the boundaries of a security risk assessment. What are the

dangers of improperly scoping the security risk assessment?

. Find a physical diagram of your school campus or organization’s building(s). Choose a single

business unit (or school) and define the physical boundaries. What assumptions did you make?

. There are four reasons given in Section 3.1.5.2 for why it would be reasonable to exclude a

system function from a security risk assessment. Can you think of any other reasons (legiti-
mate or not)?

. Consider the SOW in Table 3.3.

a. What improvements can you define?

b. What elements seem unnecessary?

c. Would you like to see a required method for the security risk assessment? Why or why
not?

. Create an outline (or review one provided) for a security risk assessment report. Identify the

primary audience of each section.

. Why are most security risk assessments performed on a FFP basis? In what situations does a

T&M contract make sense?
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4 Security Risk Assessment
Preparation

Prior to the security risk assessment team’s arriving on-site at the customer location, there are a
number of activities to be performed to ensure an efficient project. These activities include introduc-
ing the assessment team to the organization, obtaining permission for testing and data gathering, and
reviewing available information.

4.1 INTRODUCE THE TEAM

The introduction of the security risk assessment team to the customer organization is important in
establishing a good start for the project. Providing an introduction to the security risk assessment
team, along with contact information and credentials of individual team members provides the cus-
tomer confidence in the professionalism of the effort to come. In some cases, the customer orga-
nization may have already been introduced to the team. For example, the security risk assessment
team may have presented to the customer organization during the bidding and negotiation process.
In many cases, however, the members of the security risk assessment team are unknown to the cus-
tomer organization. Either way, a letter of introduction or a project kickoff call should be used to
formalize the start of the security risk assessment project.

SIDEBAR 4.1 OPEN COMMUNICATIONS VERSUS COVER STORY

Occasionally, a security risk assessment team is asked to perform its work under the cover
of an unrelated project. The unrelated project is purely a distraction from the main purpose
of the assessment. This type of security risk assessment is meant to provide the security risk
assessment team a better view of the actual security controls and current operations without
the influence or suspicion of the current personnel. Although this type of assessment may
be necessary during an investigation of a suspicious employee, it is of little use in a gen-
eral security risk assessment. Security risk assessments described in this book depend on the
involvement and support of current personnel, and their opinions and information relayed
during interviews is an essential element of data gathering. The “undercover” security risk
assessment would be unable to depend on the involvement and support of current personnel
and would result in a completely different type of assessment.

4.1.1 INTRODUCTORY LETTER

The form and content of an introductory letter may vary a little, but there are several key elements
that must be contained within this letter. Key elements of the introductory letter include primary
points of contact for both the customer and the security risk assessment team, a reference to the
statement of work, a start date and projected end date for the project, a date for the on-site portion of
the assessment, the data to be requested at that time, and access required for the on-site visit.

* Points of Contact—The introductory letter should provide points of contact for all security
risk assessment team members as well as contracting officers and management responsible for
oversight of the project.
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* Reference to the Statement of Work—The letter should also reference the specific contract
and statement of work that contains the detailed requirements for the project.

» Start Date and End Date—The letter should inform the organization to be assessed of the desired
or selected dates to begin the project, perform on-site data gathering, and complete the project.

» Data Requested from the Customer—The security risk assessment team should request any
available information to reduce the amount of time required on-site. Information that would
prove useful includes system diagram, policies, procedures, previous risk assessment reports,
system configuration files, or other evidence that will provide the team with the necessary
background of the organization, the organization’s security program, and the security controls.

e Access and Other Requirements for On-site Assessment—Lastly, the introductory letter
should list the on-site requirements for the team so that the sponsor may begin preparations.
On-site team requirements typically include desks, phones, whiteboards, physical access, log-
ical access (accounts required), and access to a point of contact while on-site.

The introductory letter should be addressed to the primary point of contact as specified in the state-
ment of work.

4.1.2 Project Kickorr CALL

Alternatively, the security risk assessment team can be introduced through a project kickoff call.
The agenda for the kickoff call should follow the same topics as suggested for the introductory letter
(team members, points of contact, SOW reference, important dates, document and data request, and
access and other on-site requirements). A kickoff call can be more difficult to schedule as all par-
ties involved in the assessment must find available time. However, the advantage of the kickoff call
is that team members and the customer may experience a more interactive introduction which may
make the project activities run more smoothly.

4.1.3 PRE-ASSESSMENT BRIEFING

It is always better to let people know what to expect rather than surprise them. A pre-assessment
briefing can help to set the expectations of the organization to be assessed and also to listen to their
concerns and adjust the security risk assessment approach accordingly. A pre-assessment briefing is
performed on-site and at the beginning of the data gathering portion of the security risk assessment
project. The pre-assessment briefing should cover the following topics:

* Introduction—The briefing should provide an introduction of the assessment team (or several
representatives) to the organization, a review of the assessment objective, a schedule of the
on-site assessments, and the final briefing.

* What to Expect—The presenter should let the members of the assessed organization know
what to expect. The best way to improve the usefulness of the security risk assessment results
is to make the following expectations known:

* Not a Scorecard but a Planning Tool—The organization being assessed should understand
that the security risk assessment is not a scorecard. The finding of a high-risk posture
should not be an indication that people are not doing their jobs. Instead, it should be
received as an indication of the need for an increased budget and staff for security. Such
increases in staff or other changes such as improvements to existing controls require plan-
ning. A security risk assessment is the first step in the planning process.

» First Step in Risk Management Process—The audience should be introduced to the risk
management process and told where a risk assessment fits in that process. Risk assess-
ments are the input into the determination of security controls, but periodic testing and
operational controls play an important role as well.
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* Many Findings—There will likely be many findings. The organization should not be sur-
prised (or disappointed, shocked, or depressed) at the number of findings yielded by the
security risk assessment. The process is such that many items will be listed; some will be
major findings and some minor, but the number of findings is less important than the over-
all risk level.

* Not Always a Quick Fix—Some findings will be operational in nature and will require a quick
fix. For example, a finding of obvious vulnerabilities in an externally available Web server
will require immediate patching. Other findings will be tactical or strategic in nature and will
require longer-term planning to fix.

* What the Team Needs to Know—The presenter should give the members of the assessed
organization a forum to provide information to the assessment team that will likely impact the
assessment. The presenter may want to ask open-ended questions to encourage the organiza-
tion to share information. Information that would be useful includes special events during the
on-site schedule, procedures for access, past experiences with assessments, possible architec-
tural changes, and plans for additional security controls.

4.1.4 OBTAIN PROPER PERMISSION

Prior to gathering data, the security risk assessment team must obtain the proper authorization for
certain data gathering activities. These activities include monitoring of user communications and
access to information systems.

4.1.4.1 Policies Required

First, if the security risk assessment will include, or possibly include, the monitoring of user com-
munications, then the security risk assessment team must ensure that their activities do not vio-
late applicable laws and regulations, such as the Electronic Communications Privacy Act of 1986
(ECPA), international privacy protections such as the General Data Privacy Regulation (GDPR),
and state privacy laws. The ECPA protects the electronic privacy of an individual and prohibits the
monitoring of e-mail, voice mail, and cellphone conversations. These protections extend to users
of the organization’s information and telecommunication systems, and the security risk assess-
ment team is precluded from accessing these communications without the proper authority and
treatment. The GDPR establishes digital privacy rights for European Union citizens (even outside
of the European Union) and limits data collection and monitoring. State privacy laws such as the
California Consumer Privacy Act (CCPA) of 2018 may restrict the collection of some online infor-
mation collection approaches.

For practical purposes, many of these regulations will not apply to the data collection stage of a
security risk assessment project. Most security risk assessments need not monitor or even sample
employee e-mail, voice mail, or cellphone conversations; or collect information online. The only
reason to monitor or sample such conversations is to ascertain if there is a risk to the organization’s
information systems through the use of these communication methods. The risks are as follows:

* Authorized users could be sending unauthorized information (e.g., sending sensitive informa-
tion to a competitor).

* Authorized users could be receiving unauthorized information or files (e.g., executables with
malicious code).

In either case, a review of the current security controls in place would give the security risk assess-
ment team adequate information to ascertain the risk. For example, if the organization does not
have content filtering and anti-virus protection on the mail server, then the chances are pretty high
that these things could happen. In the event that the security risk assessment team feels that it
really needs to monitor these communications in order to sample data and obtain a more accurate
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assessment of the risk, then the following business processes must be confirmed. Failure to confirm
these business processes could result in a violation of the ECPA or other applicable laws.

The organization must have an existing policy that states the organization’s rights to monitor
communications. The policy must be applied according to procedures that ensure that monitoring
will be employed only to ensure availability and quality of the service and not to single out any
individual without due cause. The security risk assessment project lead should be well-versed in the
implications of collection methods and the applicability of data privacy laws. All members of the
security risk assessment team shall ensure that data collection methods are approved by the security
risk assessment team lead.

4.1.4.2 Permission Required

If the security risk assessment team plans to access or attempt access to the organization’s informa-
tion systems, then the security risk assessment team must ensure that they obtain the proper autho-
rization. Proper authorization includes the following elements:

* Identification of System or Site Owner—Caution must be exercised here, since the determi-
nation of the owner is not always a straightforward task. First, ensure that the security risk
assessment is being done with the permission of the system owner. The system owner should
be independently verified through a trusted source. For example, my company was asked to
perform penetration testing for a financial institution in a foreign country. The contract and
the standard permission forms were signed, and we had even confirmed that the IP addresses
given to us indeed belonged to the financial institution in question. However, we had yet to
confirm that the parties we were dealing with actually represented the financial institution. In
order to confirm that we had the authority of the financial institution and the IP address owner,
we independently obtained the name of the entity that owned the IP addresses (our customers)
and a point of contact for the financial institution. We contacted the financial institution and
received a confirmation that our customers indeed represented the financial institution in this
testing effort. Then we got it all in writing.

* Authority of System or Site Owner—Proper identification of the system owner is necessary,
but it is not sufficient to properly gain permission and bound a security risk assessment project.
Consider the case when there are multiple owners of the information systems or the intermedi-
ate systems connecting you to them. For example, your customer’s website may be hosted at
a web hosting facility. The website in question may even be running on a shared server. The
security risk assessment team may have already obtained permission from the owner of the
website but not the owner of the system that hosts the website. Furthermore, the security risk
assessment team would be remiss if they proceeded to run a battery of vulnerability and pen-
etration tests against the website, possibly disturbing or disrupting the other sites on the shared
Server.

The security risk assessment team must ensure that they have the permission of the owner
of all of the systems they will need to access in order to test the systems. There is a limit to
the authority possessed by the system owner, and it is the security risk assessment team’s
responsibility to understand that limitation and to properly limit their security risk assessment
activities.

Because of this concern, outsourcing organizations often obtain their own security risk
assessment on their environment and systems and share the results with their customers. This
allows their customers to accept the results of a security risk assessment performed by another
organization. Customers who accept these results will save themselves the hassle of perform-
ing security testing and analysis on the outsourcing organization, provided that they trust the
objectivity and quality of the security risk assessment performed.
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In the case of the shared server, or in fact most outsourced environments, the security risk
assessment team should consider using the results from a previously conducted security risk
assessment. Before simply accepting the results of the previous security risk assessment, the
team should consider the objectivity of the security risk assessment team that performed the
assessment, the quality of their work, and the extent to which the systems and their environ-
ment may have changed since the assessment. In the event that the security risk assessment
team still feels the need to test these outsourced systems, the team should obtain explicit per-
mission to test from the owner of the outsourced systems.

TABLE 4.1
Sample Penetration Test Permission Form

Introduction: As a part of a current assessment the [assessed organization] has granted permission to the [contracted
organization] to perform certain security tests on our buildings, personnel, and systems. The purpose of this form is to
formally authorize and limit the security tests to be performed.

Testing Subjects: The following is the list of buildings, systems, applications, and websites in which the security risk
assessment team has been given permission to perform the security test methods:

Test Subject/Detail Approved Methods/Tools System Owner
Headquarters Building * Physical barrier inspection
7129 Bardstown Rd, Hodgenville, KY 42748 e After hours of escorted walk-through

» Supervised demonstrations of physical
weaknesses and control bypass limited to:

* Physical access controls

* Badge duplication/imitation

* Guard procedures

* Sensitive data handling procedures

» Sensitive room barriers

www.example.com External security testing limited to:
93.184.216.34 * Gathering publicly available information
¢ Network scanning
* System profiling
* Service profiling
* Vulnerability identification
* Privilege escalation
Specifically excluded:
* Denial of service
» Sensitive data modification
* Intentional service interruption

Name of Testers: The following individuals are the authorized testers for this engagement:
Date of Testing: The approved testing is to be performed within the following dates:

Acknowledgments:

The system owners acknowledge that they have the authority to grant permission for the security tests listed in this
agreement and that they are aware of the potential for affecting system user experience, slow response times, possible
downtime, and potential changes to data stored on the system. The system owners further acknowledge that the
authorized security testers may be exposed to sensitive data stored, transmitted, or processed on your system.

Building owners acknowledge that they have the authority to grant permission for physical security inspections and
tests and that they are aware of the potential for affecting building occupant experience, the exposure of physical security
control weaknesses, and the potential to modify or damage physical security controls in the exercise of performing
physical security inspections or tests.

Signatures and Dates:
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» Explicit Authorization—Permission to perform tests on a building, staff members, systems
or applications must be unambiguously expressed and documented. Once the security risk
assessment team has established the owner and confirmed the owner’s authority an explicit
statement granting authorization to test and the details of the types of testing allowed shall be
documented, signed, and dated.

* Clear Limitations of Permission—Also useful in a document granting permission to test is a
clear listing of the limitations of the test. The system owner should list specific test limitations
such as testing methods, restricted times, or other limitations to the permission granted.

A sample Penetration Testing Authorization Form is shown in Table 4.1. In this example the form
addresses the purpose of the testing, the testing subjects, approved methods and limitations, and
system owner identification, acknowledgment, and signatures. The penetration testing team needs
to be familiar with the scope, permissions, and limitations of this agreement and ensure that they act
within the bounds of the agreement, see Sidebar 4.2.

SIDEBAR 4.2 PENETRATION TESTING LIMITATIONS

The task of penetration testing comes a with great responsibility to act honorably, responsible,
lawful, and ethical. Because the team is tasked with breaking and attempting to break existing
security controls, they will run right up against potentially unethical and unlawful behavior.
Organizations performing these services need to be mindful of the need for a mature and
formalized practice. Below are a few considerations:

» Trustworthiness—Activities performed while executing penetration testing (and social
engineering) are clearly trust-needy. The organization should implement measures to
ensure that those assigned these tasks are trustworthy. Measures include background
checks, reference checks, drug testing, training, code of ethics, internal employment
agreements.

* Permission and Authority—The assessed organization is responsible for granting appro-
priate approval for systems, applications, and buildings under their control and owner-
ship. However, the service provider organization is the expert in this engagement and
also bears a responsibility to ensure the assessment organization ownership and author-
ity are understood. For example, the assessed organization cannot give permission to
perform penetration testing on their application, when their application is hosted by
another organization.

* Methods—It must be noted that the penetration testing objective is to determine and
demonstrate the vulnerabilities of existing controls. Within the realm of physical pen-
etration testing this may be accomplished through many passive penetration testing
activities such as piggy-backing, motion sensor sensitivity testing, finding unlocked
doors, and finding sensitive data outside of controlled areas. Active methods of physi-
cal penetration testing include techniques such as lock-picking, creating and using fake
or duplicate badges, and crawling over partitions. When rules of engagement are not
clearly understood, penetration testers are unescorted, or when approval and authority
are misunderstood by the stakeholders, this can potentially place the penetration tester
in a difficult position.

On September 11, 2019, two penetration testers found themselves learning many of these
lessons when they set off an alarm by manipulating the lock mechanism from the outside

https://t.me/learningnets



Security Risk Assessment Preparation 67

of a county courthouse in Dallas County lowa. The state of lowa had hired a security testing
company to test its physical and technical controls within the state judicial system. The com-
pany obtained a permission form that laid out the rules of engagement and listed buildings
in scope. Unfortunately, one of those buildings was a county (not state) judicial building. The
assessed organization gave permission to test the physical controls, but they were not the
building owner or supervisor and had no authority to authorize such a test. Surprisingly, the
security testing company was unfamiliar with how state and county organizations and juris-
dictions work and did not see the inappropriate authorization issue.

When the two penetration testers set off the alarm, they waited for the response and
explained their role in testing the state judicial system. The county Sheriff was unimpressed
as this was a county courthouse and not a state building and the two penetration testers were
arrested for burglary, possessing burglary tools, and trespass. The charges were later dropped,
but only after a rather dangerous and embarrassing situation.

4.1.4.3 Scope of Permission

Organizations should not be asked to give outright permission for access to everything at all times.
Security testing permission should only be requested and granted for specific systems, at specific
times, and for a specific purpose.

The permission form should specify the IP addresses, physical address, and application names to
be included in the test. The tests should be restricted to a specified time window. If possible, the time
window should not be selected such that the organization can be ready and waiting for the test. A
window of at least 7 days is typical. There also may be a need for some extended hours (over several
days) to accommodate longer security scanning and test processes, especially if the testing window
is restricted to several off hours for each of those days. Lastly, the type of testing should be described
(e.g., vulnerability testing, penetration testing, social engineering, and physical penetration testing),
see Table 4.1 for a sample penetration testing permission form.

4.1.4.4 Accounts Required

The security risk assessment team must specify to the sponsor the number and types of accounts that
will be required. The accounts required for any particular security risk assessment are dependent on
the processes to be used by the security risk assessment team and the permissions that the customer
will grant. An example of the accounts that should be requested is provided in Table 4.2.

TABLE 4.2

Example of Required Accounts

Account Required Privileges Need

Guest account User privileges only User security functions

Privileged account Administrator privileges Administrator security functions
Network component account Read access Read configuration files

Network access Network media access Vulnerability scanning, network sniffing

Note: The security risk assessment team will require multiple accounts with various privileges and access to properly gather
information for the assessment.
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4.2 REVIEW BUSINESS MISSION

Before attempting to assess and report on the risks to an organization and its assets, the security risk
assessment team must first acquire a basic understanding of the organization, its mission, its objec-
tives, and its critical systems. The security risk assessment team will never develop as complete an
understanding of the organization as the organization’s executives, but there must be a basic under-
standing of the corporate mission, structure, businesses, and culture. The security risk assessment
team must understand the business mission of the organization to have a basic understanding of the
business assets, the potential risks, and the impact of risks on those assets.

4.2.1 WHAT Is A BusINEss MIsSION?

Every organization has a reason for existing outside of making money. Making money is a potential
side effect of performing the mission well. Sometimes it can be difficult to determine the business
mission. Other times, it is clearly stated and available. In either case, the security risk assessment
team is looking for the answer to three simple questions:

1. Who Is the Customer?—The basic starting block for understanding a business is to understand
the customers they serve. For example, consider the magazine publishing industry. A surface-
level understanding of the business tells you that the readers and subscribers are the custom-
ers. However, the revenue generated from subscriptions and newsstand purchases typically
covers only the cost of printing and distribution.

The real customers of the magazine publishing industry are the advertisers and the custom-
ers of “non-advertising marketing.” Understanding that these are the real customers of the
magazine publishing industry will give the team members a better understanding of the assets,
critical systems, and acceptable levels of risk for each of those assets.

2. What Does the Organization Offer the Customer?—Find out what they sell, how they make
money, and what the product is. The business mission is not always clear, but if you want to
find out how that mission is defined, follow the money. Business missions are defined by the
various services or products offered by the organization. Ask about business units, organiza-
tion charts, and sources of revenue for the organization.

3. What Makes the Organization Different from Its Competitors?—Even within an industry
familiar to members of the assessment team, the assessed organization may have several
unique characteristics that set it apart. Simply ask senior management how they differentiate
themselves from competitors. For example, an organization may be the low-cost provider of
e-commerce for certain items. In this case, you would expect them to accept more risk than
most of their competitors. Although this organization would need to meet minimum stan-
dards set by regulations and customers, it is unlikely that they would want to expend a lot of
resources to implement additional controls unless these controls had other clear benefits.

The business mission statement typically identifies the customers and how the organization plans to
serve them. Beyond those simple elements, look for how this company sees itself as different from
its competitors. There are only two ways to differentiate yourself:

* Offer a better product or service
* Offer a cheaper price

A better product or service can take on many forms. Better could mean higher quality (e.g., reli-

able, respected, and fast) or more convenience (e.g., better integrated and easy ordering process).
A cheaper price could mean less cost initially or less cost in the long run. In either case, the security
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TABLE 4.3
Business Mission and Security Need
Security Level Business Mission Elements Security Need
Tier 1 * Cutting-edge organization Low risk acceptance
¢ High-quality provider ¢ High availability
¢ Critical systems with critical data assets ¢ Defense in depth
* Sensitive customers * Redundancy

¢ High-security culture
¢ Cutting-edge security mechanisms
» First-rate security organization

Tier 2 Average Average risk acceptance

Just do what is right ¢ Standard security practices
Tier 3 ¢ Cost leader High-risk acceptance

¢ Minimalist ¢ Minimal security practices

¢ Bare bones

Note: A governing information security principle is that security needs are based on business objectives. This table provides
a simplified illustration of how the business mission can affect the level of security required within an organization.

risk assessment team is looking for the company to fall into one of three tiers of security need (see
Table 4.3). In most cases, it becomes rather obvious into which tier a client falls, based on a cursory
review of the business mission. Because of the need to differentiate one organization from its com-
petitors, few companies are “on the fence” when it comes to these categories.

4.2.2 OBTAINING BUSINESS MISSION INFORMATION

To the extent possible, the security risk assessment team should attempt to obtain the business mis-
sion prior to visiting the organization. A review of public and provided information may produce the
knowledge necessary to understand the organization’s business mission. Public information avail-
able to the security risk assessment team includes the organization’s website, news articles about
the organization, annual reports, and press releases. Other information that may contain statements
relevant to the organization’s mission includes introductory letters from the organization’s chief
executive officer, internal memoranda, or corporate training material. Any of these sources should
yield a statement as to the customers served and the products or services offered.

The security risk assessment team leader should perform the basic research necessary to identify
the organization’s business mission. If this mission statement is formally documented by the secu-
rity risk assessment team, it should be reviewed and approved by the customer organization and, if
necessary, appropriately modified.

4.3 IDENTIFY CRITICAL SYSTEMS

The customer organization is likely to have multiple information systems within the scope of the
security risk assessment. All of these critical systems must be considered independently, as they
will have unique critical assets, missions, data, procedures, controls, and data owners. Once these
systems have been identified, the security risk assessment team may find some overlap between the
systems such as common controls or shared system owners. For example, there may be a single sys-
tem owner for two or three systems supporting a business function. However, it is still important to
identify these individual critical systems if there are any unique aspects.
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TABLE 4.4
Sample Critical System Identification
System Name Functions Data Data Authorized Boundary of
Owner Users Resources
E-mail Provide e-mail services Dir. of IT  Personal, Employees E-mail server, e-mail
company confidential, and client, e-mail archive
company sensitive contractors
Claims Claims processing Privacy Protected Health Customer Custom applications,
Officer Information (PHI) service data store, remote
agents access
Accounting Accounts payable, CFO Company financial Accounting Accounting department
accounts receivable, information, department workstations,
and creation of customer bank accounting software,
balance statement account information financial data, and

firewall separating
system from the rest
of the organization

Shared file Provide intracompany ~ CIO Company confidential,  All staff File servers
server access to company Company sensitive members implementing
documents and internal shared drives
project resources and backup servers
GSS General office Dir. of IT  Personal, Employees Individual workstations
automation support Company and with operating
confidential, contractors system and
Company sensitive applications

Note: Critical systems must be identified and treated uniquely, as they have unique functions, data, users, and data owners.

Information systems are defined by their boundary of resources and characterized by their func-
tion, data, authorized users, and system or data owners. For example, a customer organization may
have the information systems listed in Table 4.4 defined as part of the security risk assessment.

4.3.1 DETERMINING CRITICALITY

The security risk assessment team should seek to obtain an understanding of the criticality of the
various information systems to the organization’s success. This is an essential part of understanding
the organization’s mission.

The criticality of information systems is determined by their support for business objectives.
More specifically, critical systems are those that automate critical business functions. The assign-
ment and prioritization of system criticality are difficult tasks, especially for a security risk assess-
ment team that may not have adequate representation from all the organization’s business units.
However, there are activities that may be performed by the security risk assessment team to appro-
priately identify critical systems. There are three basic approaches for determining the criticality of
systems for a security risk assessment:

* Assessment Information Reuse—Many organizations may have already performed business
continuity planning (BCP). As part of a BCP effort, they would have already identified and
prioritized critical systems within the organization. The security risk assessment team can
reuse this information, provided that it is still considered up to date and relevant by the organi-
zation. Furthermore, the BCP documentation is likely to have additional information that can

https://t.me/learningnets



Security Risk Assessment Preparation 71

be used elsewhere, such as likely threats, asset valuation, and other aspects that can be used in
other phases of the security risk assessment.

* High-level Review—If a BCP is available, by all means use it, but if the security risk assess-
ment team must take on the process of identifying critical systems, sometimes only a high
level of information is required. It is enough for most security risk assessment methods to
simply identify those systems that are critical, important, and of moderate importance. There
is no need to determine a prioritization of these systems and a measurement of how long they
can be down before the organization is in danger of going out of business.

* Classify Critical Systems—The information technology (IT) infrastructure of many organiza-
tions can be rather complex, making the identification of critical systems a daunting task. It
is important to divide the organization’s IT infrastructure into manageable parts. For several
reasons, security risk assessment should not be attempted on the whole system for complex
IT infrastructures. First, a security risk assessment based on a large and complex environment
tends to become difficult to manage, and the results are difficult to compare, as they apply
across diverse business units. Secondly, it is typically useful to divide security risk assess-
ments into systems that are associated with each business unit, as they are likely to have
unique findings, priorities, and budgets.

Even given the assumption that a security risk assessment is to be performed on a manageably sized
network and infrastructure, the task of identifying critical systems can be difficult. One approach
to simplify this process is to classify the systems. The following classification system is well doc-
umented in several National Institute of Standards and Technology (NIST) publications and is
intended for government agencies, but it should work well for most organizations. Minor modifica-
tions have been made to the NIST text, but the general concepts are largely the same.

4.3.1.1 Determine Protection Requirements

These example requirements are derived from the need for protection among the three elements of
the security policy, namely, confidentiality, integrity, and availability. The following scale may be
used for rating the protection requirements of the systems:

* High—A critical concern for the system or major financial loss (greater than $1 million), or
requires legal action up to imprisonment for correction

e Medium—An important concern, but not necessarily paramount in the organization’s priori-
ties, or could cause significant financial loss ($100,000 to $1 million) or require legal action
for correction

* Low—Some minimal level of security is required, but not to the same degree as the previous
two categories, or would cause only minor financial loss (Iess than $100,000) or require only
administrative action for correction

4.3.1.2 Determine Mission Criticality

The next step is to determine the mission or business criticality of each system. Criticality is defined
as the extent to which the system is integral to carrying out the mission of the organization. The
following NIST? definitions are useful for providing guidance for the criticality assignments of the
identified systems:

* Mission Critical—These systems are those that would preclude the organization from accom-
plishing its core business functions if they were to fail. A system should be considered critical
if it meets any of the following criteria:

* Supports a core business function
* Provides the single source of mission-critical data
* May cause immediate business failure upon its loss
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* Important—These systems are those whose failure would not preclude the organization from
accomplishing its core business functions in the short term but would if the system is not
repaired in the mid or long term (3 days to 1 month). A system should be considered important
if it meets either of the following criteria:

* Serves as a backup source for data that is critical
*  Would have an impact on business over an extended period of time

* Supportive—These systems are those whose failure would not preclude the organization from
accomplishing its core business functions but would reduce the effectiveness or efficiency of
day-to-day operations. A system should be considered supportive if it meets either of the fol-
lowing criteria:

* Tracks or calculates data for organizational convenience
*  Would only cause loss of business efficiency and effectiveness for the owner

4.3.1.3 Define Critical Systems

The final phase in the process of identifying critical systems is to define each system as a general
support system (GSS), major application (MA), or application.

* Applications—These systems are defined as “the use of information resources to satisfy a
specific set of user requirements” (NIST SP 800-60).

* Major Applications—These systems are defined as “an application that requires special atten-
tion to security due to the risk and magnitude of the harm resulting from the loss, misuse, or
unauthorized access to or modification of the information in the application” (NIST SP 800-
60). Applications are considered MAs if they have been determined to be “critical” or “impor-
tant” or if they have been determined to be supportive but have at least one of the protection
requirements rated as medium or high.

* General Support Systems—These systems are defined as “an interconnected set of informa-
tion resources under the same direct management control which shares common functional-
ity” (NIST SP 800-60). GSSs provide support for the applications that reside on them. The
criticality of a GSS is based on the highest criticality of any application or MA that resides on
the GSS.

4.4 IDENTIFY ASSET CLASSES

A key step in preparing for a security risk assessment is to identify the classes of assets to be pro-
tected. The identification of assets is a necessary precursor to understanding the overall risk to those
assets.

The depth and rigor of the asset-identification process should be commensurate with the depth
and rigor of the overall security risk assessment. Asset identification can be a rather easy exercise
of listing the items requiring protection based on available checklists and engineering judgment, or
it can be an involved process requiring an inventory of capital equipment, a traceability matrix of
system resources, a review of legal documents, and an attempt at listing all intangible assets, such
as the organization’s reputation. Each of these asset identification approaches (checklists and judg-
ment, asset criticality classification, and asset valuation), along with several methods are discussed
in detail below.

4.4.1 CHECKLISTS AND JUDGMENT

Listing assets based on checklists and judgment will yield an adequate identification of the crit-
ical assets of the organization. For many security risk assessments, this is good enough, as the
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organization would be unwise to spend its entire budget on a security risk assessment. A security
risk assessment team can efficiently develop a relatively good list of assets by reviewing general lists
of assets and using judgment to apply the list to the organization they are reviewing. Consider the
general asset list in Table 4.5.

TABLE 4.5
General Asset List
Asset Category Subcategory Examples
Information Sensitive Employee applications, Employment records
Facility plans
Intellectual property
Security vulnerabilities and parameters
Financial data, Pricing information
Contingency procedures
Protected Medical records
Financial inquiries
Health insurance applications, Prescriptions
Bank statements, Credit reports
Public Website, Marketing materials
SEC filings
Equipment Computing Servers
Workstations, Laptops
Telecomm Cabling, Switches
Closets, Panels
Transportation Vehicles, Trucking
Network Cabling, Hubs, Switches
Routers, Bridges, Subnets
Firewalls, IDS appliance
Modems, VPNs
Special purpose Check printing
Product manufacturing
Maintenance Tools Specialized tools, Spare parts
Inventories Material Raw material
Partial assemblies
Finished goods Products
Personnel Staff Executives, Managers
Security personnel
Employees, Field personnel
Outsiders Contractors Temporary workers, Vendors
Visitors
Contractors Cleared contractors Escorted contractors

Temporary workers

Front office worker

Sensitive position

Services Movement Equipment
Personnel
Training Staff Outsiders
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TABLE 4.5 (Continued)

Asset Category Subcategory Examples
Infrastructure Power ¢ Communication

* Water

¢ Cooling

* Fire suppression

Research and development ¢ New product research
¢ Optimization

Facilities Headquarters « Field offices
¢ Utility buildings
Financial resources ¢ Checks
e Accounts
¢ Cash

Note: 1t may be impossible and certainly futile to exhaustively list every asset in an organization for a security risk assess-
ment. However, the security risk assessment team should endeavor to account for the general assets and asset classes,
as they affect the organization’s security posture. This table provides a list of general assets to aid the security risk
assessment team in identifying a reasonable set of assets to review.

4.4.2  Asset SENSITIVITY/ CRITICALITY CLASSIFICATION

Assets are, by definition, those items that require protection. It is useful to categorize or classify
assets to organize asset protection requirements and to assess the vulnerability of assets. There are
three approaches for classifying or categorizing assets:

4.4.2.1 Approach 1: Find Asset Classification Information Elsewhere

Some organizations may have already performed an activity in which assets were classified. Such
activities include previous security risk assessments, asset inventories, security policies, or system
documentation. The security risk assessment team can reuse this information, provided that it is still
considered up to date and relevant by the organization.

4.4.2.2 Approach 2: Create Asset Classification Information

If there are no documents or previous activities that have already classified the organization’s assets,
the security risk assessment team must take on the process of classifying assets, but only a high level
of information may be required.

For most security risk assessment methods, it may be enough to simply identify basic classes of
information. For example, most organizations have many different reasons for protecting data (e.g.,
personal data on employees, proprietary data about product pricing, and security data regarding
protective measures), but it may be enough for the security risk assessment to simply determine if
information is sensitive or not. Sensitive data requires protection and public data does not.

This may be an oversimplification for some organizations, especially those that must comply
with information-security regulations such as the Health Insurance Portability and Accountability
Act (HIPAA) or the Gramm-Leach-Bliley (GLB) Act. Healthcare organizations seeking to comply
with HIPAA also need to know whether information assets contain Protected Health Information
(PHI). Similarly, financial institutions seeking to comply with the GLB Act also need to know
whether information assets contain customer information (see Table 4.6).

4.4.2.3 Approach 3: Determine Asset Criticality

Another approach for categorizing assets is by severity (e.g., critical, important, and supportive).
Definitions similar to those used by NIST for system criticality can be used here as well. Using those
definitions and applying them to assets, we derive the following definitions:
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TABLE 4.6

Sample Asset Classifications

Classification Description Examples

Sensitive assets Assets that contain any form of sensitive Employee applications, account passwords,
information, including personal information pricing information

on employees, configuration information of
security controls, and company proprietary

information
PHI or customer Assets that contain PHI or customer information ~ Medical records, financial inquiries, health
assets ¢ Customer information—any record containing insurance applications, bank statements,
non-public personal information about a credit reports, prescriptions

customer of a financial institution
¢ Protected Health Information—individually
identifiable health information
Public assets Assets that contain neither sensitive information ~ Website, marketing materials, SEC filings
nor PHI or customer information

Note: For many organizations, assets may be easily classified into relatively few categories, thus making asset classification
a simpler task.

» Critical Assets—Assets that would preclude the organization from accomplishing its core
business functions if they are not protected. Critical assets are those that meet either of the
following criteria:

* Required by a critical system
* Backup is not provided elsewhere

* Important Assets—Assets whose compromise would not preclude the organization from
accomplishing its core business functions in the short term but would if the assets are not
restored. An important asset is one that meets either of the following criteria:

» Serves as a backup for other critical data
*  Would have an impact on business over an extended period of time

* Supportive Assets—Assets whose compromise would not preclude the organization from
accomplishing its core business functions but would reduce the effectiveness or efficiency of
day-to-day operations. A supportive asset is one that meets either of the following criteria:

» Tracks or calculates data for organizational convenience
*  Would only cause loss of business efficiency and effectiveness for the owner

4.4.3 ASSET VALUATION

One of the key steps to performing a security risk assessment is to determine the value of the assets
that require protection. Asset valuation is an important element of business accounting and planning
within the organization and may be performed for many reasons. These reasons may include compli-
ance, contingency planning, insurance, legal claims, records management, budgeting, information
classification, or criticality assignment. Within a security risk assessment, asset valuation is performed
for information classification and criticality assignment. Asset valuation is a required element in deter-
mining critical systems and the impact on the organization if the asset is lost or compromised.

There are many approaches to determine the value of an organization’s assets. These approaches
range from simple binary decisions, semi-quantitative valuation, qualitative valuation, or complex
quantitative valuation. Due to the complexity of this issue, there are eight asset valuation approaches
covered below (see Table 4.7) to give the reader an overview of the possible techniques that could be
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TABLE 4.7
Asset Valuation Techniques
Approach Technique Description Comments
Qualitative Binary Determination if data belongs to * Easy to apply
a protected class ¢ Applicable in regulated industries
Classification Data is classified as high, « Easy to apply
medium, or low ¢ Generally applicable to any
organization
Ranking Each asset is ranked against all * Relatively easy to apply
other assets * Results in an ordered list of assets
Consensus Consensus estimate by a group ¢ Works well with small groups
of experts * Not scientific, difficult to replicate
results
Quantitative Cost valuation Based on economic principle of ¢ Quantitative valuation
substitution * Replacement cost
Market valuation Based on economic principles of ¢ Quantitative valuation
competition and equilibrium ¢ Market value
Income valuation Based on economic principle of ¢ Quantitative valuation
expectation * Expected income

Note: Many asset valuation techniques are available to the security risk assessment team. Choosing the appropriate one
requires an understanding of the various techniques and the project requirements of the security risk assessment.

applied to any given security risk assessment. (Four approaches are qualitative, one is semi-quanti-
tative, and the other three are quantitative.) Choosing the asset valuation technique that best fits any
particular security risk assessment depends upon the budget, time, and regulatory requirements of
the assessment effort. The asset valuation techniques are presented in order level of rigor, starting
with the least rigorous and therefore the approach that is less costly to apply.

The four qualitative asset valuation approaches are as follows:

* Binary asset valuation

¢ (lassification-based asset valuation
¢ Rank-based asset valuation

¢ Consensus asset valuation

4.4.3.1 Approach 1: Binary Asset Valuation

A binary asset valuation involves a simple decision for each asset: yes or no? This type of asset valu-
ation is applicable to situations in which specific security controls are required for strictly defined
data. For example, within the HIPAA regulation, electronic Protected Health Information (e-PHI) is
a protected class of data and must comply with specific requirements within the HIPAA regulation.
A HIPAA-based security risk assessment requires the identification of PHI and non-PHI data.

4.4.3.2 Approach 2: Classification-Based Asset Valuation

An extension of the binary approach for asset valuation is the classification-based approach. In this
approach, assets are classified as one of several value classifications. For example, all critical assets
can be considered of high value; important assets have a medium value; and supportive assets have
a low value. This approach is the classic qualitative approach. It is a more general application of
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TABLE 4.8

Classification-Based Asset Valuation

Criticality Level Asset Impact/Criticality Rating Criteria

Critical Indicates that compromise of the asset would have grave consequences, leading to loss of life or

serious injury to people and disruption to operation of a critical business function

High Indicates that a compromise of the asset would have serious consequences that could impair the
operation of a critical business function

Medium Indicates that compromise of the asset would have moderate consequences that would impair
the operation of a critical business function for a short time

Low Indicates little or no impact on human life or the continuation of the operation of critical
business functions

Note: Assets may be classified in one of several asset classifications that indicate their qualitative value. For many organiza-
tions, the qualitative approach to asset valuation provides adequate asset valuation with less effort than quantitative
asset valuation approaches.

the binary approach; in that it is more flexible and can distinguish between multiple classifications
instead of just one. Another example of classification-based asset valuation is shown in Table 4.8.

4.4.3.3 Approach 3: Rank-Based Asset Valuation

The ranking approach to asset valuation requires that each asset is ranked in value against all other
assets. For example, if the security risk assessment team has identified 50 assets within the organi-
zation, then each asset will be ranked between one and 50. This requires a little more analysis and
discussion than the binary or classification-based asset valuation techniques, but it provides the
security risk assessment team with more information as well.

4.4.3.4 Approach 4: Consensus Asset Valuation

Another approach to determining the value of an organization’s assets is to gain a consensus esti-
mate by a group of experts. The Delphi method, which involves the use of at least three experts and
a facilitator, is a popular technique for gaining consensus. The Delphi method was developed by
the RAND Corporation in 1969 and continues to be the standard for consensus-based estimation.
This method works well for small groups of experts but tends to be labor-intensive as the number
of experts increases. Other criticisms of the method are that it lacks scientific rigor and that it is dif-
ficult to replicate the results.

4.4.3.5 Approaches 5-7: Accounting Valuation Approaches

In many security risk assessment efforts, it may be enough to simply assign a relative or qualitative
value based on the asset classification. Notice that assigning a value in a qualitative security risk
assessment approach can be done at the same time (and with the same effort) as assigning a clas-
sification to the asset. Many qualitative methods therefore skip asset valuation, because a value is
inherent in the classification of the data.

However, assigning a value to an asset may be a more complex process. For security risk assess-
ments that implement quantitative methods in the calculation of risk, assets must be assigned a
monetary value. There are three quantitative approaches for determining the valuation of an asset:

» Cost Valuation—Base the value of the asset on replacement or alternative costs

* Market Valuation—Base the value of the asset on the market value income
* Valuation—Base the value of the asset on the expected income from the asset
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4.4.3.5.1 Approach 5: Cost Valuation

This approach to determining the value of an asset uses the economic principle of substitution. The
principle of substitution states that businesses strive for efficiency by substituting current arrange-
ments for another arrangement that will get the job done better for the same amount of money or
produce the same results for less money.

Applying this principle to asset valuation, an asset is valued at the cost of a substitute that per-
forms the same job. For example, consider placing a value on intellectual property such as a security
risk assessment training class. Under the cost valuation approach, the class material would be valued
the same as a similar class. If you can contract a firm to produce a similar training class for $50,000,
then this specific security risk assessment class is worth $50,000.

4.4.3.5.2 Approach 6: Market Valuation

Another approach to determining the value of an asset is market valuation. This approach is based
on the economic principles of competition and equilibrium, better known as the law of supply and
demand. The law of supply and demand states that (1) the greater the supply of courseware for sale,
the lower the price is set, and (2) the greater the demand for similar courseware, the higher the price
is set. Lower prices bring more customers; higher prices drive some away. The equilibrium is set at
a market-clearing price, meaning that a price is reached such that the number of buyers and sellers
is equal.

Applying this principle to asset valuation, an asset is valued at the price someone is willing to
pay for it. Using the same example, if nobody is willing to pay $50,000 for the class materials and
ownership, but they are willing to pay $45,000, then the class material is worth $45,000.

4.4.3.5.3 Approach 7: Income Valuation

The last approach covered in this book for determining the value of an asset is income valuation.
This approach is based on the economic principle of expectation. This principle states that the value
of an asset is equal to the expected income from that asset.

Applying this principle to our example, the class materials for the security risk assessment should
be valued at the expected income. For example, if you were to license the materials to a training
company that could sell 24 classes per year with an average of ten students per course at a price
of $2,000 and get a 5% royalty, then the class materials would be valued at over $100,000 (see
Table 4.9).

TABLE 4.9
Sample Asset Valuation—Income Approach

Assumptions

Useful life of materials Class is based on general principles and 5 years
does not require updates
Expected income from classes per ¢ 5% royalty Revenue: 24x10x2000 = $480,000
year e 24 classes a year, ten students a class Royalty income: 5% X revenue =
e $2,000 per student $24,000
Present value of expected income Rate of return = 6% $101,096.73

Note: The value of educational materials for a security risk assessment class is used here to demonstrate the income
approach to asset valuation. Based on the assumptions documented in this table, such a class would be valued at
over $100,000.
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SIDEBAR 4.3 FUTILITY OF LISTING ALL ASSETS

No matter how hard you try, you can never list all of the assets, tangible and intangible.
There are too many factors that go into creating value for an organization. Unless you are an
auditor, you really should not even try to list them all. First, it is extremely time consuming
to attempt to put together a list of everything that brings value to the organization. The time
spent compiling a list of office equipment or trade secrets or workstations leaves less time for
the remainder of the security risk assessment. Moreover, such a list is simply not very useful to
the security risk assessment effort. When assessing the risk to data and programs on worksta-
tions from malicious software, is it really important whether there are 43 workstations or 435
workstations? Does it really matter what general office software is installed?’

An effective security risk assessment recognizes the assets under consideration in relative
terms only, because the purpose of asset scope is to scope the security risk assessment to the
areas intended to be assessed. For instance, because physical security is typically separated
from information security, many security risk assessments are performed without regard to the
safety of people or building structures. So, rather than attempting to list all physical assets,
simply note that building structures and facility utilities and protection mechanisms are out-
side of the scope of this security risk assessment.

4.5 IDENTIFYING THREATS

The next step for the security risk assessment team in preparing for a security risk assessment is
to identify the threats to the system to be considered. The identification of the threats is important
because it bounds the assessment to the actions that can be performed by those threats. For example,
if a security risk assessment team is told by the assessed organization to consider only human and
not nature threats, then the assessment is bounded to those threats that can be performed by humans.
Furthermore, if the security risk assessment team is told to consider only external threats, then the
assessment team would not look at insider threats.

These examples are simple cases of identifying the threats, since the threats were treated in broad
terms. A more in-depth review of the threats applicable to an assessment will show that there are a
great many possible threats to the organization’s assets. To provide some structure to the multitude
of possible threats, threats are discussed in terms of their components.

4.5.1 THReAT COMPONENTS

A threat is commonly described as an event with an undesired impact on the organization’s assets.
The components of a threat include the threat agent and the threat action.

4.5.1.1 Threat Agent

A threat agent is an entity that may cause a threat action to happen, such as an earthquake or a dis-
gruntled employee. Threat agents can be organized by three categories:

* Human-Insider-Accidental—The most frequent threat agent is the trusted individual who per-
forms (or neglects to perform) an action accidentally.

* Human-Insider/Outsider-Intentional—Humans may also perform actions (or neglect to per-
form) an action intentionally. These humans can be insiders abusing trust or outsiders attempt-
ing to gain access or otherwise damage the organization’s assets.

https://t.me/learningnets



80 The Security Risk Assessment Handbook

TABLE 4.10

Threat Agents by Type and Category

Human Nature Technology

¢ Insider Fire, Heat, Smoke Infrastructure Power

* Executive Toxic fumes Internal Power

¢ Management Weather Water

* Sensitive position Rain, Flood HVAC

¢ Employee Lightning Gas

¢ Security force Hurricane Telecomm

¢ Outsider Monsoon Internet

e Terrorist Tsunami Network

¢ Cybercriminal High winds, Tornado Electronic interference

* Ex-employee Volcano External

¢ Competitor Extreme heat Power

¢ Building crew Extreme cold Water

* Associate Snow/ice Gas

* Business associates Solar flare Telecomm

¢ Customer Humidity Internet

¢ Vendor Vibration, Earthquakes DNS

¢ Visitor Landslides Electronic interference
Wildlife, Insects, Rodents, Birds System
Biological threat Hardware

e Virus ¢ Software
¢ Application

Note: There are many different approaches for identifying threats to an organization’s assets. One approach is to first con-
sider the threat agent and then consider the action the threat agent can take. This table lists the various threat agents
from humans, nature, and technology.

* Natural—Mother nature presents threats to an organization and the organization’s assets.
These threats include earthquakes, tornadoes, high winds, flooding, volcanoes, and landslides.

The depth to which a security risk assessment team should identify threat agents depends on the
expected rigor of the overall assessment. In some cases, the list of threats to be considered may have
been bounded or defined during the project definition phase; for example, only external threats are to
be considered. In other cases, the breadth of threats to be considered is wide open. In either case, the
security risk assessment team must now consider the depth to which these threats will be identified.
If additional depth of analysis is required during the threat identification stage, the security assess-
ment team should further break down the threat agent into subcategories. For example, instead of
treating all types of human-intentional as a single threat, the team could break down this category
into insiders, executive, security force, cybercriminals, ex-employee, competitor, and visitor. An
example breakdown of this category is found in Table 4.10.

4.5.1.2 Threat Action

A threat action is what is caused by a threat agent (human-accidental, human-intentional, or natural).
While there are many ways in which to categorize threat actions, the following seven categories of
threat actions will be used throughout this book. They are briefly explained below:

* Invoked Malware—An employee may take a number of actions that lead to the introduction
of malicious software (e.g., malware) on their computer. This may involve opening an e-mail,
visiting a website, inserting removable memory into the employee’s computer, download-
ing the malware, or the malware may have been put in place by the software manufacturer.
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When the threat is intentional this could be an employee or an outsider introducing the mal-
ware to the organization.

» Theft & Sabotage—An employee may be the victim of a robbery in which an organizational
asset such as a laptop or a mobile device may now be in the hands of an unauthorized person.
Employees may be susceptible to theft while traveling to and from work, traveling for work,
or at home or a hotel. When the threat agent is intentional, this could be an employee or an
outsider causing or perpetrating the theft or sabotage.

* Socially Engineered—An employee may fall prey to a cybercriminal who uses psychology
(instead of technical approaches) to gain the trust of the employee and then tricks them into
violating the organization’s security policy. This is basically a modern version of a confi-
dence scam (e.g., used to by conmen.) When the threat agent is intentional, this could be an
employee or an outsider causing or perpetrating the con.

* Hacked—An employee may fall victim to an attacker using hacking methods to circumvent
the security controls on their computer or account. Hacking methods are numerous and ever-
growing as attackers continually find new methods to gain unauthorized access. In this case
the threat agent is an outsider or human-intentional.

* Abused Trust—An employee may abuse the trust given to them and utilize this misplaced trust
to take actions against the organization. As outsiders are not trusted, this threat action category
applies only to insiders within the human-intentional category.

* Environmental Damage—Organizational assets may succumb to environmental damage from
severe weather (e.g., floods, tornadoes, and earthquakes), infrastructure failures (e.g., power
outages), or even infestations (e.g., rats). This threat action applies only to nature.

* Erred—Lastly, an employee may simply make a mistake that results in the loss of confidenti-
ality of sensitive data, or in the misplacement of an organizational asset such as a laptop. This
threat action applies only to human-accidental.

The association between the three threat sources and seven threat action categories is summarized
in Figure 4.1. The depth to which a security risk assessment team should identify threat actions
depends on the expected rigor of the overall assessment. If additional depth of analysis is required

Threat Actions

Threat Agents

Invoked
alware

B (v]vv]v >

Accidental

-Intentional

=1 1 ] (]

Natural

FIGURE 4.1 Threat Agent and Threat Action Association. The threat agents (human-accidental, human-
intentional, and nature) are associated with the seven threat action categories.
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during the threat identification stage, the security assessment team should further break down the
threat actions subcategories. For example, instead of treating all environmental threats as environ-
mental damage, this threat category can be broken down into the areas of structural damage, infra-
structure damage, utility damage, water damage, and fire damage.

4.5.1.3 Threat Agent and Threat Action Pairing

Another more rigorous approach to identifying threats to an organization’s assets is to create a
list of threat agents and possible threat actions they may cause. This list could be quite extensive,
as a single threat agent possesses the ability to cause any number of a multitude of threat actions.
Therefore, it is important that the security risk assessment team adopts a disciplined approach to
listing the threats. One such approach, threat agent and threat action pairing, is explained here.

Once threat agents and threat actions are identified, the security risk assessment team can identify
the appropriate threat pairings to threat components. A pair is simply the logical association of a
threat agent and a possible threat action that the threat agent may cause.

Given a list of threat agents, there are some threat actions that these threat agents may possibly
cause and some that they could not. For example, a human being could cause threat actions in any
category (i.e., health, physical exposure, logical exposure, and resource availability). On the other
hand, severe weather can cause threat actions within the health, physical-exposure, and resource-
availability categories, but cannot cause a logical exposure.

SIDEBAR 4.4 LIMITATION OF CHECKLIST-BASED APPROACHES

Checklists are an incredibly useful tool and are, in fact, highlighted throughout this book,
with example checklists provided for many security risk assessment tasks. However, it is
appropriate to provide severe warnings regarding the use of checklists as well. The following
guidelines regarding checklists should be understood by any security professional consider-
ing their use:

e Checklists Are a Memory Aid—No security risk assessment team members should rely
on checklists to tell them what to look for and how to look for it. Checklists instead are
an aid to the memory of information security professionals who understand the con-
cepts contained within the checklist.

» Checklists Help to Ensure Accuracy and Completeness—Many of the tasks involved with
performing a security risk assessment can be simplified and, to some extent, improved
through the use of tools or checklists. The purpose of these tools and checklists is to
simplify computationally complex tasks, to ensure complete coverage, and to organize
and present the wealth of information and findings. Risk assessment tools can perform
risk calculations and prepare well-organized reports. Checklists can be used as a guide
and a reminder to provide a complete and accurate analysis. On larger security risk
assessment projects, these tools and checklists can be vital to the project’s success.

* Checklists Can Drive the Results instead of Guiding the Engineer—The information
security professional must use caution not to let the tools or the checklists “run” the
assessment. In the end, a security risk assessment is filled with subjective analysis and
relies on professional judgment. Checklists can be relied upon to the detriment of cre-
ativity and keeping your eye out for the unusual or new.

* Checklists Should Be Generated by Senior People—Senior information security engi-
neers or experts within a key aspect of information security are best suited for the cre-
ation or modification of checklists.

* Don't Rely Solely on Checklists—Team members who rely too heavily on a check-
list will find that their skills of observation, investigation, and perception can weaken.

https://t.me/learningnets



Security Risk Assessment Preparation 83

An over-reliance on a checklist or a checklist-based approach for security risk assess-
ments can lead to tunnel vision and a breakdown in the analytical process required for
effective security risk assessment.

Checklists have received a bad reputation in some circles because of negative customer expe-
riences. Checklists can be misused, as in the case of when a consultancy provides intensive
training on the use of checklists to new recruits, followed by letting them loose on the cus-
tomer with little or no supervision.

4.5.2 THREAT STATEMENTS

Threat components (threat agents and threat actions) can be combined with assets to create threat
statements (see Figure 4.2). The creation of threat statements is a way to more clearly express the
threats to be considered and countered during the security risk assessment process.

Threat statements can be further refined with the addition of intention of human threat agents.
Human threat agents can cause threat actions on purpose or accidentally. Therefore, two threat state-
ments can be generated for each threat statement that involves a human: one for the intentional cause
of a threat action, and one for an accidental cause of a threat action (see Table 4.11).

4.5.3 VALIDATING THREAT STATEMENTS

The final action for the step of identifying threats is to validate the list of threat statements developed
in the previous section. Among the threat statements that can be generated, only a portion of them
is worthy of considering for any specific security risk assessment. Consideration for the appropri-
ateness of a threat statement should be based on the threat environment of the organization being
assessed. A security risk assessment should take the approach of validating only those threat state-
ments that appear to be most likely, ignoring threats that appear to be a remote possibility.

Threat Agent
* Insider * Steals

* Executive * Destroys
* Security force * Sabotages
*  Hacker

* Ex-employee

* Competitor
* Visitor

A competitor steals a laptop.

FIGURE 4.2 Threat Statements. Threat statements can be created by combining a threat agent, threat action,
and an asset. Threat statements are a way to clearly express the threats to be considered during a security risk
assessment.
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TABLE 4.11

Multiple Threat Statements

Threat statement A An employee may cause the release of sensitive information

Threat statement A1l An employee may accidentally cause the release of sensitive information
Threat statement A2 An employee may purposefully cause the release of sensitive information

Note: Multiple threat statements may be created from a single threat statement if the intention of the threat agent is
considered.

The security risk assessment team is expected to use their experience, judgment, and common
sense when assessing the validity of threat statements. Team members who are experienced in infor-
mation security will have specific experiences with actual breaches at other organizations and can
project the relevance of these past experiences to the current project. Judgment and common sense
are built on the lessons learned from previous experience. Each of these attributes should be relied
upon to determine reasonable threat statements. For example, a security risk assessment should
probably include the following threat statement: “An employee may accidentally cause the release
of sensitive information.” However, a threat statement such as “A volcanic eruption may destroy
critical equipment” may be considered beyond remote and thus dropped from consideration.

4.5.3.1 Factors Affecting Threat Statement Validity

That being said, the last threat statement above may be appropriate for some areas of the world.
For example, organizations residing near Mount St. Helens in Washington state should consider
the threat statement reasonable and thus include it. In fact, the security risk assessment team should
consider a variety of factors when determining the validity of possible threat statements.

* History—It is hard to argue against the history of an organization. If considering whether
or not it is likely that an executive laptop would ever be misplaced or stolen, simply ask the
assessment sponsor if there is any history of this having occurred. If so, then a threat statement
concerning the loss of an executive laptop is certainly valid. (Of course, it may be valid even
if there is no history of it having happened.)

* Environmental Factors—Another important factor to consider in the validation of threat state-
ments is the environment in which the organization resides. These factors include geography
and climate, size and configuration of the facilities, and the social and political environment.
* Geography and Climate—The geography and climate of the organization’s facilities affect

the validity of possible threat statements. Geography and climate can have an impact on
the likelihood of natural threats occurring. For example, ice, snow, and extreme cold are
not applicable in too many locations in the southern part of the United States. Also, natural
disasters such as hurricanes, tornadoes, and earthquakes are more likely in some areas of
the country and rather remote in others. In addition to affecting the likelihood of natural
disasters, geography can affect infrastructure threats as well. Facilities located in certain
areas of the country are more susceptible to power outages, electronic interference, and
water shortages.

» Facility Size and Configuration—The size and configuration of the organization’s facilities
can also affect the validity of possible threat statements. The size of the buildings and their
configuration can have an impact on the likelihood of natural and human threats occurring.

* Key aspects of facility size and configuration include construction material used in the
buildings, the intended use of the facilities, square footage, working population during all
shifts, number of visitors, number of cars parked on the premises, and to what extent the
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