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Foreword

In today’s threat landscape, it’s very important to respond to incidents and alerts in a timely manner.
An organization’s Security Operations Center (SOC) can become overwhelmed if too many alerts
are generated and there are not enough SOC analysts to triage them, or skilled cybersecurity workers
to fill the positions needed to respond. This is why an automated response to security incidents is a
must. Security Orchestration, Automation, and Response (SOAR) is the answer to an organization’s
SOC overcoming these challenges. SOAR can be used to reduce the amount of alerts that need
investigation and triage, to automate parts of normal investigations and save SOC analysts” time, and
more importantly, to automate remediation, leading to quick actions to resolve security incidents.

In this book, you will learn about security orchestration, automation, and response in depth, both in
theory and principle, using real playbook examples to automate a response. You will learn about the
tools available and the various methods to implement them as a partial or complete security incident
response. Benjamin is a skilled professional and expert in SOAR, helping customers implement it and
creating samples, shared through open source to help organizations enable their security automation.

Nicholas DiCola,
Vice President of Customers

Zero Networks
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Preface

Hey everyone! In this book, we will cover the topic of Security Orchestration, Automation, and
Response (SOAR). SOAR is one of the main tools in Security Operation Centers (SOCs) as it
provides a unique set of features that allows you to perform needed steps from incident creation to
incident resolution.

There are four main elements in SOAR that we will focus on:

o Incident management
o Incident investigation
« Automation

o Reporting

We will cover all four elements in the book, starting with an overview of each element, and then
showcase what each element looks like in tools such as Microsoft Sentinel, Splunk SOAR, and Google
Chronicle SOAR.

As there is a lot of documentation on incident management and investigation from the perspective
of incident management frameworks, the second part of the book will focus on automation with
hands-on examples using Microsoft Sentinel.

I will provide step-by-step instructions on how to create, test, and utilize automation using Microsoft
Sentinel based on personal experience working with Microsoft Sentinel automation, the documentation
available, and experience gathered working with many different organizations adapting Microsoft
Sentinel, and especially Microsoft Sentinel SOAR.

The reason why we are focusing on SOAR is that it is a growing market, and many organizations are
starting to adapt SOAR tools for their day-to-day operations. This can be seen best from the perspective
that each Security Information and Event Management (SIEM) vendor has either created its own
SOAR solution, bought a SOAR solution and integrated it with its STEM, or has close cooperation
with an independent SOAR vendor.

Who this book is for

This book is mainly written for security professionals that don’t have experience working with SOAR,
but also for any IT professional that wants to learn more about incident management, investigation,
and automation using SOAR.
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xii Preface

This book can also be used for those who want to learn how to create, test, and utilize Microsoft
Sentinel automation for day-to-day activities.

What this book covers

Chapter 1, The Current State of Cybersecurity and the Role of SOAR, is a general overview of cybersecurity,
why traditional tools aren’t enough in the fight, and how modern tools add value to a SOC. We will
continue with the topic of SOAR, what it is, why it’s one of the SOC analysts’ “best friends,” and how
it can reduce the amount of time required to respond to incidents.

Chapter 2, A Deep Dive into Incident Management and Investigation, will focus on incident management
and investigation, its importance, and some of the best approaches to incident management and
investigation. This will include owner assignment, collaboration, modern tools, and lessons learned
as one of the most critical aspects of incident investigation.

Chapter 3, A Deep Dive into Automation and Reporting, provides an overview of automation as one
of the most significant elements of SOAR. We will cover automation as a SOC’s best friend, why you
should be using it, and what we can automate. In this chapter, we will go through reporting, as well
as how it can help SOCs be more efficient.

Chapter 4, Qucik Dig into SOAR Tools, will go over the most known SOAR tools, how they look, and
what options they have. In it, we will go through the importance of SOAR and how it changed the
traditional SIEM space.

Chapter 5, Introducing Microsoft Sentinel Automation, will introduce all aspects of Microsoft Sentinel
automation on a more profound level, as a continuation of the Microsoft Sentinel SOAR intro in the
previous chapter. We will be explaining topics such as automation rules and playbooks and how to
utilize them to fight the dark side.

Chapter 6, Enriching Incidents Using Automation, focuses on the first hands-on example, where we
will show you how to utilize solutions such as VirusTotal to enrich incidents on creation/update. We
will go over enrichment and how we can use it to improve the amount of time taken for initial triage
from hours to minutes!

Chapter 7, Managing Incidents with Automation, will focus on incident management with automation,
how to control false-positive/low-severity incidents, and user/SOC analyst inputs for faster incident
resolution. MTTA and MTTR are the main SOC measurements, and proper automation will lower
both of them.

Chapter 8, Responding to Incidents Using Automation, will focus on responding to the incident as
one of the most critical automation scenarios. Examples include blocking the user, isolating the host,
blocking the IP, resetting users’ passwords, and so on. A fast response can isolate a bad actor in its
initial stage, and with automation, this can be done as soon as the incident is created — with or without
SOC analyst interaction.
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Preface xiii

Chapter 9, Mastering Microsoft Sentinel Automation: Tips and Tricks, will go over tips and tricks for
using Microsoft Sentinel as an automation tool. We will demonstrate its power under the hood and how
to utilize automation below the GUI This will include the options for automatically adding “hidden”
elements, functions for better content control, and everything about HTTP action.

To get the most out of this book

A basic understanding of Microsoft Azure, SIEM, and JSON would be beneficial, but we will provide
step-by-step instructions for each of the examples in the book.

Software/hardware covered in the book | Operating system requirements
Microsoft Sentinel No operating system requirements
Azure Logic App No operating system requirements
Azure Log Analytics No operating system requirements
Azure Active Directory No operating system requirements
PowerShell Windows, Linux, MacOS

If you are using the digital version of this book, we advise you to type the code yourself or access
the code from the book’s GitHub repository (a link is available in the next section). Doing so will
help you avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from GitHub at https://github.com/
PacktPublishing/Security-Orchestration-Automation-and-Response-for-
Security-Analysts. If there’s an update to the code, it will be updated in the GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at https: //
github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used in this book.
You can download it here: https://packt.link/Uz9ge.
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Xiv Preface

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Instead
ofthe items ('For each')?['additionalData']?['MdatpDeviceId’'] expression,
we can see additionalData.MdatpDeviceId as dynamic content”

A block of code is set as follows:

split ('Incident 1;Incident 2;Incident 3', ';') - result will be
join (body (‘Entities - Get Hosts’)?[‘Hosts’]?[' friendlyName’], ', ')
["Incident 1", "Incident 2", "Incident 3"]

Any command-line input or output is written as follows:

$GraphAppId = "00000003-0000-0000-c000-000000000000"
$PermissionNamel = "User.Read.All"
$PermissionName2 = "User.ReadWrite.All"

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in
menus or dialog boxes appear in bold. Here is an example: “We utilize the Select and Create HTML
table actions if we want to create an HTML table based on array values, such as a list of all entities
and what kinds of entities they are”

Tips or important notes
Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree@
packtpub. com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub.com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.
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Preface

Share your thoughts

Once you've read Security Orchestration, Automation and Response for Security Analysts, wed love
to hear your thoughts! Please click here to go straight to the Amazon review page for this book and
share your feedback.

Your review is important to us and the tech community and will help us make sure we're delivering
excellent quality content.
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Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere? Is your eBook
purchase not compatible with the device of your choice?

Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don't stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781803242910

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly
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Part 1:
Intro to SOAR and Its Elements

In the first part, we will introduce cybersecurity and explain why we are speaking about new security
tools such as SOAR, as well as introducing SOAR and its importance. In addition to this, we will go
over the main elements of SOAR and why they play such a crucial role in SOCs.

This part contains the following chapters:
o Chapter 1, The Current State of Cybersecurity and the Role of SOAR

o Chapter 2, A Deep Dive into Incident Management and Investigation

o Chapter 3, A Deep Dive into Automation and Reporting
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1
The Current State of

Cybersecurity and
the Role of SOAR

Ransomware, data leaks, phishing, denial of service... these are some of the terms that everyone, even
those who aren’t in the IT industry, will have repeatedly heard in the last few years. Everyone has
received an email from a Nigerian prince or some long-lost rich, relative from Africa at least once.
These are basic examples of cyberattacks called phishing attacks, which still have an acceptable success
rate. If we were to talk about more tailored phishing attacks (common ones being a request to change
your password or a notification that your account will be deleted if you don't click on a link), those
have an even better success rate — why is that so? Because bad actors are smart.

The first aspect to consider is that they will use many techniques to make their email seem as legitimate
as possible, and the second, which is not connected to IT, is the psychological part. The psychological
part manifests itself in a few different ways. It can be someone pretending to be your boss (using
spoofing methods), an email containing a sense of urgency, or an email sent at the end of working
hours when employee concentration is at its lowest. Because of this, organizations are on the lookout
for more advanced systems to help them respond to these in a matter of minutes. That is where Security
Orchestration, Automation, and Response (SOAR) comes in to save the day.

In this chapter, we will cover the main aspects of changes within cybersecurity and how those changes
impact our everyday lives. A few years back, cyberattacks mainly impacted organizations, but today,
their impact is felt by ordinary people as well. And this is something that will not change overnight.
As one way of fighting back and improving their security posture, organizations can use many security
tools. One of them is SOAR, and we will explain why SOAR is a must in every organization today.
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4 The Current State of Cybersecurity and the Role of SOAR

In a nutshell, this chapter will cover the following main topics:

o Traditional versus modern security
o 'The state of cybersecurity
« What is SOAR?

Traditional versus modern security

Security plays a significant role in our everyday lives. Even from the start of civilization, security
played a role in that people built their fortifications. If we go back through history, we can see how
people built their fortifications on the top of a hill or on a river fork, or if something of this kind was
not applicable, people dug canals around fortifications, built big walls, and so on. All this had one
thing in common - the aim of securing the people and their properties against attacks from other
tribes or countries.

As those fortifications were built, attackers always sought a way to penetrate those defenses. Some of
them were massive attacks directly made on fortifications, sending a single person to breach the front
or back entrance or create a diversion.

Probably the most famous of these, with the equivalent in IT appearing every day, is when ancient
Greece attacked Troy. Because of Troy’s fortifications, Greece couldn’t penetrate the city, even though
they had a massive army and the numbers were on their side. That all changed when Odysseus came
upon the idea of a diversion. Greek forces pretended to retreat and left a giant wooden horse as a
present from the gods to the people of Troy. And what did they do? The people of Troy took that
wooden horse into the city. They didn’t know that Odysseus and his best fighters were hiding inside
that wooden horse. In the early morning, while everyone was sleeping, Odysseus and his selected
army exited the wooden horse and opened the door for the rest of the army to enter Troy. After that,
all the defense mechanisms in place fell apart, and Troy was defeated.

If you are in cybersecurity, even if you don’t know this story about Troy, you will be aware of what a
Trojan horse is: a term for malware that misleads users about its true purpose. While it appears to be
secure software, it can contain malicious code. It works in much the same way as it did 3,000 years ago.

We can see that many types of historical attacks and defenses are similar throughout history; the
only part that changes is how they are performed. We can look at a full army attack on a fortress
as a Distributed Denial-of-Service (DDoS) attack, a Trojan horse as a payload being delivered, a
ransomware attack as Vikings asking for gold and valuables to halt their attack on Britain, a spyware
intrusion as sending a spy to gather information on fortress defenses from the inside, and so on. From
a defense perspective, we can see how everyone started with a perimeter defense by building walls
or creating a fortress at the top of a hill. Then, they moved to layered defense by adding water canals
in front of walls. The best example of a historic, layered defense was Constantinople. It started with
a single wall, and in the end, it contained a moat, a low wall, an outer wall, and an inner wall. If we
look at cybersecurity, we can see that there was a similar approach with a single barrier to protect the
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The current state of cybersecurity

perimeter - a firewall. This was followed by adding additional layers such as DDoS protection, a Web
Application Firewall (WAF), antivirus solutions, and so on.

Looking at this parallel, we all can agree that these defense strategies weren’t enough and that even
the most robust defenses fell under heavy attack. Even the great Constantinople, probably the city
with the best defenses of all time, fell under heavy Ottoman attacks.

Why? As methods of attack evolved faster than methods of defense, it was harder to cover this gap.

The same is true for cybersecurity. As mentioned, we start with perimeter defense and then add
layered defense, but even that isn’t sufficient. Methods of attack evolve, and bad actors always find
a way to surpass existing systems. One thing is certain: traditional systems are outdated, and many
organizations are in the process of updating their cybersecurity as a result.

There are a few reasons why this is happening:

« Animportant aspect is that people are more aware of how they use their personal information,
how it is handled, and how it can be misused. People used to trust websites to use their info
internally, but those websites sold that info to advertisement companies. People now expect
more rigorous privacy and security for the data they share on websites.

« Second up on the list is reputation. Many organizations that suffer an attack experience a loss
of reputation, and in the end, smaller organizations often don’t survive these kinds of attacks.
The loss of existing clients and the absence of new ones to replace them affect many small and
medium organizations after a cyberattack. Big organizations survive more quickly because of
their size, but they suffer heavy losses.

o The third is bankruptcy, which is directly connected to ransomware in most cases. First, you
need to pay to decrypt your data, and on top of that, you have the cost of not running your
business. Coupled with a loss of clients, this will all bring small and medium organizations to
their knees very quickly. In addition, these companies that have suffered a successful cyberattack
end up having their information shared on the dark web. Consequently, they are often targeted
by even more bad actors with financial gain as their motive.

Today, organizations either need to update their defense strategies to stay ahead of bad actors or risk a
significant cybersecurity incident resulting in considerable financial losses - initially or in the long run.

The current state of cybersecurity

The last few years have changed how businesses operate, and standard working will never be the same.
Digital transformation and the COVID-19 pandemic have foundationally changed the way that we work.
Modern tools for collaboration, such as Microsoft Teams, Slack, Zoom, and so on, make it possible
for people to work from any location and still relate to their peers. When the COVID-19 pandemic
started, everyone had to work from home. And something that started as a temporary solution has
changed how people work permanently. However, it hasn’t just changed the way people are working.
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6 The Current State of Cybersecurity and the Role of SOAR

It has also changed how people connect and what network they use - it has changed cybersecurity.
A traditional perimeter does not help anymore; people are expected to be outside their bubbles, and
we must find new ways to protect them. The second thing to consider is that people don't just use
corporate devices to connect to corporate resources: they use personal devices as well.

Creating boundaries is becoming harder and harder, and organizations must find a new way to protect
their resources. Traditional systems aren’t enough anymore. The first tools that people are turning to
have been available for years in the market, such as Mobile Device Management/Mobile Application
Management (MDM/MAM), Multi-Factor Authentication (MFA), Endpoint Detection and
Response (EDR) platforms, Data Loss Prevention (DLP), and so on.

Introducing more security tools and hardening the working environment has a direct impact on
productivity. Employees are expected to enroll devices to MDM, set up and pass MFA, avoid copying
data to USBs, refrain from continuing their work on other devices, and avoid sharing any links with
anyone. This significantly hampers the ability of employees to collaborate efficiently. Cybersecurity
experts need to find a golden middle ground between productivity and security; often, this equates
to sacrificing security under this pressure until a cybersecurity incident occurs.

To be able to detect security incidents as they happen, more advanced solutions are required: traditional
ones such as Security Information and Event Management (SIEM), more modern ones such as
Extended Detection and Response (XDR), and the Zero Trust methodology. SIEM allows us to
collect logs from various solutions and correlate these events to detect threats more easily. However,
on its own, it is ineffective. SIEM tools are only as good as the events they have as logs. We also need
to have excellent Security Operations Center (SOC) analysts who can define detection rules, do
cyber threat hunting, and react to security incidents in these SIEM solutions. This is why most new
SIEM solutions add Artificial Intelligence (AI), Machine Learning (ML), User and Entity Behavior
Analytics (UEBA), Threat Intelligence (TI), and so on, into the mix to help with detection - but
what about the response? How do we acknowledge and resolve security incidents?

One of the more modern tools is XDR - this is not a single tool but a group of tools that work together
to correlate cyber threat detections. In most cases, XDR will cover identities, emails, endpoints, servers,
and cloud workloads. It will use Al and ML in the background to connect security incidents from these
layers, which are often handled separately by different solutions, into a single incident that outlines the
kill chain of an attack as it happens throughout an organization. While XDR is a must-have solution
for most organizations, it still doesn’t cover the whole stack of security. You cannot ingest TI data,
firewall logs, third-party solution detections, and so on. Typically, XDR will be connected to SIEM
for correlation with other sources.

One thing we have seen with XDR is a change in the complexity of organizations” cybersecurity. 10
years ago, organizations did not use the same vendor for different layers of protection. The idea was
that if one failed, you would still have another vendor in line for protection — but how wrong was that?
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The current state of cybersecurity

First, our security experts had to learn to work with and manage multiple solutions and vendors.
Multiple portals would therefore need to be logged in to daily. For big organizations, the number of
security solutions and vendors used could exceed 40! And second, those solutions did not speak to
each other. That means that they did not share intelligence; they did not correlate their shared data.
Without SIEM collecting events from all devices, it was almost impossible to make connections
between different security incidents. XDR changed this, as the idea behind it has been for solutions to
speak with each other, share intelligence, and correlate events for better detection. Another significant
benefit is that it is all in one portal, which is essential for security experts to focus on one unified
product and not on five different ones.

Why is it essential to find new ways to protect organizations? Because bad actors are improving their
game daily. Just in the last few years, we have had significant cyberattacks, including the Colonial
Pipeline ransomware attack, the Maersk ransomware attack, the SolarWinds breach, and the Log4;
vulnerability, plus many data breaches in which bad actors have stolen terabytes of personal data. These
are only some of the attacks that have been top news worldwide. Even people who don’t know what a
cyberattack is have started asking questions about what is happening. The reason for this is the significant
impact of each attack. The Colonial Pipeline attack raised a lot of concern and panic among people
in the United States. Because of this attack, a few states even reported shortages of fuel. Even though
Colonial Pipeline paid the ransom (in total, around 5 million US dollars), restoring operations took
them a few days. As a direct connection to the attack, fuel prices in most of the United States went up.

This is only one of the examples of how a cyberattack on critical infrastructure can impact an
organization and a whole country. Let’s consider that most of the critical infrastructure in countries
(electricity, water, fuel, gas, etc.) is controlled using computers. We can see why staying at least one
step ahead of bad actors is crucial.

There are many different figures for the average cost of a cyberattack, and in most cases, the average
cost is around $4 million. This cost is not only connected to paying a ransom but also returning to an
operational state, plus the cost of losing customers. If we take a look at the Marriott hotel data breach,
the total cost at the end could be in the billions, as we include the GDPR and user lawsuits. We can
say that, on average, we have millions of reasons to think about cybersecurity at a time.

However, cyberattacks don’t just impact organizations; they are methods of modern warfare. We have
had a few examples throughout history, but the latest one is probably the best example. As the Ukrainian-
Russian war started, it didn't start solely with typical military conflicts — guns, tanks, planes, and so on.
Cyber warfare was a big part of it, and numerous attacks on Ukrainian infrastructure were reported.

Considering that we have more and more drones in the sky that are remotely managed, it shows us
how serious it can be in the future if technological infrastructure is not protected.

While we can invest a lot of money into security equipment, we still have two significant issues at the
top of the list regarding how a cyberattack starts. The first will be misconfiguration, and the second
will be the user.
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8 The Current State of Cybersecurity and the Role of SOAR

As mentioned, many organizations invest a lot in security equipment, but not in security experts or their
personnel so that they can learn how to configure solutions correctly. Even a minor misconfiguration
can affect the system in a manner that will leave a backdoor that a bad actor can use. Hiring security
experts and continuous investment in cybersecurity personnel is more important than security
solutions. Cybersecurity personnel must stay ahead of bad actors to protect critical infrastructure.
While AT and ML play a significant role in cybersecurity, they will (maybe) never be able to replace
security experts. Most sophisticated attacks are not initially detected by cybersecurity tools but rather
by experts hunting for anomalies in raw system logs.

Users are probably the most considerable cybersecurity risk each organization faces. It is a common
saying in cybersecurity that in each organization, there is at least one user who will click on every link.
That is why phishing attacks are still the most common attacks on organizations. Every organization
must invest in user education to reduce the risk of users clicking on a link in an obvious phishing
email or downloading attachments from unknown sources. It is a long process to educate users and
still, the risk will exist. As mentioned earlier, bad actors are smart and target users strategically - for
example, when they know their focus will be at the lowest at the end of working hours.

On top of that, think about every conversation had with users — passwords. It is common for users
to pick the same password for business and personal use and reuse it across all platforms. Some
people use two different passwords, but rarely three or more. This directly impacts an organization’s
security because many platforms don’t have advanced password protection - but that is not the only
problem! Users incorporate personal information when creating these passwords (such as a place of
birth or residence, names of pets or children, important dates, and so on) and then have all of that
information publicly available on social media (pictures, About Me, favorite movies, quotes, and more).
Because of all this, it is easy for bad actors to strategize their attacks. First, they have all the necessary
info to create a dictionary for brute-force attacks on social media. Second, they can use a less secure
platform to perform that attack and reuse the password on corporate logins. This is essentially why
many organizations implement MFA.

The biggest challenge for modern SOCs is the high number of raw data and security incidents.
This affects the time needed to acknowledge and respond to security incidents. The initial triage of
an incident can take some time, even an hour, if a SOC is ineflicient or there are not enough SOC
analysts (which is more common). This can lead to detecting the cyberattack too late, and the attack
can spread through the system.

Would it help if we could automate everyday tasks that our SOC analyst performed as part of the
initial triage so that the SOC analyst took over once the initial triage had automatically been done?
This is where SOAR comes into play!

What is SOAR?

SOAR is a set of security features that helps organizations collaborate on incident investigation and
automate certain actions that SOC analysts perform. As the end goal with SOAR, we want to achieve
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a faster mean time to acknowledge (MTTA) and mean time to respond (MTTR). The MTTA and
MTTR are the two most important measurements for a SOC.

The main elements of SOAR are as follows:

o Incident management

o Investigation

o Automation

« Reporting

o TIand Threat and Vulnerability Management (TVM)

Important note

We will touch on reporting as a separate topic in Chapter 3. We will also discuss TT and TVM
through automation in Chapter 6.

SOAR is so important due to the increasing number of events to analyze and security incidents to
investigate, and the deficit of security experts to perform the job. If you look at SOAR as a complete
replacement for SOC analysts, you couldn’t be more wrong. SOAR is probably a SOC analyst’s best
friend and provides the SOC team with the ability to analyze threats faster. SOAR as a tool and SOC
teams can reduce the MTTA to a few minutes and the MTTR from hours to minutes!

How? The main aspect of SOAR is action automatization. That means that any task that the SOC
team repeatedly performs during an incident should be automated. First, this will save time for SOC
analysts - plus, we don’t need to worry about whether SOC analysts may forget to perform any tasks.
Second, we can carry out the initial triage, and based on the input, we can auto-close false positives
so that the SOC team doesn’t even need to work on them. Third, once the incident is assigned to SOC
analysts, they can automatically see the enrichments made by automation to that incident. This will
empower them to analyze and react to incidents much faster.

Incident management is an essential aspect of SOAR as well. If we want our SOC analysts to respond
to incidents effectively, they need to have the space in which to do so. Not only space but also features
will empower SOC analysts. These features include an incident overview, the possibility to increase
or decrease the severity rating, close an incident, assign an incident owner, see more details, quickly
navigate an investigation, comment on incidents, and so much more.

The reason why an investigation is essential is that the SOC team needs to gather as much information
as early on as possible for an effective response. That can be through looking at similar incidents;
checking what accounts, hosts, and IPs were included; whether those IPs, hosts, and accounts are
known or not; how they connect with other data in the solution; and the ability to perform threat
hunting. In addition, reporting, TI, and TVM provide even more insights to the SOC team to help
perform an incident triage quickly and correctly.
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So... do I need solutions such as XDR, SIEM, and so on? Or is SOAR enough?!

The quick answer is yes! These technologies differ in how they handle one common task — quickly
and efliciently protecting your organization against threats.

Let’s look at the current situation in the market. We will see that many SIEM vendors either developed
their own SOAR solution or bought a SOAR solution and integrated it into their environment.
Microsoft Sentinel uses the power of Azure and Logic Apps for automation. Palo Alto bought Demisto
(now called Cortex XSOAR) and integrated it into their XDR offering. Splunk bought Phantom and
integrated it into their SIEM offering (now called Splunk SOAR). IBM bought Resilient and merged it
into their SIEM offering (now called IBM Security QRadar SOAR). And the latest example is Google’s
acquisition of Simplify and how they have merged it into their offering.

In all these examples, we can see a few trends. The most important one is that the future is to merge
security tools into one so that you can manage your security completely in one place. The boundaries
between security tools are receding constantly, and tools such as XDR, SIEM, SOAR, and so on are
integrated more and more to provide a native, one-portal experience to organizations. The well-known
line from Lord of the Rings is “one ring to rule them all; and in security, it will be “one tool to rule them all”

OK, so SOAR is here to stay — but what are the typical use cases?

o Incident enrichment: Here, we will use the information found using TT and TVM solutions
to enrich incidents with more data:

A. Isthat hash or IP malicious? Check using TI and, based on this, you can escalate the incident
or even close it if all the data is well-known to your organization.

B. Does that host have any vulnerabilities? Check using TVM whether any Common
Vulnerability and Exploit (CVE) is connected to the host and decide how to proceed.

Here, we can see how we can use automation to quickly grab that info on incident creation, and
when the SOC analyst picks up that ticket, the data will be there. As a result, the SOC analyst
doesn’t need to perform an initial triage, thus saving time. Based on this info from automation,
we can make faster decisions on how to proceed with an incident.

o Incident remediation: Let’s say that, from the first step, we find out that an IP is malicious or
that a host has a critical CVE. As a response, we can run automation that will block that IP in
our firewall or EDR solution, or we can isolate that host so that it cannot cause any damage.
This is done from the same portal; there is no need to go to different solutions, copy the IP,
and then block it. With a click of the playbook, all will be done.

« Reduce fatigue by reducing the number of false positives: SOC teams have significant issues
when solving false positives. It takes time to open each incident, check whether it is connected to
our known data, and close it. What if the SOC analyst didn’t even need to look at it? Automation
can be run to check for well-known data. If it is connected to well-known data, we can auto-
close an incident: this means zero engagement from the SOC analyst.
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Summary

The examples mentioned are clear examples of how tools such as SOAR can help improve the MTTA
and MTTR. Instead of repeating tasks, the SOC can focus on high-severity and true-positive incidents.
It’s a well-known fact that good SOC analysts will burn out after a few years, and organizations will
need to bring in new analysts who need to be onboarded and taught the SOC’s tricks. SOAR will
help to decrease pressure on the SOC by reducing fatigue. With it, mental health improves, and SOC
analysts don’t burn out. That also means they can perform their job longer, be more satisfied, and
focus on the tasks ahead. By reducing the number of events and incidents that a SOC analyst needs to
resolve, they can also invest more time into learning about new defense methods. Overall, the losers
in this picture are the ones who should be losing out — the bad actors.

Summary

This chapter covered the importance of improving your security strategy and keeping your organization’s
security one step ahead of bad actors. We saw how the traditional method of protection is outdated,
a perfect scenario for bad actors, and how they can utilize even the most direct attacks to take
down organizations.

Throughout the chapter, we also touched base on the state of cybersecurity, how organizations are
changing their strategies, and how new tools such as XDR are emerging. Equally, these new tools
directly influence SOC teams being overloaded because more tools equal more events, which equals
more security incidents. Since there is a significant gap in the market for security experts — and it takes
a long time to investigate the share volume of events and incidents manually — there is a need for help.

This is where SOAR jumps in and helps organizations automate everyday tasks. This directly impacts the
efficiency of SOC teams, reducing the MTTA and MT TR and overall SOC fatigue. We then introduced
simple use cases for SOAR, such as incident enrichment, remediation, or auto-closure. Later in the
book, we will use similar cases to go through how to set up automation step by step.

The next chapter will go through some of the most well-known SOAR tools. These solutions are often
part of more comprehensive SIEM tools, and we will explain how those SIEM tools were nudged
forward as the ruling security solutions. We will go through the main aspects of SOAR, such as incident
management, investigation, and automation, and how these features are utilized in the day-to-day
activities of SOC teams.
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A Deep Dive into Incident
Management and Investigation

The previous chapter touched on the importance of cybersecurity today and why investing in modern
security tools and education is essential. We also covered the main pain points of SOCs today, such
as the never-ending growth of security incidents and security-related logs, the number of tools, and
staying arm-to-arm with bad actors.

As established, the SOAR solution consists of a few different elements, such as incident management,
investigation, automation, reporting, threat intelligence (TI), and threat and vulnerability management
(TVM). Each of these plays an important part in a SOC and makes SOCs more efficient and effective.
This is critical today since SOCs are overloaded with security incidents and signals that they need
to handle.

In this chapter, we will focus on incident management and investigation and why it is an important
segment when we think about SOAR. We will also touch base with some important aspects to understand
when working with an incident, such as the National Institute of Standards and Technology (NIST)
and SysAdmin, Audit, Network, and Security (SANS) frameworks. The topics that will be covered
in this chapter are as follows:

o Understanding SOC tiers

o Understanding incident management

« Investigating NIST and SANS incident management frameworks
« Incident tasks - to do or not to do

o The incident queue as the investigation starting point

o The incident investigation process

o Threat hunting - the next step
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14 A Deep Dive into Incident Management and Investigation

Reminder

Chapters 2 and 3 will be a theoretical overview of what SOAR elements are while Chapters 4
through 9 will focus more on discussing these elements with in-product and hands-on examples,
as well as expert tips and tricks.

What are SOC tiers?

As we will mention the terms SOC, SOC analyst, and others many times in the book, it is best to
explain the main SOC tiers and their responsibilities. These tiers are positioned to help SOCs divide
tasks among SOC analysts:

« Tier 1: This is the first tier and it is primarily responsible for triage incidents as they are
happening. They will collect as much information as they can about the incident so that they
can plan whether that incident should be investigated further. This is an entry-level role in
SOC:s for those with the least experience.

o Tier 2: The second tier kicks in when Tier 1 decides that a specific incident needs to be
investigated further. One of the responsibilities is coordinating responses with different teams
in the organization. As these incidents are more likely to be genuinely positive, this tier requires
a more experienced SOC analyst.

o Tier 3: This tier is dedicated to experts in the field. Their primary responsibility is to perform
threat hunting. Tier 3 goes through a sea of logs trying to find possible IoCs and Tactics,
Techniques, and Procedures (TTPs) and works with other tiers so that they can respond to
possible threats as soon as possible.

Next, we will look at incident management and why it is an important aspect of SOAR.

Understanding incident management

Incident management is the process we go through from incident detection to the time the incident
is resolved. In SOC, this is where SOC analysts will be able to monitor incidents as they are created,
filter incidents based on conditions, search through the incidents, and perform fast incident actions.

Without incident management, our SOC analysts wouldn’t be able to see what incidents were created
and from where they would need to start the incident investigation.

The primary purpose of incident management is to do the following:
o Detect the incident
+ Investigate the incident
« Contain and recover from the incident

o Document the incident
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Why do we need incident management in SOAR?

The main purpose of SOAR is to make the daily tasks of a SOC easier to handle. Let’s see how SOAR
accomplishes this purpose.

Imagine that the SOC team doesn’t have an incident management solution. An incident is detected,
and the SOC analyst takes it over for investigation. Because there is no incident management, no
one is aware that the incident is already being analyzed and that more than one SOC analyst can
investigate the same incident. We don’t know at what stage this incident investigation is, nor do we
have a central point to see all incidents and filter them to see what is assigned to each SOC analyst.
This means that the SOC will need to have some system (in most cases, an Excel table) that consists
of alist of incidents and who is analyzing them. SOC analysts need to keep updating that list (I think
that I was clear earlier on how much IT professionals adore admin stuff).

The additional issue here is that SOC analysts will lose a considerable amount of time looking for
data that should be available at first glance. It will also involve multiple clicks to get that information.

This is not the best practice in cybersecurity because the SOC analyst needs to have an organized
approach to handling incidents, prioritizing them, and improving Mean Time To Acknowledge
(MTTA) and Mean Time To Resolve (MTTR). MTTA is the time it takes for the SOC to acknowledge
that an incident needs to be investigated. This is important as it can tell us how long the incident was
active in our system before the SOC became aware of it and began working on it. A high MTTA, for
example, can show us that SOC analysts are overwhelmed with incidents and cannot start investigating
on time. The MTTR (also known as the Mean Time To Close (MTTC)) will show us how much time
it took the SOC to finish the investigation, take appropriate actions, and close it in the system. This is
an important metric because it will show the average investigation time, and based on this, you can
plan the SOC size. If you have six SOC analysts, and you have 60 incidents a day on average, and the
SOC analysts work in three shifts of 8 hours - two analysts in each shift — with a 60-minute average
of MTTR, this will show that one shift can cover 16 incidents - that is, 48 incidents in a day, which
means that 12 incidents cannot be investigated in a day. And 12 incidents per day is 84 incidents in a
week. Any delay in incident response can significantly impact the level of the breach. A few minutes
can be the difference in detecting and stopping the breach.

Incident management offers SOCs an organized approach to handling incidents. Based on the data
that incident management solutions offer, SOC analysts can quickly identify incidents with higher
severity or whether they include high-value assets. This will impact MTTA as SOC analysts can have
a more organized approach.

As incident management has the option to see whether the analyst (incident owner) is assigned and
the incident’s status, it is easy for SOC analysts to know which incidents are being investigated and
which ones have been opened with no one working on them. SOC analysts will have a better option to
coordinate and not have two SOC analysts working on the same incidents unknowingly. Even better,
thanks to automation, it is possible to assign incidents automatically. This makes SOCs even more
aligned. We will cover more about automation in Chapter 3.
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16 A Deep Dive into Incident Management and Investigation

Now, let’s imagine that our SOC has an incident management solution. Incidents are assigned to SOC
analysts on creation, and the SOC analyst can get notifications about new incident assignments using
automation. Once the SOC analyst logs in to SIEM/SOAR, there will be a list of open incidents, and
it will be easy to filter those by owner, severity, and more to find specific accounts, tags, and so on.
Each incident has a status (new, in progress, and so on), and it is easy to keep track of SOC metrics
(MTTA and MTTR). SOC analysts will use comments to keep track of new developments in the
incident investigation so that if the incident needs to be transferred to someone else, the new SOC
analyst will be able to read comments and quickly be up to date with the incident status and progress.

Once we are done investigating the incident, we can write the lessons learned and close the incident
with the correct classification (true positive, false positive, and so on). This last step plays a vital role
in a long-term SOC strategy. With correct classification, we can easily keep track of several false
positives that SOC analysts must investigate and make correct plans to lower that number - either by
fine-tuning detections or by automating the response.

Exploring incident management features

As explained in the previous section, if a team is working on a project and doesn’t have a list of who
is responsible for which segment of the project, it can be expected that two or more members will be
working on the same thing without sharing information between each other or without making sure
that tasks aren’t overlapping. Therefore, in most cases, organizations use tools and project managers
to ensure everyone is aware of their tasks and who is responsible for what segment.

The same applies to the SOC team and how they work. Most SOCs have multiple members, and they
need a tool to help them organize incident management inside the organization. As we mentioned
previously, the number of incidents is rising every day, and with the proper tools, SOC analysts can
perform their tasks efficiently. For years, IT departments have been utilizing service desk tools to
monitor tickets, and this same approach is used in SOARs to perform incident management. Even
some traditional service desk tools such as ServiceNow and Jira can perform incident management
with integrations with many SIEM tools.

So, what does the incident management tool contain? Several features are important in
incident management:

o Incident queue
o Ownership

o Severity

o Status

o Comments

o Tags

o Tasks
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o Investigation space

o Lessons learned

Also, many organizations are following their incident response with well-known frameworks, such as
NIST or SANS. For them, it is important to categorize the incident life cycle as per the frameworks steps.
This can help the SOC team define how to handle the incidents by following an agreed-upon process.

Incident queue

An incident queue normally contains a list of all incidents detected on the system. It must be easy
to navigate through the incident queue and get more details about the specific incident we want to
focus on. To get more details about each incident, the information should be just one or two clicks
away, and it must be easy to return to the previous screen. Complicated interfaces or those with too
many details can take more time for SOC analysts to process and for them to find the important
information needed to decide what to do with the incident in the initial stage. Usually, SOAR tools
will have a dedicated incident investigation queue that will contain more data about a single incident
that we will be using in the investigation phase.

Since this queue contains all incidents, we must have the option to filter these incidents per specific
scenarios. That can be to filter per a particular owner of the incident, severity, or status. This is important
when we want to look at several incidents with high severity assigned to certain SOC analysts. This
also can be done using reporting, which we will cover later in this book, but sometimes, we don’t
want to leave the view we are currently in — we want to be able to do it from the incident queue with
as few clicks as possible.

One more important aspect is to have a search option, which should have the option to find a specific
incident by incident title or specific identifier (ID), or even to have more advanced options to search
by specific elements of the incidents such as IP, account, host, and so on. This is because we want to
find more incidents with specific names or accounts so that we can easily and quickly see whether it
is a common incident, whether the incident hasn’t occurred for a while, whether the account was a
part of other incidents, and so on. Some aspects of SIEM/SOAR will have this option, such as similar
incidents or account pages, but sometimes, we want to find it fast, through the incident queue, and
not via a few clicks to get to that information.

An incident queue’s final important aspect is its ability to perform a quick action on the incident.
It can be to close it, change the severity or owner, or run automation for automated enrichment or
a response. Let’s say, for example, that we filtered certain incidents. We searched for incidents that
contained specific titles, and we included open and closed incidents. We saw that it is a common
incident and, in most cases, a false positive. Then, we filtered by that certain account and saw that it
is always a false positive. Maybe this information is enough for us to decide that this incident is also
a false positive, and we want to close this incident with as few steps as possible. Since every second
is important and we don’t want SOC analysts to go through extra steps to close incidents, having the
option to do so from the incident queue can make a difference.
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18 A Deep Dive into Incident Management and Investigation

Ownership

As a SOC can have multiple SOC analysts, it is important to know who is working on the specific
incident. This is done by assigning an owner to the incident. That owner is then responsible for the
incident until the incident is either transferred to the new owner (for example, from Tier 1 to Tier 2)
or the incident is resolved.

Since one SOC analyst can have multiple incidents assigned to its name, we must have the option to
filter only incidents for that specific SOC analyst. Some SOARs have an additional overview page that
will show only open incidents from that SOC analyst, with no need to filter them.

One thing that is becoming more and more popular is automating the assignment of incidents as they
are created. This helps reduce the risk of having unassigned incidents. More about how to automate
the incident assignment will be covered in Chapter 3.

Severity

The severity of the incident will give us important information on how serious the incident is. Some
standard classifications are Low, Medium, and High, while some vendors add severity classifications
such as Informational or Critical. This helps the SOC analyst prioritize incident investigations. If we
imagine that one SOC analyst can have dozens of incidents assigned at the same time, filtering from
High to Low in prioritization can help the SOC analyst resolve higher impact severity incidents first.

The severity level must be able to be changed as we may want to decrease or increase the severity if
we find important information during the initial triage. For example, let’s say we have low-severity
incidents. During the initial investigation, we find that the IP address in the incident is connected
to recent global attacks. In this case, we want to increase the severity so that we have the correct
classification. Correct classification is important initially as we know that certain incidents have higher
priority for investigation, as well as later when we are doing documentation and reporting.

Status

Not all incidents have the same status. On creation, incidents normally have a status of new. This
means that the incident was just created, and the SOC analyst hasn’t started working on it. Once SOC
analysts take the incident under review, it is not new anymore. In this case, many vendors use a status
of in progress or active, which means it is currently under review. The final stage is closed or resolved,
which is marked when the SOC analyst finishes the investigation. An important aspect of the final stage
(closed/resolved) is to classify that incident as a true positive, false positive, or something else. This is
important as more and more vendors are adding AT and ML to help SOCs fine-tune their detections.
Also, it is important for reporting purposes so that SOC managers can analyze and determine whether
an incident was a true or false positive. A true positive incident is an incident that contains an actual
breach and the actions performed are indeed malicious, while a false positive incident is an incident
that is detected, but the action performed is expected and not malicious. Some actions performed by
employees can be seen as safe, but if they are performed by an attacker, they are malicious. Normally,
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we would like to correlate multiple signals or actions to be able to differentiate expected user behavior
from malicious-attacker behavior. For example, five unsuccessful logins before a successful login could
happen because the user had issues remembering their password. But if we had the same situation
occurring alongside potentially malicious software such as Mimikatz or PSExec being detected on
the computer, it could be hinting at a false positive detection of a brute-force password attack, with
malicious software commonly used for lateral movement techniques.

A practical example of why it is important to have correct statuses is reporting. The first example is
how we can track the MTTA and MTTR. The MTTA will be when an incident is acknowledged and
moved to an active stive, while the MTTR will be when an incident is closed. With this, we can keep
track of these important metrics in the SOC and ensure we don’t have a long MTTA or MTTR. A
long MTTA will indicate that we maybe have too many incidents assigned to our SOC analysts and
that they cannot manage them sufficiently to have a shorter MTTA. It is usually an indication that we
need more SOC analysts, we need to tune our detection logic, or we are underutilizing automation
for incident triage.

Another example is to monitor how many incidents are true positives versus false positives. If we
see that we have too many incidents closed as false positives, we probably need to revisit our rules
written to detect events that will create incidents. We may need to fine-tune those rules or turn them
into queries that we will use to hunt for suspicious activities. If we still want to have records of these
false positives for future investigations and hunting, we can utilize automation to resolve known false
positive incidents.

Comment

Comments on incidents allow SOC analysts to leave important data on the incident. They are also used
with automation to give automation verdicts, to log what was performed on the incident, whether it is
something known such as a bad actor, and so on. Many SOCs have a few tiers that work on incidents
and comment on what was performed and what the result was. This helps the next tier level quickly
understand why the incident escalated further.

Today, we use automation on many incidents to do the initial triage of the incident or to enrich the
incident with further data. Automation mostly uses comments as an area where it will write down
what is performed on the incident. This is an important aspect of SOAR, and we will cover it in more
detail in Chapter 3.

Tags

In addition to adding comments, it is also popular to add tags to the incident. A tag can contain
specific information about the incident or an option to group and identify similar incidents. It can
also add important information, such as whether the host is part of high-valued assets (HVAs) in
our organization by adding an HVA tag, or whether the user is a very important person (VIP) by
adding a VIP tag.
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Tasks

Each SOC analyst handles numerous different incidents. Those incidents will have some common
steps that the SOC analyst performs on each new incident, but then some steps are performed only
on certain incidents. If we expect SOC analysts to remember all those steps in a matter of minutes,
the SOC has even more significant problems than we realize.

Therefore, tasks are one of the crucial elements of incident investigation. Instead of trying to make SOC
analysts remember each step from each incident, you can assign steps that need to be performed on
the incident. In this case, once the SOC analyst takes over the incident, a list of steps will be assigned
to the incident, and the SOC analyst can start triaging one step at a time.

These tasks need to have some important functionalities; a list is good but not good enough. Tasks need
features such as marking steps as done or in progress, making certain tasks mandatory (cannot close/
resolve incidents until mandatory steps are done), adding comments to the step, and so on. This can
help us understand whether certain steps are unnecessary, whether we need to perform them sooner
or later, or whether they can be automated to save valuable time in the incident investigation process.

Since tasks can be one of the crucial elements in the SOC, we will cover tasks in more detail later in
this chapter.

Investigation

When working with incidents, SOC analysts must have the option to investigate the incident properly.
This starts with a more detailed overview page, as well as options to track notable details such as IP,
host, or account. Later in this chapter, we will cover investigations as a part of the system, how to
perform them, and their main aspects.

Usability

When designing systems, it is always important to be able to get to the desired location in the fewest
possible clicks. This is a crucial aspect of incident management since a timely response to the incident
is mandatory, and even seconds can make a difference between remediating the threat before it has
an impact and causes a big breach.

The user interface (UI) must be clean and contain only the necessary information. Any unnecessary
information presented can take the SOC analyst’s attention away, which is something we don’t want.
Initial information must be basic, with the option to see more detailed information. An example
could be an entity that’s been detected (host, account, or IP). In the initial overview, we want to see
what entity it is, and with a single click, it will lead us to a specific entity page that will show us more
information about that entity.

It must be easy to navigate between the incident queue and the incident investigation page. Suppose the
Ul is too crowded and does not follow UI methodology throughout the whole system. In that case, it
can be problematic for SOC analysts to remember where specifics are, especially for new SOC analysts.
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In the next section, we will focus more on incident management frameworks - in this case, NIST
and SANS - and how they can help SOCs build incident management, from incident detection to
incident documentation.

Investigating NIST and SANS incident management
frameworks

As we mentioned at the beginning of this chapter, there are a few incident management frameworks
that organizations follow through the incident life cycle. In this chapter, we will introduce the NIST
and SANS frameworks.

The NIST framework consists of four steps, while the SANS framework consists of six steps. In the
following table, we can see that both frameworks are similar and follow the same principle:

NIST Framework SANS Framework
Step 1 - Preparation Step 1 - Preparation
Step 2 - Detection and Analysis Step 2 - Identification

Step 3 — Containment, Eradication, and Recovery | Step 3 - Containment
Step 4 - Eradication

Step 5 — Recovery

Step 4 - Post-Incident Activity Step 6 — Lessons Learned

Table 2.1 - Comparing the NIST and SANS incident management frameworks

Which framework should we choose? Or should we, as the SOC, create our own framework?

NIST and SANS both provide crucial steps in incident management and if you choose either of them,
you will not be wrong to do so. It is important to speak internally about the steps and how you normally
go through the incident life cycle and choose a framework that best suits you.

Many organizations use the NIST and SANS frameworks as guidance to make their incident management
framework. This will require more time as it needs to be correctly aligned, but some organizations
will add more steps, or they will say that five steps are enough since they want to merge eradication
and recovery under the same step.

Let’s get into these steps!
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Preparation

There are many examples where SOCs are either not performing Step 1 or going through it quickly.
In both cases, this can be a big issue later as this step is documenting what our incident management
and response would look like.

From an IT perspective, the first and last steps in both frameworks are boring admin stuff, but they
are as equally important as all the other steps.

In Step 1 - Preparation, we are making documentation of how our incident management and response
will look. What does this mean?

We need to have an incident response plan in place that will be followed. We need to know who the
important stakeholders that we may need to contact are (common examples are networking engineers
and system administrators), as well as those higher in the food chain, such as the Chief Information
Security Officer (CISO). With laws such as GDPR, this is important as companies must report the
breach to authorities in time; otherwise, they will be penalized.

We also need to document HVAs and VIPs in the organization. A breach on the financial server differs
from a breach on the reception desk laptop. While both can be severe, the financial server will have
a more significant impact on the organization.

Another important aspect is that the whole SOC follows the same methodology and uses tags,
comments, statuses, and so on in a unified way. If not, this can be a disaster for the SOC. When there
is no clear guidance, SOC analysts will use their version of tags and statuses to mark incidents and
comments. When transferring incidents between Tiers 1 and 2, those tags, statuses, or comments can
mean something different to that analyst. This will take valuable time away from the analyst.

As SOCs are not usually made with only one SOC analyst, they must have a way to communicate
and share data easily. Something that happens in the morning can be valuable information for later
in the day, and if it’s not shared, it can take a longer period to react, or the incident could be ignored.

Detection and analysis/identification

In this second step, we are triaging the incident. Once the incident has been detected, we want to find
out more information and enrich that incident. We want to know whether it is a true positive or a
false positive. If it is a true positive, we need to perform Step 3 of NIST or Steps 3, 4, and 5 of SANS.
If it is a false positive, we need to close it with the correct classification and perform the last step -
documenting the lessons learned.

Triaging can be seen as an entry-level SOC job, as junior SOC analysts mostly do it, but the methodology
to perform initial triaging must be clear. SOC analysts must follow the same triaging best practices so
that if we have a true positive incident and it is escalated to Tier 2, all steps necessary are done correctly.
In this step, the use of tasks can be beneficial; we will cover more about tasks later in this chapter.
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Suppose we join this step with the next step. In that case, we can put too much pressure on junior
SOC analysts to perform containment, eradication, and recovery, which are critical tasks connected
to true positive incidents. These tasks must be assigned to more experienced SOC analysts, which is
why we have different tiers in the SOC.

Containment, eradication, and recovery

This is where the biggest difference between NIST and SANS can be found. SANS sees it as separate
steps (3, 4, and 5), while NIST puts them all into one step (Step 3). This step is performed if we found
that the incident is a true positive after performing Step 2.

Let’s define each of these stages:

o Containment: Contains the incident. If the endpoint is breached, isolate the device so that it is
not spread across the system - contain the threat. This is one of the steps that we have to perform
as soon as possible as we have to stop the threat from spreading through the organization. The
best examples of this are worms and ransomware, which can paralyze the whole organization
in a matter of minutes if they’re not contained.

« Eradication: Removes the threat from the system. If the endpoint is breached with malware,
remove the malware from the endpoint. Once we contain the threat we are fighting, we have
to eradicate it from the system. We have to be sure that it is flushed out and that we can start
returning to normal.

o Recovery: Returns to business as usual. In our example, this means to un-isolate the endpoint.
After we have contained the threat and we are sure that the threat has been removed from our
system, we can start the process of returning to a normal state. In this step, it is also important
to continue monitoring to be certain that everything connected to the threat has been removed.

I would agree more with the approach SANS takes here of separating these phases into different
steps. Each of these steps is equally important and should be performed in this specific order - first,
you contain the threat, then, you eradicate it, and after eradication, you perform the recovery. If you
perform eradication before containment, the threat can spread to other systems. Or if we do recovery
before eradication, the threat can still be present, even after the recovery. If we take the example of
ransomware that is commonly spreading fast through the organization, containing the infected devices
is mandatory as the first step; then, you eradicate the ransomware from those systems before going
through the process of recovery.

We will talk about Steps 2 and 3/3, 4, and 5 in more detail in the next part of this chapter when we
cover incident investigation.
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Post-incident activity/lessons learned

As we mentioned already in Step 1 (preparation), many IT professionals see this step as boring admin
stuff and will typically fight not to perform this step. SOC analysts want to quickly jump to another
incident as they usually have big queues of incidents to investigate.

But this is one of the more important steps, especially as people tend to look at it as Argh, why do we
need to do it?

But why is it important? Isn’t it more important to triage incidents correctly and perform
containment, eradication, and recovery in the right way? Incident documentation will not impact
my incident investigation.

If I had one dollar (or euro, Bosnian mark, or gold brick) for every time I heard this....

In reality, this step can drastically improve the organization'’s MTTA and MTTR. Initially, maybe not,
as we will need time to document the incident properly, but in the long run, it can make big differences
in the organization. How?

Let’s imagine that we are handling the SOC. Usually, we have a few dozen incidents that are raised
every day. Some of them are common, and we know how to solve them fast. However, some incidents
are either new or don’t appear in our incident list that often. If we are utilizing incident tasks, it can
help us to refresh our memory on how to investigate those rare incidents. We will cover more about
the importance of incident tasks in the next section. But those incident tasks will not always show
the whole story. If we had that incident before, we can find it and go through the documented lessons
learned from the last investigation and quickly figure out how to approach the incident investigation,
where to pay attention, what mistakes we have done to learn from them, and so on. Instead of SOC
analysts losing valuable time rediscovering the wheel, it is possible to easily access that information
by utilizing lessons learned.

A second important aspect of lessons learned, connected to incident tasks, is that SOC managers can
utilize those lessons learned to discover whether incident tasks are assigned correctly and whether
there is a need to add additional tasks or maybe delete some tasks. SOC managers can also utilize this
for SOC training to show how to perform specific actions based on lessons learned.

When we spoke about the detection and analysis/identification step in the incident management
framework, I mentioned that a possible solution could be tasks. But tasks are often misused and can
potentially be an issue in SOCs. This is why we will focus on the topic of tasks in the next section and
bring a bit more perspective about proper use cases.

Incident tasks - to do or not to do

Recently, I was involved in a project around incident tasks (some know it as incident workflows or
incident playbooks) and had the opportunity to speak with many people about it. This is the reason
why I decided to have a dedicated section about one important segment in incident management.
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Incident tasks - to do or not to do

As I wrote in the previous section, a few dozen incidents happen daily in our SOCs. Some of them
are new, but some of them are only seen sometimes. If there is a new incident that our SOC analyst
has never worked on before, it will take some time to investigate it properly. But if someone else had
already been investigating that incident before and had written the lessons learned, it would be easy
for the SOC manager to create a list of steps that should be taken to investigate this incident. In this
case, our SOC analyst will save valuable time figuring out steps that they need to perform, and it is
possible to go through the list of tasks that have been assigned quickly. This can lead to drastically
lowering the MTTA and MTTR in our SOC.

This is important for the new SOC analysts that we are hiring. It will be a much faster learning curve
if they already have a list of tasks they need to perform. And it is well known that SOCs have a high
employee turnover. This will also reduce pressure on senior SOC analysts as it will reduce the amount
of time they need to spend on new SOC analyst education.

Important note

New SOC analysts should always undergo initial training and education as they need to learn
about SOC processes and methodology. These technologies are here to help and not to replace
important steps in SOC analyst onboarding.

Should SOC analysts perform only tasks written, then?

No, no, and no! Tasks and documented steps should only be used as guidance for SOC analysts on
approaching incident investigation. However, attackers can change the way they perform attacks. If
we don't perform deep analysis beyond the steps provided, it can give us false data that the incident
is a false positive. At the same time, it may be a true positive as the attacker changed the method of
attack that was not detected by documented steps.

Steps must be monitored and updated regularly. A common way to do this is either if tasks have the
option to leave comments or via lessons learned. Either method is valid, but only if we have someone
in the organization who will monitor those and apply changes as soon as possible.

If we will be making static tasks that are changed from time to time and not regularly, it is important
to ensure that SOC analysts understand this and that they don’t lean on tasks as the main investigation
steps. This is something that can potentially be problematic for the SOC as we will have tasks that are
not valid and can lead to confusion.

So, if the question is whether to use tasks or not — I would always be for it, but only if they are seen as
guidance and if they are maintained regularly. If not, sometimes, it is better not to have tasks so that
they don't lead to confusion inside the SOC.

Up until now, we have looked at the major aspects from an incident management perspective to help
us manage incidents. However, an important aspect of the SOC is to investigate those incidents as
well. That is what we will focus on next.
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Investigation starting point - incident investigation page

At the beginning of this chapter, we discussed incident management and the incident queue, which
contains a list of security incidents that have been detected. Those incidents contain specific information,
such as ownership, status, severity, events leading to incident detection, and so on. We also mentioned
that it is essential that the incident queue has a clean UT that is easy to read and navigate and doesn’t
contain much data. The SOC analysts must only be able to see the most important details of the
incident on the incident queue.

But what about when a SOC analyst needs to see more data? How can SOC analysts investigate
the incident?

For this reason, we must have an incident investigation page with more detailed information about
the incident. In this view, we should be able to drill into the incident and investigate it.

OK, but isn’t it easier to have it all on one page? The main UI goal is to reach the final point in the
fewest clicks.

That is a valid point, but as we discussed beforehand, if we put too much information into one view,
it will become too crowded, and it will be hard for SOC analysts to detect important information.
Primarily, this is the case if a SOC analyst is performing an investigation using a smaller screen. We
can see more data about specific incidents with a dedicated incident investigation page.

But wait, isn’t this still incident management? Aren’t we now speaking about the investigation?

Yes! The whole purpose of SOAR is to perform better and faster incident management. While the
incident investigation page is part of incident management, this is a specific page from which we can
start investigating more details. On the incident investigation page, we will have a list of events that
are detected and that lead to incident creation. We will also have a list of essential entities such as IPs,
URLs, hosts, and accounts. We will also have more information about incidents based on Al and ML,
which are important aspects of incident investigation.

The incident investigation process

Having an incident management solution with space for investigation in it is a big plus for SOCs,
and expanding it with other SOAR elements such as automation and reporting will certainly make
SOC easier. But those tools must be used properly. In the investigation space, it is important to have
a methodology on how to perform incident prioritization and investigation.

So, how do we start?
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The incident investigation process

Execute incident prioritization

First, we need to be able to choose the incident we want to investigate. In the same time frame, SOC
analysts will typically have a dozen incidents assigned, and it is vital to know how to choose your battles.
This can be done in multiple ways, all of which are included in the incident queue:

« Start with severity. A higher severity will usually indicate a potentially more serious issue. If
you have five incidents with low severity and one with high severity, the high-severity one
should be the starting point.

« The next consideration would be to check what kind of entities are involved. If we detect incidents
occurring in our domain controller or domain admin, this should take higher priority than a
standard machine in the sales department.

o The incident type can show us a lot of valuable data. If it is privilege escalation or remote code
execution, this can indicate a possibly more severe breach.

« Taking the whole picture into account can also help, which means seeing what kinds of incidents
were detected before/after the incident we are targeting for investigation. Maybe there is a
cybersecurity kill chain that we can detect.

« Nowadays, it is a standard that SIEM/SOAR solutions are connecting MITRE Adversarial
Tactics, Techniques, and Common Knowledge (AT T&CK) tactics and techniques to incident
detections. If this is the case, this can be another helpful step when prioritizing incidents because
MITRE is one of the most well-known knowledge bases of adversary tactics and techniques
used in the real world. With MITRE, we can build a cyber kill chain (how the attacker got
access to the system, how the attacker moved through the organization, how privilege escalation
was performed, and so on). This can also help us build an attack story and understand the
common tools that are used for these techniques, as well as the common next steps so that we
can perform a better investigation.

Once we have chosen our incident, we should start by understanding the events that lead to
incident detection.

Conduct incident triage

Events that occurred before incident detection contain important raw data that can shed light on what
happened and why the incident was triggered. It is essential to be aware of entities that are detected
and to be able to quickly determine whether there is any HVA or VIP entity in it. This is important
because if there is an HVA and VIP, there is probably a bigger blast radius and impact that a breach
can have. As we mentioned earlier in this book, it is not the same impact when the incident host is a
reception laptop and a financial server is involved. Based on this, we would maybe even want to lower
or raise the severity level of the incident.
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We also might want to perform additional enrichment of the incident. This enrichment can be to get
TVM data of the host and check whether the IP is malicious or not based on external services such
as VirusTotal or RiskIQ, user risk raised, and so on. This information can provide us with additional
background information to understand whether the incident is a true or false positive, as well as
whether there is a breach, how it started, and where.

Now, we should have a bit more understanding of the incident and what it is. It can be that the incident
is a false positive as the IP is known and not malicious, or the user performed a specific action. However,
it can also be that we still don't have enough information to determine whether this incident is a true
or false positive. In this case, we would want to search for similar incidents to see whether we can
get more background information. Suppose we followed the NIST or SANS incident management
framework, especially the last step around lessons learned. In that case, we could read lessons learned
from similar incidents to get more information to determine the incident’s nature. Some SOAR tools
use AI/ML and perform a similar incident search for you, and you can access those similar incidents
from the incident investigation page. This is useful as it will save SOC analysts valuable time, which
can be spent on more critical tasks.

Dig deeper for better context

Triaging incidents is only the beginning. With the additional information we get by performing triage,
we can get a better picture, but not the whole picture of the incident and its correlated events. In most
cases, we have to dig deeper to understand the true behavior of the incident.

Many SOAR tools have one more ace up their sleeve: the investigation graph. The investigation
graph provides SOC analysts with a Ul interface to connect the dots between different events. This is
commonly connected to entities such as IPs, URLs, hosts, and so on. An investigation graph will allow
you to find correlated events that may not be part of the incident you are investigating, which can lead
you to detect the attack kill chain. Essential features in the investigation graph are to add those events
to the incident, as well as the entities we find when performing the investigation in the investigation
graph. This is important as it will give SOC analysts a better incident timeline and valuable data if an
incident needs to be escalated to higher tiers.

But this still doesn’t mean we can say whether it is a true or false positive. Sometimes, we must hunt
through the logs to find more information in raw data. Tiers 2 and 3 mainly perform this step in
incident investigation. It takes experience and more profound knowledge to understand those raw
messages and know where to search for them. An important feature here is adding those raw events
to the incident and seeing them in the timeline. This will help us see the whole picture of events
connected to the same incident.

SOC analysts must also be able to respond to the incident. This can isolate the host, mark a user as
compromised, add the IP to the firewall block list, and mark the host or user as not risky in our system.
This is done via automation and by running different playbooks on the incident, event, or the specific
entity in the incident. We will cover more about automation in Chapter 3.
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Understanding threat hunting

Don’t reinvent the wheel
There are a few features and processes that can help us in this process. Some of them are listed here:

o Have a defined incident management framework since having a structured process is the
foundation of the SOC

o Utilize incident tasks to help SOC analysts with guidance on how to perform incident investigation

« Utilize automation for incident enrichment and response since we don’t want SOC analysts to
perform the same actions repeatedly

o Use SOAR AI/ML features such as similar incidents to provide more context

o Always search for features that will improve the SOC analyst’s response time

There is no need to reinvent the wheel - utilize all SOAR features that are there to help you in the
investigation process. However, sometimes, we need to dig deeper into the raw logs to understand
what is happening with the incident. That is where threat hunting comes into play.

Understanding threat hunting

Because of many factors present in the cybersecurity space, as we mentioned in Chapter 1 (not
enough cybersecurity experts, expensive and hard to hire, and so on), many organizations are either
not performing threat hunting or are doing it sporadically. SOCs are focusing more on Tiers 1 and 2
and detection tools for investigation.

But isn’t that why we are paying for security tools?

Yes, security tools can be improved significantly by adding Al and ML capabilities, merging security
products that cover different spaces into one (as we mentioned, XDR), and many more great examples.
But bad actors are always searching for ways to penetrate, so security tools see it as an expected
behavior or action.

This is where threat hunters come into play. As we mentioned, they are experienced security professionals,
and their main job is to keep up with the latest security trends and keep up with bad actors. With this,
they can hunt for specific data in the logs to find anything suspicious. Once they detect something
suspicious, threat hunters dig deeper to see whether it is a one-time anomaly or whether there are
more related events. Suppose they can see that there is the possibility that these events are incidents
that need to be investigated further; they will create an incident with all the necessary information
and work with Tiers 1 and 2 to investigate and respond to a possible breach.

Therefore, the investigation must include easy access for hunting and ensure that it is interconnected
with incident creation or incident update. Once an event has been found, the SOC analyst must be able
to either create new incidents, as we mentioned previously, or update an existing one with new important
information. This can help SOC analysts to respond to an incident much faster and more accurately.
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We mentioned that it is tough to find cybersecurity professionals that can perform threat hunting,
which is why we see a significant rise in Managed Security Service Providers (MSSPs) and threat
expert offerings. Instead of that organization performing hunting, they can outsource this job to more
experienced professionals. This is important, especially for smaller organizations that don’t have enough
resources to add this tier level. More prominent organizations, in many cases, use MSSPs and threat
experts in addition to their internal threat-hunting teams so that possible breaches can be detected
as soon as possible. Internal teams will have more substantial knowledge about the internal systems
used and the known behavior of those systems. In contrast, external threat experts will have better
insights into the latest IoCs and TTPs.

Summary

This chapter covered the first two elements of SOAR - incident management and investigation. Here,
we covered important aspects of incident management and what features it should include, such as
incident assignment, status, severity, the option to add a comment, and more. We also introduced
the two most known incident management frameworks — NIST and SANS - which are guiding us to
organize how we should approach incident management, investigation, and response.

As part of this chapter, we discussed how SOC analysts should start with the incident investigation.
We started by introducing incident prioritization, and then we continued with the importance of
incident enrichment, lessons learned from similar incidents, and using investigation graphs. In the
last section, we focused more on threat hunting as one of those features that SOCs are not focusing
on as much as they should.

In the next chapter, we will focus on the last two elements of SOAR - automation and reporting. First,
we will focus on the main automation features that can improve MTTA and MTTR. After automation,
we will go through reporting, TI, and TVM as the final elements of SOAR.
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A Deep Dive into
Automation and Reporting

The last chapter covered two SOAR elements - incident management and investigation. This chapter
will continue to drill down into SOAR elements and focus on automation and reporting. With more
and more incidents to investigate, SOC analysts are often under pressure to ensure that the MTTA
and MTTR meet the organization’s policies. If we also consider that many incidents are similar and
that a SOC analyst needs to perform the same actions repeatedly, it reveals why automation is such
an important aspect of SOC and why it is a SOC analyst’s best friend.

After looking at automation, we will jump into reporting, including how it can help organizations
perform analysis, and how we can utilize it to hunt through data. We will then wrap up this chapter
by focusing on Threat Intelligence (TT) and Threat and Vulnerability Management (TVM) and
how they can enrich a SOC’s investigation with invaluable data.

In a nutshell, the following topics will be covered in this chapter:

o An in-depth view of automation
o An in-depth view of reporting

o TIand TVM - how important are they?

Let’s begin by discussing automation and what it is in the context of SOAR.

An in-depth view of automation

One thing that we've mentioned a few times already, and that will be mentioned a few more times, is
that one of the most critical SOAR tasks is minimizing the MTTA and MTTR. There is no better way
to do so than by utilizing automation.
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Automation is commonly implemented using playbooks. A playbook contains a list of actions that will
be performed once it runs. An action can be, for example, getting more details about an incident, getting
more information about specific data from external services, or sending a notification to a service.

Let’s look at the example of an incident investigation with no automation. Once an incident is detected,
an analyst has to perform an initial triage to see whether the incident is a true or false positive.
Commonly, that will be performed by looking at the entities (IP, account, host, URL, and so on) and
activities associated with the incident. For example, say a user is signing in from an unfamiliar IP.
The SOC analyst must check with whom the IP is associated, whether it is expected for the person to
be logging in from that region, whether the user is on vacation, and so on. If they find that the IP is
potentially malicious and want their firewalls, secure web gateways, or EDRs to block it, typically, the
SOC analyst will have to issue a ticket to the respective teams to perform those tasks.

Let’s now take the same incident with the addition of automation. Once an incident is created, the
SOC analyst can assign a playbook to get the IP location and info about the user’s sign-in location.
So, when the SOC analyst opens up the incident, that info will be awaiting them immediately. If they
see that the IP address does not match the user’s expected location, they can run another playbook to
check whether the user is on vacation and send info to the user to check whether they performed the
sign-in; it may be that the user is on a business trip. If the SOC analyst gets info that the user didn’t
perform the sign-in, they can run a playbook that will automatically block that IP in their firewalls,
secure web gateways, EDRs, and so on.

This can save valuable time for SOCs in detecting threats on time and reacting to, containing, and
eradicating threats as soon as possible. With fast-spreading threats such as ransomware, a fast reaction
to the incident is crucial.

What should be automated?

So, what steps should we automate? Everything? Or only the initial triage?

This can involve making both straightforward and complex decisions. What is the easy decision when
it comes to implementing automation in the investigation step?

The first use case that we must consider for automation is the everyday tasks that our SOC analysts
perform once an incident is detected. In most cases, this includes providing more information about
the incident, such as IP address geolocation, whether the URL is malicious or not, user risk status
and blast radius, or host info such as associated Common Vulnerabilities and Exposures (CVE)
or security recommendations from TVM. If we check the IP geolocation, an incident with an IP is
created; that is a perfect example of a step that should be done automatically. We don’t want our SOC
analysts to perform this step for every incident created, as it will overwhelm them. It is much easier
to perform it automatically once an incident is created and add the verdict about the IP, URL, and so
on to the incident. That can be in the form of a tag, comment, or any other method that allows the
SOC analyst to easily interpret the information.
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The second use case can be incident synchronization with external ticketing systems. Many organizations
have one ticketing system that they use for IT support tickets, and they also want security tickets to
easily monitor ticket assignments. Instead of the incident owner creating this manually, it can be done
automatically. Some SOARs even offer bi-directional synchronization between SOAR and IT Service
Management (ITSM) solutions.

The next use case should be steps that can be done automatically in response to a threat. As we have
used IP as an example throughout, we will use it here as well. Say we get info that an IP address is
known to be malicious; we probably want to block any traffic to and from that IP address. This is an
excellent example of automation, as we can run a playbook on the incident that will grab that IP and
send it to the block list in our systems. It will not require opening tickets with other departments to
block it but will be performed automatically.

But what are the difficult decisions when it comes to automating a step? We want to automate as much
as possible, but when is it enough? What shouldn’t we automate? This is as important a consideration
as what to automate.

When creating an automation policy in our organization (and there should be a policy), we have to
define what steps in the incident investigation must be done manually, that is, what enrichments or
responses we don’t want to perform using automation.

As we stopped short of incident response when discussing easy decision-making, we can use it as the
first example of a hard decision. Some users and hosts are business-critical in organizations and should
only be blocked or isolated following specific instructions by specific personnel. Organizations often
exclude these users/hosts from any automation processes so they won’t be blocked or isolated if the
wrong automation is run or if SOC analysts are unaware of the user/host’s importance.

Another example of an implementation that would be hard is the entire incident investigation cycle
using automation — from enrichment to response. For some incidents, this can be useful - if the IP
address is malicious, block it in the firewall and close the incident as a true positive — but this should
only be done if we have a possible brute-force attack, not if we have a successful sign-in from a malicious
IP. This must be investigated further before closing the incident. For some, this can be problematic,
as upon getting information that the IP is potentially malicious, we might automatically block it. Still,
that information can be a false positive, and the IP might turn out to be safe. By blocking it, we may
be cutting off employees’ access to organization resources, leading to more problems if that employee
is considered a VIP user.

The last example I will present is hunting, which shouldn’t be done using automation. Hunting requires
specific skills and knowledge and is mainly performed by senior SOC analysts that know the system
inside out. Automation looks at presets of data, while hunting is done to find a needle in a haystack.
Although there are some valid applications of automation when performing hunting such as data
summarization or trend analysis, they should be used only to help focus on where to hunt or what
for, but not to perform hunting itself.
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As we can see from previous examples, decisions about what to automate are critical. There must be
a policy in place about what can be automated, what cannot be automated, and where we need to
include approval requests. In Chapters 6-8, we will go through examples of setting up automation and
how to utilize it in real-life scenarios.

Automation is used not only in SOAR but also in many other technologies and industries. One concern
that is often raised is the connection between automation and the user - in this case, the connection
between automation and the SOC analyst.

Automation versus the SOC analyst

I am often asked, “Is automation a replacement for the SOC analyst?” No - never! Automation works
best with SOC analysts and is set up to work alongside them. It is utilized to perform everyday tasks
previously done by SOC analysts so that they can focus on more critical tasks, including educating
others and expanding the field. It is used to reduce the pressure on SOC analysts and give them time
to breathe. As stated in Chapter 1, the SOC analyst job role has significant turnover, as many SOC
analysts burn out after a few years. Security is one of the most demanding professions, so there are
not enough SOC analysts on the market. That is why we have to lower the pressure, and automation
is there to save the day.

But what about the future? Will Artificial Intelligence (AI) and Machine Learning (ML) be able to
perform everything automatically?

AT and ML play a more prominent and significant role in everyday life, not only in security. But just
as we utilize AT and ML to detect threats, bad actors utilize that technology to create better threats.
Because of this, we must rely more on security experts to create detections and automation and search
for anomalies in the system to detect zero-day threats.

But one thing is certain - modern organizations will not be able to fight bad actors without SOAR and
automation. The amount of security data and number of incidents is rising daily, and it is impossible
for even the best SOCs to analyze all incidents manually. That is why we have to invest time in building
automation to help our SOC analysts perform their day-to-day activities with ease.

Utilizing the SOC analyst or user input for automation

The question is whether we should trust user input when it comes to automation. Or, why should we
ask for user input?

Let’s go back to our incident example, where a user signs in from an unfamiliar location. SOC analysts
cannot always know which locations a user will sign in from. Maybe if there are 10 employees, it is
possible to keep track of their location, but unfamiliar sign-ins are daily events in organizations with
thousands of employees.

In this case, we would like to get more info from the user about the sign-in itself. We can assign a
playbook that will send the user an email with a notification about the sign-in event and ask whether
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or not the user signed in themselves. We can use that input from the user and add it as a note to the
incident so that we have additional information when triaging the incident. We can now use location
enrichment from solutions such as VirusTotal to check whether a sign-in is malicious or not, compare
it with TT data that we are collecting, and then add user insight so that that decision can be made
with higher assurance.

Many security experts see this as bad practice because if a user is hacked and a bad actor controls
an account, the bad actor will likely have control over their email and be able to confirm that the
sign-in is safe. If the SOC analyst only relies on user input, we can see how that could be problematic.
This is why user input shouldn't ever be used as the only piece of information but only as additional
information to correlate with other sources.

But getting feedback is essential as, for example, users can be on business trips, and the SOC analyst
might not have information about it. User input is a great way to get this info. Many SOARs will offer
you the option for the user to confirm the sign-in as safe and add a reason (business trip, working
remotely, and so on); you can utilize the playbook to contact the user’s manager to confirm the user’s
justification so that you have that additional level of assurance. But still - this info should only be
correlated with other sources, not used as the key information in making a decision.

But what about SOC analyst input in the middle of a playbook run?

This is a handy feature for SOCs, as inputs allow SOC analysts to interact with the playbook and use
the SOC analyst’s input to determine what to perform next in the playbook itself. We can offer a few
choices to SOC analysts and, based on the SOC analyst’s selection, perform a set of actions connected
to that specific selection. This is done mainly with conditions (such as an if - then statement). We
will go through examples utilizing this action in Chapter 7.

But we have to be careful when utilizing this option as well, as the playbook will pause the run until
the selection by the SOC analyst is made. Some SOARs offer a time limit to wait for input; if one is
not selected, the default selection is used. This can be good practice as we don’t want to wait for SOC
analysts’ input for an extended period.

To sum up, utilizing input from both users and SOC analysts can be great practice. Still, we have to
be careful when utilizing these options, as they shouldn’t be the primary source of information when
making a decision. Humans are prone to errors; wrong selections can be made, bad actors can have
control over accounts, and so on. These are all things we must consider when deciding whether we
should utilize user input in automation or not.

Pros and cons of automation

I stand firm by the statement that there are no cons to using automation. It’s all about the pros. Cons
only arise from using automation incorrectly. Like all other security systems, proper configuration
and administration are necessary to ensure automation works to our benefit, not our doom.
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We must ensure that the automation configuration follows best practices and gets the correct data.
If we make an error in setting up automation, bad decisions can result from the automation run,
impacting our incident investigation.

We have to examine automation runs from time to time, ensure that all runs are successful, examine
all automation steps, and ensure that all steps receive the correct information. A common mistake
made is setting up automation and leaving it as is. Nothing in the world is perfect, and from time to
time, everything needs to be adjusted. Bad actors keep up to date with security solutions and their
actions; they will test automation and try to find out how to slip through the cracks. Therefore, we have
to monitor our automation scenarios so that they can continue to work to our benefit.

A key thing to note is that automation is used to help SOC analysts and that it can only work to their
benefit if used correctly and, as mentioned, by following best practices. If you do that, you will get all
the pros of automation and evade the cons.

Automation helps us to perform some important incident detection tasks, with no or limited input
from SOC analysts, but we also need to see the impact of SOAR, to get a more statistical and visual
representation. This is where reporting comes in.

An in-depth view of reporting

With a much clearer view of automation, it’s now time to shift our focus to reporting and its role in
SOAR. Reporting is not a new tool and is not strictly connected to SOAR. All SIEM solutions have their
own variation of reporting. In most cases, SIEM reporting is more about visualizing the huge amount
of data that is being ingested, while in SOAR, it’s mostly about reporting on incidents, automation,
and overall SOC performance.

While most SIEM and SOAR solutions are still separated into their own spaces, some SIEM and SOAR
tools are integrated, such as Microsoft Sentinel, and SIEM and SOAR use the same reporting mechanisms.

We can expect this to be the case more and more, and the line between SIEM and SOAR will likely, and
should, disappear. This unification of SIEM and SOAR will bring easier management and integration
of services, such as reporting, where we will have better overview and management, as well as fewer
portals for SOC analysts to visit.

In this section, I will focus more on the benefits of unified reporting (SIEM and SOAR) than SOAR
itself. Why? Because it’s much better. Instead of separating reports and then joining them later on,
you can compare raw data in SIEM with performance data in SOAR.

This will also give us an edge to investigate incidents from statistical data, not only from incidents
themselves, and we can detect patterns in statistics that we might miss in the sea of incidents. But then,
in those reports, we can also utilize automation capabilities to perform some additional enrichment,
or even to provide a response, to the statistical data we found.

Let’s first learn what reporting is.
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What is reporting and why is it crucial?

If we have implemented the other elements of SOAR, such as incident management, investigation,
and automation, why is reporting also required? Is it just another way for managers to micro-manage?

To be honest, we can use it just like wed use reporting in any other context, but that is not the main
idea behind it. The idea is that reporting in the context of SOAR is hassle-free for SOC analysts, and
reports are automatically filled in with data available in SIEM/SOAR tools.

Reports are meant to be a visual representation of data, making it easy to digest, understand, and
navigate through. Usually, SIEM’s data is stored in tables and contains hundreds, thousands, or, in
many cases, millions of records per day. We cannot see statistics and common occurrences in the
logs just by looking at this raw data. It’s much harder to follow changes over time and how data and
actions impact SOCs.

For example, in SOCs, one critical report is about the number of open incidents, how many of them
are not assigned yet, how many have owners, what the prior status and comments of each are, and
so on. Another excellent example for SOCs is measuring the MTTA and MTTR over time and how
specific policies they implement will affect those numbers.

These two examples are great showcases of how reporting is meant to help SOCs, how those reports are
created from existing data in SIEM and SOAR solutions, and how reporting doesn’t need input from
SOC analysts. SOC analysts need to ensure good standards of SOC hygiene are maintained - closing
incidents with the correct classifications, moving incident statuses, ensuring comments are kept up to
date, and ensuring that bulk jobs are not done once a day (or even once a week) — but regular updates
are carried out with actual information as it is happening.

If all this is filled out correctly, the SOC manager can have all the info at hand without asking SOC
analysts for additional information in 99% of the cases. That is important, as having to fill out individual
report cards would take the time of SOC analysts away from focusing on incidents.

But reports can also be used for investigation purposes. Utilizing parameters in reports can help
organizations create dynamic reports based on what they choose to focus on in each reporting section.
So, for example, say we want to see a list of users who failed to sign in. Then, from that list, we select
one of the users to see from what locations they have failed to sign in. Then, we might see a country
that we don’t expect users to sign in from, and by selecting it, we can get details about that sign-in.
This is done without writing queries but by drilling down through reports. Therefore, reports are
crucial for SOC managers and SOC analysts to perform swift investigations or get more details about
specific scenarios.

There are many positive elements of utilizing reports in day-to-day SOC life as they can be a time-
saving tool, especially when we need to visualize a more significant amount of data, search any statistics
around it, and see how data is behaving across a specified period of time. If we see that the number of
failed sign-ins for a user is 3 per day at first, and it increases to 10-15 per day, that can be a sign that

https://t.me/learningnets

37



38 A Deep Dive into Automation and Reporting

someone is trying to breach an account and stay undetected from the system. This is one sign that we
should investigate this user further.

Are reports the new incident management?

Reports are a powerful tool, and we can create many things with them. I have witnessed companies
creating their own incident management queues using reporting, but should we do this? Is that the
way to go? That question requires the same answer as “What came first — the chicken or the egg?”

Incident management solutions are robust and give more and more functionalities as they grow, but
there is no such thing as one size fits all - only one size fits most. SOAR vendors must focus on the
features and possibilities that most companies are asking for and will benefit from when developing
features, but some organizations will have specific use cases that will not be part of SOAR, or they will
migrate from one tool to another and the previous tool may have had a feature that they previously
utilized that the new solution doesn’t have.

One thing that organizations can do is work with SOAR vendors on implementing that feature, but
this can take time. Vendors work according to prioritization, making enough resources to develop
that feature, testing it out through the system to ensure it works, and so on. Should we create and
utilize it through the report itself? If we have a person proficient at creating reports, why not? This
report can be a fantastic resource you can utilize until that specific feature is developed, tested, and
put into production by the vendor. The great thing about SOARs is that it has communities and many
templates that you can utilize. If something similar has already been created, we can utilize it and
fine-tune it for our needs.

But this should only be used for really specific requirements and situations. Incident management
solutions and reports are divided for a reason, and you can miss a lot of native incident management
features by creating a new incident management solution from reports, as reports will not have the
same look, feel, and possibilities as native incident management solutions.

Typically, SOCs will not want to shift SOC analysts from incident management to reporting, back to
incident management, and so on. We want our SOC analysts to make as few clicks as possible and
utilize as many native features as possible, which will give users the best experience in the long term.
In the short term, reports can help, but in the long run, they can have more downsides than benefits.

What is the proper way to utilize reporting?

As we mentioned, reporting can end up being used as a micro-managing tool. This usually ends up
being the case because reporting is not utilized in the proper manner. Hence, here are a few use cases
when reporting should be used:

+ Incident report: This is a report integrated into SOAR that will give a fast incident summary
with all the important information around the incident (a description, the severity, tactics
detected, automation runs, comments, entities/artifacts, incident audit data, and so on). If the
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incident report isn't integrated, then it can be created from scratch. The idea of this report is
not to ask SOC analysts to send incident details over email for reporting purposes but for it to
be generated in seconds with no SOC analyst interaction.

o SOC performance: This was already mentioned as a use case earlier, and it is really important
to use the metrics - especially the MTTA and MTTR.

o SLA breaches: This is an important report, not for micro-managing SOC personnel but to
follow up on statistics of the SOC. Some Service Level Agreements (SLAs) are easy to meet,
but others are not as easy. Monitoring what incidents or tasks have the most SLA breaches
can help us investigate why it is so and create better practices. This can be hard to detect per
incident or task base, but if we look at the bigger picture and a longer period of time, we can
start getting better results.

¢ SOC statistics: [ reccommend that this is a different report from the one on SOC performance.
In this one, we should focus on the statistics themselves, such as how many of the same incidents
we have, which incidents take the longest to investigate, what automation we aren't utilizing,
and what tasks are not completed. From this, we can gather more information and use it to
improve existing tasks and automation, remove unnecessary tasks or automation, create better
practices for frequently occurring incidents, fine-tune them, and so on.

These are just a few examples, and many SOCs will have plenty more, but the idea is that for each
of them, we utilize the data already in the system and limit SOC analyst involvement. SOC analysts
should be there just to provide feedback on improving the process based on SOC statistics.

The preceding reports are not for SOC analysts but more for management. What reports might SOC
analysts need? The main report that SOC analysts should have is one to drill down through all logs
that are ingested into the SIEM tool. Hunting is an amazingly useful activity, but it requires a lot of
knowledge. Reports can give even entry-level SOC analysts the power to look through a huge amount
of data and find connections. For example, we might investigate an incident relating to a certain user by
opening a report that summarizes the user’s sign-ins over the last few weeks. Also, audit information
about access, any previous incidents, and common incidents for that user, plus utilizing User and
Entity Behaviour Analytics (UEBA) information to see peer information to compare to that user’s,
and so on, can give us a much better picture while conducting the investigation.

However, there is one report that I would like to urge SOCs not to use - analyst performance monitoring
reports. This can be a great tool for training junior SOC analysts and even for advanced SOC analysts
to use to show where improvements can be made, but this is one type of report that is never used
for its intended purpose — more to micro-manage people. Not only this but the statistical data may
also fluctuate for various reasons. SOC analysts may have many incidents assigned, or an incident
assigned to one analyst might need more time for investigation than an incident assigned to another
analyst. Also, there may be one-of-a-kind incidents where we don’t have procedures, and so on. While
all this data is hugely important to improving metrics, it is often misinterpreted as poor SOC analyst
performance. So, if it were up to me, either the manager wouldn’t be able to access this report, or it
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shouldn’t be used. Statistics are great for showing the bigger picture, but they never show the whole
picture. There are just too many variables.

With reporting, we have covered the last major element of SOAR. But there are two more common
topics when speaking about SOAR - TT and TVM. In the next section, we will go over why TT and
TVM are important, as well as some common use cases in which TT and TVM are relevant.

Tland TVM - how important are they?

TVM analyzes vulnerabilities within the organization and processes how to patch those vulnerabilities.
In the world of SIEM/SOAR, we will speak mainly about CVE, which refers to vulnerabilities that can
be found connected to our systems and machines and can be compared with additional information.

TIL, or threat intelligence, is information that can point us to potential threats inside our systems. It
can contain information about threat actors, tactics and techniques, observations about IP, hosts, URLs,
and so on. TI information is collected, processed, and analyzed to help organizations understand what
could be the possible next step attackers make, as well as what their final motive is if they have one.
When we speak about SIEM/SOAR and TI, we are mainly referring to Indicators of Compromise
(IoCs), such as IP addresses, file hashes, and URLs. That information is ingested into the system and
compared with other available data.

Typically, SOCs will want both pieces of information inside of their SIEM solutions so that they can
compare TT and TVM data with ingested data. But why?

Let’s recall when we spoke about using automation to get information about an IP address from
VirusTotal. We wanted more information about that IP address to make faster and easier decisions
when triaging incidents. VirusTotal is one of the TI services from which we can get information,
and there are many more, but this can also be done by ingesting TI data directly into the system and
utilizing that data inside the detection query itself. As most IoCs have a confidence rate, we can, for
example, write in the detection query that if we have more than 60% confidence, that IoC is a true
positive and an incident should be raised, or, if it is lower than 60%, not to raise an incident. With
this, we remove the need for the SOC to investigate every incident, as an incident will not even be
raised if it’s unlikely to be a true positive.

TVM data can also be helpful when deciding which incident we want to investigate first. Let’s imagine
we have a few incidents that contain hosts, and we are making prioritizations. All incidents are of
medium severity, and hosts are of the same value. Usually, we would try to see what kind of incident
it is or go with the first-come-first-served method, but what if we have additional information about
the machine that can help us? What if we can check whether there are any active CVEs in the machine
and if we raise the severity of an incident or list CVEs in the incident comment/note space? That
would help, right?
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If we can see that specific machines have five active CVEs and two of them are critical, while other
hosts have one or two low CVEs, we can make a decision on which one should be investigated first.
Maybe the incident is connected to a public exploit connected to that certain CVE, and we maybe
need to perform emergency patching in our system for that CVE.

With that, we have completed an in-depth overview of the SOAR elements, and for each element, I
mentioned how crucial they are for SOCs, but is there one that can be considered to be at the top of the
list, ahead of the others? I would say no - they are all essential for an effective and efficient SOC. You
can focus on specific elements, but what makes SOAR so strong is the unity between these elements.
Missing any of them can be problematic and lead to slower breach detection. It is similar to whether
we would choose between eating or drinking water. If we only eat, we will die from dehydration. If
we only drink water, we will die from hunger. The same is true with SOAR elements; you can choose
one over the other, but that can lead to late breach detection, poor SOC performance, increase the
load on SOC analysts, big SOC analyst turnover, and so on.

Summary

In this chapter, we went through automation and reporting and how they can help organizations
minimize the MTTA and MTTR.

We discussed one of the most important aspects of automation: deciding what steps in our incident
investigation should be automated. Then, we moved on to hot topics when thinking about automation.
We first discussed whether automation is a replacement for a SOC analyst or their best friend. After
this, we moved on to looking at using input from SOC analysts and users and how we must be careful
when utilizing these automation features.

From a reporting perspective, we spoke about creating an incident management solution by utilizing
reports and making it more customized to our needs, and that spending time on these tasks makes sense.

In the last section, we went through TT and TVM in SOAR and how they can play a significant role in
an investigation. TTand TVM can influence decision-making in tier 1, which was covered in Chapter 2,
and directly impact the MTTA and MTTR in organizations.

The next chapter will go through some of the most well-known SOAR tools, such as incident
management, investigation, and automation, and discuss how these features are utilized in day-to-day
SOC life. These solutions are now mostly part of more comprehensive SIEM tools, but we will explain
how those SIEM tools were given an additional push as a ruling security solution.
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Part 2:
SOAR Tools and Automation
Hands-On Examples

As the first part provided a more theoretical perspective, the second part will focus on real tools and
examples. At the start of Part 2, we will introduce a few SOAR tools and showcase what SOAR elements
look like in real life. After that, we will focus on automation using Microsoft Sentinel, where we will
create playbooks step by step — from planning and designing to testing them.

This part contains the following chapters:

o Chapter 4, Quick Dig into SOAR Tools

o Chapter 5, Introducing Microsoft Sentinel Automation
o Chapter 6, Enriching Incidents Using Automation

o Chapter 7, Managing Incidents with Automation

o Chapter 8, Responding to Incidents Using Automation

o Chapter 9, Mastering Microsoft Sentinel Automation: Tips and Tricks
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Quick Dig into SOAR Tools

The previous chapters introduced SOAR as a tool and discussed how it can help in day-to-day SOC
operations. It can start with case management, helping to orchestrate incident assignments. Then, it
can automate everyday tasks where SOC analysts use many tools/windows, enrich an incident with
additional data, or even respond to the incident. Finally, it can assist with reporting for better analysis
and incident response planning in the future.

In this chapter, we will focus on a few popular SOAR tools and understand how they are combined
with SIEM tools. We also dive deep into their main functionalities and learn how they can be used
for incident management, investigation, automation, reporting, TI/TVM, and administration panes.

The tools that will be covered are as follows:

o Microsoft Sentinel SOAR
o Splunk SOAR (Phantom)
« Google Chronicle SOAR (Siemplify)
Some other SOAR tools include Palo Alto Cortex XSOAR, IBM Security SOAR, Swimlane SOAR,

LogicHub SOAR, and so on. Because the functionalities offered by SOAR tools available on the market
are mainly similar, we will not cover all of them in this chapter.

( 7
Important note

This overview is achieved by utilizing publicly available documentation and limited access
to the tools. To learn more about each product, please consult with experts on each of the
products. This is only an overview of the solutions, with the features available at the time of
writing (October 2022). The tools/features described in this and the following chapters might
change or be enhanced in the future.
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Microsoft Sentinel SOAR

Microsoft Sentinel is a cloud-native SIEM and SOAR solution. It utilizes the power of Microsoft Azure
to scale SIEM/SOAR demands, even for the biggest customers. Microsoft Sentinel collects data from
various systems such as first-party Microsoft solutions, Syslog, Common Event Forwarding (CEF),
and Application Programming Interfaces (APIs). All the data collected is stored in a Microsoft
Azure solution called Log Analytics Workspace (LAW). Microsoft Sentinel is enabled on top of
LAW and is directly connected to it via a relationship — Microsoft Sentinel can be connected to only
one LAW, and vice versa.

Microsoft Sentinel utilizes incidents and alerts for detection. Incidents are the primary investigation
mechanism, while alerts can be seen as evidence that some incident has happened. One incident can
contain between 1 and 150 alerts. The detection mechanisms in Microsoft Sentinel are as follows:

« Scheduled analytic rules: These are written using Kusto Query Language (KQL), and you
can choose to write your own or utilize existing ones from rules templates or Content hub.
Scheduled rules can be configured to run anywhere between 5 minutes and 14 days.

o Near-real-time (NRT) analytic rules: These are written in KQL as well, and the main difference
is that NRT detections are run every minute; thus, they look at data ingested even at the last
minute.

» Fusion detection: This is based on ML algorithms and is used to detect multistage attacks.

« Microsoft security incident creation: This involves creating incidents based on alerts from
other Microsoft security solutions.

« Anomalies: This involves using ML to detect anomalous behavior. Anomalies are not used to
trigger alerts or incidents but can be used for better correlation and investigation.

All incidents and alerts are written in their corresponding tables in LAW, called SecurityIncident
and SecurityAlert.

Let’s assume you want to send alerts from different tools to Microsoft Sentinel SOAR. If so, you will
need to ingest them into a Microsoft Sentinel table and then create a detection rule in Microsoft Sentinel
for that alert or incident. This process is slightly different from standard SOAR tools, as Microsoft
Sentinel SIEM and SOAR are integrated, while most other vendors have SIEM and SOAR separated.

In the next few subsections, we will go over the SOAR elements in Microsoft Sentinel. We will introduce
the essential features and describe how to utilize them.
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Incident management

The first element that we will dig into is incident management and its main functionalities in Microsoft
Sentinel. All incidents created in Microsoft Sentinel can be found under the Incidents tab. It will,
by default, show incidents detected in the last 24 hours, but you can filter to any time between now
and 90 days.
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Figure 4.1 — The Microsoft Sentinel Incidents page
For each incident, we can see important information such as Title, Severity, Product names, and

how many alerts are on the incident. You can filter which columns you want to check out by selecting
Columns in the top menu.
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Figure 4.2 — A Microsoft Sentinel incident page columns

Clicking on each incident will show you basic information about the incident itself. The first page will
allow you to search for specific incidents based on criteria. A basic search can include the incident
title, tag, owner, ID, or product name, or you can use an advanced search based on the alert, entity
(account, host, IP address, or URL), bookmark, and so on.
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Figure 4.3 - Microsoft Sentinel incident page search

There is also the option to filter incidents based on severity, owner, status, and product name.

Severity : All

Owner : All

Status : 2 selected

Product name : All

N Less

Figure 4.4 — Microsoft Sentinel incident page filtering

When we select one of the incidents, it will open a small window on the right side of your screen with

primary data on the incident. This data will include the incident title, the owner, the status, the severity,
a description, entities, the number of events, alerts, and bookmarks. From this view, it is possible to
perform some immediate actions. For example, from the top menu, you can assign an owner and

change the status and severity. From the bottom menu, you can open a full incident view or perform
an action, such as opening an investigation graph, running a playbook, creating automation rules for
future detections, or creating a team in Microsoft Teams for collaboration on the incident.
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Figure 4.5 — Microsoft Sentinel incident page details
We can also select multiple incidents, allowing us to perform bulk options such as deleting incidents,
changing severity or owner and status details, and adding tags.

Let’s suppose we need to create an incident manually. If so, we can do it from the incident page or utilize
API calls and/or any playbook already available, such as creating incidents by filling in a Microsoft
Forms form or sending emails to shared mailboxes.

Investigation

After identifying incidents, we need to perform an incident investigation. In Microsoft Sentinel, we
will do that using the incident investigation experience.

When we select an incident and click on View full details, it will open a new page where we can
perform a more in-depth investigation.

Important note

Microsoft Sentinel had a major incident investigation experience GUT update in January 2023.
This chapter is written per the GUT in October 2022. At the time of writing, you could change
to a previous incident investigation experience if you need it for reference.
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Figure 4.6 — The Microsoft Sentinel incident queue page

In this view, we have options like before, but we also can see a timeline of events, alerts, bookmarks,
entities, comments, and similar incidents. Similar incidents (Preview) provides a handy list of incidents
with similar entities or detection rules, including the one we are investigating. We can open each of
these incidents to check for more information.

Similar entities:

& benji@eybsec.guru

B 458122617

Timeline  Similar incidents (Preview)  Alerts  Bookmarks  Entities  Comments (1) & www.microsoft.com
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Figure 4.7 - The Microsoft Sentinel Similar incidents (Preview) tab

We can also run a playbook on an incident, run a playbook on an alert, create an automation rule for this
specific incident, or create a team on Microsoft Teams for better communication on the incident itself.
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When creating a Microsoft Teams team, we can immediately add people we want to work with, and
once an investigation is done and an incident is closed, the team created on Microsoft Teams will be
archived automatically.

Incident Team X
a
Team name *
l sident 333: RDP port scanning detected on WebinarMachi |
Team description
Add groups and members (O
[,0 Search users or groups
ry
Users
A Only me
Assign to me
benji@cybsec.guru
Admin
admin@M365x25776268.0nMicrosoft.com
@ On-Premises Directory Synchronization Ser...
° Cerberus
Groups
& Test Group
TestGroup@cybsec.guru
& Personal-owned work profile users
v
Selected groups and users:
No groups or users were selected -

Figure 4.8 — Microsoft Teams team creation in Microsoft Sentinel

https://t.me/learningnets



Microsoft Sentinel SOAR

We can also utilize an investigation graph that allows us to find similarities between alerts in the
incident we are investigating and other alerts, based on the entities found in the incident’s alerts and
other alerts detected on Microsoft Sentinel. If we find an alert that we think is part of the incident we
are investigating, we can add it to the incident from the investigation graph. We can also see more
data on the right-hand menu, such as a timetable of all alerts in the investigation graph, entities, and
insights based on UEBA.

jome » Brute Force Attack on bergi

Investigation

7 unde ' Redo

wﬁﬁrute Force Attack on beniji | Medium ;l‘ZEANew é Unassigned ‘(TI 230&{2023, 10:21:55
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() Anomalous Token - Q
@

[ Brute Force Attack an benji Help

(i) Anomalous Token

S - (5 Brute Force Attack an benji

1 satack on et b s 17

Figure 4.9 — A Microsoft Sentinel investigation graph

Let’s assume we deduce from this investigation graph view that an IP address, URL, or file hash we
have as an entity is malicious, and we need to track it. In that case, we can add that entity to the Threat
Intelligence blade, which will also be written in the ThreatIntelligenceIndicator tablein
Microsoft Sentinel. Then, we can use it for hunting, creating new detections, and so on.

Each entity in Microsoft Sentinel has its own page that contains all vital information about it.
It can be enriched by UEBA information such as entity insights, data based on Azure AD, and
geolocation information.
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Figure 4.10 - The Microsoft Sentinel entity page

If we need to perform threat hunting, we can utilize either the raw logs table or the Hunting or
Notebooks part. Hunting is based on KQL queries and provides a space where you can save them,
easily access them, and run them. From the hunting results, we can create bookmarks and assign them
to the incident we are investigating.

https://t.me/learningnets



Microsoft Sentinel SOAR

Home * Microsodt Sentinel

@ Microsoft Sentinel | Hunting ®

Selected workapace: ‘Tyimecor

yog— € Rebmh | (D) Citorm rarge: D1/11/2002 - 101272022~ + NewCuery [ Bunalquerims @ Moot actioms Previewd 5= Cokamm /5 Guides & Fredback
— | @isl/223 0/0
= F 2 Mare content at
— Q181/2: =0/ o R20 o
@ logs
& N Sl LEARN MORE
D tesech About hesing o
Thear management
ey Hunts (Proview)  Geries  Livestream  Bockmarks @ consent 1o application discovery
o worksooks -4 = L] & =] K - L se - - % - L] 3 Gallery content @ B Asbtiogs
P 2 0 4 3 53 2 1@ % M 13 M W 2 2% i d e e
i Rero. Beso. Wi fwec.  Peni Pl Defe. Cred Dsco  Later. Cole. Com. G impact .
1 Hotabivol Dserigtion
- " This qunry iocks 2t the a9 14 sy o ey “Consent b3
P — [ search queses v Add e ACORiox" paien comrs B ok s TN g e
D Theat intedigence [0 rs oueny te Content sowee {7, Dt source T, Results 4 ResoRs dohn 14 RS pmusin actor Comsont sty pBctions Ad asson plncipsl and
Akl bt P Geant vt shoukd o rare, el
B MITRE ATTACK, (Praview) [ % charges made 1o, A5 144 . Gaflery coment NSO Trad ~ & addticnal conteat i adkded from She AuStlegs based oo
= Corrnatrid roen the sarte scent that perkarmed “Coment e
[[] %  Consent o kppicasion discn. Galery content Auditiogs s = -l B L T Ty s e —
] % Rare At setiviny avtiated 8. cunter . = N & aniwiactive
r— n Rate SusSt sctieny itiated . Gallery content Aufitlog e h'“w&,,_ ‘:d
Th Rae iy e Gal e : Diauth? st that e b it by ¥ st
B Repesitories Previen) LI i o iy i e s onner Hetpa g e e Pt
1% e o ernmerati_ Gallery coment ettt - - &
& Community o ey 1 Covated e
[] % o5 lookups for commenly .. Gallery content Dimfwerte WA © - - | sees
Confgura
scal [] % NS domsin anomatous ko Gallery contest DmEverts A 0
0 YA oA 1% DM Full Mame smcmalous | Galery comtent DrmEverts NeA @ ire - todatetise(’
] Saery.
{{starttime 1501} )3
B Coin comnaitars [] % High reverse DN count by . Gallery cantent Denverss W © - =g Jutendtime:s tndateties({{FnTiseT30t)
s . > 16t suditioskback - starttise - 186 -
[- R [ wprevious | page[1 wers [ mes |

- . i [ TR [ v s
Figure 4.11 — The Microsoft Sentinel Hunting tab

Notebooks are based on Jupyter Notebook and utilize Azure ML to hunt through the Microsoft Sentinel
logs. Jupyter Notebook is an open source tool used for the creation and sharing of documents that
contain code, text, and visualization.
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Figure 4.12 - The Microsoft Sentinel Notebooks tab
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Next, it’s time to go over automation and how we can automate steps that SOC analysts perform to
improve MTTA and MTTR.

Automation

Microsoft Sentinel utilizes automation rules and playbooks for automation, which can be accessed
from the Automation rules and Active playbooks tabs.
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Figure 4.13 — The Microsoft Sentinel Automation tab

Automation rules are the central management of Microsoft Sentinel automation. They can be triggered
on incident creation, update, or alert creation. After the trigger, we configure Conditions when the
automation rule runs, as well as Actions that the automation rule will perform. Native actions include
assigning owners, changing severity or status, adding a tag, and running a playbook. All automation
rules have order numbers, which are run from first to last and one by one.

https://t.me/learningnets



Microsoft Sentinel SOAR 57

Edit automation rule X

Automation rule name

| Initial investigation

Trigger
When incident is created B
Conditions
If
Incident provider | Equals 4 || All ~ |
AND
Analytic rule name | Contains N || All ~ |
+ Add ~
Actions ()
| Run playbook R | 4
{ ‘5,_*} Send-Teams-adaptive-card-on-incident-c... g
VS FTE / CyberSecurity
And then
| Run playbook e | T i
{‘_I;I‘} Send-email-with-formatted-incident-report -
VS FTE / CyberSecurity
+ Add action
Rule expiration &
| Indefinite || Time |
Order @
E |
Status
| (") Enabled R |

Figure 4.14 — Microsoft Sentinel automation rule creation
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Playbooks are a list of actions that will be performed automatically when they are triggered. Microsoft
Sentinel has two triggers — incident and alert triggers. Microsoft Sentinel utilizes a Microsoft Azure
solution called Logic Apps to create playbooks.
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Figure 4.15 — Microsoft Sentinel playbooks creation

In the next chapter, we will dive deep into Microsoft Sentinel automation. But for now, we will go
through reporting in Microsoft Sentinel connected to SOAR.

Reporting

Microsoft Sentinel uses Workbooks as a feature of Azure Monitor and LAW to create reports. All
reports are written in KQL, which reads data from the SIEM part of Microsoft Sentinel. As Microsoft
Sentinel SIEM and SOAR are integrated, we can use native SIEM capabilities with SOAR, and vice versa.

One of the workbooks integrated into the incident page is Security Operations Efficiency, where
you can see all data about the SOC. As all workbooks have the option to be edited, you can edit
workbooks per your needs or even create new workbooks for your day-to-day operations. Many
workbook templates can be found under Workbooks and in the Content hub blade so that you can
utilize pre-created content.
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Figure 4.16 — Microsoft Sentinel workbooks

Now, let’s walk through the TI and TVM elements of Microsoft Sentinel SOAR.

TI and TVM

Since Microsoft Sentinel has SIEM and SOAR integrated, it also provides SIEM TI benefits directly
to SOAR. In Microsoft Sentinel, we have a Threat Intelligence blade where we can find all our TI
indicators; it also provides us with the option to manage TIs. All TI indicators are written in the
ThreatIntelligenceIndicator table in Microsoft Sentinel so that we can use them further

for detection, hunting, or reporting.
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Figure 4.17 — The Microsoft Sentinel Threat intelligence tab

To get TI data into Microsoft Sentinel, you can utilize one of the following options:

o Integrate a Threat Intelligence Platform (TIP) product

AN GMT 4

o Connect to a Trusted Automated eXchange of Indicator Information (TAXII) server

« Utilize the Microsoft Sentinel TI indicators API

Regarding TVM data, you can ingest that data into Microsoft Sentinel and create detections, hunting
queries, and reporting mechanisms around it. An example of TVM data that can be brought to Microsoft
Sentinel is TVM advanced hunting data from Microsoft Defender for Endpoint.

Splunk SOAR (Phantom)

Splunk is a well-known name in the SIEM field and, in contrast to Microsoft Sentinel, can be installed
in your local infrastructure (also called on-prem) and also utilized in the cloud, using Amazon Web
Services (AWS), Google Cloud Platform (GCP), and Microsoft Azure. Splunk can ingest data from
various sources, including local environments such as servers and firewalls, and collect data from
cloud infrastructure.

Splunk SIEM can create alerts based on searches for historical and real-time data.

https://t.me/learningnets



Splunk SOAR (Phantom)

The Splunk SOAR component is an additional service that must be configured and connected to Splunk
SIEM. Those who have worked with SOAR solutions for years will mostly call Splunk SOAR Phantom,
as Splunk bought Phantom SOAR back in 2018 and integrated it as an internal SOAR solution.

Splunk SOAR, the same as its SIEM solution, comes in two versions that can be installed in local
infrastructure or the cloud. Splunk uses Splunk Apps to connect different sources, and those applications
are also used in STEM and SOAR solutions. Splunk SOAR can connect to other SIEM solutions using
its Splunk Apps, where you can collect alerts, incidents, and events.

Splunk SOAR utilizes events and cases for investigations. Events are detections made by SIEM or other
sources from where detections are imported. After initial triage, you can add detection to new or
existing cases. If we connect parallel to Microsoft Sentinel, detections are alerts, and cases are incidents.

To connect Splunk SOAR to any solution we want to use for incident management and automation,
we need to utilize Splunk Apps to make connections. Many pre-created apps for connection can be
found in Splunk Base.

Next, let’s look at Splunk SOAR incident management and investigation and understand its main
elements and functionalities.

Incident management and investigation

The first page in Splunk SOAR gives you an overview of SOAR space, and you will see open events,
your total workload, top playbooks and actions, the health of the asset, whether there are any pending
approvals, SLA breaches, as well as an automated Return of Investment (ROI) summary. These
widgets are configurable, and you can remove or collapse any of them. Also, you can filter them by
sources Or users.
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Figure 4.18 — The Splunk SOAR Home tab

The Events tab can be found under Sources, and you can filter events by assigning them to you as an

analyst or filter by new events or those with High severity. You will also get the option to search for
events based on the event name or ID.
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Each event can be opened for initial triage, and you will have investigation space for each. The first
view will give you a timeline of events, where you can see when an activity started and how artifacts
and evidence are added, and you can select each to see more details. For each event, you can run
actions and playbooks, edit and change status, severity, and SLA, among others, as well as promote

an event to a case.
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Figure 4.20 — The Splunk SOAR event view

Events have support for workbooks, which, in Splunk SOAR, are packaged with tasks on how to
investigate and mitigate events and cases. A workbook can be added manually to events but also when
promoting an event to a case. Those tasks can contain playbooks and actions that you can run directly
from a task. Tasks assigned to a user can be seen from the Tasks view under Sources.
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Figure 4.21 - The Splunk SOAR workbook

In the Activity tab, you will see information about activities completed as playbooks run and whether
there is any approval waiting as part of a playbook. This is also a space where we can add comments,
mention other users in comments, utilize commands to run a playbook or action, and so on.
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The Guidance tab will provide information, such as mission experts, that you can add to collaborate
on an event, playbooks to run, or actions to run.

If any files need to be uploaded to an event, they are supported inside Files, but you can also create
an event report if it needs to be presented to management. The event report will include all details
and actions from the event.

W

Timeline Artifacts  ~ Evidence Files Approvals Reports i

Reports
= GENERATED NAME OWNER DOWNLOAD
a few seconds ago Brute Force Attack on hector admin &

<

< 1 > Show

Figure 4.22 — The Splunk SOAR event report

Once an incident is promoted to a case, you will be able to see it under Cases. Cases can have multiple
events and can be added as artifacts or evidence. The rest of the case management is the same as with
event management. It’s important to note that with an artifact, you can edit it, remove it, add it to
another case, and run a playbook on it, but evidence can only be seen and removed.

Automation

Splunk SOAR utilizes actions and playbooks for automation.

Playbooks can be selected in two ways - to be run as automation, where a playbook can be used as
a standalone or sub-playbook, or as an input that will require additional input to run it. When we
utilize an input playbook, it can be used only as a sub-playbook.

Once you select a starting point in the playbook configuration, you can add the following to the playbook:

o Action: This is a specific action we want to perform based on the connector we add for a
specific source. For example, if we add an Azure AD connector, we can block a user or reset
their password.

« Playbook: A possible next step after running a playbook can be to run a different playbook
from our list (a sub-playbook).

o Code: We can run code as an action.
o Utility: The ability to run custom functions (based on Python) or APIs.

o Filter: We can filter results based on the previous block of results.
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o Decision: We can make a decision and run different actions based on filtering.

o Format: This can be used to create body text that can be used when sending emails, creating
tickets, and so on.

o Prompt: This is a request for user input (and this will be available for a user to select in the
Approvals tab of the case or event).

Discard Changes

B stare

-
PLAYTBOOK
activedirectary_reset_p
assword

T Playbook Debugger |

Python Playbook Editor L

Figure 4.23 — Splunk SOAR playbook creation

For each playbook, you can also access audit and run statistics to evaluate whether you need to
perform any changes.

Playbooks can be run on events and cases from their queue page, and you also have the option to run
them on specific artifacts, all artifacts, or only new artifacts. As mentioned, we can run playbooks on
artifacts from the Artifacts page.

If playbooks utilize an action to prompt a user for feedback, those prompts can be seen under the Tasks
view or under Approvals for specific events/cases. Prompt actions can be configured with SLAs, so
if an analyst doesn’t respond, the playbook can fail or continue with a default value. Users also have
the option to delegate a specific task to a different user or a role, which is vital if a user doesn’t have
enough permissions at that point to perform an action.

https://t.me/learningnets

67



68 Quick Dig into SOAR Tools
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Figure 4.24 - The Splunk SOAR case approval view
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As well as for playbooks, Splunk SOAR utilizes actions for automation. These actions are connected
to the connector we add, and we can utilize these actions to respond quickly to certain situations.
That can be an action to block a specific user or IP, add comments in an external SIEM solution, and
so on. We can also schedule to run these actions in a specific event/case.

Run Action ~ ByTyee  Byapp
Action Mame | Name this action
Action Types investigate | | correct

Q, Search actions...

add incident comment
get incident

get incident alerts

get incident entities
list incidents

run query

update incident

Task
Schedule
contain generic Asset Types
Assets

CAMCEL

Figure 4.25 — A Splunk SOAR manual action

Next up, we will understand the reporting capabilities of Splunk SOAR.
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Reporting

Splunk SOAR reporting is often used for creating reports that executives can refer to find out information
about incident management and playbook utilization as well as the details about a specific case or event.
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Case Report RDP part scanning detected on WebinarMachine Mov OB 2022 at 02:40 AM  admin &
Case Report RDP part scanning detected on WebinarMachine Mov 08 2022 at 02:40 AM  admin &
Event Report Onboarding Demonstration Event Mov 0B 2022 at 0159 AM  admin &

1
Scheduled Reports
TYPE REPORT NAME SCHEDULE « NEXT RUN OWNER

Mo reports have been scheduled

Figure 4.26 — Splunk SOAR reporting

This is an excellent tool for generating reports for management. Splunk SIEM has many more ways to
generate reports utilizing data and events in SIEM itself. Splunk has an app that can send events from
Splunk SOAR to SIEM to utilize that data for reporting (if you are ingesting events from third-party
sources directly to Splunk SOAR and not Splunk SIEM).

TI and TVM

Splunk utilizes its SIEM solution to handle TI and TVM, as you can ingest data gathered from TTand
TVM and work with that data in the SIEM solution itself. As TI and TVM are not integrated parts of
Splunk SOAR, they will not be covered here. You can still utilize automation to enrich incidents with
TI and TVM data, such as Splunk Intelligence Management (TruSTAR) Indicator Enrichment.
More about this integration can be found at this URL: https://www.splunk.com/en_us/
blog/security/trustar-enrich-indicators-soar-in-seconds.html.
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The administration pane

Splunk SOAR allows you to configure quite a few things related to SOAR using its Administration
Settings space. This is important as it will give SOCs the option to configure features such as access,
which can then be applied to SOC analysts. We will list some of the most important ones here:

« Tags that you will use while managing events and cases.

»  Workbooks for specific cases that we want to utilize in our investigation. These workbooks can
have a few phases, and each phase can have different tasks assigned.

» Creating custom case statuses.
« Creating custom severity.

o An SLA for different severities.
« Roles and permissions.

« Two-factor authentication.

o Audit trail.

 Playbook run history.

 Action run history.

sphmksl  SOAR Q orange-ferdinand-nectarine version 5 1.4 9577

#  Adminstration -

Status

» Company Settings STATUS LABELS
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stration Setting NEW ©
Source Control

Emmail Settings.

Search Settngs
ADDTTEM
Google Maps

Password Vault
OPEN @
Playbeok Execution

Environment Settings =
Tags

ADDITEM
CEF

* Product Setlings
RESCLVED ©
- Event Settings
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Figure 4.27 — The Splunk SOAR Administration tab
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Thus far, we have introduced two strong SOAR tools — Microsoft Sentinel SOAR and Splunk SOAR.
We saw what features they have and what options SOC analysts can use in their day-to-day tasks.
Now, we will introduce the third and final SOAR tool - Google Chronicle SOAR.

Google Chronicle SOAR (Siemplify)

Google Chronicle is a well-known data analytics platform that is hosted on GCP. As the SIEM space
evolved into the cloud, Google’s security division joined and expanded into it. As with any other SIEM
solution, it can collect data from any source - in local infrastructure or the cloud.

Google Chronicle utilizes detections that vary from context built using YARA-L rules to purpose-
built detections and correlation with IoCs. Google Chronicle SOAR is a cloud solution and is now
integrated into a Google Chronicle offering. Like Splunk, Google decided to buy a SOAR solution and
integrate it into its offering, which is why you will often hear people referring to Google Chronicle
SOAR as Siemplify. As Siemplify was only a SOAR solution, Google Chronicle SOAR has the ability
to integrate with third-party SIEMs and ingest alerts, incidents, and events.

To connect Google Chronicle SOAR to any solution we want to use for incident management and
automation, we need to utilize Marketplace. In it, we can find not only integrations with many different
systems but also sample use cases that you can deploy into your environment.

Let’s start by taking a look at the incident management capabilities of Google Chronicle SOAR.

Incident management

When you open Google Chronicle SOAR, the first page, called HOMEPAGE, will show you precisely
what a SOC analyst needs:

o My Cases: This is a list of cases you can filter by those assigned to you as a SOC analyst (for
example, John Stuart) or to your role (for example, Tier 1 Analysts), or whether it mentions
you or your role in the incident chat. From here, we can see important details about a case,
such as its name, severity, and how long it is active, as well as details about the case and links
to it and whether we need to sort it by time created, priority, and SLA.

o Pending Actions: This shows whether there is any action waiting for my approval. We can
filter these actions by severity as well.

o My Tasks: This has any task assigned to me or my role or created by me. In this space, we can
create new tasks as well. We can filter them by status, sort them by time, or search for them.
When creating a new task, we can assign tasks and pick up the due date in addition to the task
title and description. When we have a task assigned to ourselves, we can view it or mark it as
done, but if we created a task, we can also edit or delete it.

« Requests: Any open request is in this space, and we can create new requests as well.
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o Workspace: This is a space where we can store important links, files, contacts, and notes, which
can easily be found when needed. This is a great one-stop shop for all the important information
we need in our day-to-day SOC life.

« Announcements: Here, we can see any announcements made or make an announcement.
This announcement must have a title and description, and we can also configure an expiration
date for it.

i Chronicle HOMEPAGE  DASHBOARDS P S SEARCH  REPORTS

Hello,
Benji Kova

My Cases (4} Pending Actlons My Tasks (1) Requests Workspace Announcements (1)

Assigned to My Role (1) m Mention of My Role (C) [ TR
-3 B EBrute Force Attack on hector (11 4) 3 Medium 2 hours ago @ Benjl Kova View Detalis Go to Case
=2 B Unsanctioned cloud app access was blocked on one endp.. = @ Critical & days ago @ Benj Kova View Details Go to Case
8
-2 & Phishing (ID 1} LA @ Crivesl  10daysago @ Bendi Kov View Detal Gota Case T

Figure 4.28 — The Google Chronicle SOAR home page

One more important tab in incident management is the CASES tab, where we can see a list of all cases
in our environment including its details. Here, we can do the following:

« Sort cases by time created and modified, SLA, case stage, and so on.

« Filter cases by alert names, analysts, environments, priorities, products, stages, or tags. We also
have the option to save filters for later use.

o Search for a specific case, refresh a view, or switch between the default and compact view.

o Select multiple cases, giving us the option to mark several/all cases and close or merge them
into one case.

« Manually create a case. In this section, we can enter all the details of the case, such as title,
creation reason, priority, assignment, alert details, entities, tags, and also the playbooks that
will be run on an alert.
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Figure 4.29 - The CASES view in Google Chronicle SOAR

We can utilize the DASHBOARDS tab if you need to see more complete pictures of your SOAR. It
contains default views (SOC Status and Playbook dashboards) that you can edit, but you can also
create your own views. When editing existing views or creating your own, you can utilize widgets.
These widgets include pie charts, horizontal bar charts, vertical bar charts, tables, editor, image, ROI

charts, and SOC status.
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Figure 4.30 - The Google Chronicle SOAR dashboard
If we need to perform a more advanced search, we can utilize the SEARCH tab, which provides

us with an option to search for cases or entities, for which we can utilize any filter associated with
that case/entity.
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Figure 4.31 — The Google Chronicle SOAR SEARCH tab

The next section will familiarize you with the features available in Google Chronicle SOAR when it
comes to incident investigation.

Investigation

An investigation can start from the HOMEPAGE or CASES tab by checking the details of each case.
Some initial information that we can see is the case title, when the case was modified, what stage it is
at, to whom it is assigned, and a list of alerts that we can investigate.

We can perform specific actions on a case, such as the following:
o Adding tags
o Assigning/reassigning the case
o Commenting/chatting with others regarding the case
o Closing the case

o Marking the case as important
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o Marking the case as the incident
o Changing the case stage

+ Changing the case priority

o Creating a case report
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Figure 4.32 - Google Chronicle SOAR case details

The overall case will show us a case description, any pending actions, a list of alerts, an entity graph
and highlights, the latest activity, statistics, and similar cases to the one we are investigating now. We
also have a Wall section that will show us all activities on a case, allow us to filter between different
activities, or show activities performed on specific alerts or by a specific user. We can mark any activity
as a favorite for easier filtering later.
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Figure 4.33 - The Google Chronicle SOAR case wall

Each alert will contain alert details, any pending action for this specific alert, highlighted entities, and
events. The Events tab will contain more info about events detected, and we can view more details

about an event or access event configuration (visualization and mapping). The last tab in this view is
Playbooks, where we can see a playbook’s runs, check its details, or rerun it if needed. We can also
add a playbook to an alert as well as jump to the case wall to check activities done by playbooks.

What we can further do for a specific alert is to ingest it as a test case, move the alert to a different
case, change the priority, add an entity, or close the alert itself.
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Figure 4.34 — Google Chronicle SOAR alert details
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The final element in this Investigation section that I will mention is Explore. Explore gives us a more
visual experience for cases, where we can see case alerts and entities assigned to the same case. From
here, we can see alert and entity details, as well as play alerts as they are happening (there’s a dedicated
button to do this), and also the connection between them and entities. This can be helpful to SOC
analysts to see how alerts were detected one by one and how they are connected. For each entity
selected, we can add an entity property or run a manual action on each entity.
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Carse Merts L + i3
UNSANCTIONED CLOUD APP ACCESS WAS BL.. Default ~

1| UNSANCTIONED CLOUD AP ACCESS WAS L0
20221104 15:31:19 Fiald Name Walue

[ 3
4 ¥ Wed 2 Thu 3 Fid Sat 5 Sun 6 Maon ¥
“nmw oz 18T -

Figure 4.35 — The Google Chronicle SOAR Explorer

As in Microsoft Sentinel SOAR and Splunk SOAR, Google Chronicle SOAR offers the option to create
automations and help SOC analysts perform faster investigations and responses.

Automation

Google Chronicle SOAR uses two different methods for automation — playbooks and manual actions.

We can access playbooks from the Playbook tab, and in this view, we can see all our playbooks. We
can arrange playbooks by folders, export them, import playbooks, and of course, create new ones.

When we are creating playbooks, we start with Trigger. The trigger will tell a playbook when it will
run, and this trigger can be when an alert is created, based on an alert type, custom list, custom
trigger, and so on.
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Once we have a trigger, we need to add Actions. Actions will do what we need once a playbook is
triggered. This can be enrichment, response, or orchestration. For example, when an alert is created
and we have a user, we want to get all the groups that the user is a member of from Azure AD to
check whether the user is part of some sensitive group. Actions are part of the connections we add to
integrate solutions with SOAR - in this case, the Azure AD solution.

We also have Flows as a segment of the playbook, and these flows can be conditions, multi-choice
questions, or conditions based on previous actions.

Google Chronicle SOAR has different views in playbooks, where we can create different views for SOC
analysts so that they can quickly find data collected with the playbook. These views are customizable
using widgets.

Another great tool in playbooks is a playbook simulator, which can help you debug your playbook
in real time.

Step Selection * ‘) New Playbook (]9 . % m
Simisdator R 2
E vefaul W Defauk fvironment @ 2023-06-21 108538 ¢ 3
o *
Playbook + Add View
° 7
ER T - (e =
Q arvoid v
@ AzureActiveDireetary ~
Crag shep st
Q. CheckPointFisewall ~
D CheckPointSand8last e E
B cneckpoinethesatmeputation
B emaivz v
@ Enrichment ~ - Rere
# Pow v
b Hibob ~
BB  MicrosoftAzureSentinel ~
n Add Comment o nbdens

ChosseCase @ Therwarons

®

Figure 4.36 — Google Chronicle SOAR playbook creation

We can assign these playbooks to specific alerts and see the run of each of these playbooks in our cases.

If we use playbooks that interact with SOC analysts, a SOC analyst would need to provide feedback
before a playbook continues to run, and then we can see all the pending actions from those running
playbooks in Pending actions on HOMEPAGE.
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Google Chronicle SOAR has support for manual actions as well. Manual actions, like actions in
playbooks, will depend on integrations we perform (Azure AD, firewall systems, external SIEMs,

and so on).
¥ Manual Action X

Q

% AddOrUpdate
M AirTable ~

Choose Instance * G) Default Environment_System Default Instance v
b Hibob v

Run on Alerts * (@ Al Alerts v
& MitreAttck ~ .

Entities
Il MicrosoftAzureSentinel (® croup (@ Al entities e
tb ScreenshotMachine ~ O Specific @ c >
0 Siemplify ~ Baseid * @  <Baseid>
@ SiemplifyThreatFuse ~ ~  Tablename @  <table name>

Field name * i) Feld
@ Siemplifyutlities v ® name

Json fields * [0} o

m

Figure 4.37 — A Google Chronicle SOAR manual action

We can run these manual actions on any case, and we can choose whether we want to run them on
all alerts or specific ones, all entities or specific ones, and also add specifics about actions we run.
This provides a quick and easy way to perform any action we need, such as blocking specific IPs in a
firewall or blocking users in Azure AD.

Reporting

Reporting in Google Chronicle SOAR gives us different report categories that we can choose from if
we want to deliver a report to management, one that will contain ROI data, SLA data, a general report,
and so on. We can edit these reports by adding an editor, pie charts, a table, and a vertical bar chart,
and we can also schedule report creation.
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Figure 4.38 - The Google Chronicle SOAR Reports tab

For more detailed information about raw events, we can use Google Chronicle SIEM or any other
connected SIEM source, as Google Chronicle has separate SIEM and SOAR environments.

TI and TVM

Google Chronicle utilizes its SIEM solution to handle TT and TVM, as you can ingest them and work
with that data in the SIEM itself. As T and TVM are not integrated parts of Google Chronicle SOAR,
they will not be covered here. You can still utilize automation to enrich incidents with TT and TVM data.

Administration pane

Google Chronicle SOAR allows you to configure quite a few things related to SOAR. We will list some
of the most important ones:

« User management, permissions, and roles
o Tags management

o Case stages
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o The root cause of a closed case
e A case name

o Alert grouping settings

o Audit user activities

o A multi-environment policy

o SLA data

» Requests

o Domains, networks, a blocklist, and so on

i Chronicle « o DASHBOARDS ~ CASES  PLAYBOOKS

MNetworks 1
SETTINGS Define organizational networks in the system, < dear 2 !

~  Organization Name CIDR Format Priority Environment

Na records found
User Management
Environments
Permissions
License Management

Roles
~ CaseData
Tags
Case stages
Case close root cause

Case name

> Advanced
>  Data Configuration
>  Ontology

~  Environments

@

Figure 4.39 — The Google Chronicle SOAR Administration tab

With that, we have covered the main Google Chronicle SOAR functionalities when it comes to incident

management, investigation, automation, and reporting.
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Summary

In this chapter, we introduced three important SOAR tools and guided you through the SOAR elements
of the tools themselves. We introduced Microsoft Sentinel SOAR, hosted in Microsoft Azure, which
is fully integrated into Microsoft Sentinel SIEM. Microsoft Sentinel is a cloud-native solution, and as
such, there is no version for local infrastructure.

The second tool was Splunk SOAR, and we used a local infrastructure version of the solution, although
itis also available as a cloud option. The third solution, and again, only available in the cloud, is Google
Chronicle SOAR, which is hosted on GCP.

While there are a few other popular solutions, such as Palo Alto SOAR, most of the functionalities
are similar to the ones already covered. This should not remove the need to explore even deeper on
your own.

The next chapter will dive deep into Microsoft Sentinel automation, which we demonstrate use cases
for in Chapters 6 to 8.
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5

Introducing Microsoft
Sentinel Automation

In the previous chapter, we introduced a few SOAR tools and some of the main features we can utilize
in our day-to-day operations. We showcased what incident management, investigation, automation,
and reporting look like in real tools and offered some directions on how to utilize them.

This chapter will focus on Microsoft Sentinel automation, and we will dive deep into each element
when working with it. We will discuss automation rules, playbooks, their elements and permissions,
and prepare you for hands-on examples that will be covered in Chapters 6 to 8.

In this chapter, we will discuss the following:

« The purpose of Microsoft Sentinel automation
o All about automation rules
« All about playbooks

o Monitoring automation rules and playbook health

The purpose of Microsoft Sentinel automation

Microsoft Sentinel automation’s purpose, like the purpose of all automation, is to take repetitive tasks
and transform them into automated tasks. In the SOC, some of the topics automation focuses on are
as follows:

o Enrichment: When an incident is created, we want to enrich it with additional data. This will
save SOC analysts time as they will have this enrichment as soon as they pick up the incident.
For example, when an incident with an IP address is created, we can run an automatic playbook
to enrich the incident with TT data about whether the IP is known to be malicious or not.
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o Initial triage and incident suppression: This accompanies enrichment as we can utilize the
results of that to decide whether we want to auto-close an incident if the IP is internal and
behavior is expected, or transfer it to tier 2 if the IP address is known to be malicious.

o Orchestration: This is more oriented to orchestrating incident assignments or notifying SOC
analysts that an incident has been created or assigned to them. For example, we can create
automation that will send a Microsoft Teams chat message to the user using adaptive cards on
incident creation, from where we can utilize SOC analyst input to even auto-close incidents if
the information that’s shared warrants making that decision.

o Response: SOC analysts used to struggle when they needed to block an IP address, isolate
a machine, block a user or reset their password, and so on. Because SOC analysts wouldn’t
usually have permission to access a firewall, active directory, or EDR solution, they would need
to raise an internal ticket or ping the network or system administrator to help out. By running
a playbook, that task can be done for them automatically. This is crucial for many modern
threats, where the time it takes to contain the threat must be minimal.

To perform any of the preceding tasks, Microsoft Sentinel uses two different automation methods:

« Automation rules: These are used to manage automation in Microsoft Sentinel centrally.
Automation rules contains triggers, conditions, and actions that dictate how an automation rule
will respond. In the next section, All about automation rules, we will dive deep into this feature.

» Playbooks: Playbooks are a list of actions that will be performed on an incident. This can
include enrichment, response, remediation, and much more. We will cover playbooks in more
detail later, in the All about playbooks section.

All about automation rules

As mentioned previously, automation rules can be created to manage automation in Microsoft Sentinel
centrally. But how can we do that?

Automation rules in Microsoft Sentinel have three main aspects:
« Triggers
« Conditions

e Actions

Automation rules are sorted in order, which is a critical element since all automation rules will run from
the lowest order number (for example, 1) to the highest (for example, 55), and they will run sequentially.

However, before we go into more detail about triggers, conditions, and actions, let’s familiarize
ourselves with the graphical user interface (GUI) of Microsoft Sentinel automation rules and learn
more about permissions.
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Navigating the automation rule GUI

Microsoft Sentinel automation rules are located under the Automation tab in the Automation rules
sub-menu. In this menu, we have the option to create an automation rule, edit an automation rule,
enable or disable an automation rule, move it up or down, remove an automation rule, as well as filter
automation rules by analytic rules, actions, triggers, statuses, who created them, and when they were
last modified.
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Figure 5.1 — Microsoft Sentinel automation rules
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We need to click on Create and select Automation rule to create an automation rule.

£ Edit
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More content at
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Figure 5.2 - Creating a new automation rule

From here, we must navigate to the Create new automation rule window; this is where we can start

creating this new rule.
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Create new automation rule

Automation rule name

Trigger

When incident is created

Conditions
If

Analytic rule name Contains

v || Al

+ Add ~

Actions (O

—+ Add action

Rule expiration ©

| Indefinite

|| Time

Order ()

[2

Figure 5.3 - The Create new automation rule wizard

However, there are other ways to create or edit automation rules:

When creating an analytic rule using the Analytics rule wizard area, under the Automated
response tab, we can see what automation rules will be triggered when an incident is created.
We can also create a new automation rule specific to this rule. We can choose between any

trigger at this stage.
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Home > Microsoft Sentinel | Analytics >
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Figure 5.4 - Creating an automation rule when creating the analytic rule

o From the Incidents page, we can select an incident and, from the right menu, under Actions,
select Create automation rule.
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Figure 5.5 - Creating an automation rule from the Incidents page
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Using this method, automation rule conditions will be filled with the data that was detected
in the incident itself.
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Figure 5.6 — Automation rule configuration
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o We can follow the same steps to create an automation rule from the Incident investigation page.
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Figure 5.7 — Creating an automation rule from the Incident Overview page

To be able to create automation rules or playbooks, users must have the right permissions to create
or edit them. Let’s go through the permissions for Microsoft Sentinel automation.

Permissions

To create automation rules, a user needs to have a Microsoft Sentinel Responder or Microsoft
Sentinel Contributor role assigned.

There is one more special role connected to Microsoft Sentinel automation rules - Microsoft Sentinel
Automation Contributor. This is not a user role but instead a role that needs to be assigned to a
Microsoft Sentinel identity so that an automation rule can run a playbook as an action. This is assigned
to Microsoft Azure resource groups, which is where playbooks reside. For example, if we have five
resource groups that contain playbooks, we want to have the option to attach them as an action; we
need to assign this permission to all five Microsoft Azure resource groups.

To assign this permission, we need to go to the Microsoft Sentinel instance, go to Settings, then Settings
again, and then, under Playbook permissions, click on Configure permissions. In the next window,
choose the resource groups you want to assign the Microsoft Sentinel Automation Contributor role.
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Figure 5.8 — Microsoft Sentinel playbook permissions configuration

Once the permission is applied on the resource group level, we can attach playbooks from that resource
group to an automation rule as an action.

Triggers

Triggers are used to define when an automation rule runs. For automation rules, we have three
different triggers:

o When incident is created: This supports a complete list of conditions

o When incident is updated (Preview): This supports a complete list of conditions, plus conditions
associated with information about updated data

o When alert is created (Preview): This supports only one condition (an analytic rule name)

Trigger
| When incident is created v |
When incident is created
L When incident is updated (Preview)
Conditions
If When alert is created (Preview)

Figure 5.9 — Automation rule triggers
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Conditions

Once a trigger has been set, we need to set conditions. Conditions are used to filter what incidents we
want to run specific actions on, as we don’t want the same actions on all incidents. What’s important
to note here is that actions will run only if all conditions are met. Automation rules support OR and
AND condition grouping, which allows us to create more detailed automation.

An analytic rule name is one condition that cannot be removed and is used across all triggers. The
evaluation supports Contains and Does not contain options, while for values, we can choose all
analytic rules or run on only specific analytic rules created in Microsoft Sentinel. When we choose
All as a value for incident creation and update, this will also run on synchronized incidents from tools
such as Microsoft 365 Defender and Microsoft Defender for Cloud.

Since we have multiple triggers in automation rules, let’s see what conditions are supported for each.
Conditions associated with the “When incident is created” trigger

The When incident is created trigger can only check the current state of the values of an incident. If
we evaluate the same incident in multiple automation rules, the current state can change if we update
the incident in a previous automation rule. For example, if the severity of incident creation is set to
Medium, that will be the current state for the first automation rule. Suppose, in the automation rule, we
take action to change the severity to High. In that case, the current value for severity in the following
automation rule (that is, automation rule number 3) that will run on this same incident will be High.

The following conditions can be used with the When an incident is created trigger:

o Incident properties: For example, analytic rule name, title, description, severity, owner, status,
tactics, and custom details

« Entity properties: For example, account name, account domain, filename, file hash, hostname,
IP address, IoT device, mail message details, URL, and many more
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Conditions

If

AND

Analytic rule name

[ Tag s ‘[
_ A
Description
Severity
Acti Status
| Tactics P
+ 4 Tag
Incident provider
Rul Custom details key (Preview)
| In Alert product names [
Enti roperties
Ord v prop
| 5 Account tenant id B
Account AAD user id
Account name
Account NT domain .

Figure 5.10 — Automation rule condition values

Based on the condition selected, we can use one of the following evaluation methods:

o Equals or Does not equal

« Contains or Does not contain

o Starts with or Does not start with

« Ends with or Does not

https://t.me/learningnets

end with



96 Introducing Microsoft Sentinel Automation

Equals
Does not equal
Contains
Does not contain

| Starts with
Does not start with
Ends with

Does not end with

Figure 5.11 — Automation rule condition options

The final element of the condition is the value itself. Here, we can have clear text input (such as an
incident title or description) or the option to select pre-existing values (such as incident severity or
status). We can also add multiple inputs to the same condition.

Conditions
If
Analytic rule name | Contains ~ ” All ~ I
AND
Title ~ ” Contains s “ ransomware ‘ [
OR
| malware ]+§ m
—+ Add
OR
| Severity ~ ” Equals s || 2 selected e | i
+ Add | Search |
+ Add IE‘ Select all
|:| Informational
+ Add (] Low
B vedium
Actions (O B High

Figure 5.12 - An automation rule condition example
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Conditions associated with the “When incident is updated” trigger

If we update an incident with one of the supported conditions, we can trigger automation rules based on
that. This gives us complete control over automation scenarios to support incident creation and updates.

Conditions with an incident update trigger support current state and state changes. Conditions
include those from the incident creation trigger, plus the following:

Owner
Updated by
Alerts

Comments

They also include state change values for the following:

Severity
Status
Tactics

Tag

The following evaluation methods can be added with state change:

Changed (owner, severity, and status)
Changed To (severity and status)
Changed From (severity and status)

Added (alerts, comments, tactics, and tags)

The only difference is Updated by, which uses the current state for evaluation. We can select one of
the following values from the dropdown:

Application

User (a manual change of a field by a specific user)

Alert grouping (adding an alert to the incident)

Playbook (a change made by a playbook run)

Automation rule (a change made by an automation rule run)

Microsoft 365 Defender (for updates to incidents made by bidirectional incident synchronization
from Microsoft 365 Defender)
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Figure 5.13 - The Updated by automation rule values

Conditions associated with the “When alert is created” trigger

The When alert is created trigger only supports analytic rules created in Microsoft Sentinel, and the
only supported condition is Analytic rule name.
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| I:l (Preview) SAP - High - Client Configuration Change

+ Add action I—I (Preview) SAP - High - Data has Changed during Debugging Activity

(] (Preview) saP - High - Deactivation of Security Audit Log

Rule expiration (O

[ ndefinite

Order O

[
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I:l (Preview) SAP - High - Execution of a Sensitive ABAP Program
[:I (Preview) SAP - High - Execution of a Sensitive Transaction Code
I:l (Preview) SAP - High - Execution of Sensitive Function Maodule
I—I (Preview) SAP - High - Function Module tested

[:I (Preview) SAP - High - HANA DE - Assign Admin Authorizations
I:l (Preview) SAP - High - HANA DB - Audit Trail Policy Changes
[:I (Preview) SAP - High - HANA DB - Deactivation of Audit Trail
I:l (Preview) SAP - High - HANA DB - User Admin actions

I—I (Preview) SAP - High - Login from unexpected network

Figure 5.14 — An automation rule alert creation condition
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After choosing one of the triggers (incident creation, incident update, or alert creation) and configuring
the conditions, if all conditions we configured are met, we can run one or more actions on an incident.

Actions

The following actions are supported for automation rules:

o Run playbook:

| { igi} test ‘|
V5 FTE / CyberSecurity I
{ rql} Test-incidentTrigger
Trigger VS FTE / CyberSecurity
When incident is created {,,-';'1} TESt_SharEdMallbox_ |
VS FTE / CyberSecurity
testEnti
%) b
VS FTE / CyberSecurity
Conditions
testOne
If — () v FTE / CyberSecurity
na IC rule name
{‘g‘} TipsAndTricks
VS FTE / CyberSecurity
+Add Unisolate-MDEMachine
)
VS FTE / CyberSecurity
{ rql} UpdateTitle
Actions @ VS FTE / CyberSecurity -
| Run playbook | Search playbooks | fi]
l v
Figure 5.15 - Run playbook action
o Change status:
Actions ()
l Change status ~ ] i
l v |
MNew
+ Add action
ks Active
0 Closed

Rule expiration (0

Figure 5.16 — Change status action

https://t.me/learningnets

99



100 Introducing Microsoft Sentinel Automation

« Change severity:

Actions ()
l Change severity Y ‘ @
l v ]
) " Informational
+ Add action
Low
Medium
Rule expiration @
— High
Indefinite —
Figure 5.17 — Change severity action
* Assign owner:
Automation rule name -
& Unassigned
Assign to me
benji@cybsec.guru
Trigger o
@cybsec.guru
When incident is created Cy 9
e Admin
admin@M365x25776268.0nMicrosoft.com
Conditions @ On-Premises Directory Synchronization Service Account
i War R Memb
ar Room Members
vt
Analytic rule name & WarRoomMembers@cybsec.guru
+ Add v A& MDE users
oy Test Group
TestGroup@cybsec.guru
Actions O B8 Personal-owned work nrofile users v
| Assign owner | Search users or groups | 0]
| v ]

Figure 5.18 — Assign owner action
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o Addtags:

Actions (0

| Add tags v | 1

+ Add tag

[ |

Figure 5.19 — Add tags action

Important note

The Run playbook action is the only action that’s available when utilizing the When alert is
created trigger.

While automation rule triggers, conditions, and actions are fields, we will always want to configure
to have effective automation rules; we can also configure rule expiration and order.

Rule expiration and order
As mentioned previously, we have two additional steps we can configure when creating automation rules:

o Rule expiration: This is if we are creating an automation rule that will be active for only a
specific period - for example, if we are performing penetration testing. We want to auto-close
incidents created by and during penetration testing and disable the automation rule at a specific
date and time.

o Order: This is what execution order number we want to configure an automation rule as. To
recall, all automation rules are run via an order number, from a lower number to a higher
one, sequentially.

Rule expiration (O

I 11/25/2022 El“ 12:00 AM ]

Order O
E |

Figure 5.20 — Automation rule expiration and order configuration
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With that, we have covered all the major elements of automation rules and how they work. In the next
section, we will look at playbooks and their main building blocks in Microsoft Sentinel automation
in more detail.

All about playbooks

Playbooks are a list of actions that will be performed on the incident. They can include enrichment,
response, remediation, and much more. To achieve this, Microsoft Sentinel utilizes a Microsoft Azure
solution called Logic Apps - a platform used to create and run automated workflows. This platform
uses low- or no-code and focuses more on visual design. However, those who prefer to code more can
utilize coding mode as well. Because of this, it is common to hear people refer to Microsoft Sentinel
playbooks as Logic Apps.

There are two different types of Logic Apps that Microsoft Sentinel supports:

» Logic Apps Consumption: This is a single playbook that has only one workflow. It supports
templates and custom connectors and is widely integrated into Microsoft Sentinel with template
support. Logic Apps Consumption shares the same backend resources across different customer
tenants. We will use the Logic Apps Consumption model in our hands-on examples.

« Logic Apps Standard: This is a single Logic App that can have multiple workflows. It doesn’t
support templates and custom connectors, which is why Microsoft Sentinel doesn’t have playbook
templates created in Logic Apps Standard. In Logic Apps Standard, workflows in the same Logic
App share the same backend resources, and they are not shared across different Logic Apps like
they are with Logic Apps Consumption. It’s also important to note that when creating a Logic
Apps Standard playbook, it must be stateful and cannot utilize private endpoints - Microsoft
Sentinel does not support these scenarios at the time of writing.

Microsoft Sentinel is a unified way to run a playbook, and it will make no difference whether Logic
Apps Consumption or Logic Apps Standard is used.

Navigating the playbooks GUI

Microsoft Sentinel playbooks are located under the Automation tab in the Active playbooks sub-menu.
In this menu, we have the option to create a playbook, open playbook details to edit or manage it,
enable or disable a playbook, delete a playbook, as well as to filter playbooks by status, trigger kind,
subscription, resource group, plan, and source name. If we have deployed the playbook using built-in
templates, we will also get information on whether an update is available.
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Figure 5.21 — Microsoft Sentinel playbooks

Playbooks support templates; all deployed templates can be found in the Playbooks templates (Preview)
sub-menu. We can deploy any playbook, from templates to active state. We can filter templates by
trigger, Logic App connector, entities, tags, and source name. If we have already deployed a playbook
template, we will see a notification stating that a specific playbook is in use.
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Figure 5.22 — Microsoft Sentinel playbook templates

To access all templates in Microsoft Sentinel, we can utilize Content hub and the available solutions,
where we can filter, among others, by the solution we need or solutions with playbook templates.
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Figure 5.23 — Microsoft Sentinel — Content hub
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More templates can be found on GitHub and can be easily deployed to Microsoft Sentinel since they
utilize Azure Resource Manager (ARM) templates. Microsoft Sentinel has an official repository with
lots of content available that is ready to be deployed. The link to the official repository is https://
github.com/Azure/Azure-Sentinel.

To create a new playbook, go to the Automation tab, click Create, and select one of the following options:

o Playbook with incident trigger
o Playbook with alert trigger
o Blank playbook
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Figure 5.24 — Creating a new Microsoft Sentinel playbook

If we select Playbook with incident trigger or Playbook with alert trigger, we will create a Logic
Apps Consumption Logic App. The first view is where we enter basic information, such as what
subscription and resource we want to deploy the playbook in, the region, and the playbook’s name.

We can also enable diagnostic settings, which we will cover in the Monitoring automation rules and
playbook health section:
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Home > Microsoft Sentinel | Automation >

Create playbook

o Basics @ Connections @ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | VS FTE hd |
\— Resource group * | CyberSecurity Y |
Create new

Region *

| Eastus v ]
Playbook name *

[ sonr v

|:| Enable diagnostics logs in Log Analytics (&

Log Analytics workspace

| cybsecsoc 7

|:| Associate with integration service environment @

Integration service environment

| v

Next : Connections >

Figure 5.25 - The Create playbook wizard

In the next window, we can select how we want to authenticate a Microsoft Sentinel connection. By
default, playbook creation will enable a system-assigned managed identity from the playbook and
utilize it (the recommended method). However, we can utilize any pre-existing connection or change
it once the playbook has been deployed.
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Home » Microsoft Sentinel | Automation >

Create playbook

0 Basics € Connections (!} Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

~ Microsoft Sentinel Connect with managed identity

Connect with managed identity

FailedTrigger
benji@cybsec.guru

it

Mext : Review and create >

Figure 5.26 — Creating a new playbook - Connections

The last step is to review the configuration and create our playbook.

Home > Microsoft Sentinel | Automation >

Create playbook

© Basics @ Connections © Review and create

Basics

Subscription VS FTE
Resource group CyberSecurity
Region East US
Playbook name SOAR
Diagnostics logs workspace Disabled
Integration service environment Disabled
Connections

Microsoft Sentinel
Connect with managed identity

o Mote: Grant permissions to the managed identity after deployment.

Create and continue to designer

Figure 5.27 - Creating a new playbook - Review and create
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Once the playbook has been deployed, we can navigate to Logic app designer, where we can start

our playbook design.

Home > Microsoft Sentinel | Automation > SOAR

2, SOAR | Logic app designer

Logic app

£ Search | L) save X Discard [> RunTrgger » a5 Designer o Codeview [@] Parameters [l Templates B5 Connectors
& Overview =
E Activity log

Microsoft Sentinel incident (Preview)

A Access control {IAM)
& Tags

& Disgnose and solve probiems + New step

Development Tooks

s Logic app designer
if* Logic app code view
0 Versions

@ AP connections
B Cuick start guides
Settings

B Workflow settings
¥ Authosization

@ Access keys

% Identity

Il Propenties

B Lodks
Monitoring

B flerts

il Metrics

B Diagrest settings

P Logs v

Figure 5.28 - The Logic app designer view

7 Hetp (D Into

From here, we can also access the code view of the playbook if we prefer to work with code.
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Figure 5.29 — The Logic App designer code view

We will go through the whole process of creation and explanation in Chapters 6 to 8, where we will
cover hands-on examples.

When we want to create a blank playbook, we can choose between creating a Logic Apps Standard or
Logic Apps Consumption Logic App. We can also utilize any other trigger available in Logic Apps,
such as a recurrence to perform a regular playbook run, and a Microsoft Forms trigger to create an
incident when a new form is filled in and when an email is received.
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Home >

Create Logic App

Basics  Hosting Monitoring Tags Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * (@ | VS FTE 7

Resource Group * (D) ’ CyberSecurity ~

Create new

Instance Details

Logic App name * | SOARStandard v
.azurewebsites.net

Publish * (.) Workflow () Dacker Cantainer

Region * | Central US ~

o Mot finding your App Service Plan? Try a different region or select your App
Service Environment.
Plan
The plan type you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more
Plan type * @ Standard: Best for enterprise-level, serverless applications, with
event-based scaling and networking isolation.

O Consumption: Best for entry-level. Pay anly as much as your
workflow runs.

Windows Plan (Central US) * @ | (New) ASP-CyberSecurity-8dfe s
Create new
Pricing plan * Workflow Standard WS1
210 total ACU, 3.5 GB memory
Change size

Zone redundancy

An App Service plan can be deployed as a zone redundant service in the regions that support it. This is a deployment
time only decision. You can't make an App Service plan zone redundant after it has been deployed Learn more

[

Figure 5.30 - Creating a playbook using Logic Apps Standard
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To run the created playbook, we have a few options:

o Attach the playbook to an automation rule for automatic triggering (which will require the
Microsoft Sentinel Automation Contributor role to be assigned to a Microsoft Sentinel
identity; more about this in the subsequent Permissions section)

o Run the playbook manually on the incident (which will require the Microsoft Sentinel
Automation Contributor role assigned to a Microsoft Sentinel identity)

o Run the playbook manually on the alert

To create, edit, and run playbooks in Microsoft Sentinel, you will need certain permissions to perform
these actions. Let’s go through the different permissions users can have and what users can perform
with these actions.

Permissions

Important note

To understand this segment better, I suggest that you have a basic understanding of permissions
on Azure and Azure RBAC. A great starting point is the official documentation: https://
learn.microsoft.com/azure/role-based-access-control/.

There are a few different permissions that users can utilize based on the actions they need to perform
when working with Microsoft Sentinel playbooks:

o Logic Apps Contributor: This gives you permission to manage Logic Apps and run playbooks,
but you cannot change access to them (there is standard role separation in Azure, and only the
Owner or User Access Administrator role can perform this action).

o Logic App Operator: This gives you permission to read, enable, or disable a playbook, but you
cannot edit, update, or run playbooks.

o Microsoft Sentinel Contributor: This permits you to attach a playbook to an analytic rule,
among other Microsoft Sentinel permissions.

o Microsoft Sentinel Responder: This permits you to run playbooks manually, among other
Microsoft Sentinel permissions.

o Microsoft Sentinel Playbook Operator: This permits you to list and run playbooks manually.

We covered the Microsoft Sentinel Automation Contributor role earlier in this chapter, so we will
not look at it in detail again.

To be able to create and utilize playbooks, it is important to understand how they work. In the next
section, we will cover the main aspects of Logic Apps.
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Logic Apps connectors and authentication

Under the hood, Logic Apps uses API calls to connect with Microsoft and non-Microsoft solutions.
Those API calls can be wrapped in a Logic Apps connector, giving us more straightforward configuration
and authentication. These connectors are as follows:

« Managed connectors: These are available in a Logic App out of the box. They contain triggers
and actions for specific products or services, such as the Microsoft Sentinel connector. There
are hundreds of managed connectors for Microsoft products and services, as well as for
non-Microsoft products and services.

+ Custom connectors: If some product or service still doesn’t have a built-in connector in Logic
Apps, you have the option to create and utilize a custom connector in your environment. It is
also possible to share those custom connectors with others, and some of them are utilized with
Microsoft Sentinel. When using custom connectors, you must utilize the Logic App Consumption
model since Logic App Standard doesn’t support custom connectors at the time of writing.

But what if there is neither a built-in nor custom connector?

In this case, we can utilize an HTTP connector that will allow us to connect to a product or solution
using direct API calls. Examples of these HTTP calls will be covered in Chapter 9.

( A
Important note

Data connectors in Microsoft Sentinel aren’t the same as Logic Apps connectors.

Data connectors in Microsoft Sentinel are used to ingest logs into a Log Analytics workspace,
and we can utilize those logs to create detection rules, hunt for data, and so on. Some examples
of these logs include Syslog data, security event data from Windows Server, and sign-in logs
from Azure AD.

Logic Apps connectors are API calls to products and services so that we can perform specific
actions. Examples of these API calls are a call to Azure AD to block a user, a call to an EDR
solution to isolate the machine, and an API call to the TI solution to get IP address information.
- J

But wait! When making an API call, don’t we need to provide authentication? Is this supported in
Microsoft Sentinel playbooks?

Yes! If we need to authenticate managed or custom connectors, there is a way to do this. For non-Microsoft
products and services, these can be usernames and passwords, API tokens, and so on. These authentications
are saved as API connections and can be accessed from a playbook. Once created, these API connections
can also be utilized in other playbooks; they are not specific to one playbook.
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Figure 5.31 — Managing an APl connection in a playbook

If we use HTTP calls, this information will be inserted into the header or body of the API call, as per
the instructions of the product or service.

In terms of Microsoft services and products, playbooks support three types of API authentication.
Let’s look at them in detail.

System-assigned managed identity

This is the preferred option and is utilized by default when creating playbooks using Create playbook
with an incident trigger or Create playbook with an alert trigger. Each playbook has its own system-
assigned managed identity that can be enabled, and this identity can be utilized only by this specific
playbook. This connection cannot be shared among playbooks. A managed identity also provides an
option for the least privileged approach.

It’s important to note that not all connectors in Logic Apps support managed identities. For example,
a Microsoft Sentinel connector supports them, while Microsoft Teams and Office 365 Outlook do not.
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To add permissions to a managed identity, you will need to go to the Identity tab in Logic Apps.
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Figure 5.32 - Enabling a playbook’s managed identity

Once you are in the Identity section, you need to select Azure role assignments and then Add role
assignments to assign an Azure permission to the managed identity.

Home » Micrasoft Sentinel | Automation > SOAR | identity >

Azure role assignments

| Add role assignment (Preview) () Refresh

I this identity has robe assignments that you domt have permission to read, they won't be shown in the list. Leam more

Subscription *

[vsrre

Role Resource Name

Mo role assiy found for the sek

Add role assignment (Preview) S
Scope

| Resource group ~ |
Subscription

[ wsere ~ |
Resource group ©

| cybersecurity - |
Role O

L Sedect a role ~ |
Learn more about REAC Microseft Sentinel

Micrasoft Sentinel Automation Cantributor @
Microsaft Sentinel Contributar (£

Microsalt Sentinel Playbook Operator )
Microsoft Sentinel Reader ()

Micrasoft Sentinel Responder ()

Figure 5.33 — Assigning a permission to a playbook’s managed identity
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To authenticate a playbook trigger or action with a managed identity, first, fill in Connection name, then
for connecting, select System-assigned managed identity from the drop-down list, and click Create.

Microsoft Sentinel @

*Connection name

Enter name for connection |

" Managed identity I System-assigned managed identity % I

Cancel

Connect with signin  Connect with service principal ®

Figure 5.34 — Connecting to a Logic Apps connector using a managed identity

Service principals

Service principals can be created on the Azure AD administrator page by registering an application.
Once we have created an application, we will need to save a Tenant ID and Application ID in a secure
space. These will be needed for authentication purposes, as well as to create a secret for the application
and save it in a secure space, such as Azure Key Vault.

To register an application, we need to enter the application’s name and specify whether the application
is single- or multi-tenant.
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Dashboard > CybSec Guru | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

SOAR e

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (CybSec Guru only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ I | e.g. httpsy//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
By proceeding, you agree to the Microsoft Platform Policies &

Figure 5.35 - Creating a new service principal using Azure AD App registrations

Once the service principal has been created, we can assign API permissions to it, such as the Microsoft
Graph Security API and Microsoft 365 Defender.
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Figure 5.36 — Assigning API permissions to a service principal

We can also assign any Azure AD or Azure Role Based Access Control (RBAC) role to a service
principal. For example, suppose we want the option to query data in a Log Analytics workspace. In
that case, we can utilize the Azure Monitor Logs connector, which does not support a managed

identity at the time of writing but does support service principals. Therefore, we will assign the Log
Analytics Reader permission to the service principal and authenticate our connector with it. Another
important note about using a service principal is that it can be reused across multiple playbooks as it

is not playbook-specific. This is because it’s a system-assigned managed identity.

m Azure Monitor Logs

* Connection name

Enter name for connection

Client ID

l Client (or Application) ID of the Azure Active Directory application.

Client Secret

l Client secret of the Azure Active Directory application.

Tenant

l The tenant ID of the Azure Active Directory application.

Connect with sign in

Cancel
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User identity

The last option that we will cover is user identity. This option allows any user from your organization
to authenticate the connection. The user carrying out the authentication must have the permission to
perform the needed action (for example, to block a user in Azure Active Directory or to isolate a host
in EDR) to authenticate the API connection. If the user doesn’t have the permission, the playbook will
fail on this step. This is also a shared connection. Once we create this API connection, it can be utilized
across multiple playbooks - by a specific user or any user with permission to create and edit playbooks.

Home > Microsoft Sentinel | Automation > SOAR

.9, SOAR | Logic app designer -

Logic app

| 0 search | Bl save X Discard [ RunTrgger ~ o5 Designer 4 Codeview [8] Pararmeters §R Templates [ Connectors 7 Help (D) Info
& Overview 2
E Activity log =
. Microsoft Sentinel incident (Preview)
fy Access contn - ‘L
® Togs
& Diagnose and Azure Maonitor Logs
Development Tog L2
|} Mi

] icrosoft ]
N iaten “I ] [ office 365 Outlook 0}
4> Logie app cof Pick an account Sign in to create & connection 1o Office 365 Outlock
Y versions

Benji Kovacevic ) Cancel
& APl connectit benj @cybsec gun

Signed in

& Quick start g|

=x

Settings + Newstep
Conmpcted to Windows

i Workflow set

¥ Authorization

(EX3

Connacted 1o Windows.
@ Access keys T

L bdentity
+ Use another account

Il Properties
B Locks

Manitaring

R Alerts
i Metrics

B Duagnostic settings

Figure 5.38 — Connecting to the Logic Apps connector using a user’s identity

What’s important to note here is that the user who authenticates this connection must have permission
to perform the action (for example, to block a user in Azure Active Directory or isolate a host in EDR)
when the playbook is running. Some organizations use Privileged Identity Management (PIM) and
users are only assigned permission when needed. In this scenario, it is advisable to not use user identity
for any action that can run while the user doesn’t have permission active.

With that, let’s shift focus and get to know triggers a little better.
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Triggers

Triggers are used to define on what event a playbook will be triggered to run. It is always the first
step when we create our playbook. Triggers also define the scheme that the playbook expects when
it is triggered.

In Microsoft Sentinel, we have two primary triggers, with the third one still under development at
the time of writing and, therefore, it will not be covered in this book.

The following triggers are available in Microsoft Sentinel:
o Microsoft Sentinel alert: This receives alert data as input

o Microsoft Sentinel incident: This receives incident data as input

o Microsoft Sentinel entity: Under development

e bearch connectors and triggers

Triggers  Actions
6 Microsoft Sentinel alert (preview)

Microsoft Sentinel O
6 Microsoft Sentinel entity (Private Preview) (preview)

Microsoft Sentinel O

6 Microsoft Sentinel incident (preview)
Microsoft Sentinel 0

Don't see what you need?

© Help us decide which connectors and triggers to add next with UserVoice

Figure 5.39 — Microsoft Sentinel playbook triggers

Since Microsoft Sentinel utilizes Logic Apps to create playbooks, we can utilize many more triggers
that are not connected to Microsoft Sentinel. Some of them are as follows:

o Schedule triggers: Runs a playbook every n minutes, hours, or days, or at a specific time on
specific days

o Microsoft Forms triggers: Creates a manual incident when a Microsoft Forms form is submitted

« Office 365 Outlook: Creates a manual incident when an email is received in a shared mailbox,
and so on

Let’s now focus on the rest of the playbook steps.
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Actions

Once we have configured a trigger, we need to configure actions that will be performed when a playbook

is triggered. We can utilize data that arrives with the trigger (incident data alongside the incident
trigger, for example) to focus on specific information from it. These actions can be run sequentially,

in parallel, or under complex conditions.

Microsoft Sentinel’s native actions, among others, include the following:

e Add comment to incident

o Bookmarks: Create or update a bookmark

o Create incident

« Entities: Get accounts/hosts/IPs/URLs

o Watchlist: Create a new watchlist with data (raw content) and so on

Microsoft Sentinel

| @ Search connectors and actions

Triggers Actions

Alert - Get incident (preview)
@ Microsoft Sentinel

Microsoft Sentinel

e Bookmarks - Creates or updates a bookmark (preview)
Microsoft Sentinel

6 Bookmarks - Delete a bookmark (preview)

6 Boal ks - Get a book k (p
Microsoft Sentinel

ks - Get all book ks (p

Microsoft Sentinel

Create incident (preview)
Microsoft Sentinel

Entities - Get Accounts (preview)
Microsoft Sentinel

Entities - Get DNS (preview)
Microsoft Sentinel

Entities - Get FileHashes (preview)
Microsoft Sentinel

Figure 5.40 — Microsoft Sentinel playbook actions
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It's important to know that each action defines its scheme, and we can utilize data from triggers and
previous actions to define data in the action we are working on now. To access this data, we can utilize
dynamic content. This will be covered in the next section.

Some other actions we can create are as follows:

o Azure Active Directory: An action to block a user, reset their password, and revoke the session
o Azure Firewall: An action to block an IP

o Palo Alto/Fortinet/CheckPoint...: An action to block an IP

« ServiceNow/Jira: Sends incident data and creates a record

o VirusTotal: Gets the IP/URL/file hash enrichment data
Some other actions native to Logic Apps that we need to be aware of are as follows:

« Condition: Here, we can define which block of actions to execute based on condition evaluation.
For example, if the host starts with admin, we can auto-close the incident; if not, we can isolate
the device.

o For each: If the data that we are working on is an array (set of data) and we want to act on each
piece of data in the dataset.

o Switch: Similar to Condition, but we can have multiple paths.
o HTTP: To make an API call to a product or service if a native action is not available in Logic Apps.
o Parse JSON: To parse a result received by an HTTP call.

o Create HTML table: To be used when creating an email response and you want to create an
HTML table containing data.

o Set variable: If we want to set a variable that can be used on multiple instances in a playbook.

We will cover these actions in more depth in Chapter 9.

To make playbook actions utilize dynamic data, we can utilize dynamic content in Logic Apps.

Dynamic content

Dynamic content refers to temporary fields in a playbook run; these are created by triggers and
actions. The only rule is that using these temporary fields is only possible for triggers and actions that
happened before the action we are working on occurred. For example, when a playbook is triggered
with a Microsoft Sentinel incident trigger, the output that’s received will contain all the necessary data
about the incident, such as its severity, status, incident number, incident URL, entities, and alerts.
Using dynamic content, we can specify these values in the next action. For example, we might want to
get a list of IPs, so we can use the Entities - Get IPs action; as input, we can use the Entities dynamic
content that we received from the Microsoft Sentinel incident trigger.
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Microsoft Sentinel incident (Preview)

I

Entities - Get IPs (Preview)

*Entities list

| . Entities x

Add dynamic content

Connected to azuresentinel-TestBookmark. Change connection.

Dynamic content

+ New step

Expression

| £ search dynamic content

Microsoft Sentinel incident See more

a Incident updates Alert Display Name
The display name of the alert

e Incident updates Alert URI
This is the link to the alert in the orignal vendor.

e Incident updates Alert Description
The description of the alert.

Incident updates Alert Friendly Name
The graph item display name which is a short humanly re..,

@ Incident updates Alert Product Name
The name of the product which published this alert.

6 Incident updates Incident Tags Name
The name of the tag

e Incident updates Incident Tags Type
The type of the tag

Incident updates Incident Tactics Item

Figure 5.41 — Dynamic content in Microsoft Sentinel playbooks

If some data is not exposed in Dynamic content or we want to join two values, we can use expressions.
An example of an expression is when we have an array containing alerts and we want to list alert names

from that dataset; we can use a join expression to perform this action.

We will cover more on dynamic content and expressions in the hands-on examples in Chapters 6 to

9, which will feature common tips and tricks for working with Microsoft Sentinel playbooks.

Monitoring automation rules and playbook health

Microsoft Sentinel automation has a native way of monitoring the health of automation rules and
playbook triggers. This monitoring can be enabled from the Settings page of Microsoft Sentinel,
under Health monitoring.
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Figure 5.42 — Microsoft Sentinel - Health Monitoring configuration
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We need to enable the Automation diagnostic settings and send them to the Log Analytics workspace

where Microsoft Sentinel is enabled.

Home > Microsoft Sentinel | Settings » Diagnostic settings »

Diagnostic setting

B save > Discard ] Delete 57 Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to, Normal usage charges for the destination will oocur, Leam

more about the different log categories and contents of those logs

Disgnastic setting name * Automation Health
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Category groups (0

7] alitogs
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B Automation
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Figure 5.43 - The Automation Health monitoring configuration wizard
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These diagnostic settings will be saved in the SentinelHealth table in Microsoft Sentinel so that we
can query statuses using KQL.

A sample KQL query that you can use to get this data is as follows:

SentinelHealth
| where SentinelResourceType in ("Playbook", "Automation rule")

Heome > Microsalt Sentinel

& Microsoft Sentinel | Logs - X
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[# search ® MewOuery1t x| + () Feedtack BT Quenes | 3 [0 v
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Figure 5.44 — Querying the SentinelHealth table in the Microsoft Sentinel | Logs tab
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We can also utilize the Automation Health workbook that’s available in workbook templates to get
a detailed report about our automation health in Microsoft Sentinel.

Home > Microsoft Sentinel | Workbooks >

Automation Health =

Lt Mopen B O & & Q7 Hep T Auto refresh: OFf

ion Health " un by jon Rules  Automation per Incident
Top 5 failed Automation rules Tap 5 failed Playbooks an-demand (failed triggers) Top § failed Playbooks - Azure Disgnastics (failed runs)
T4 i Id T4 . i .
0 The query retumed no results.
FailedTriggerPlaybook & FaledTriggerPlayboak UpdateTitle 2, UPDATETITLE
UpdateTitle & UpdateTitle
- » “ »

Automation runs by type

SentinelResourceType Ty RunsTy

" Autemation nule m
29 2n Playbook 28

Status by automation type

Figure 5.45 — Utilizing the Microsoft Sentinel Automation Health workbook

Automation Health only monitors a playbook trigger — in other words, it only checks whether the
playbook triggered successfully, not the whole playbook run. To monitor whether the playbook runs
successfully or not, we have to utilize diagnostic settings at the playbook level. A diagnostic setting
can be configured when creating a playbook.
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Home > Microsoft Sentinel | Automation >

Create playbook

© Basics @ Connections @ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | VS ETE v l

\— Resource group *

| CyberSecurity Y4 ‘

Create new

Region *

l East US v ‘

Playbook name *

| |

H Enable diagnostics logs in Log Analytics (©

Log Analytics workspace

l cybsecsoc ~

D Associate with integration service environment ®

Integration service environment

[ v

Next : Connections >

Figure 5.46 — Enabling diagnostic settings when creating a new playbook
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A diagnostic setting can also be created in the playbook itself.
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Figure 5.47 - Adding a diagnostic setting to an existing playbook

Microsoft Sentinel enabled.
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Home > Microsoft Sentinel | Automation » SOAR | Diagnostic settings >

Diagnostic setting

B save X Discard [i] Delete &' Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or mare destinations that you would stream them to. Normal usage charges for the destination will occur, Learn
maore about the different log categories and contents of those logs

Diagnostic setting name * SOAR playbook diagnostic settings '

Logs Destination details

Category groups (0

ﬂ alllogs

a Send to Log Analytics workspace

Subscription

Categories
| VS FTE

| Workflow runtime diagnostic events
Log Analytics workspace

| CybSecSOC | eastus )

Metrics

El AllMetrics [ Archive to a storage account
El Stream to an event hub

[:l Send to pariner solution
Figure 5.48 — The Diagnostic setting configuration wizard of a playbook

This data will be saved in the AzureDiagnostics table. We can query it using KQL:

AzureDiagnostics

| where OperationName == "Microsoft.Logic/workflows/
workflowRunCompleted"

The preceding KQL query will give you the following output:
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Figure 5.49 - The queried playbook’s diagnostic settings in the Microsoft Sentinel | Logs tab

We can also join and compare data from the AzureDiagnostics and SentinelHealth tables to check
whether the playbook triggered by the automation rule or the one we triggered manually had a
successful run. This can be done by comparing the runld columns in both tables and joining them
on the same runld since it is unique for each playbook run.

Here is a KQL example:

SentinelHealth

| where SentinelResourceType == "Automation rule"

| mv-expand TriggeredPlaybooks = ExtendedProperties.TriggeredPlaybooks
| extend runId = tostring(TriggeredPlaybooks.RunId)

| join (AzureDiagnostics

| where OperationName == "Microsoft.Logic/workflows/
workflowRunCompleted"

| project
resource runld s,
playbookName = resource workflowName s,
playbookRunStatus = status s)

on $left.runId == $right.resource runId s

| project

RecordId,

TimeGenerated,

AutomationRuleName= SentinelResourceName,

AutomationRuleStatus = Status,
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Description,
workflowRunId = runId,
playbookName,
playbookRunStatus

The preceding KQL query will give you the following output:

Home 3 Microsolt Sentinel

£ Microsoft Sentinel | Logs

Selectod mevbpac ‘cyinatios

| £ Seawch & New Query 1°
slsiion # OybSecsoc
@ Orities Tabbes  Querks  functions o &
P Logs
& Newa & guides Al
¥ Fiter) 1B Group by: Sohution
' Seaech
Thosat i . ™ Collapre ol
Favorites

S Incidants
B v rbocks ¥ou can add favorites by clicking on
the % iten
© Hurting "
] b Antimahware Assessment

B Notebooks * LogManagement
& Lnlity behavior ¥ Microsoft Sentinel
& Threat inteligerse ¥ Microscft Sentinel UEBA
2 NETRE ATTRCK Preview] + Security and Audit

* Custom Logs
Content management

B Content bubs Prvirw)

Configuration

Bl Data convectons
& Anabytics

Watchlin

3 Automation

n =

*
3 Feednack Queies | @ [0 v
EEEDI i onge: Comtom ) | B S v 1 Stare v+ Newsetnie v = bt v o v | 22 formm ey
1 Sentimelhealth
2 | where SentinclResourcelype == “Automation rule”
3| mv-expand TriggeredPlaybooks = ExtesdedProperties.Triggered?laybooks -
4 | extend runld = tostring(TriggeredPlaybooks . Runld)
5 | join (AzureDiagnostics
& | whees CperationNase == “MicrasoFt,Logle /workf]lous werkflowiuntonnlsted”
| preject
8 resource_runid s,
] playbookName = resource workflowhase s,
L playbookiunstatus = status_s)
1 cn $left.runld == $right.rescurce runld s
12 | project Ll
Results  Chart F
[ Retondid =} Dws i
[] = b4B0SAIHOb0a-teas BATI-0NITIGeE5E2 | /26,3022, 32755353 PAA Update Test Saceent %
tmcdid DABa3 S Aval BATZ 03617 100k L
TmeGansrated [LTC] 2022-09-26T15:3T.55.35365582
Satom aticriluiablara Updabe st
Meomationthulattatus Sueers
Dneript Fude amscited succomshull, trggenng sl actons
workdiowhurld DBLASAT40081 535065 TSHAIIATICLL
Hrgtania—e UpdataTitle
etk Runstatus Taied
[ » "adbetn cht bsh ada2 BT08cdMaI0s  1GAVZOEE 13132067 PM Update Test S L
[0 »  Stccoess da4adr Sk detciamised Updats Test Scrmn "
(AR T T p————— fr— Sucons "
[ » §159680-0510 250055108661 D8IS601 TA0EE, TALITTEE PM Updaty Test - "
[] > it sos Ackif-Bokoe-2621Bu ka1 Tk 1G/T/2022. 1:2BIA860 PM Updabs Sest Sucoess &
Ds 716ms | Display time {UITCD000) Cuery details | 1- 140l 18

Figure 5.50 — Querying AzureDiagnostics and SentinelHealth in the Microsoft Sentinel | Logs tab

With automation rule and playbook health monitoring covered, let’s wrap up this chapter.

Summary

In this chapter, we dug deep into Microsoft Sentinel automation and dissected each element. First, we
focused on automation rules and their main elements - triggers, conditions, and actions — and how
they define automation rule runs. We also covered permissions and ways to create automation rules.
Then, we moved on to the topic of playbooks, where we focused on their main elements - triggers,
actions, and dynamic content - as well as underlying information such as connectors, permissions,

and authentication methods.

At the end of this chapter, we focused on the critical topic of automation health and how to monitor
it using Microsoft Sentinel functionalities.

In the next chapter, we will begin our hands-on examples. We will focus on enriching incidents so
that we can speed up MTTA and MTTR in Microsoft Sentinel.
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Enriching Incidents
Using Automation

In the previous chapter, we introduced Microsoft Sentinel automation and its main elements,
permissions, and building blocks.

In this chapter, we will work through some hands-on examples. But first, we will guide you on how to
enable Microsoft Sentinel to perform these exercises on your own, then we will go through our two
hands-on examples - the enrichment of incidents with IP and URL details.

This chapter will go through the following topics:

o Why should you use automation for incident enrichment?
o Creating your own Microsoft Sentinel trail
o VirusTotal playbook - IP enrichment

o VirusTotal playbook - URL enrichment

Why should you use automation for incident enrichment?

When a new incident/case is detected, we first need to triage to check whether it is a true or false
positive. In many cases, there are usually steps that SOC analysts perform when investigating new
incidents. One example is if there is an IP address involved in the incident, SOC analysts will go to the
Threat Intelligence blade to see whether it is malicious, or to external products such as VirusTotal
or Microsoft Defender Threat Intelligence (MDTI), also known as RiskIQ. This takes SOC analysts’
time, and they need to do it every time there is an IP involved in an incident, or more than one IP,
which can take a few minutes for each incident. With the number of incidents increasing daily, this
can mean hours lost in the SOC every day.

But what if we can perform that step even before SOC analysts pick up the incident for investigation?
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This is done by creating a playbook that will run on incident/alert creation and enrich incidents with
valuable information. That playbook will send requests to the enrichment system we want (such as
MDTI or VirusTotal) and return feedback. In our case, it will be written in the comment section of
the incident.

When SOC analysts pick up an incident for investigation, enrichment will already have been done,
and the SOC analysts will not lose minutes visiting those portals themselves. This will save time in
the SOC, but most importantly, it will improve MTTA and MTTR.

Creating your own Microsoft Sentinel trail

Before we start with hands-on examples, let’s first go through the process to get access to Microsoft
Sentinel. First, we need to create a Microsoft Azure account, as Microsoft Sentinel is a Microsoft
Azure service:

1. To create a free Microsoft Azure account, please visit https://azure.microsoft.
com/en-in/free/.

When you enable Microsoft Azure, you get certain benefits for the first 12 months plus USD
200 credit for 30 days, which you can utilize to test certain Microsoft Azure services - in this
case, Microsoft Sentinel.

2. Once you get access to Microsoft Azure, open the Microsoft Azure portal: https: //
portal.azure.com/.

3. In the search field, search for Microsoft Sentinel, and from the search results, choose
Microsoft Sentinel, as shown in the following screenshot:
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Figure 6.1 — Search for Microsoft Sentinel in the Microsoft Azure portal

4. In the next window, select Create:

Home »

Microsoft Sentinel = ®
CybSec Gury [Cytsec guid)

{ Create {5 Manageview ~o () Refresh L Exportto €SV *F Openquery | 551 View incidents

Subscription equals all Fesource group equals all > Location equals all X i Add fiter
No grouping ~ | [22 st view w
[] mame t Resource group L Location T4 Subscription T4 Directory T4
[0 @ cybsecsoc cybersacurity EastUS VS FTE CybSec Guru
] @ webinar eybersacurity FastUS VS FTE CybiSec Gury

Figure 6.2 — Create a new Microsoft Sentinel environment

5. Since Microsoft Sentinel utilizes Log Analytics workspaces to store logs, we need to create a Log
Analytics workspace to enable Microsoft Sentinel on top of it, as shown in the following screenshot:
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Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace - X

-+ Create a new workspace f:_) Refresh

o Micresoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing fer more details.

Filter by name

Workspace TJ Location Ty ResourceGroup T4 Subscription Ty Directory Ty
oD TestusEast eastus test V5 FTE CybSec Guru
Ip TestWestEL westeurope test VS FTE CybSec Guru

Figure 6.3 — Create a new Log Analytics workspace

6. In the next window, create a new Resource group, enter the workspace’s name, and select the
region where the workspace will be deployed. This is the region where logs will be stored, as
shown in Figure 6.4

Home > Microsoft Sentinel » Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

Basics Tags  Review + Create

@ A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating 2 new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (O [ vs Fe v |
Resource group * @ I (New) SOAR ~ ‘
Create new

Instance details
Name * © [ soar -]

Region* (O [ West Europe v l

Figure 6.4 — Basics tab in Log Analytics workspace creation
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7. Under Review + Create, check the details and select Create:

Home » Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace
o Validation passed

Basics Tags  Review + Create

Log Analytics workspace
®® by Microsoft

Basics

Subscription VS FTE

Resource group SOAR

MName SOAR

Region West Europe

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn more about Log Analytics pricing models.

Tags

(none)

Download a template for automation

Figure 6.5 — Review and create a Log Analytics workspace
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8. Once our Log Analytics workspace is deployed, we need to select it and click on Add:

Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

+ Create a new workspace () Refresh

@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

I Filter by name..

Workspace Ty Location T ResourceGroup TJ
ﬂ SOAR westeurope soar
oD TestUsSEast eastus test
oD TestesteU westeurope test

Subscription T
VS FTE
VS FTE

VS FTE

Directory T4
CybSec Guru
CybSec Guru

CybSec Guru

Figure 6.6 — Enable Microsoft Sentinel on top of the Log Analytics workspace

Note

Microsoft Sentinel has a 30-day free trial for certain services. All terms and conditions of
the free trial can be found at https://azure.microsoft.com/en-gb/pricing/

details/microsoft-sentinel/.

9. Once we click on Add, we will enable Microsoft Sentinel on top of our Log Analytics workspace,
leading us directly to the Microsoft Sentinel page, as shown in the following screenshot:
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Figure 6.7 — Microsoft Sentinel News & guides tab

. 2. Create security alerts
’

21 3. Automate & orchestrate

yhocks 1o

Now you are ready to start ingesting data and learn more about Microsoft Sentinel.

~
Note

Lab.

-

You can visit the Microsoft Sentinel documentation and learn more about free sources you
can ingest into Microsoft Sentinel here: https://learn.microsoft.com/en-us/
azure/sentinel/overview.

There is also step-by-step guidance that you can utilize to learn more about Microsoft Sentinel
and how to navigate through the environment: https: //github.com/Azure/Azure-
Sentinel/tree/master/Solutions/Training/Azure-Sentinel-Training-

J

You can utilize Microsoft Sentinel Training Lab to populate your Microsoft Sentinel environment
with demo data quickly. Go to Content hub from the left menu, search for Training Lab, and

deploy it to your environment, as shown in Figure 6.8:
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Figure 6.8 — Add Training Lab from the Content hub tab

Now that we have a Microsoft Sentinel environment we can test on, we can start creating our
hands-on examples.

VirusTotal playbook - IP enrichment
In our first example, we will utilize VirusTotal to enrich the IP found in the incident.
Before we begin, you will need the following:

» You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator)

« You need to create a free VirusTotal account and get your API token for connector authentication
or utilize a premium account if you have one

o If you don't have a VirusTotal account, you can create one at this link: https://www.
virustotal.com/gui/join-us
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o Once you have an account, you will need to get your API key, as shown in the following screenshot:

Inteligence  Hunting  Graph  API 1 G Benjamin K... n
Profile
> ] VIRUSTOTAL
Settings
Sign out
Analyse suspicious flles, domains, IPs and URLs to detect malware and ciher
braaches. automatically share them with the security community.
FILE URL SEARCH —_—
D
=3
R
By submitting data above, you are agreeing to cur Terms of Servce and Privacy Policy. and to the sharing of
yous Sample v Plaase 4o nat submit any parsanal information;
VirusTotal is not for the contents of your Leam mare
@ Want to automate submissions? Check our AP, or access your AP| key.
VirusTotal Community Tools Premium Services Documentation
Contact Us Join Community API Seripts Intelligence Searching
Get Support Vote and Comment YARA Hunting Repors.
How It Works Contributars Desktop Apps Graph APIvE | v2

Figure 6.9 — Access to VirusTotal APl key

For our demo, a standard API key is enough, as demonstrated in Figure 6.10. We will need this later
to authenticate the API connection in the playbook.
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Figure 6.10 - VirusTotal API key location
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If using in the production environment, consult VirusTotal about licensing terms and conditions.

Creating a playbook

Now that we have access to Microsoft Sentinel and a VirusTotal account and API key, we can start

with our playbooks:

1. First, we need to open our Microsoft Sentinel environment, go to the Automation tab,
click on Create, and select Playbook with alert trigger for this example, as shown in the

following screenshot:
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Figure 6.11 - Create a playbook with an alert trigger
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2. Inthe Basics tab of playbook creation, select your resource group (existing or new) and enter
your playbook name (in my case, VirusTotal -IPEnrichment-alertTrigger), as
shown in the following screenshot:
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Home > Microsoft Sentinel | Automation >

Create playbook

o Basics @ Connections @ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * [ vs Fre v
\— Resource group * [ CyberSecurity ' |
Create new

Region *
I East US v |

Playbook name *

[ VirusTotal-IPEnrichment-alertTrigger v l

[:‘ Enable diagnostics logs in Log Analytics (@

Log Analytics workspace

I cybsecsoc ~

[:‘ Associate with integration service environment O

Integration service environment

I v

Next : Connections >

Figure 6.12 - Basics tab in the playbook creation wizard

3. In the next window, Connections, we will leave it as it is, as shown in Figure 6.13:
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Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Connections  (3) Review and create

For each connector this playbock uses, you can choose to use an existing connection from another

playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

~ Microsoft Sentinel Connect with managed identity

Next : Review and create >

Figure 6.13 — Choose your connection for the Microsoft Sentinel connector

4. In Review and create, check the configuration and select Create and continue to designer,
as shown in Figure 6.14:

Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Connections @) Review and create

Basics

Subscription VS FTE

Resource group CyberSecurity

Region East US

Playbook name VirusTotal-IPEnrichment-alertTrigger
Diagnostics logs workspace Disabled

Integration service environment Disabled

Connections

Microsoft Sentinel
Connect with managed identity

o Note: Grant permissions to the managed identity after deployment.

Previous I Create and continue to designer

Figure 6.14 — Review and create a playbook
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5. When our playbook is deployed, we will go through the process of changing the API connection
for the Microsoft Sentinel connection. In the Designer view, click on the Microsoft Sentinel
alert trigger to expand it and select Change connection, as shown in the following screenshot:

Home > Microsoft Sentinel | Automation » VirusTotal-IPEnsichment-alert Trigger

5 VirusTotal-IPEnrichment-alertTrigger | Logic app designer « x
“ Lagic app
2 Search | « ] save > Diseard  [> RunTrigger ~ s Designer o Codeview [E] Pararneters [ Templates B Conmectors 7 Help (D) info
.
3 e [ =g
W Activity log
Microsoft Sentinel alert (Preview) @ -

Fa, Access contral (IAM)

& Tags MNe additional information is needed for this step. You will be able to use the outputs in

subsequent steps.
£* Diagnese and sslve problems

Connected to anuresentinel-VirusTatal-IPEnnichment-alertTrigger. Change connection.

Development Tools

s Logic app designer

4 Logic app code view N ;
+ New step
R Versions

& APl connections

& Quick start guides

Figure 6.15 — Change connection in Logic app designer

6. We can select an existing connection from the list or select Add new to create a new one. In
this case, we will select Add new, as shown in the following screenshot:

- Connections ene
Select an existing connection or create a new one:
A
Invalid  Display Name Name Gateway
O benji@cybsec.guru azuresentinel-3
O tt azuresentinel-W...
O @ Microsoft Sentinel azuresentinel-Az...
O ® tt azuresentinel-13
° azuresentinel-VirusTotal-IPEnrichment...  azuresentinel-Vir...
O @ <username> @ <domain> azuresentinel-W...
O @ Microsoft Sentinel azuresentinel-W...
O 0) benji@cybsec.quru azuresentinel-lso...
O ® Microsoft Sentinel azuresentinel-W...
v
Add new ‘ Cancel ‘

Figure 6.16 — Choose an existing or create a new connection
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In the next window, we select between the different authentication options that we covered
in Chapter 5 — managed identity, service principal, or user identity, as shown in Figure 6.17:

Microsoft Sentinel o -

Tenant l CybSec Guru ~ I

Sign in to create a connection to Microsoft Sentinel.

Connect with service principal ® Connect with managed identity ®

Figure 6.17 — Available authentication options to create a new connection

7. We will use the user identity, so we will click on Sign in. After that, the Microsoft sign-in page
will appear, and we'll need to sign in with our credentials, as shown in Figure 6.18:

Home » Microsoft Sentinel | Automation > VirusTotal-IPEnrichment-alertTrigger >

Logic Apps Designer

E Save X Discard D Run Trigger .?. Designer <[> Code view [@l Parameters [= Templates Bl connectars ? Help @ Info

. Microsoft Sentinel |

Tenant CybSec Guru ~ ]

Sign in to create a connection to Microsoft Sentinel.

Cancel

Pick an account

Connect with service principal @ Cennect with managed identity O

benjidcybsec.guru :

m Benji Kovacevic
Signed in

+ Mew step
Ceonnected to Windows

Connected to Windows

Use another account

&
&
_|_

Terms of use  Privacy & cookies - -« v

Figure 6.18 — The sign-in window when utilizing user identity
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8. Once we sign in, we will see a change in our connection, as shown in the following screenshot:

Microsoft Sentinel alert (Preview)

No additional information is needed for this step. You will be able to use the outputs in
subsequent steps.

Connected to benji@cybsec.guru. Change connection.

Figure 6.19 — User identity connection

9. The next step in our playbook creation is to add a new action to get IPs from the incident. In
our playbook design view, we will click on New step, as shown in the following screenshot:

Microsoft Sentinel alert (Preview)

No additional information is needed for this step. You will be able to use the outputs in
subsequent steps.

Connected to benji@cybsec.guru. Change connection.

+ New step

Figure 6.20 - Add a new step
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10. We will search for Microsoft Sentinel and select it from the results, as shown in the
following screenshot:

E Choose an operation X

,O Microsoft Sentinel

For You All Built-in Standard Enterprise Custom

© xE9

DomainTools  HYAS Insight Microsoft Microsoft Recorded
Iris Enrich Sentinel Sentinel... Future...

Triggers Actions

Q Enrich Domain
**  DomainTools Iris Enrich @ I

OH Retrieve Account Information

Figure 6.21 — Search for and select the connection
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11. From our list of actions, search for and select Entities - Get IPs:

h 4

Microsoft Sentinel X

\L Search connectors and actions

Triggers Actions

6 Create incident (preview)
Microsoft Sentinel 0}

@ Entities - Get Accounts (preview)
Microsoft Sentinel @

6 Entities - Get DNS (preview)
Microsoft Sentinel 0}

Entities - Get FileHashes (preview)
6 Microsoft Sentinel 0]

@ Entities - Get Hosts (preview)
Microsoft Sentinel ®

6 Entities - Get IPs (preview)
Microsoft Sentinel 0}

Entities - Get URLs (preview)
6 Microsoft Sentinel 0]

@ Get incident (preview)
Microsoft Sentinel ®

Figure 6.22 — Search for and select the action

12. The new action will be added, and we now need to specify in this action from where to extract
those incidents. As we mentioned in Chapter 5, each trigger and action has its own scheme,
and we can utilize dynamic content to read this data and always get the data needed for the
actual playbook run, as shown in Figure 6.23:
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Entities - Get IPs (Preview) ®

* Entities list |

Connected to benji@cybsec.guru. Change connection.

Add dynamic content [l

13.

14.

Figure 6.23 - The Entities - Get IPs action

In this case, we will need to get IPs from our alert trigger. Click on an empty space in our
Entities - Get IPs action, and you will see Dynamic content showing on the right. In this case,
we will see only content from the Microsoft Sentinel alert trigger, as that is the only trigger/
action that happened before the action we are working on now.

In the Dynamic content search field, we will search for entities and select them. This
will add the Entities dynamic content to our Entities - Get IPs action, as shown in the
following screenshot:

N
Entities - Get IPs (Preview) @ e
" Entities list . Entities x !
Add dynamic content [l ; :
Dynamic content Expression
Connected to benji@cybsecgury. Change connection.
| £ entities
Microsoft Sentinel alert
+ New step
e Entities

A list of entities related to the zlert, can include multiple enti.,

Figure 6.24 - Add Entities as dynamic content

15. Now that we have extracted IPs from other entities in our playbook, it’s time to add a VirusTotal

action. Click on New step, search for and select Virus Total, and select the Get an IP report
action from the list, as shown in Figure 6.25:
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. 4
E Virus Total X
&~ bearch connectors and actions
Triggers Actions

Analyze a URL (preview)
Virus Total ©
Get an IP report (preview)
Virus Total ©
Get Domain report (preview)
Virus Total ©
Get file report (preview)
Virus Total ©
Get URL report (preview)
Virus Total ®
Retrieve information about a file or URL analysis (preview)
Virus Total ©
Upload and analyze a file (preview)
Virus Total ®

Don't see what you need?

© Help us decide which connectors and triggers to add next with UserVoice

Figure 6.25 — Add the Get an IP report action

16. We will get a window to name our connection (I will use VirusTotal) and to enter our API
key. Once you've entered both, click on Create, as shown in Figure 6.26:

w

ZI Virus Total ®

*C ti
onnection name | VirusTotal l

*x-api_key @ l eas l

Figure 6.26 — Authenticate the VirusTotal connection with the API key
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We will see our Get an IP report action from VirusTotal. In it, we need to specify the IP address
for which we want to get the report. We will again use Dynamic content and get IP addresses
from our Entities - Get IPs action. Click on text space, and from Dynamic content, search

for IPs Address under Entities - Get IPs.

W
2 Get an IP report (Preview) @
*IP Address I te veerily
Add dynamic content [+ ]
Cennected to VirusTotal. Change connection.
+ New step

Dynamic content  Expression

l 2 search dynamic content

|

Entities - Get IPs

a A list of IPs associated with the alert
A list of IPs associated with the alert

E IPs Item

e IPs Address

IP address

IPs

A list of IPs associated with the alert
Microsoft Sentinel alert

e Alert display name

Display name of the alert

Description

Alert descriptior

Figure 6.27 — Add IP address from Dynamic content

One thing that will happen is that the playbook will automatically create a For each condition,

which will be based on IPs, as shown in the following screenshot:
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For each

*Select an output from previous steps

| IPs x |
ﬂ Get an IP report (Preview)

*IP Address | E IPs Address % J

Connected to VirusTotal. Change connection.

i Add an action

Figure 6.28 — For each loop

This happens because we can have more than one IP address in our incident or alert (based on
the trigger), and we need to check IP addresses one by one to see their reputation.

So we will send a request to VirusTotal for an IP report, which will be returned to us in response,
but how can we use it in Microsoft Sentinel? We can add it as a comment or a tag. In this case,
we will add it as a comment.

17. Instead of selecting New step, we need to select Add an action from the For each loop, as we
need to add a comment for each IP address, as shown in the following screenshot:

For each

* Select an output from previous steps

IPs %

E Get an IP report (Preview) ®

*IP Address Lﬁ IPs Address x

Connected to VirusTotal. Change connection.

-

f Add an action

Figure 6.29 — Add an action in the For each loop
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18. We will now see that we can utilize recently used connectors immediately, so we don’t need to
search for them but select them, as shown in Figure 6.30:

h 4

E Choose an operation X

/O Search connectors and actions

ForYou  All Built-in Standard Enterprise Custom
Recent Clear
Microsoft Virus Total Azure Control Office 365 Variables Microsoft
Sentinel Monitor Logs Outlook Defender...

& Recommended based on your activity

Append to array variable

{x} Appends value to array variable.
Variables Append to string variable
Built-in Appends value to string variable.

Figure 6.30 — Recent connections

19. From the list of actions, we will select Add comment to incident, as shown in the

following screenshot:
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Microsoft Sentinel X

é Search connectors and actions

Triggers Actions

@ Add alert to incident (preview)
Microsoft Sentinel O]

Add comment to incident (V3) (preview)
@ Microsoft Sentinel @

@ Alert - Get incident (preview)
Microsoft Sentinel O]

@ Bookmarks - Creates or updates a bookmark (preview)
Microsoft Sentinel ©

Bookmarks - Delete a bookmark (preview)
@ Microsoft Sentinel ®

Bookmarks - Get a bookmark (preview)
@ Microsoft Sentinel @

Bookmarks - Get all bookmarks (preview)
@ Microsoft Sentinel 0}

jojojojojofofo

Create incident (preview)

Figure 6.31 — Add comment to incident action
20. We can now see that we are asked for an incident ARM ID, as Microsoft Sentinel doesn’t have

the option to leave a comment on the alert itself but on the incident. If we search for it in
Dynamic content, we will not be able to find it, as shown in Figure 6.32:
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N

Add comment to incident (V3) (Preview) 0]
*Incident ARM id Incident ARM id |
Add dynamic content | +1]
Dynamic content Expression
* Incident comment Font * 2v B I U /= = WA
message
Incident comment message | P amid x
Connected to benji@cybsec.guru. Change connection. There are no results for your search
SEARCH TIPS
Ensure words are spelled correctly.
f Add an action
Try less specific keywords.

Figure 6.32 - No incident ARM ID in the alert trigger

So how will we get it?

One useful action when working with Microsoft Sentinel alert triggers in this scenario is called
Alert - Get incident. This action will allow us to get information about the incident it is part
of based on the alert we are investigating.

But where should we add it?

21. Aswe need to utilize Dynamic content, we must add it before the Add comment to incident
action. We can add it inside the For each loop or even before the For each loop.

What is the difference?

If we add it inside the For each loop, that action will be run for each IP. We can do it by selecting
the plus (+) sign between the Get an IP report and Add comment to incident actions. This
sign will appear if we hover over the arrow between these actions, as shown in Figure 6.33:

For each

* Select an output from previous steps

|

-

zl Get an P report (Preview) Insert a new step e ‘

N

=+
A d

Add comment to incident (V3) (Preview) e l

E Add an action

Figure 6.33 - Insert a new step between two actions in the For each loop
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If we add it outside of the For each loop, it will run once, and then we can utilize it across the
playbook without rerunning it. This will impact pricing and speed, as the action will be run
fewer times. In our case, it will not have any impact as we will test it on one IP address, and the
cost of running an action in a Microsoft Sentinel playbook is minimal if you are not running
it thousands of times per day.

22. To add this step outside the For each loop is the same process as within the For each loop,
but we do it between actions outside the For each loop, as shown in the following screenshot:

Microsoft Sentinel alert (Preview)

Insert a new step

_I.
b4

Entities - Get IPs (Preview)

Figure 6.34 — Insert a new step between two actions before the For each loop
As it is best practice to use it as few times as possible, unless something different is required,
we will use a process outside the For each loop.

23. Hover over the arrow between the actions, click on Insert a new step, and then on Add an
action. From our recent connections, select Microsoft Sentinel and search for an action called
Alert - Get incident, as shown in the following screenshot:

b

Microsoft Sentinel X

é Get incident

Triggers Actions
@ Alert - Get incident (preview)

Microsoft Sentinel @
@ Get incident (preview)

Microsoft Sentinel @

Don't see what you need?

@ Help us decide which connectors and triggers to add next with UserVoice

Figure 6.35 — Alert - Get incident action
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24. When we add the action, we will need to add details about Subscription ID, Resource group, and
Workspace ID where the incident is, as well as the alert ID. All this information is available as
Dynamic content in our trigger, and we can select it easily, as shown in the following screenshot:

Alert - Get incident (Preview)

0}

* Specify subscription id Lﬁ Subscription ID x

* Specify resource group m Resource group X

* Specify workspace Id Lﬁ Workspace ID x

* Specify alert id Lﬁ System alert ID x

Connected to benji@cybsec.guru. Change connection.

Add dynamic content

T
'

. Entities - Get IPs (Preview)

For each

Dynamic content Expression

l pel systermn alert id

Microsoft Sentinel alert

System alert 1D

Unique ID for the specific alert instance

Figure 6.36 — Populate action data using Dynamic content

25. So, now we have our action to get incident details, and we can go back to the For each loop
and Add comment to incident. If we again search for ARM ID in Dynamic content, we will
see it on our result page, as shown in the following screenshot:

K2l s x
E Get an IP report (Preview) e |
T
+
N
Add comment to incident (V3) (Preview) @ -
" Incident ARM id Incident ARM ID x
. Add dynamic content -
* Incident comment Font *y 12+ B ] U /i = ==&

message

Incident comment message

Connected to benji@cybsec.guru. Change connection.

Alert - Get incident

Dynamic content Expression

|P ARM ID

e Incident ARM 1D
The full qualified ARM 1D of the incident

f Add an action

e Incident Comment ID
The full gualified ARM 1D of the comment

Figure 6.37 — Incident ARM ID is now available
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26. The next step is to add the comment text itself. The great thing is that Microsoft Sentinel
comments support HTML, so if needed, we can write HTML code in a friendlier format in
Microsoft Sentinel.

In this case, we will write it as classic text. We want to know the IP owner and the last statistical
data in this case.

In the comment, we need to write the following, as shown in the following screenshot:
* Report for IP address

* Owner

* Reputation

* Total votes harmless

= Total votes malicious

N
Add comment to incident (V3) (Preview) ®
*Incident ARM id E Incident ARM ID x
*|ncident comment Font v 2vB J] U /== == &

message

Report for IP address
Owner:

Reputation:

Total votes harmless:
Total votes malicious:

Add dynamic content [l

Connected to benji@cybsec.guru. Change connection.

Figure 6.38 — Incident comment message text values

27. And now, we need to add dynamic data that will enrich our incident, as shown in Figure 6.39:
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*Select an output from previous steps

| & s x

Dynamic content Expression
|z Get an IP report [Preview) | — m
i " E
B I £ total votes ]
= =
Add comment to incident (V3) (Preview) @ - Get an IP report
*Incident ARM id | sdent ARM Tatal vates
ockient B E Urweighted number of total votes from the community, divi..
* Incident comment Font v 2« B [ U /= = = |

m Total votes Harmless

message Mumber of positive votes

Report for IP address E 1Ps Address x

Chwner: ﬂ Owner x

Reputation: B Reputation x

Total votes harmless: 51 Total votes Harmless 3

Total votes malicious: '3 Tatal votes Malicious x |

m Total votes Malicious

number of negative vates

Add dynamic content [El

Connected to benjifcybsecqguru,  Change connaction

Figure 6.39 — Adding dynamic content from previous actions to the comment

28. Now we need to select Save to save our playbook, as shown in Figure 6.40:

Homa 5 Microsoft Sontinel | 3 VirusTotal.[PEnd inge

ik l\:‘j{r:J:Total~IPEnrichment~a|ertTrigger| Logic app designer # - x
«  Elswe X Dicad [> Runtigger v i Designer <> Codeview (0] Parameters TR Templates B Connectors 7 belp @ info

# Overdew 1 [l Mot - Got incideet (Provien) =) -
B Activity log J{

%, Access control (M)

b Entities - Get IPs (Preview) |

& Disgnose and solve problems. \L

Development Toals - el

& Logic app desigonr * Saloct an ulpest fiom previows steps

> Logic app code view
R versions

& A1 connections
& Quick start guides
Settings

1 Workfiow settings
T Authorization

@ Access beys

% Identity

Il Propartes
B Lodks
Monitaring
B erts
i Metrics

B Disgnastic settings

And with that, our fi

https://t.me/learning

u Get an IP repont (Preview)

+)
b4

Add comment 1o incident [V} (Preview)

._E i MO

*Incident ARM idd

Tatal vates.
Urswvaightid rumbser of toasl votes fioem the community, g

*nadent comment |';°,.t

Report fer 7 addrets P Ak
Ot e 3¢

Pputation: Roputation x

Total vodes harmiess:

Total votes malicious Total votes Malicious x

* 2*B [ U /=

Total votes Harmleis
Sumber of postie vabes

Tatal votes Malicious.
e ol negative wbes

Cannectad (o bangifieybiss gurs. Changs cornection

Add shynamie conners [

Figure 6.40 — Final playbook look and the Save option

rst playbook has been created!

nets

159



160 Enriching Incidents Using Automation

Testing a playbook

Microsoft Sentinel will need an actual alert/incident to test the playbook. We can create a test Scheduled
analytic rule to test it using the Microsoft Sentinel feature called watchlists. Watchlists allow us to
create dynamic tables inside Microsoft Sentinel, where we can add/remove data.

To test our playbook, we will create a watchlist and ingest data from the Comma-Separated Values
(CSV) file:

1.  First, let’s open a blank Microsoft Excel workbook and, in cell A1, insert IP, and in cell A2,
insert45.81.226.17, as shown in the following screenshot:

File Home |Insert Draw Page Layout Form

Calibri

N s

QI

;&
Paste Da - B I U

MR <

Clipboard N

45.81.226.17

0 ~N o U A W=

Figure 6.41 — Add data to the Excel table
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2. Click on File, then Save as, choose a location, enter the name, and choose to save it as a CSV
file, as shown in the following screenshot:

Microsoft

- el
Y —

Persanal

@ - Persanal

Other loc;

[

Figure 6.42 — Save the file as a CSV file
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3. Now, go to Microsoft Sentinel, select the Watchlist tab, and click Add new, as shown in the
following screenshot:

Home > Microsolt Sentinel > Microsoft Sentinel

Microsoft Sentinel | Watchlist

Selected workipace saar

[ 2 searcn | « () Refresh  + Addnew [I] Delete @ Update watchist v == Cohamrs | 7 Guides & Feadback
General &
Bo w0
@ o Watchiists Watchlist iterrs
@ Logs
b Pews & guides My Watchlists  Temnplates (Freview)

£ search
— Watchlist

& Incidents

i workbooks

© Hunting

E rctebooks

& Entity behavior

& Theeat inteligence
B MITRE ATTACK [Preview)
Content management

8 Content hub (Preview)
& Repositones (Preview)
& Community
Configuration

B Dt connectors

& Anabytics

B watehist

13 Ausomation

& Settings -

What is it?

Microseft Sentinel watchlist enables the collection of data from cxtemnal data sources for correlation against the events in
your Microsoft Sentinel environmant. Once created, leverage watchlists in your search, detection rules, threat hunting,
workbooks and response playbooks.

How does it work?
Create o new watchlist by selecting "Add new and follow the steps in the new watchilist wizard, You will receive a

in the noti thin in the r portal that your watchlist was created. Watchlists are stored within
your Microsoft Sentinel workspace as name value pairs and are cached for optimal query performance and low latency.

This is what you can do with watchlists

E Investigate theeats and respond to & Impon business data, such as user
incicdents. cquickly with Last import st with privileged system sccess

af 1P acdresses, file hashes, etc as a watchiist. Then use the
troen v files. Ther utlize the watchlist 1o oreate allow and dany
watchiist namejvalue paiss for lists. For example, use a watchiist
Joining and filtering for use in alert that contain a list of terminated
fules, threat hunting, workbooks, employees 10 detect of prevent
notebocks and for general them from logging in 1o the
i, [—

LEARN MORE
About Watchlist &

O

No watchhist selected
Select a watchlist for more details

Figure 6.43 - Add a new watchlist from the Watchlist tab

4. In the General tab, enter the name and alias of the watchlist (MaliciousIP), and click on
Next: Source, as shown in Figure 6.44:
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Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

General Source Review and create

MName *

MaliciouslP v

Description

Alias *

MaliciousIP v

Figure 6.44 — General tab in the watchlist wizard

5. Click on Browse for files in the next window and upload the saved CSV file. For the SearchKey
value, select IP and click on Next: Review and create, as shown in the following screenshot:
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Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

General  Source  Review and create
File preview | First 50 rows and first 5 columns

Source type
| Local file b I

P
File type

458122617
[[csV file with a header (csv) ~]

Number of lines before row with headings *

[e J
Uplaad file *

© 1P watchlist.csy

Drag and drop the files or Browse for files

Searchiey =
[e )
The is used 1o optimize query when using watchlists for joins

with other data. For example, enable a column with IP addresses to be the designated
Searchkey field, then use this field to join in other event tables by IP address. Learn
mare and get examples about SearchKey

Previous Mex iew and create >

Figure 6.45 — Upload the file and select a SearchKey value

6. Check your configuration and click on Create, as shown in the following screenshot:
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Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

o Validation passed.

General Source Review and create

General

MName Malicious!P
Description

Alias MaliciouslP
Source

Source type Local file

File type CSV file with a header (.csv)
Number of lines before row with 0

headings

Source IP watchlist.csv
SearchKey IP

Figure 6.46 — Review the configuration and create the watchlist

It will be around 5-10 minutes until this data is available for us to query.

7.  After approximately 5 minutes, we can click Refresh to see whether the number of rows changed
from 0 to 1. If it has, click on View in logs. If not, wait for a couple more minutes, as shown
in the following screenshot:
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Home & Microsoft Sentinel » Microsoft Sentinel

B Microsoft Sentinel | Watchlist - %

Sebrcted medkapace war

£ Search O Refiesh -+ Addnew (3] Delote @7 Update watchiint w Cotumen | B Guittes B Fredback
Genesal = .
ﬂ 1 4 1 LEARN MORE
9 Overview Wotchiits Watehiist At Watchlg
F o
o My Watchlists  Templates {Preview) MaliciauslP
@ Hews & guides [ +]
Sy I Search by name, alias and descripton Hg A finer [ 7 7 ® e oda
Fuvicer Furn Creted tiee
Threat mansgemment - — . :
[] Mame =y Aliaz Ty Source T, Created time T4 Last updated 4
B ciderty Descrpion
] Maicicunie MaliciousiP 1P watchiist oo /22722 0432 AM V122022, 0432 AM LD
i workboois
© Hanting Sourcs
B Hotbocks ¥ watchistosy
o Entiy behaier Crvated by
benjBeybes.gury
& Threat inteligence
Last updated

» o .
MITRE ATTBCK (Fresew) VLRAEL A2 AM

Comtent mansgerment Saarchitey

B3 Contens bub (Preview} :

& Beponsories (Previen) Stuma Preview
[ ——

& Commusity

Configuration

B Duta comecion
& Anitics
B wachiiay

3 Autamation

S ' I [ vedoie i |
Figure 6.47 - View watchlist data in the logs

8. This will open this watchlist in Logs, and we can now create a Microsoft Sentinel Schedule rule
from it by selecting New alert rule and Create Azure Sentinel alert, as shown in Figure 6.48:

Home » Microsoft Sentinel > Microsoft Sentinel | Watchlist »

] Logs - ®
SOAR
o MewQuery1* x| P New Query 2* + ) Feedback = Queries | [ -~
@ soar m (Time range : Sotin quory @) | B Save v 12 Share v | 4 Newalertrule v | 1> Bport v P Pinto v | ¥ Farmat query -
Tables Queries  Functions g 1 _GetWatchlist('MaliclousIp®) Create Arure Manitor alert 0 |
_______ Create Azure Sentinel alert
B Search |
(W Filter ) = Group by: Solution ~
T Collapse all
Favorites ot
Wou can add favorites by clicking on Results  Chart B Add book jel
the ¥ jcon
[0 LastupdatedTimelste puTC) DTiernid Searchkey ] m
* Microsoft Sentinel o
O » 11/22/2022 43214597 AN 3e317528-5800-8caS B5fe-dadSbTenlBlc  JSE1Z2617  45A122617 H

Figure 6.48 — Create a new detection rule from Logs

9. It will open the analytics rule creation wizard. (I named it Test - Malicious IP,andlI
left the rest unchanged.) Click on Next: Set rule logic, as shown in the following screenshot:
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Home > Microsoft Sentinel » Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

General  Set rule logic Incident settings Automated response Review and create

Create an analytics rule that will run on your data to detect threats.

Analytics rule details

Name *

| Test - Malicious IP v

Description

Tactics and techniques

[ 0 selected e |
Severity

l IMedium N I
Status

Disabled

Next : Set rule logic >

Figure 6.49 — Analytics rule wizard — General tab
10. In Set rule logic, we can see our query under Rule query. Now, we will set Entity mapping

by selecting IP for the entity type, Address as the identifier, and IP as the value, as shown in
the following screenshot:
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Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

General Set rule logic  Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings
defined in the query code will be disregarded. -

_GetWatchlist('MaliciousIP')

View query results >

Alert enrichment

- Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn more >

@ Uunlike the previous version of entity mapping, the mappings defined below de net appear in the query code. Any mapping you define below will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code - though they still appear, they will be

disregarded when the query runs. Leam more >

EXL v | W
| Address v | P « | il Add identifier
|- Add new entity

Figure 6.50 - Entity mapping in the Set rule logic tab

11. The last step in Set rule logic will be to change Run query every from Hour to Minutes, and
then we can click on Next: Incident settings, as shown in the following screenshot:
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Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >
Analytics rule wizard - Create a new scheduled rule
—+ Add new entity
~ Custom details

~  Alert details

Query scheduling

Run query every *
| 5 JI | Minutes e |

Lookup data from the last* @
| 5 I | Hours ' |

Alert threshold

Generate alert when number of query results *

Is greater than A I | 1]

Event grouping

Configure how rule query results are grouped into alerts
@ Group all events into a single alert

O Trigger an alert for each event

Suppression

Stop running query after alert is generated @
On Off

Mext : Incident settings >

Figure 6.51 — Run query scheduling configuration in the Set rule logic tab

12. We will leave the incident settings unchanged and continue to Automated response.

In Automated response, we will create an automation rule that will run when this analytics
rule is created. We will click on Add new, enter the name, and select When alert is created as
the trigger, as shown in Figure 6.52:
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Home > Microsoh Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

Genwral  Setwlelogic  Incident settings  Automated response  Roview and create
Automation rules (Preview)
View all automation rules that wil be triggesed by this analytics nube and create new automasion nibes
+ Add mew

Qrder Automation rule name

e sutomation rbes

~ Alert automation (dlassic)

[ v R

Create new automation rule *

Austio r e name

[Lrest - Malicious 1# <]

Trigger

When alert is created [Preview} e

Conditions
]
Analytic rule rarme antain

Actions [
[ v
O Oniy playbooks contigured

have oaplio permissions to
Marage plavhook permasions

rigger ean bo selictod. f a pliybock appases unmvadable, it mosss Microsolt Sentinel dost not

& Add action

Rule expiratian ()

Indefinte o[ fime |

Order (3

[ |
—

Figure 6.52 — Create a new automation rule from the Automated response tab

13. Asan action, the only possibility is to run a playbook, but we will need to assign permission to
Microsoft Sentinel to run a playbook, a role named Microsoft Sentinel Automation Contributor,

which we covered in Chapter 5.

To assign it, we will need to click on Manage playbook permissions:

Actions (O

D)

V]

o Only playbooks configured for the alert trigger can be selected. If a playbook appears unavailable, it means Microsoft Sentinel does not

have explicit permissions to run it.

Figure 6.53 — Manage playbook permissions if not configured already
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14. We will select our resource group where we saved the playbook and click on Apply:

Manage permissions X

Choose the resource groups that contain the playbooks you want to give Microsoft Sentinel
permissions to run

Browse  Current permissions

| Search

@ Name T Subscription Ty
(] @) Built-In-Identity-RG T VsFTE

D [#) cloud-shell-storage-n... L VSFTE

(] @) cloud-shell-storage-w... ¢ VsFTE

D (%) DefaultResourceGrou... U VSFTE

[] ) NetworkwatcherRG ? VsFTE

M (4 soar ® VS FTE

[ @) Test T vsFTE

Figure 6.54 - Select one or more resource groups

15. We will now add the VirusTotal playbook we created, click on Apply, and we will see our
automation rule with order number 1, as shown in the following screenshot:
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Create new automation rule X

Automation rule name

| Test - Malicious IP v

Trigger

When alert is created (Preview) ~

Conditions
If

Analytic rule name Contains ~ || All ~

Actions ()

| Run playbook v | w

[iﬂi} VirusTotal-IPEnrichment-alertTrigger
VS FTE / SOAR

+ Add action

Rule expiration (O

Indefinite Time
| | |

Order ©

L l

Figure 6.55 — Attach a playbook

16. Select Next: Review to continue to the last step in analytic rule creation, as shown in the
following screenshot:
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Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs »

Analytics rule wizard - Create a new scheduled rule - X

Seneral  Setrulelogic  Incident settings Automated response

Automation rules (Preview)

Review and create

Wiew all automation rules that will be triggered by this analytics rule and create new automation mules.

+ Add new

Order Automation rule name

1 Test - Malicious P

Trigger Action Status

O aert created (Preview) Run playbook VirusTotal-IPEnrichment-.. () Enabled

Figure 6.56 — The automation rule will appear in the view

17. In Review and create, we can check our configuration and click on Create.

Home » Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule -

° Validation passed.

General  Set rule logic

Analytics rule details

Name
Description
Tactics and techniques

Severity

Status

Analytics rule settings

Rule query
Rule frequency
Rule period
Rule start time
Rule threshold
Event grouping

Suppression

Entity mapping
Entity 1:

Incident settings Automated response Review and create

Test - Malicious IP

I Medium

(" Enabled

_GetWatchlist{'MaliciousIP")

Run query every 5 minutes

Last 5 hours data

Automatic

Trigger alert if query returns more than 0 results
Group all events into a single alert

Not configured

IP
Identifier: Address, Value: IP

Figure 6.57 — Review the configuration and create a new scheduled rule
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This will create our test analytics rule, and since it is enabled, it will run almost immediately
and create our test alert and incident.

18. Since our rule will run every 5 minutes, and we don’t need incidents to be created every 5
minutes, let’s first go and disable our scheduled analytics rule. From Microsoft Sentinel, select
the Analytics tab, select our Test - Malicious IP rule, and click on Disable, as shown in the
following screenshot:

icroscft Seetinel > Microsoft Sentinel

rosoft Sentinel | Analytics

[ omch b Crnste v £ Retreet [ Anuiyics effciancy workbock (Froviewd | (D tnatie O Disible| B Deiete M brpert 0 Export | /P Guides & Fordbuck

Ganar L —

a2 Mors comtent at LEARK MORE
8 Chiniiewr Aative rubes Content ub iigh [ [ 1 nfoemations 1 ABCE oy fules.
o Logs
& Hews & guides Active rules  Ruletemplates  Ancenaber (5 Test - Malicious
F Seanch
Search ‘Y b T Medium ¥ Custam Enabled
Theeat maragement fo— Comferd iourse Sl
& inddents (@] severity *4 Th Mame Ty Rule type T4 Status T3 Tacth "
B Workbooks o I sigh Advared Multistage Altyck Detecticn @ Fiaion (ratsent -’ n
© Hunting -] I Mecium Tt - Malicionss 19 () Seheied Inatvedt Cuariptien
B Hotehooks
Vi oy
Ent
& Thowat intetigence
ann

B MITRE ATT&CK [Preview]

Figure 6.58 — Disable analytic rule
19. Now click on the Incident tab, and there should be one incident with the title Test - Malicious

IP. To see quick details about the incident, select it, and details will appear on the right side,
as shown in Figure 6.59:
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Hema 3 Migresalt Sentingl > Mirasoft Sentir

& Microsoft Sentinel | Incidents

et wOAEEROE SO
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@ Overvew

& logs

& News & gudes

£ Seach
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B incidents

W werkbooka

© Hurting

& Notebooks

& Erniry bebavior

B Theeat inteligence
W MITRE ATTALK [Preview)
Content management
B Content hubs (Preview)
& Ropenitaries (Provew)
® Community
Cenfgaration
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& Aratytics
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@ Awtomation

G testinen
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Figure 6.59 — Select incident created and click on View full details

20. Now, we can select View full details to see all the details of the incident.

Once opened, from the right side, we can see that our incident is already enriched from our
playbook, as shown in Figure 6.60:
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Home > Micrasoft Sentinel > Micresolt Sentinel | Incidents
Incident x
Incdet 10 1

() Refresh  [i] Delete incident
wSs Test - Malicious IP g

incident 10 1 Timeline  Similar incidents (Preview) Alerts Bookmarks Entities Commaents (1)

A Unassigred WL New | Medium v Search Timeline cordent : AN Severity : Al Tactics : AN
e St Sevarity "

movzz @ | Test - Malicious 1P
0 Madbum Detectad by Microsaht Sentinel | Tactics

Tags
+ \
\ L ]
\ *
L]
No selected items
B Last comment Please select an item from the timeline to view maore details

Rpon for [P addeess 458122617

— =

Cwner: Zomm B,

Feputation: -1

Write 3 comment.

I [
.

Figure 6.60 - Comment added to the incident overview page

21. Option number one is to run the playbook on an alert automatically on alert creation using
automation rules. The exact process of automation rule creation can be done from the Automation
tab, especially if we have multiple analytic rules that we want to include.

The second option is to run the playbook on an alert manually. To do that, we need to select the
Alert tab from our incident overview page and scroll to the right until we see View playbooks,

as shown in Figure 6.61:
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Mame 3 Microsaft Sentine! 3 Microsaft Sentine | Inciderts >

Incident

Incident 1

(3 Refresh [ Delete incident

sl Test - Malicious IP
Incidort KD 1 Timebre  Samilar incidents (Preview) & Boaokmarks  Entties  Comenents [1)

't New | Medium w 5 Sagech Seveeity - Al
Severity :

Aert stasus T4 MertiD Ty Product rame T4 Events T3 Creation time T4

" Hew Micronoft Sentine 1 VIFZ2E D505 A0

Incident link

Bl Last comement otk 1)
Report for P addvess 458122617

e Zomin BV, I

Raptation: -1

S—— Actlons

Figure 6.61 — Select the Alerts tab to run the alert playbook manually

22. By selecting View playbooks, we will see the list of playbooks that utilize the Microsoft Sentinel
alert trigger. By selecting Run, we can run the playbook on the alert manually, as shown in

the following screenshot:

Home » Micrasoft Sentinel > Microsoft Sentinel | Incidents > Incident >

Alert playbooks

Test - Malicious 1P

) Refresh

Playbooks  Runs

& VirusTotal »

MName Ty Status Ty Plan Ty Subscription T
VirusTotal-IPEnrichment-alertTrigger ) Enabled Consumption T VSFTE Open designer Run

Figure 6.62 — Select Run next to the playbook

23. We also have a Runs tab. That will show all playbook runs on this alert:
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Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident >

Alert playbooks

X
Test - Malicious IP

() Refresh

Playbooks Runs

2 Search playbooks runs

Name TL Status Ty Start time T End time TJ
VirusTotal-IPEnrichment-alertTrigger ° Succeeded 11/22722, 05:20 AM 11/22/22, 05:20 AM WView run
VirusTotal-IPEnrichment-alertTrigger o Succeeded 11/22/22, 05:05 AM

1122722, 0505 AM View run

Figure 6.63 - Run history for this specific alert

24. If some of the playbooks failed, or we want playbook run details, we can click on View run,

which will open the details, and we can investigate our playbook and check the responses, as
shown in the following screenshot:

Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident > Alert playbooks >
Logic app run

08585325124618903063359928689CU225

D RunDetails (&) Resubmit &) Cancel Run () Refresh (D) Info

. Microsoft Sentinel alert

Alert - Get incident

K] entities - et e

==

€ Previous € Previous failled Show cf1 Mext failed > Next >
Get an IF report

INPUTS

!
Il
J

: RER
o

Show raw inputs 2

IP Address

45.81.226.17

OUTPUTS Show raw outputs

Owner

Zomro B.V.

ASN
284,601

Continent

Figure 6.64 - See run details
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25. When navigating through incident investigation and Microsoft Sentinel, always utilize the top
menu, which will lead you back to the previous step or steps. In this case, we want to return to
the incident, so we will select Incident in the menu:

Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident > Alert playbooks >

Logic app run
08585325124618903063359928689CU225

@ Run Details @ Resubmit ® Cancel Run O Refresh @ Info

Microsoft Sentinel alert

Figure 6.65 - How to navigate back in Microsoft Sentinel

26. Once we are back in the incident, under the Comments tab, we will see two comments now —
one from the automation rule and one from the manual run, as shown in Figure 6.66:

Home » Microseft Sentinel > Microseft Sentinel | incdents »

Incident

incident 0 1

(2 Refresh  [i] Delete incident

st Test - Malicious IP e
I . Temeline Similar incidents (Preview] Alerts  Bookmarks Entitics Comments (2)
& Unassigned v | I Mew | Medium il Momad 2 B I US @@ AN ==
Owrmer Status Samvmnity - -
Aert product names 7 Write a comment.
 Microsoft Sentinel
Evidence
1 91 Ao
Events Aents. Bookmarks
Last update time Creation time m
11/22/22. 05:20 AM 11/22/22, 0505 AM
Entities (1) [A) Comment created from playbook - VirusTotal-IPEnrichment-alertTrigger  11/22/22, 0520 AM |
B 458122617 Report for iF address 45.81.226.17
View full details >
Cowerie: Tomee: BV,
Incident workbook
Incident Overview Reputation: -1
Analytics rube Total votas barmiess: 0
Test - Maicicus i
Total votes malicious 1
Tags
A Comment created from playbook - VirusTotal-IPEnrichment-alertTrigger 1172222, 0505 AM 0]
Roport for IP addsess 4581 226,17
Incident §
iy Bk venes: Zomro BY,
e el [y
Heputation: -1
Total votes harmibsa: 0

Total votes malicious: 1

e

Figure 6.66 — See comments in the Comments tab on the incident overview page
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Now, our SOC analyst has a better understanding of the IP address, and real benefits will be seen
when we are speaking about multiple IP addresses and incidents that are regular occurrences in
SOC:s. In the next section, we will build a playbook that will utilize incident triggers to enrich URLs
in incidents utilizing VirusTotal.

VirusTotal playbook - URL enrichment

In our second hands-on example, we will go through the process of creating a playbook that will utilize
incident triggers, and we will run it on an incident that has an URL as an entity. This will help SOC
analysts quickly get URL enrichment information and make faster decisions about how to proceed
further with the investigation.

Before we begin, you will need the following:

 You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator).

o You need to have an authenticated VirusTotal Logic App connector (the one we created in the
VirusTotal playbook - IP enrichment section). If you didn’t perform the previous hands-on
example, return to it for instructions on how to get the API key from VirusTotal.

Creating a playbook

In the first hands-on example, we used the alert trigger, but in this case, we will use an incident trigger.
In Microsoft Sentinel, you will generally use an incident trigger in most cases, as an incident is what
we are investigating, and an alert is seen as evidence of the incident. The alert trigger is mainly used
for Microsoft Sentinel Scheduled analytic rules for which we don’t want to create incidents (Incident
settings in the analytic rule creation wizard) - for example, if there is an alert with no incident created
but, using enrichment, we find that the URL or IP is malicious, and we want to create an incident
using the playbook or send a notification to the SOC team. Figure 6.67 shows how you can disable
incident creation when creating or editing a scheduled rule:
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Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Edit existing scheduled rule

Test - Malicious IP

General  Setrulelogic  Incident settings  Automated response Review and update

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

P
I\ NEGIESE Disabled )

Alert grouping

Set how the alerts that are triggered by this analytics rule, are grouped into incidents.

Figure 6.67 - Disable incident creation when creating a new detection rule

Let’s start with playbook creation:

1. To start exercise 2, go to Microsoft Sentinel, and under the Automation tab, select Create and
then Playbook with incident trigger, as shown in the following screenshot:

Heme > Micresaft Sentinel

15 Microsoft Sentinel | Automation - *

Selectad workpace: oar
[EET
General

© Overdew

# Logs

o e & guides

£ Search

Thieat ranagement

= Incidents

# workbooks

© Hunting

& Motwbooks

@ Entity behuvior

O Threat inteligence

B MAITRE ATTECE (Proview)

Cortent management
B Content hub [Prevew)
@& Repositories (Preview)
& Community
Configuration

B Oata connectces

& Anayies

B wachin

T Automation

& setings

4 croate () Refesh | o7 B (D Brable =T Moweup = Mowedows (B Remowe 57 Guides & Fesduck

Autoemation rule

r o e

I
Playboek with incident trigger 01 Content hub

Playbook with slert trigger

Slark playbook playbocks  Playbook templates (Previcw)

[ Search ] Scrubes Al Actions Al Created by : All Last modified by : All Status Al ‘Trigger : All

[] ower  Diplay ame Trigger Aralytic rube pam_. Actions Expiration date. Created by Rushe creation tine: Last modit

O Test - Malicious IP W et created (Previes) Al Run playbook Vine. indefinite Beryi Kovacevic N2 050500 Benj Kowa

Figure 6.68 — Create a playbook with an incident trigger
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2. From the playbook creation wizard, under the Basics tab, we need to enter the playbook
name (in my case, VirusTotal-URLEnrichment-incidentTrigger), and let’s
turn on the diagnostic settings and save to our demo Log Analytics workspace, as shown in
the following screenshot:

Home > Microsoft Sentinel | Automation >

Create playbook

© Basics @ Connections '@ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * I VS FTE hd
Resource group * | SOAR ~
Create new
Region *
l West Europe e

Playbook name *

I VirusTotal-URLEnrichment-incidentTrigger ~ I

‘ Enable diagnostics logs in Log Analytics O

Log Analytics workspace

| s0AR v

D Associate with integration service environment @

Integration service environment

[ v

Next : Connections >

Figure 6.69 — Enable diagnostic logs
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3. The Connections tab remains unchanged as we use a managed identity. Under Review and create,
check the configuration, select Create, and continue to the designer, as shown in Figure 6.70:

Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Connections € Review and create

Basics

Subscription VS FTE

Resource group CyberSecurity

Region East US

Playbook name VirusTotal-URLEnrichment-incidentTrigger
Diagnostics logs workspace soar

Integration service environment Disabled

Connections

E Microsoft Sentinel

Connect with managed identity

o Note: Grant permissions to the managed identity after deployment.

Create and continue to designer

Figure 6.70 — Review and create new playbook

Something that I usually do is draw on a piece of paper how I want my playbook to look. This prepares
me for thinking about requirements that are connected to the playbook.
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This is my thought process for this playbook:

1.  We will use an incident trigger (we have done this) and I will utilize a managed identity for
Microsoft Sentinel triggers and actions (managed identity is enabled and is used automatically
in the playbook - step 2 of the playbook creation wizard, Connections).

2. We will need to extract URLs from the Entity array, and we will utilize the Entity - Get URLs
action. We will utilize a managed identity, and no additional permissions are needed, as we
are extracting information that is already in the trigger.

3. Next, we will need to add a VirusTotal action for URL enrichment. We need to authenticate
the VirusTotal Logic App connector. We did this in the first exercise.

4. Iwant to add a comment to the incident with enrichment info for each URL enrichment. From
the first exercise, we know that to add a comment to the incident, we will need an incident
ARM ID, and we didn’t have it with the alert trigger. In the incident trigger, we have it, so we
will not need an action to grab incident details.

Since we are adding comments to Microsoft Sentinel, do we need to assign permission to our
managed identity? As this is an update on the incident, we will need to assign the Microsoft
Sentinel Responder role to the managed identity.

Now, this is easy for me as I work with Microsoft Sentinel automation daily. But how can you get to
that stage? For this, I started step by step. I don’t create a playbook first, but I create the incident that
I can use to test the playbook. So let’s create one for URL enrichment.

We will utilize watchlists again to add the URL that we will use. The process is the same as in the first
exercise, but we will use URL instead of IP:

1. First, let’s open a blank Microsoft Excel workbook. In cell A1, type URL, and in cell A2, insert
www . bcomb . net (or any other URL of your choosing).

Save it as a CSV file. (I used URL watchlist.csv.)

2. In Microsoft Sentinel, go to the Watchlist tab and select Add new. In General, enter
MaliciousURL as the name and alias.

In the Source tab, upload our URL watchlist and select URL for SearchKey, as shown in the
following screenshot:
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Home » Microsoft Sentinel | Watchlist »

Watchlist wizard X

Create new watchlist

General Source  Review and create
File preview | First 50 rows and first 5 columns
Source type
Lecal file w
URL
File type
www.beomb.net
C5V file with a header (.csv) ™

Number of lines befare row with headings *

o

Upload file *

@ URL watchlist.csv

Drag and drop the files or Browse for files

Searchiey *

URL v

The SearchKey is used to optimize query performance when using watchlists for joins
with other data. For example, enable a column with IP addresses to be the designated
SearchKey field, then use this field to join in other event tables by IP address. Learn
maore and get examples about SearchKey

MNext: Review and create >

Figure 6.71 - The same view as with the IP watchlist; update the SearchKey value

3. Select Next: Review and create and then Create.

The same as for the IP watchlist, we will need to wait 5-10 minutes until we can see the data
in the logs.

4. Once the data is uploaded (we can see the number of rows has increased to 1), select View in logs.

5. Now, create the Microsoft Sentinel schedule rule from it by selecting New alert rule and Create
Azure Sentinel alert.

6. It will open the analytics rule creation wizard. I named it Test - Malicious URL, and
I left the rest unchanged. Click on Next: Set rule logic.

In Set rule logic, we will first set Entity Mapping by selecting URL as the entity type, Url as
the identifier, and URL as the value, as shown in the following screenshot:
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Home > Microscft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

4\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings
defined in the query code will be disregarded. A

_GetWatchlist('MaliciousURL")

View query results »

Alert enrichment

~~ Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
Far each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn maore =

o Unlike the previous version of entity mapping, the mappings defined below do not appear in the query code. Any mapping you define balow will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code - though they still appear, they will be
disregarded when the query runs. Learn more >

[& ure v | @

+ Add identifier

[£]

url v ][R v |

-+ Add new entity
~  Custom details

~  Alert details

Mext : Incident settings >

Figure 6.72 — Entity mapping for URL value

7. The last step in Set rule logic here will be to change Run query every from Hours to Minutes,
and then we can click on Next: Incident settings.

We will leave the rest of the tabs unchanged, and in Review and create, we can check our
configuration and click on Create, as shown in the following screenshot:
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Home > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

o Validation passed.

General  Set rule logic

Analytics rule details

Mame
Description
Tactics and techniques

Severity

Status

Analytics rule settings

Rule query
Rule frequency
Rule period
Rule start time
Rule threshold
Event grouping

Suppression

Entity mapping
Entity 1:

Incident settings Automated response Review and create

Test — Malicious URL

I Medium

(" Enabled

_GetWatchlist('MaliciousURL")

Run query every 5 minutes

Last 5 hours data

Automatic

Trigger alert if query returns more than 0 results
Group all events into a single alert

Mot configured

URL
Identifier: Url, Value: URL

Figure 6.73 — Review the configuration and save the analytics rule

In this case, we didn't attach the automation rule immediately as our playbook has still not

been created.
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8. Since our rule will run every 5 minutes, and we don't need incidents to be created every 5
minutes, let’s first go and disable our scheduled analytics rule. From Microsoft Sentinel, select
the Analytics tab, then select the Test -Malicious URL rule, and click on Disable.

9. Now click on the Incidents tab, and there should be one incident with the title Test - Malicious
URL. To see quick details about the incident, select it, and details will appear on the right side.
Click on Actions, and select Run playbook, as shown in the following screenshot:

Horme > Mictasalt Santire
= Microsoft Sentinel | Incidents - b
B et wortapic e
Search ] + Create incident (Preview) () Refresh (D) Last 24 hours 3% Actions B Delete B Security efficency workbook == Columns 7 Guides & Feedback
Gareral " s
=2 22 o0 Open incidents by severity
@ Ownvew e e i
Rhighim ¥ Medium (2 Low (3 B informationst (0}
& Logs
- " n £ Test - Malicious URL
- e B gudes ; Ly 0. i, tags, s or o £ " “ More [2)
Poews B gracde Seaech by 1D, il tags oweer e product | 5] | Severiy - AN Statiss - Z selected [ = S
£ Sewch
o R — YT —— - ~ | 1 Mediom ~
oo Seatun Seventy
Thasst masagpment [[] Severity 74 Incident 1D T, Titke T4 Alerts Product names. Created time
& Incidents r ; 5, Adart prodhect pasmer
{1 I Medium 3 Test - Malicious URL 1 Micrasaft Sensioel 123722, 121 AT
porkboois. -
 vettos ] . Tt M P ——
tvidence
© Husting
1 LR Ao
& Natsbosks Events et Bockmarks
& Entity behavior
X } Lot update L Coration bme
& Thoeat intelligence THZN2Z 108 A Tz 1 AN
B MIRE ATTELK (Praview)
Entties (1)
Conbent BBnbgemEnt & e
B Content hub Freview)
& Repositores (Preview]
Analytics rul
Test — Ml L
Configuraticn 7
L ivestigate
4 WAL Run playbook (Preview)
‘ » iy @ Create automation rule
G2 Create toaen (Proview) o
Proviows | 1-2 [ Nee
S ]

Figure 6.74 — Run the playbook manually on the incident from the Actions submenu
10. This will open the Run playbook on incident wizard, where we can see all our incident trigger

playbooks. We can mark any as our favorite so they always appear at the top. Find VirusTotal-
URLEnrichment-incidentTrigger and select Run, as shown in the following screenshot:
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Run playbook on incident X
Incident: Test — Malicious URL, ID: 3

O Refresh

Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.
| R Search | Subscription : VS FTE Resource group : SOAR Plan : All
1, Name T, Subscription Ty Resource group T Plan Ty

¥ ViusTotal-URLEnri..  § VSFTE (8) soAR Consumption

Figure 6.75 — Select Run next to our incident playbook

11. What we have done now is run our playbook with only a trigger. If you are starting out with
Microsoft Sentinel playbooks, this can show you what kind of information the incident trigger
returns in the playbook. From the Run playbook on incident wizard, click on the playbook
name to open it, as shown in the following screenshot:

Run playbook on incident X

Incident: Test — Malicious URL, ID: 3
O Refresh

Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.
2 Search | Subscription : VS FTE Resource group : SOAR Plan : All
T4 Name TJ Subscription TJ Resource group T Plan TJ

Y7 VirusTotal-URLEnri... VS FTE [4) soAr Consumption

Figure 6.76 — Open the playbook from the Run playbook on incident wizard
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12. This will open the Overview tab of our playbook, where we can see the details of our playbook,
including playbook runs, which are located under Runs history. Select the Succeeded run
from the view, as shown in the following screenshot:

Home 3 Microsoft Sentinel | Incidents

2 VirusTotal-URLEnrichment-incidentTrigger = = *
Logic agm
| Search " B> RunTigger ~ () Refresh  &* Cdit [ Debete () Disable T Updste Sthema [} Cone [ Openinmobile @& Dxport w57 Feedback
5 Overvi =
s Overdiew (i ] v Loy A time that wpparts & Cick -+
B Activity log
~ Essentisls FSOM View
A Access control (1)
Resource group (move) © SOAR Definition : 1 rrigger, O sctions
# fags
Location Wit Furape Statis Erabled
& Diagnase and solve pecblems Subscription (move) ¢ VS FIE Funs last 24 hours © 1 successhl, 0 failed
Development Tooks Subsscription ID Integration Account | - —
& Logic ape designer Getstarted  Runshistory  Trigges history  Metrics
“fr Logie spp code view A o || start time eartier than v | Pk a date @[ pick a time ]
B Versions [ Serecity the run dentifier bo open meritor view directly @
o AP conmection
R Status Start time Idernifier Duration Static Resubts
& ik stant guikdes
O Succerded 11/23/2002, 1227 AM OESES32443653014280314669401 3CUNET 484 Miliseconds

Settings

@ Workflow settings
¢ Authorization
@ hccess keys

o Iddentity

! Propesties

B Locks
Manitaring

B perts

dl Metrics

B Disgnostic settings

o Loas -
Figure 6.77 — Select Succeeded under Runs history

13. This will open details about the run, as shown in the following screenshot:

oft Azure

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnsichment-incidentTrigger > Runs history >

2 Runs history C Logic app run X
VinsTotal- URALErtichm, 39 5 3CU187

D Retresh D) fun Detalls (&) Resubenit (S Cancel kun () Retresh (D Info

= = _

Start tiene ealier than r Microsoft Sentinel incident ‘

Pick a date ]| Pick & time

Search to filter items by identifier
Start time Duration

O 11/23/2022, 1227 AM 484 Miliseconds
, — 0

Figure 6.78 — Runs history view

14. Let’s select Microsoft Sentinel incident from Logic app run on the details page.
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In the output, we will see all the details our trigger contains about the incident, which we can
utilize in our playbook. That data, for example, is severity, status, details of each entity, details
about each alert, tags, comments, and so on. We can use this data in our playbooks with dynamic
content or expressions, as shown in the following screenshot:

Home » Microsoft Sentinel | Incidents » VirusTatal-URLEnrichment-incidentTrigger > Runs histary >

% Runs history « Logic app run X
B VinssTotal-URLEnr <hmant-incidentTrigger 085853244365301 4220314669401 30187
() Refresh ) Run Details (&) Resubmit () CancelRun ) Refresh (i) Info
| = = n
[Setome o = sl e S
| Pick a date I:]|| Pick a time
NPUTS
[ search ta filter items by identifier
Start time Duration Download (Alt/Optien + click)
@ 11/23/2022, 1227 AM 484 Millisecands
o — . oQUTRUTS Show raw outputs
Incident ARM ID
/subscriptions, IresourceGroups/,
< >
Incident Created Time Ute

2622-11-23T06:13:37.19609887

Incident Description

Incident URL

https://portal.azure. com/#asset/Microsoft_Azure_Security Insights/I
K ¥

Incident Sentinel ID
3

Ineident Severity
Medium

Incident Title
Test - Malicious URL

Entities
4
{

“id": “jsubseription K

>
4

Figure 6.79 — Expand trigger and or action for details

15. If we click on Show raw outputs, we see the whole response in JSON format, as shown in the
following screenshot:
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Home > Micrasoft Sentinel | Incidents » VirusTotal-URLEnrichment-incidenmTrigger » Runs history

Show rew outputs 3

Runs history « Logic app run
VirusTotal denttrig, o cutar
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[ ~ |
[t e et than 5| | © [T
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[ Search ta iter ems by entifer ]
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<
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Figure 6.80 — Show raw outputs

Figure 6.81 shows us the JSON of the raw output:

Mame 3 Microsalt Sentins! | Incidonts 3 VinusTotsl gger 3 Fust bittery 5 Logic app nan &

Qutputs

Ml amtined et

“headers™: {
“Accept-Encoding™: “gzip,deflate”,
“Host": “prod-254.westeurope. loglc. azure. com”,
“a-ms-cllent-tracking-1d%: “ebcTOTII-bEbe 461 9980 -42e1afI5Th5d_3",
“a-ms-coreala - 18" b =,
“5-ms - Formard- Internal -correlation- 187: "FE4Tead]- Sedd-4574-able- 1T006803b6F",
“Content-Lengeh™: 41187,
“Content-Type™: “application/json; charsetsutf-a"

weTd=: 6 61 6704 ATed- A 5154 1B ,
“objectSchesalype™: ~Incident”,
objectEventType™: “Create”,
“workspaceInfa™: {
“subscriptionld”: “BEXLADNG.E66a.4eSCGETCCfFTHSRIOTE,
“ResourceGroupMame™: “soar®,
“Workspacebiase™: “soar®

b
“workspaceld™: "e6cTOT3E-bEbe A6FF-FhBe-A2elaFISTBSG",
HR |

2022-11-237T08:13:37. 19689887

set/Microsoft_frure Security Insights/I

Y resourceGroups
>

1 “fsubscriptions, “fresourcetroup fprovider:
“bedaf F6be- 4265 - 4186- 5380 - MeFIfEIRela",
TP - G000 - - 00D 61 TELSEN 000
“Microsoft. SecurityInsights/ Ingidents”,
“properties": {

“ritle": “Test = Malicious UL7,

“description™: =%,

“severity™: “Mediue®,

"staTusTi “Hew",

“omner=
“objectia”: mull,
“emall®s null,
“assignedTo™: mill,
“userPrincipaliase”: mull

b

“labels™: [1,

=FIPSTACTIVITYTInedite™: “BORE-11-22T19:88:35.65527,
lastActivityTimelite™: "3932.11.23T00:08:35 65517,
“LastHodi fledTimelite™: “3022-11- 23189113137, 19609862,

kspaces/  /providers/Microsoft.SecurityInsights/Incidents/ie

Figure 6.81 — Raw output in JSON format
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This will be useful once you start working with playbooks in more depth as you can find and
expose data that may not be available with dynamic content or when using an HT TP action
and you need to parse a JSON response.

16. Okay, let’s get back to our playbook, as shown in the following screenshot:

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger > Runs history > Logic app run »

Outputs

Microsoft Sentinel incident

"headers": {

"Accept-Encoding": "gzip,deflate",

"Host": "prod-254.westeurope.logic.azure.com",
"x-ms-client-tracking-id": "e6c70732-b8bc-46ff-998e-42e3af957b5d_3",
"x-ms-correlation-request-id"”: "@b8aabel-aeb6a-439b-bbf4-2af4lfbb33e4",

"x-ms-forward-internal-correlation-id":

"fed47ead3-5cd8-4574-abl8-37006803b6at",

Figure 6.82 — Navigate to the playbook overview tab

And from the right menu, select Logic app designer, as shown in the following screenshot:

Home > Microsoft Sentinel | Incidents >

2 VirusTotal-URLEnrichment-incidentTrigger = *
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| All ~ || Start time earlier than
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© Succeeded 11/23/2022, 12:27 AM

Figure 6.83 — Access Logic app designer
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So, we have added the incident trigger, the first step in the playbook creation process, and we saw the
response of the playbook run. We need to proceed to the next step of our playbook creation process,
which is to extract the URL entity from the incident using the Entity - Get URLs action:

1. Click on New step, select Microsoft Sentinel from the recent connections (or search for
Microsoft Sentinel), and select the Entities - Get URLs action. Add Entities from
Dynamic content.

2. If we want to see each dynamic field of Entities - Get URLS, so we know what to use, we can
rerun the playbook. First, save the playbook by selecting Save.

An easy way to do it is to open the playbook in a new tab so that you can perform testing
and creation at the same time. To do so, open a new tab, go to Microsoft Sentinel, then
Automation | Active playbooks, and find and open our playbook (VirusTotal- URLEnrichment-
incidentTrigger). Or, duplicate the tab you are currently working on.

3. Once it is open, select the last run from the run history. From the Logic app run window, select
Resubmit, as shown in the following screenshot:

Home > Microsoft Sentinel | Automation » VirusTotal-URLEnrichment-incidentTrigger > Runs history >

% Runs history « Logic app run - X
= vinusTotal-URLEnrichment-incidentTrigger 08585324436530142803146554013CU1 87

() Refresh ‘D) RunDetails (B) Resubmit (%) Cancel Run () Refresh (1) Info

| Start time earlier than v | . Microsoft Sentinel incident ‘

| Pick a date B || Pick a time

[ search to fiter items by identifier

Start time Duration

© 11/23/2022, 1227 AM 484 Milliseconds
]

»

Figure 6.84 — Resubmit playbook run

This will rerun our playbook and use the same incident details that were used in the previous run.

4.  Select Refresh from Runs history, and then select the last run. From Logic app run, expand
the Entities - Get URLs action by clicking on it, and scroll down until we see the body of our
output. We will see what each field is in the scheme, as shown in Figure 6.85:
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Home » Microsoft Sentined | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history >
% Runs history “ Logic app run
BB insTotal URLEnrichment-incidentTrigger (H5853244101 73504651 100701 3B0CL163
) Refresh ) funDotails (&) Resubmit (% Cancel Run () Refresh (D) Infa
Al o J |
[ start time earlier than ~] Entities list
- - i fa
Pick a date 2| Pick a time [
["Search to fitter items by identifier =id": "/fsubscriptions/B8314069- 666a-deSc-957C - CFFTHS292TE/ re
: “name”: “d6a7H69S-06bb-1219-b33c-B2Bd3FIdedn”,
Start time Duration “type": "Microsoft.Securitylnsights/Entities”,
“kind": “Url®,
© 11/23/2022, 1:11 AM 987 Milliseconds “properties=: {
< o _nnr= 3v
© 117232022, 110 AM 226 Milliseconds
@ 11/23/2022, 1227 AM 484 Milliseconds
o — » I QUTPUTS Show raw outputs )
Status code
208
Headers
.
Koy Value |
Pragma no-cache
Trarsber-Encoding chunked
Vary Arcept Encoding ]
Body
] ~
“Urls*: [
{
"url": “wew. beomb. net”,
“friendlyName”: “www.bcomb.net”,
“Type": “url”
}
1 v

This is how we can resubmit the run after each step when we need the playbooK’s performance
and data before continuing to the next step. It’s important to note that you first need to save
the playbook before resubmitting it (or you will have the same run as the previous one, as you

Figure 6.85 — Refresh to access new details

can see in the middle run in the preceding screenshot).

Now let’s go back to the browser tab with our playbook design, and it’s time for the next step of
the playbook creation process. In this step, we need to utilize a VirusTotal action to check the URL
reputation to enrich incidents with it:

1. We will select New step, search for VirusTotal, and select the Analyze a URL action. We
will add URLS Url from Dynamic content, and the same as with IPs in the first exercise, it
will create a For each loop so that we can analyze all URLs from the incident, as there can be

more than one.

2. We will save the playbook again and resubmit it to get information from VirusTotal and to
see what data each input contains and what will be helpful for SOC analysts to perform faster

incident triage.

https://t.me/learningnets

195



196 Enriching Incidents Using Automation

We will see that the output is not helpful for our use case and that we need to change something,
as shown in the following screenshot:

-4 o
For each 1s

€ Previous € Previous failed Show|:| of 1 Next failed >  Next »
o

ZI Analyze a URL Os

INPUTS

Download (Alt/Option + click)

OUTPUTS Show raw outputs )

id
u-efa3lcePcd4b6FcB238d3c91e529946029599badaS5Ffb525d2ed3cd34b3fe447e7-
< >

Figure 6.86 — Analyze a URL response

3. Now, we will go to the playbook design, click on Add an action in the For each loop, search for
VirusTotal, and check other actions. One of them will be Retrieve information about a file
or URL analysis. We will select it, and as input, we will use the output of the Analyze a URL
action using Dynamic content. Click Save again. This is shown in the following screenshot:
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b4
E For each
* Select an output from previous steps
URLs x | Dynamic content Expression
P search dynamic content
Analyze a URL (Preview) J ‘
+ Analyze a URL
N

Retrieve information about a file or URL analysis (Preview)

0]

(5

Connected to VirusTotal. Change connection,

Add dynamic content

N
‘ . URLs Url

T Add an action

gid

Entities - Get URLs

Microsoft Sentinel incident

Incident updates Alert Display Name
The display name of the alert

Incident updates Alert URI

+ New step

This is the link to the alert in the orignal vendo

Incident updates Alert Description
The description of the alert.

Figure 6.87 — Retrieve information about a file or URL analysis action

4. Lets again go to the browser tab where we have run the playbook earlier, resubmit the playbook,
and check the Retrieve information about a file or URL analysis action output. Now we will
see more data, and if we select Show raw output, we will see all the details, including the status
of how many reported it harmless, how many reported it malicious, and so on. This is shown

in the following screenshot:
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Home > Microsoft Sentinel | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history > Logic app run >

Outputs

Retrieve information about a file or URL analysis

Vi

"statusCode": 208,

~ "headers": {
"X-Cloud-Trace-Context": "64698eab866b59865a978da31b8181dc",
"Timing-Allow-Origin": "*",
"x-ms-apihub-cached-response”: "true",
“x-ms-apihub-obo": "false",

"Date”: "Wed, 23 Nov 2822 @1:44:24 GMT",
"Content-Length”: "21698",
"Content-Type": "application/json”

}J
v "body": {
~ "meta”: {
~ "url_info": {
"url™: "http://bcomb.net/",
"id": "efa3lceBc46fc@238d3c91e529946029599bada55Ffb525d2ed3cd34b3f6447e7"
}
}l
v "data": {
~ "attributes": {

"date": 1669167585,
"status": "completed”,
~ "stats": {

T “harmless": 65,
"malicious": 15,
"suspicious": @,
"undetected”: 11,
"timeout": @

1.

~ "results”: {

~ "Bkav": {
"category": "undetected",
"result”: "unrated”,
"method”: "blacklist",
"engine_name": "Bkav"

+

~ “CMC Threat Intelligence": {
"category": "harmless",
"result”: "clean",

"method”: "blacklist",

Figure 6.88 — Retrieve information about a file or URL analysis raw details

This looks much better, and we can now continue to the fourth step of the playbook creation process,
which is to add helpful information to the incident comment:
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1. Lets select Add an action | Microsoft Sentinel and select the Add comment to incident action.
First, we will add the incident ARM ID to identify the incident where the comment should be
added, as shown in the following screenshot:

2

IZ Retrieve information about a file or URL analysis (Preview)

+
N
Add comment to incident (V3) (Preview) 0]
" Incident ARM id ﬂ Incident ARM ID x
Add dyramic content [+]]
" Inaident comment Font * 12v B [ U / i= = = CP

message

Incident comment message

Connected to benji@cybsecguru. Change connection.

i Add an action

Dynamic content Expression

l P amid

Microsoft Sentinel incident

E object
Get an incident by ARM 1D

e Incident ARM 1D
The full qualified ARM ID of the incident.

@ Incident updates Alert ARM ID
The full qualified ARM ID of the alert.

a Incident updates Incident Comment ID
The full qualified ARM ID of the comment.

@ Alert ARM 1D
The full qualified ARM 1D of the alert.

Bockmark ARM ID
The full qualified ARM 1D of the bookmark.

6 Incident Comment ID
The full qualified ARM 1D of the comment.

Figure 6.89 — Incident ARM ID available with the use of the incident trigger

2. Then we need to write the body of a comment:

I. First, we will add the following text:

= VirusTotal analysis for URL

* Harmless:
= Suspicious:
* Malicious:

* Undetected:

II. And then, we will add Dynamic content from our Retrieve information about a file or

URL analysis action, as shown in the following screenshot:
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Dynamic content Expression

(+)
N
Add comment to incident (V3) (Preview) ®
*Incident ARM id | Incident ARM ID x |
*Incident comment Font v 2v B J U /== == & %
message

VirusTotal analysis for URL @ URLs Url x
Harmless: |37 statistics Harmless x
Suspicious: |37  tatistics Suspicious x
Malicious: |37 Statistics Malicious x

Undetected: 57 Statistics Undetected x

Retrieve information about a file or URL analysis

b3 Statistics Undetected
Number of reports saying that is undetected

Add dynamic content I

Connected to azuresentinel-VirusTotal-URLEnrichment-incidentTrigger. Change connection.

f Add an action

Figure 6.90 - Fill in incident comment message details

3. Now we can save our playbook. Make sure that Microsoft Sentinel is using managed identity

for authentication. This will be visible at the bottom of
user’s email address but the text azuresentinel -V

the action, where it shouldn’t be the
irusTotal-URLEnrichment-

incidentTrigger. Ifit’s a user identity, click on Change connection and select a connection
from the list. There is no need to click on Add new, as we already created one when creating

the playbook. This is shown in the following screenshot:

N
Add comment to incident (V3) (Preview) (0)
*Incident ARM id m Incident ARM ID x
*Incident comment Font v i2v B I U /== = = & ~

message

VirusTotal analysis for URL E URLs Url x
Harmless: E Statistics Harmless x
Suspicious: 3] statistics Suspicious x
Malicious: |37  statistics Malicious x
Undetected: 3]  statistics Undetected x

Connected to azuresentinel-VirusTotal-URLEnrichment-incidentTrigger.

Add dynamic content [HI

Change connection.

Figure 6.91 - Check that managed identity
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Figure 6.92 shows us the managed identity we need to select:

v
Connections
Select an existing connection or create a new one:
Invalid  Display Name Name Gateway
° azuresentinel-VirusTotal-URLEnrichment-...  azuresentinel-Vir...
O benji@cybsec.guru azuresentinel
Add new Cancel

Figure 6.92 — Select managed identity from the list if a user identity is used

With this, we have created our playbook. What we need to do next is to test and see whether we missed
something or whether we need to change certain elements in the playbook.

Testing a playbook
Once we have created everything, we can test our playbook:

1. To test it, we can use Resubmit again. One thing that we will notice is that the playbook has
failed. If we expand the failed playbook run, we will see that it failed on the Add comment to
incident action. By selecting the Add comment to incident action, it will expand, and we will
see a Forbidden notification, and in OUTPUTS, we will see a message that the authorization
failed, as shown in the following screenshot:
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Home > Microsoft Sentinel | Automation > VirnusTotal-URLEnrichment-incidentTrigger > Runs history >

& Runs hlStOl'_V ‘ Logic app run - x
L VirugTatal-URLEnnchmant - incident Trgger 085853243 TA362482095451849273CU56
£ Refresh T Run Details () Resubmit &) Cancel Run () Refresh (D) info
[an | Incident ARM id |
T 1 fsubscriptions/B03140b9-666a-4e5c-957¢ - FFIb5029278/ resourceGroups/
Start time eaclier than > £ I—— ¥
[Fickadate  21][ Pick a time ] Incident commant message
: - - cpavirusTotal analysis for URL boomb.net<brs
| Search to filter items by identifier Harmless: G5<hrs
Suspicious: 8<br>
Start time Duration P
Malicious: 15<brs
0 11/23/2022, 204 AM 541 Seconds tndetected: 11c/p>
O 112372022 155 AM 223 Seconds
O 11232022, 144 AM 339 Seconds OUTRUTS Show raw cotputs >
© 11/23/2022, 138 AM 118 Seconds
Status code
0 11/23/2022, 134 AM 192 Seconds 403
n 23 A 1 =
0 1230 2 54 Seconds -
© 11232022, 111 AM 587 Milliseconds .
O 11/23/2022 110 AM 226 Milliseconds Key Valua I
O 112372022 1227 AM 484 Milliseconds Pragma no-cache
4 L
Cache-Control n-store, no-tache
St -C ki ARRAMnity=1T650Te T T6ca61 t
Body
“StatusCode™: “Forbidden”, .
“ReasonPhrase”: “Forbidden®,
“Content™: “{\“error\®:{\"code\”:\"AuthorizationFailed\",\"messag
“Headers™: {
“Pragma™: [
“no-cache”
< — P25
v

Figure 6.93 — Authorization failed message

2. This is expected as we need to add a comment to the incident and use a managed identity that
doesn’t have Microsoft Sentinel permissions. What we need to do is to go back to our playbook
design and go to the playbook overview. From the left menu, we will select Identity. We will
see that status is On, which means that managed identity is enabled. What we need to do is to
select Azure role assignments to assign the role, as shown in the following screenshot:
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Home > Microsoft Sentinel | Incidents » VirusTotal-URLEnrichment-incidentTrigger

VirusTotal-URLEnrichment-incidentTrigger | Identity

Logic app
R Search « i i
| | System assigned User assigned
a —
& Overview i . o . o
A system assigned managed identity is restricted to one per resource and is tied
Activity log The managed identity is authenticated with Azure AD, so you don't have to store
7 Access control (1AM) Save >< Discard O Refresh R'_V‘ Got feedback?
® Tags '
Di d sol bl
£? Diagnose and solve problems Status @
Development Tools off
s Logic app designer Object (principal) ID ©
. . b
¢/> Logic app code view
0 Versions Permissions (O
| Azure role assignments
& APl connections
& Quick start guides
o This resource is registered with Azure Active Directory. The managed identity cal

Settings result in failures. Learn more
£33 Workflow settings

U Authorization
@ Access keys

- Identity

i Properties

2 Locks

Menitoring
Kl Alerts

il Metrics

Figure 6.94 — Access the managed identity tab
3. Next, we need to click on Add role assignment, select our scope (in my case, Resource group),

and add the role. In this case, we need Microsoft Sentinel Responder. Click Save, as shown
in Figure 6.95:
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Heame > Microsoft Sentinel | Incidents > VirusTatal-URLEnrichment-incidentTrigger | Identity Add role assignrnent {Preview) %
Azure role assignments
Seope (O
+ Add role assignment (Preview) () Refresh | Resource group v
¥ . Subscription
this identity has role assignments that you don't have perméssion to read, they won't be shown in the list. Learn more | )
§ FTE e
Subscription * -
[verre - ] |hrwu-u group @
SOAR w
Role Resource Name Resource Ty .
Role @
Mo role assgaments found for the sebected subseription. [ S .
Select a role v
Learm more about RBAC responder

Microsoft Sentinel Responder (0

[ e ]

Figure 6.95 — Assign needed permission

4. Let’s go back to Runs history and resubmit the run. Now we will see that the playbook run is
successful, as shown in the following screenshot:

Home > Microsoft Sentinel | Autoration > VirusTotal-URLEnrichment-incidentTrigger » Runs history »

% Runs history Logic app run - X
VirusTatsl URLEnrichment incidentTrigger DA5A5324 3720482862 33346501 1 20CL1 58
() Retresh ) RunDetails (%) Resubmit () ConcelRun () Refresh (D info
! = v-] -
| stant time earlier than ~] E Microsoft Sentinel incident ‘
[Pickadate ][ Pick a time | J,
| Search to filter items by identifier | Entities - Get URLs ‘
Start time Duration l
O 11/23/2022 213 AM 232 Seconds
For each
0 11/23/2022 204 AM 541 Seconds
© 11/23/2022 155 AM  2.23 Seconds € Previous € Previous failed show:lul 1 Mextfailed > Mext >
© 11/23/2022 144 AM 339 Seconds @ Analyze a URL 15 7
© 11/23/2022 138 AM 1,18 Seconds l
© 11/23/2022 134 AM  1.92 Secands — - z -8
| Retrieve information about a file or URL analysis 0s |
O 11/23/2022 123 AM 154 Seconds. l
@ 11232022, 111 AM 987 Milliseconds
© 11/23/2022 11DAM 226 Milliseconds ﬂ el e cident (V5) ‘
© 11/23/2022, 1227 AM 484 Milliseconds

a

Figure 6.96 — Resubmit and check the details
5. We can go back to our incident in Microsoft Sentinel by selecting the Incidents tab and

selecting the incident (Test - Malicious URL). In the right pane, if we scroll down, we can see
the comment added by our playbook, as shown in the following screenshot:
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Home > Microsalt Sentinel

= Microsoft Sentinel | Incidents

Selected workspace: 0w
Searen

General

@ Cverview

P Loz

o News & quides

£ seaeh

Theeat management

& incdents

[ R

© Hunting

8 Mottook

& Entity behavior

B Trrem inteligenes

B MTHE ATTACK (Previen]

Contesn management

B Coment hub Preview)

@ Repositories Preview)

& Community

Conkiguration

B Data connectens

& Anhtics

B watcriist

& Auomation

£ Detete [ Secunity elficiency woskbook 55

Open incidents by severity

Columns 37 Guides & Ferdback

B igh oy

Statis - 2 selected

= Create incident (Prview) () Refresh () Last 24 hours 55 Actioen
e st ~u

- 2 : Wl 2 = 0
[ 2 Seanch by D, sk, tags, ewner o product &1 Severity - Al
WD suto-retissh incidents

] severity *4 Incident 1D Ty Title T4

| I et 4 et = Malicious URL
O l Mesdium et - Malcicus 1P

.

< Previous 1-2 Pt >

B et (2}

Product names

Mt Geatinel

Microsoht Setine!

ow 1 indormaional (0]

; w3 Test - Malicious URL
“ More (2
L T
& Unassigned 1% Mew W | Medum
G Status Severity

Created time

V232 D

11/2202, 050

[ p—

Anaiyties e
Tost - Maliciouss URL

Tags
%

B Lot comment
Vi Total analys for (L hoominet -

Hasrrikews: 65 I

Suspoou: 0

Write a comment

XTI | scvoes |

Figure 6.97 — View comment from the Incidents pane after selecting the incident

Now, a SOC analyst can quickly get this info for triage, and you can work with the SOC analyst
to see whether any other helpful information can be added from the VirusTotal response.

6. To manually run the playbook on the incident, we can do it from the following places:

= Option one: The Incidents page — Left-click on the incident and select Run playbook, as
shown in the following screenshot:

Status : 2 selected

Alerts

%5 Investigate

| A Search by ID, title, tags, owner or product | @ | Severity : All
m Auto-refresh incidents

D Severity T. Incident ID T Title Ty

[] [ Medium 4 Test — Malicious URL
D [ Medium 1 Test - Malicious IP

~ More (2)

Product names Created time ~

rosoft Sentinel 11/23/22, 01:3

rosoft Sentinel 11722722, 05:0

{5} Run playbook (Preview)

% Create automation rule

Efj';i Create team (Preview)

Figure 6.98 — Manually run the playbook on the incident - option one
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* Option two: The Incidents page — From the details page, select Actions and then Run
playbook, as shown in the following screenshot:

[] severity 7 Incident1D T4 Title Ty Alerts  Product names Created time
View full details =

OJ I Medium 4 Test — Malicious URL 1 Microsoft Sentinel  11/23/22, 01:3°
Incident workbook

O I Medium 1 Test - Malicious IP 1 Microsoft Sentinel  11/22/22, 050! Incident Overview

Analytics rule
Test — Malicious URL

Tags
+

Incident link

B Lest comment (Total: 1)
VirusTotal anakysis for URL bromb.net &

Harmless: 65
Sus 57 Investigate

&} Run playbook (Preview)

Wiri .
4 . &g Create automation rule e

i} Create team (Preview)

_—
View full details Actions

< Previous 1-2 Next >

Figure 6.99 — Manually run the playbook on the incident — option two

* Option three: The Incident overview page — Select Actions and then Run playbook, as
shown in the following screenshot:
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Home > Microsoft Sentinel | Incidents >

Incident

Incident ID 4

O Refresh Delete incident

sf2a Test — Malicious URL

Incident ID: 4 Timeline  Similar incidents (Preview)

& Unassigned V5 New v | Medium v 2 Search
Owner Status Severity

Alert product names Nov22 @ | Test- Malicious URL
= Microsoft Sentinel 20:26 Medium | Detected by Mic

Evidence

A1 01 Ro

Events Alerts Bookmarks

Last update time Creation time

11/23/22, 0215 AM 11/23/22, 01:31 AM

Entities (1)
& bcomb.net
View full details >

Incident workbook
Incident Overview

Analytics rule
Test — Malicious URL

Tags
+

Incident link
| (3] Run playbook (Preview) | D

%8 Create automation rule

B Last comment @5 Create team (Preview) (Total: 11 hd

Figure 6.100 - Manually run the playbook on the incident - option three
* Option four: To run the playbook automatically on incident creation, we will need to add

it to the automation rule by using the When incident is created trigger and Run playbook
as the action:
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Create new automation rule X
Automation rule name
| Test - Malicious URL vy |
Trigger

When incident is created ~
Conditions

If

Analytic rule name Contains s || All ~
+ Add ~r
Actions (O
| Run playbook ~ | 0}
VirusTotal-URLEnrichment-incidentTrigger
{3} Us ere s somr ~

+ Add action

Rule expiration @

| Indefinite @ | | Time |

Order @

K |

Figure 6.101 - Run the playbook automatically on incident creation

This is how we can run our newly created playbook. But we can also monitor the run details of the
playbook as we have turned on diagnostic settings for the playbook. Run this query in Microsoft
Sentinel Logs to see details:

AzureDiagnostics

| where OperationName == "Microsoft.Logic/workflows/
workflowRunCompleted"
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Figure 6.102 shows us an example of the query run with details around the playbook run:

(_Time range : Custom )

1 AzureDiagnostics

Bl save v |2 Share v

+ New alert rule

2 | where OperationName == "Microsoft.Logic/workflows/workflowRunCompleted”

Results  Chart

O rtimeGenerated UTC)
O v 4472023, 10:14:06.002 A...
Tenantld

TimeGenerated [UTC]
Resourceld

Categary

ResourceGroup
Subscrptionld
ResourceProvider
Resource

ResourceType
DperationName

Level

status_s

startTime._t [UTC]
endTime_t [UTC]
workflowld_s

resource_location s

6s 767Tms | Display time (UTC+00:00) ~

Resourceld

SSUBSCRIPTIONS/

& M
2023-04-04T10:14:06.0021226Z
FSUBSCRIPTIONS,

WarkflowRuntime

CYBERSECURITY

MICROSOFT.LOGIC
08585210036417421619718591009CU84

WORKFLOWS/RUNS

= Export v 5P Pinto v = Format query
Ed
Category P bscrip 1 o]
m:
L WY WorkflowRuntime CYBERSECURITY 803140b3-666a- =

UL

B/RESOURCEGROUPS /CYRERSECLIRITY,/PROVIDERS/MICROSE

Micreseft Logic/workflows workflowR:
Information

Succeeded

2023-04-04T10:14:03. 73776254
2023-04-04T10:14:08.0019333Z
FSUBSCRIPTIONSA

eastus

/RESOURCEGROUPS/CYBERSECURITY/PROVIDERS/MICROSC

Query details | 1-1of 14893

Figure 6.102 - Playbook diagnostic details

After checking the run details of our playbook, we will conclude the examples in this chapter.

Summary

In this chapter, we started with our hands-on examples. We focused on the enrichment of incidents so
that we could speed up MTTA and MTTR in Microsoft Sentinel. We introduced how to access a trial
of Microsoft Sentinel, continued with step-by-step playbook creation, and finished with an example
of how to test our playbooks. We used two enrichment methods - IP and URL enrichment — and two
different playbook triggers - alert and incident triggers.

In our second hands-on example, we went through the step-by-step process of creating a playbook while
investigating each action and its output to plan what to utilize in the next action. This is important,
especially when dealing with new actions, and we need to figure out what kind of information each

piece of dynamic content contains.
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In the next chapter, we will focus more on incident management automation, which will involve
the expansion of the playbooks we created in the first and second examples, and making more
automated responses based on watchlist data, as well as user input using email, Microsoft Teams chat,
or channel messages.
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Managing Incidents
with Automation

In the previous chapter, we introduced how to use Microsoft Sentinel and then moved on to
hands-on examples.

The first hands-on example involved enriching an incident that contained an IP address with information
from VirusTotal. We used an alert trigger and went step by step from there, from creating a playbook
to testing it.

The second example used URL enrichment, and we used a different approach to the IP enrichment
example. We used an incident trigger for our playbook and went step by step through the usual process
of creating the playbook.

This chapter will focus on how to manage incidents by utilizing automation.

This chapter will cover the following:

« Auto-closing known false-positive incidents using a watchlist
o Closing an incident based on SOC analyst input

« Auto-closing incidents using automation rules

Automated false-positive incident closure with a watchlist
Before we begin, you will need the following:

¢ You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator)
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Creating a playbook

In this example, we will auto-close an incident automatically when the incident is created and when
the IP address is an approved internal IP in a watchlist.

Let’s use the same strategy we used with our hands-on example in the previous chapter. First, we will
list what we want to do and then do it step by step:

1. We need a watchlist that contains an IP address. We have one called MaliciousIP, created
in Exercise 1 in the previous chapter. You should create a new watchlist called A11lowedIP
and use the same IP.

2. We will need a detection rule with an IP address. We created one in Exercise 1 in the previous
chapter called Test - Malicious IP.We will use this one again.

3.  We need to create a playbook:

I.  Step A: We will run it on the incident, so we need to utilize the incident trigger.
II.  Step B: We need to extract IPs from the Entities array.

II.  Step C: Get IPs from the watchlist using Azure Monitor Logs and compare them to
IPs from the incident. We will create a service principal and assign it the Log Analytics
Reader role.

IV.  Step D: Compare an IP from the watchlist with the IP from the incident.
V. Step E: If the IP is on the A11owedIP watchlist, auto-close the incident and add the tag.

VI. Step F: Otherwise, add a comment to the incident, stating that the IP is not on the
AllowedIP watchlist.

VII. Step G: We will use a managed identity, and we will need the Microsoft Sentinel
Responder role to be able to auto-close incidents and add comments.

Let’s start!

The first step involves creating a watchlist, and I have created a new one with the same IP
(45.81.226.17);1just used a different name and alias - A11owedIP. We did this in the previous
chapter, where you can find all the instructions.

The second step involves having a detection rule, and here I will use the one from the previous chapter,
Test - Malicious IP.

The third and final step involves creating a playbook.

https://t.me/learningnets



Automated false-positive incident closure with a watchlist

Step A - initializing a playbook and adding a trigger
The process of creating a playbook starts by initializing the playbook and adding a trigger:

1. Go to our familiar Microsoft Sentinel environment, then the Automation tab, select Create,
and then Blank playbook.

2. The blank playbook creation wizard looks a little different, as we can now select whether we
want to create a playbook using Logic App Consumption or Logic App Standard.

We will select our subscription, resource group, and unique name and make sure we select
Standard under Plan as shown in the following screenshot:

Home >

Create Logic App

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * (@ [ vsFre v
I_ Resource Group * O I SOAR ~
Create new

Instance Details

Logic App name * I SOARIncidentManagement v
.azurewebsites.net

Publish * @ ‘Workflow O Docker Container

Region * | East US ~

@ ot finding your App Service Plan? Try a different region or select your App

Service Environment.

Plan

The plan type you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more

Plan type * @ Standard: Best for prise-level, serverless applications, with
event-based scaling and networking isolation.

O Consumption: Best for entry-level. Pay only as much as your
workflow runs.

Windows Plan (East US)* © | (New) ASP-SOAR-Bfeb ~
Create new
Pricing plan * Workflow Standard WS1
210 total ACU, 3.5 GB memory
Change size

T T

Figure 7.1 - Logic App Standard playbook creation
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3. Click on Next : Hosting >. On the Hosting tab, we need to create or link to external storage
that stores the necessary data, as shown in Figure 7.2:

Home >

Create Logic App

Basics  Hosting  Monitoring  Tags  Review + create

Storage

When creating a logic app, you must create or link to an external storage, which is used to store workflow state, run
history, and artifacts.

Storage type * [ Azure Storage ~ l
Storage account * (@ l (New) soarab4d ~ l
Create new

l < Previous | | Next : Monitoring > |

Figure 7.2 — Logic App Standard Hosting tab

4. Click on Next for Monitoring and Tags, and under Review + create, check your configuration
and select Create.
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Once the playbook is deployed, select Go to resource, as shown in the following screenshot:

Home >
@ Microsoft.Web-LogicApp-Portal-d3d79b1a-bbf1 | Overview =
- Deplayment
|)>' Search P [] pelete (&) Cancel (T) Redeploy < Download () Refresh
o Ovendew .
@ Your deployment is complete
E Inputs
= ou & Do name: MicrosoftWeb-LogicApp-Portal-d3d73b1a-bbfl  Start time: 11/30/2022, 3:01:31 AM
= Oulputs S% Subscription: VS FTE Comelation ID: lab?MSc-sm-am-beas-a?ld?rubzga
Y Template Resource group: SOAR

~ Deployment details

- Mext steps

Give feedback

A Tell us about your experience with deployment

Figure 7.3 - Go to the newly created Logic App Standard resource

5. From the left menu, select Workflows, as shown in Figure 7.4:

Home > Microsoft. Web-LogicApp-Portal-d3d79b1a-bbf1 | Overview > SOARIncidentManagement

2 SOARIncidentManagement | Workflows

B Logic App (Standard)

£ Search | &« + add () Refresh + Enable () Disable [i] Delete

[ ] . -

i Overview l;".- Filter by name...

B Activity leg

A, Access control (IAM) Name * Status T4
] Tags Mo results.

&2 Diagnose and solve problems

0 Microsoft Defender far Cloud
£ Events (preview)

Workflows

(5] Workflows

%@ Connections

[@] Parameters

Artifacts
A schemas

B Maps

Figure 7.4 — Workflows in Logic App Standard
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6. In Workflows, we will create our playbooks, and each playbook in a Logic App Standard will
be an individual workflow.

So, let’s go and click on Add, enter a workflow name (that is, a playbook name; I used AutoClose-
IP-In-Watchlist), and select a state. Please note that Microsoft Sentinel only supports
the Stateful state. When you are done, select Create, as shown in Figure 7.5:

Microsoft Azure

Home > Micresaft Web-LogicApg-Pertal-d3d79b1a-bbi1 | Overview > SOARIneidentManagement New workflow %
LN SOARIncidentManagement | Workflows = - Crmate 1w okl s thes ke
Logic App (Sandaed)
‘Workflow Name *
£ Search « + add (3 Refresh | o Enable () Disable [ Delete [ ———— vl
. " |
oa vendew [ Fitter by name.. 1 smtetpper
B ctvity log (®) Statehul: Optimized for high relisbiity, ideal for process business
t . Wranuitional data
. hccess control (LAM) Name 1, Status T4

| (D) Stateless: Optimized for low Latency, ideal for reguest-response
& g No results. anel procrsing loT meents

£ Disgrose and sobve problems
@ Micrasakt Defender for Cloud

£

£ Fvents (preview)

Warkflows

1A Workflows

@ Connections

¥ Parameters
Artifacts

W schemas

B maps
Deployment

@ Deplayment Center
Settings

Il configuration

¥ Applcation Insights
% Idemtity

& Backups

B Custom domains

Figure 7.5 — Adding a new workflow to Logic App Standard

7. Once the workflow is created, we will see it on the list. Select it. The first page will show us an
overview page similar to playbooks with Logic App Consumption, where we can see run and
trigger history, as well as options to enable or disable a workflow, delete a workflow, and so on.

8. From the left menu, select Designer. The design approach remains unchanged. It will still
contain triggers, actions, and dynamic content.

Let’s add a trigger. We will use the Microsoft Sentinel incident trigger. You will find it under
Azure.
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Home > AuteClose-|P-In-Watchlist

% AutoClose-IP-In-Watchlist | Designer - X
BE oksiow
D Search ] « B swe X Diccard [@] Parameters () info M Try Preview Designer

& Ovendew

» E Add a trigger X
Developer

&fr Code Choose an operation Choose an operation

i Designer

B microsaft sentinel

Settings Built-in  Azure

© v @8

b HYASIraight  Mecrosolt
Iris Envich Sentinel Future

@ Access Keys

Triggers  Actions.

Microsaft Sentinel alert (preview)
Micrasaft Semtrel @

Microsolt Sentinel incident (preview)
Micrasaft Sentinel @

Micrasaft Sentinel entity (Private Preview] (preview]
6 Micrasaft Sentieal @

Dan't see what you need?

() Help us decide which connctors and triggers 1o add rit with Uservoice

Figure 7.6 — Adding a trigger in the workflow
9. In Create Connection, select Connect with a managed identity. Enter the name and click
on Create. Please note that this managed identity is on the Logic App Standard level, not on

the workflow, and you can utilize the same managed identity across workflows, as shown in
the following screenshot:

e Microsoft Sentinel incident

Create Connection

*C ti .
onnection name | SOARIncidentManagement |

“Managed identity | System-assigned managed identity v |

Connect with signin  Connect with service principal ®

Figure 7.7 - Adding managed identity authentication
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Once we have initialized our playbook and added a trigger, we can proceed with the next step.
Step B - adding the Entities - Get IPs action

In step B, we will add the Entities - Get IPs action:

Click on the plus (+) sign and select Add an action. Search for Microsoft Sentinel under Azure,
and select Entities - Get IPs as the action. Add Entities from the dynamic content pane. The process is
the same as with our hands-on examples in the previous chapter, as shown in the following screenshot:

Home > SOARIn. | » AutoClose-I1P-In-Watchlist
& AutoClose-IP-In-Watchlist | Designer X

Workflow
£ search & Bl save < Discard [#] Parameters (D info W Try Preview Designer
in Ovendew

» Entities - Get IPs
Developer
o Code E Microsoft Sentinel Parameters Settings Code View Testing
incident

s Designer =l | -ervnes o . il
Settings | Oynamic content Expression | Add dynamic contert [
@ Access Keys +) [ideritManagement. Change connection.

Entities - GetIPs | pgicrocoft Sentinel incident

Entities
List of entities related to the incdent, £an contain entities of

Figure 7.8 - Adding the Entities - Get IPs action in the workflow

Now that we have extracted IPs from the incident, we need to compare them with IPs in our watchlist.

Step C - getting allowed IPs from the watchlist

Step C involves querying our watchlist and checking whether the incident IP is part of our
AllowedIP watchlist:

1. Inthe playbook, add a new action. Search for Azure Monitor Logs and select the Run
query and list results action. We will get the information we need to authenticate the connection.
The options are using a user identity or a service principal. In this case, we will use a service
principal as shown in Figure 7.9:
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» m Run query and list results

Create Connection

Tenant

l CybSec Guru o

Sign in to create a connection to Azure Monitor Logs.

Connect with service principal ®

Figure 7.9 — Authenticating using a service principal

We will get an authentication window, where we need to enter service principal data, such as
Application ID, Tenant ID, and Secret. To get those, we need to create a service principal.
Open a new tab in the browser, and open the Azure AD admin portal (aad.portal.azure.
com). From the left menu, open Azure Active Directory and then App registrations. Select
New registration to start the wizard, as shown in the following screenshot:

Azure Active Directory admin center

- Dashboard > CybSec Guru

i CybSec Guru | App registrations =
Azure Active Directory

* “ 1~_Mew registration & Endpoints ¥ Troubleshooting () Refresh - Download [ Preview features A7 Got feedback?
£y 0 overiew
& Preview featu All applications Owned applications  Deleted applications
2 review features
F3 #  Diagnose and solve problems. £ Start typing a display name or application (client) 1D to filter these r... Tip Add filters
. Manage
n 12 applications found
& users Display name T Application {client) 1D
& Groups

b @

w B o W

L App registrations

=

External Identities

-

Rales and administrators.

>

Administrative units

[a)

Delegated admin partrers

o

Enterprice applications

g

Devices

=
L]

Identity Governance

w

Application proxy

-

Custom security attributes
(Preview)

g
3

Licenses

Figure 7.10 - Creating a service principal in Azure AD
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3. Enter a name in the wizard (I used SOAR-LAReader) and select Register.

Once the application is registered, we need to copy Application (client) ID and Directory
(tenant) ID to our playbook authentication:

I.  Copy Application (client) ID to Client ID in the playbook
II.  Copy Directory (tenant) ID to Tenant

III. Remember to add the connection name; I used the same name as for the service principal
- SOAR-LAReader.

Dashboard » CybSec Guru | App registrations >

sz SOAR-LAReader =
L

|,O Search | « ]E[ Delete @ Endpoints Preview features

i Overview @ Got a second? We would love your feedback on Microsoft identity platform (previc

&3 Quickstart

#" Integration assistant # Essentials

Manage Display name : SOAR-LAReader
. ) Aeelication (client) ID
B2 Branding & properties

Object ID
3) Authentication

Directory (tenant) ID

Certificates & secrets N
Supported account types : My organization only,

ill Token configuration

Figure 7.11 - The application and tenant IDs of the service principal

Figure 7.12 shows where to copy Application (client) ID and Directory (tenant) ID in
the playbook.
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” m Run query and list results

Create Connection

C ti
onnection name | SOAR-LAReader

Client ID | 2 4

Client Secret

| Client secret of the Azure Active Directory application. |

Jenant |4 sd

Connect with sign in
Figure 7.12 - The application and tenant IDs in the workflow action

Now, we need to create and add a secret. Go back to the browser tab where we created the
service principal and, from the menu, select Certificates & secrets. Select New client secret
and add a description of the secret. I used the same name as for the connection name - SOAR -
LAReader. Select Add, as shown in the following screenshot:

Azure Active Directory admin center

T akbey o

Dashboard > CybSec Guru | App registrations > SOAR-LAReader Add a clien‘t secret x
¢ SOAR-LAReader | Certificates 8. secrets = -

Dewcripton | somR LaReader ]
£ S A Con tuatucks | Expires [ mecommended: 6 manms |
B Overview
& OQuickstart Credentials enable confidential applcations to identify themrmebes 1o the authentication senvice when recsiving 1o

scheme). For o bighar level of assurance. we recommend uiing o cortificate [instead of o dient secret) os o credenti
o ntegration assistant

Manage
B Appcation megitration cerskcates, d fchocaton crocurtial i thes Ul Do,

= Branding & properies

D authentication . ) .
Certificates (0] Client secrets {0}  Federated credentials (0}

1§ Certificates & secrets

B A secret siring that the application uses to prove its identity when requesting a token. Also can be refermed to as.
Tl Taken confiquration

4 AP permissions. t Blew client secret
& Expose an AM Description Expires Vabue (5
W App roles

No dlient secrets have been created for this application
& Owners

&, Roles and administrators
W Manitest
Suppart + Troubleshosting

£ Troubleshooting

support reay T s
B tew suppoet request [ |

Figure 7.13 - Creating a secret for the service principal
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5. Our secret will be added, and we need to copy the content of the Value field to the Client
secrets field in our playbook, as shown in Figure 7.14:

Dashboard » CybSec Guru | App registrations > SOAR-LAReader

> SOAR-LAReader | Certificates & secrets =

£ Search | « A Gotfeadback?

B overview
& Quickstart @ 5ot a second to give us some feedback? —* =
#  Integration assistant

Credentials enable to identify ta the ion service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B Branding & properties
D Authentication O Appscation reg: tifieat ts and lederated credentials can be found in the tabs below. *
T Certificates & secrets
Il Token configuration i i
L el Certificates (0) ~ Client secrets (1) Federated credentials (0)
- AF permissicns . - T " . icat

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

& Expose an API
B App rokes <+ Mew client sacrat
B Owners Description Expires Value 0 Secret ID
&, Roles and administrators SOAR-LAReader 61/2023 ] (0|
B Manifest

Support + Troubleshoating
&2 Troubleshooting

B New suppont request

Figure 7.14 — Copying the secret value

Figure 7.15 shows where to copy to Client Secret in the playbook.

» m Run query and list results

Create Connection

. )
Connection name I COAR_LAReader

Client ID I > d l
Client Secret | 1 ‘
LT L L] P 1

Tenant I 4. 4 l

Connect with sign in

Figure 7.15 - Copying the secret value of the workflow action
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6. Don' click on Create yet, as we will first assign permissions to be able to read logs. Open the new
browser tab and open the Azure portal (portal . azure . com). Search for and select Resource
groups. Select a resource group from the list; in my case, it is SOAR. Select Access control (IAM)
from the menu and select Add | Add role assignment, as shown in the following screenshot:

Hame o Resource groups & SOAR
Resource groups A SOAR | Access control (IAM) *
Cybec Gun fepbracgunt Rasore o
+ Create B Mansgeview o 2 Search | + add L Download role mvgreents =5 Edi 0 Retrnns ' memove | P Feedback
[ Faner tor any ke | B Overview - Akl 1ol assignn
bl s Boles  Denyassignments  Clessic administratons
Hame © B aativity kog Add co-sdmisistrator
ol vol B Access control (M) Ao o ok
E —_— e
) L 1§l [ e vy scen|
P v Resource visuaiizer
# e O
_] v F e Check access
g Firview the bevel of access a wser, group, senvice principal, or managed densiy hat o this resource. Losen more o
o [ | checkowcens |
] ol & Depoyments
] el O Security
Grant aceess to this resource View access to this resource View deny assignments
(5] sonr ol B poicies
i odl (Il Propertes Grant axcnss b revources by assigning & Vi the ol assigrenents that grant acers Vorw 15t spgRITLS Bt have beers
role d other FEROUICES. denied acoess bo specific actons at thes
el e B Lods [ ” sepe
- T
] " Comt Mansgement
P ] =i
BB Cost alerts (proview)
D Budgets
! Create a custom role
@ Ashivar receammendations
Crmate a cus 3t Arute rescurces
Maonitoring with your own set of permizsions 10 meet
Ehe secific neres o yeur eganization
@ Insights {previe) Leam mare [
B e
& ke T
page [1 ~att [+ B Diagrostic seetings
i g =

Figure 7.16 — Adding a new role assignment

7. In the Role tab, search for and select Log Analytics Reader, as shown in Figure 7.17:

Harve » Resousce groups » SOAR | Access control (LAM) >

Add role assignment - *

Role  Members " Review + assign

A role definition is a collection of permissions. You can use the bullt-in roles or you can create your own custom roles. Leasn morne &
Assignerent type

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function. such as the ability to create virtual machines.

[Progambyisreacer 1% pecan Category: Al

Mame T Deseription T4 Type T4 Category T4 Details
Reader Wiew all resources. but does not allow you to make any changes BuiliinRcle General View
Log Analytics Reader Log Analytics Reader can view and search ail monitoring data as well as and view monitoring settings, inchiding viewing the co.., BuiltinRele  Analytics View
Managed Applications Reader Lets you read resources in & managed app and request NIT aceess. BuiltinRole Management + Govern... \iew
Monitoring Reader Can read all menitoring data. Builtinfcle Monitor View

[ <Previous | Page e | Net> |

Figure 7.17 — Choosing Log Analytics Reader from the list
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8. Click on Next. In the Members tab, click on Select members and search for your service
principal - in my case, SOAR-LAReader. Click on Select and then on Next, as shown in the
following screenshot:

Heme > Resource groups > SOAR | Access contrel (LAM) > Select members x
Add role assignment
Select (0 -
SOAR-LAReader
Role  Members ™ Review + assign
Na users, groups, or service principals found.,
Selected role Log Analytics Reader
Assign access to @) User, group, or service principal
() Managed identity
Members + Salect members
Mame Object ID Type
No members selected
Description [ optional
Selected members:
SOAR-LAReader
Remove
v
| review + assign Previous | MNext Clase

Figure 7.18 - Choosing the service principal

9. On the Review + assign tab, check the configuration and click the Review + assign button.
The role will be assigned.

10. Now, go back to the playbook and select Create. We assigned permissions before selecting
Create because now, from the drop-down menu, we can select a subscription, resource group,
and resource name. Without permissions, the dropdown will be empty, and this data must be
entered manually or dynamic values must be used.

11. After selecting a subscription, resource group, and resource name where Microsoft Sentinel
is deployed, for Resource Type, select Log Analytics Workspace, and for Time Range, select
Last 24 hours.

12. In Query, write the following:

_GetWatchlist ('AllowedIP')
| where SearchKey == ""
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On the second line, after ==, in the " " space, add IPs Address from the dynamic content. As
in previous hands-on exercises, this will create a For each loop, as we can have more than one
IP, as shown in the following screenshot:

L—] Save X Discard [2‘] Parameters (D Info W Try Preview Designer
a
» "
E Run query and list results
Microsoft Sentinel Parameters Settings Code View Testing
incident
- “ Subscription VS FTE A
* Resource Group SOAR A4
+ . -
l Resource Type Log Analytics Workspace e
* Resource Name SOAR A4
Entities - Get IPs
° Query _Getwatchlist['AllowedIF)
L]
| | where SearchKey == ' 1Pz Address %
“ Time Range Last 24 hours hvs
Connected to SOAR-LAReader. Change connection.
—| —
+
i n Run query and list
results
L
+

Figure 7.19 — Running a query and listing results

Note that if you used the MaliciousIP watchlist, you need to change the alias of the watchlist
in the query.

Step D - comparing the IP from the incident with the watchlist values
In step D, we will compare the IP from the incident with the IP from the watchlist:

1. Select the plus sign (+) in the For each loop to add a new action, search for Control under
Built-in, and select Condition under Actions, as shown in the following screenshot:
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' Add an action

Choose an operation

/O control

Built-in Azure

i

Control

Triggers Actions

Condition
Control

For each
Control

Scope
Control

Switch
Control

Terminate
Control

X

Until
Control

BE m@ﬂ‘m

Figure 7.20 - Adding Condition as the action
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2. Under Condition, fill in the details as follows:

L For the first value, select Expression (next to Dynamic content) and type length ().
Put the cursor inside the brackets of the 1length () expression, and then click on
Dynamic content and select value. Select OK, as shown in Figure 7.21:

Dynamic content Expression

fx length(body('Run_guery and list results'):

Run query and list results

E Body
E value

Entities - Get IPs

Figure 7.21 — Utilizing expressions with dynamic content

II.  For the second value, choose is greater than from the dropdown.

III. For the last value, add 0 (zero).

What this will do is check whether the watchlist query contains an IP (greater than zero) or
not. This is shown in Figure 7.22:
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Bl save 3 Discard [#]parameters {} ViewCode (D info ¥ Fileabug

| Entities - Get IPs » E Condition

T Parameters  Settings  Code View  About

z Condition Expression *
p— m o Foreach B B

AND
=0 B jegthic =

| u Run query and list 2 B i

+

results

Figure 7.22 - Condition action values

Lets first configure the True stream of our condition.
Step E - configuring True stream

Next, we want to complete the True stream, where we want to auto-close the incident and add the
auto-close tag:

1. Under True, select the plus sign (+), search for Microsoft Sentinel, and select the
Update incident action.

For Incident ARM id, add ARM ID from Dynamic content.

In Tags to add tag - 1, add auto-closed allowed IP.

Change Status to Closed.

For Classification reason, you can put BenignPositive - SuspiciousButExpected.

For Close reason text, add Auto-closed by AutoClose-IP-In-Watchlist playbook.

NSy » N

Classification reason and Close reason text will appear only after you set Status as Closed.

Figure 7.23 shows the Update incident action with added values.
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12 For each .
¥ Update incident
+
- Parameters Settings Code View About
B Run query and list
results Incident A2M 1d *
Incident ARM 1D =
Tags To Add
s e
ittag-1 @
m auto-closed allowed IP
e ] (e ] -
1 } Assigr/Unassign Cwner
< ;]
T Assi ign
E Update incident Owmer Object id / UPN
E Unique identifier of a user (Ex. ‘user@tennant. onmicrosoft.com’ or 'SféceSc?
Seventy
| Incident severity
Status
Closed v
+
* Classification Reason
+
R BenignPositive - SuspiciousButExpected b
Close Reason Text
= Auto-closed by AutoClose-IP-In-Watchlist playbook
o

Figure 7.23 — Updating the incident values

After we have done the configuration of the True stream, we can proceed to the False stream of
our condition.

Step F - configuring the False stream
In the False stream, we want to add a comment that an IP is not on the AllowedIP watchlist:

1. Under False, select the plus sign, search for Microsoft Sentinel, and select the Add
comment to incident action.
2. For Incident ARM ID, add ARM ID from Dynamic content.

3. For the Add comment to incident message, add IP address not found in the AllowedIP
watchlist. Then add IPs Address from Dynamic content, as there can be more than one IP.
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1
|_ » Add comment te incident (V3)

ﬂ Run query and list

results 2
Parameters Settings Code View About

Incident ARM Id *

|E] incident ARMID =

+
w Incident Camment Message *
— Normalss  Arial ~» 15px v BT U @ Av &

# m IP address IPs Address = not found in AllowedIP watchlist. a

- + v

| l )

Connected to SOARIncidentManagement. Change connection
E Update incident Add comment to
incident (V3)
o
=
+
+

Figure 7.24 - Adding a comment to the incident values

Step G — assigning permissions to a managed identity
Our workflow is now created. Save it, and let’s go to step G of the playbook creation process:

1. Go back to Logic App Standard, and from the left menu, select Identity, as shown in the
following screenshot:

Home > SOARINcidentMaragemsent

% SOARIncidentManagement | Identity - %
Lisges App (Slarelardt)
B Sean L
* i System assigned  User assigned
& Overview ey
A systern assigned maraged dertity is restricted to one per resource and = ted to the Sfecycle of thi . Vou can grant idertily by using Azure roke-based acoess control (Asure RBACK
B naiityleg The maraged idertity is suthenticated with Azure AD, 50 you o't hive o stone any condentials in code. Learn more about Managed identtes
Ao Accew cantral (1AM B sive X Dbcand () Rebush | 5P Got leodbincks
L

£&* Diagnese snd save probloms st ©

0 Micremalt efendes for Clod -_— - ]
£

£ Dwents {preview) et {primcipal) 1D (2
Wrklam

1 Workfiows

% Connection

fe] Paramsters

Artifacts et in fadres. Lo mor
B schemnas

B Maps

eployment

@ Degioyment Center

Settings

M Configuration

® Appication Insights

u ddentity

& Baetups

Figure 7.25 — Assigning permissions to Logic App Standard’s managed identity
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2. 'The rest of the process is the same as with the playbooks from the previous chapter. Select Azure
role assignments, then Add role assignment, and add the Microsoft Sentinel Responder role.

As this is the last step in the playbook creation process, now we are ready to test our playbook.

Testing a playbook
The next six steps will guide you through the process of testing our playbook:

1. Go to the Microsoft Sentinel environment.

We already have a detection rule created called Test - Malicious IP, and we can mark it and
select Enable from the Analytics tab. Once it is enabled, wait for 15-20 seconds, and disable
it so that it’s not created every 5 minutes if not needed to test the automation rule.

2. Go to the Incidents tab, and there should be an incident called Test - Malicious IP.
Right-click on the incident and select Run playbook.

You will see the Standard playbook from the list of playbooks, which you can filter by plan. You
will also see that the name looks different from the Consumption playbooks. The name will
look like that of Logic App Standard/workflow. In my case, it is SOARIncidentManagement/
AutoClose-IP-In-Watchlist. Select Run, as shown in the following screenshot:

Run playbook on incident X
Incident: Test - Malicious IP, ID: &

O Refresh

Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.

2 Search Subscription : VS FTE Resource group : SOAR Plan : All
T4 Name Ty Subscripti... Tl Resourcegr... T) Plan TJ

% VirusTotal-URLEnrichment-incidentTrigger . VSFTE (%) soar Consumption
¢  SOARIncidentManagement/AutoClose-|... 7 VSFTE (%) soArR Standard

Figure 7.26 — Running the Logic App Standard workflow on the incident
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3. If we refresh our Incident page, we will see that our incident has disappeared, as in the
following screenshot:

Home > Microsoft Sentinel

= Microsoft Sentinel | Incidents - X

Selected workspace: soar

| 2 search | « 4 Createincident (Preview) () Refresh (D) Last 24 hours ~ 3= Actions i Delete [N Security efficiency workbook == Columns &7 Guides & Feedback
a
General = At ~ Open incidents by severity
Q@ oveni =0 kO 0 Lt 0
erview Open inddents New incidents Active incidents W High (0 B Medium (0) Low (0) ¥ Informaticnal (0)
@ Logs
& MNews & guides | 2 Search by ID, title, tags, owner or product &1 Severity : All Status : 2 selected Product name : All Cwmer : All
# Seamh - ) Auto-refresh incidents
Threat management = -
B Incdents - No incidents were found
@ workbooks
) What is it?
© Hunting
& Notebook Microsoft Sentinel incidents are containers of threats in your organization — alerts, entities and any additional related evidence. An incident is
“ * created based on alerts that you have defined in the security analytics page. The properties related to the alerts, such as severity and status are
W' Entity behavior set at the incident level.
&) Threat intelligence B
How does it work?
B MITRE ATTECK (Preview]
Incidents are automatically created as a result of alerts riggered based on detections defined in ‘Security analytics’. The incidents page provide a
Content management full view of all the context required for triage, investigation and response. For each incident, you can see the time it was generated and its status.

Figure 7.27 - The incident is closed using the playbook

4. Filter the Incident page by status and include Closed. Our incident will reappear. Select it,
and from the details on the right-hand side of the page, we can see our tag and that the status
is Closed, as shown in the following screenshot:
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Figure 7.28 - Values changed using the playbook

5. To test whether an IP is on the watchlist, go and change the IP value on the watchlist, as shown
in the following screenshot:

Home > Microsoft Sentinel

B Microsoft Sentinel | Watchlist - =

Selectad workspace: ‘soar’
D Search

General

@ Ovenview

& Logs

& Mews & guides
£ Search

Theeat management
 ncidents

Bl Workbooks

© Hunting

& Hotebooks

W Ertity befurdor
&) Threat intelligence

W MITRE ATTSCK [Preview]

Content management

) medresh < Addnew [0 Deiete &7 Update watchlint ~ 2 Columns | A7 Guides & Feedback

&7 Bt watchilst items

B3 o3 3 LEARN MORE
Watchlists Watchlistitems | P Update About Watchlist ¢
My Watchlists  Tomplates {Previow) a2 a
—— Hame
£ Search by name. alias and description e Add Fiter e 21 © T b
Provader Fows Created teme

] Mame 14 Allas Ty Source T4 Created time T, Last updated L

Dessription
[ Ascweaip ABwediP malciouPay 113022 400AM  T1DEZGR00AM e -
[_l MalciousiURL MalicousURL URL watchlist cov V2322 1202 AM 11723722, 1202 AM Lol

S
[ maciouse MaicioustP P watchlistesy 112222 (432 AM 1122722 0432 AM ik

Created by

eyt oybsec guru

Last updated

1122, 0400 AM

Searchiley

Figure 7.29 - Editing our watchlist values

6. We can change the IP from 45.81.226.17t045.81.226.181 and save it. Wait a few
minutes until some info is seen in Logs, recreate the incident, and rerun the playbook. In this
case, it will add a comment to the incident, as shown in the following screenshot:
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& Microsoft Sentinel | Incidents
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Figure 7.30 - The comment value on the playbook’s second run

Now that we have successfully tested our playbook, we can continue to the next hands-on example.

Closing an incident based on SOC analyst input
Before we begin, you will need the following:

« You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator).

+ You will need at least one Microsoft Exchange Online license user. You can add a trial for
Microsoft Office 365 using the same tenant of your Azure subscription.

Creating a playbook

In the previous example, we saw how we can create a playbook to auto-close incidents so that SOC
analysts don’t lose time investigating an IP address at all. While this is great when we have one IP
address in an incident, it can be problematic if there are multiple IPs and some are on the watchlist
while some are not. In our previous example, the incident would auto-close even if there were multiple
detected IPs in an incident, but only one is in our watchlist. So, if there are five IP addresses in the
incident, four of which are not on the AllowedIP watchlist and one is on the watchlist, the playbook
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will still auto-close the incident, but it will add comments to the incident saying that IP addresses are
not on the watchlist.

In this example, we will adjust our playbook to send an approval email to a SOC analyst with a list of
approved and unapproved IPs.

We will do the following:

1. Make sure that our AllowedIP watchlist has 45.81.226 .17 as the IP value.
2. Edit our MaliciousIP watchlist and add more IPs that will be used in the detection rule.
3. Create a playbook:
L Step A: We will run the playbook on the incident, so we will need to utilize the
incident trigger.
II.  Step B: Then, we need to initialize two variables that will contain allowed and not-allowed IPs.
III.  Step C: We need to extract IPs from the Entities array.

IV.  Step D: Get IPs from the watchlist using Azure Monitor Logs and compare them to
IPs from incidents. For this, we will use the service principal connection from the
previous exercise.

V. Step E: Compare an IP from the watchlist with the IP from the incident.
VI. Step F: If the IP is in the AllowedIP watchlist, add it to the allowed variable.
VII. Step G: Otherwise, add it to not-allowed variable.

VIII. Step H: Send an approval email to the SOC analyst with a list of all IPs and whether
they are approved or not.

IX. Step I: Based on the user’s decision, close the incident with a tag; otherwise, add a
comment, assign the incident to the user who responded to the email, and mark the
incident as Active.

X.  Step J: We will use the managed identity of Logic App Standard and permissions
already applied.

Let’s start.

As the first step, if you have changed an IP in the AllowedIP watchlist, return to the starting value
-45.81.226.17.

As the second step, in the MaliciousIP watchlist, let’s add four more IPs:

1. Go to Watchlist, select the MaliciousIP watchlist, and select Update watchlist | Edit
watchlist items.
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2. Click on Add new and add the 45.81.226 . 22 value. Do the same with three more IPs:

= 45.81.226.55
= 45.81.226.88

= 45.81.226.99
3. Click on Save as shown in the following screenshot:
Home > Microsoft Sentinel | Watchlist >

Edit watchlist items

MaliciouslIP | SearchKey field: IP

O Refresh — Add new Save ]EI Delete
] w

== Columns

[] | 45.81.226.99

45.81.226.88

45.81.226.55

45.81.226.22

Oogod

45.81.226.17

Figure 7.31 — The Edit watchlist items values

4.  After a few minutes, check Logs to ensure all IPs are written to our watchlist.

5. Once all five IPs are in Logs, let’s go and rerun our Test - Malicious IP analytic rule (use the

Enable rule and disable after 15-20 seconds).

6. If we go to the Incidents tab, we will see our new incident with five IPs in it now.

The third step is to create our playbook!

Step A - initializing a playbook and adding trigger

In step A, we will create a new workflow and add an incident trigger to it:

1. Let’s go to the Logic App Standard resource we created in the previous exercises. On the left
menu, select Workflows, then Add, enter a workflow name (Approval-AutoClose-IP-In-
Watchlist in my case), select the Stateful state type, and select Create.
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2. Our new workflow will be added. Select the new workflow to start building it.

As a trigger, we will continue to use the Microsoft Sentinel trigger. It will automatically start
utilizing the managed identity we created in the previous exercise - SOARIncidentManagement
- and it has the Microsoft Sentinel Responder role already assigned.

Step B - initializing variables
In step B, we will initialize two variables:

1. Select the plus sign (+) to add a new action, search for Variables under Built-in, and select
the Initialize variable action. The name will be AllowedIP and the type will be String, as
shown in the following screenshot:

?> K& Initialize variable
Parameters Settings Code View About
“Name [ AllowedIP ‘
*Type l String v ‘
Value ‘ Enter initial value ‘

Figure 7.32 - Initializing the variable values

2. Add one more, but now enter NotAllowedIP in the Name field.

One thing to note is that the names of the variables in the list are Initialize variable and Initialize
variable 2. When we need to change something, we must open both actions to examine each
one in more detail. Figure 7.33 shows initialized variables.

N

| €3 |nitialize variable

I

| €31 Initialize variable 2

Figure 7.33 — Automatic naming in Logic Apps
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To make this better, we can rename each action, and I always try to assign a name based on
what the action is about. So, for the first, it would be Initialize variable- AllowedIP, and for
the second, Initialize variable- NotAllowedIP. To rename the action, select it, select the Name
field at the top (Initialize variable), and add text, as shown in the following screenshot:

»> BB |nitialize variable- AllowedIP

Parameters Settings Code View About

*MName | AllowedIP |

“Type l String

Value | Enter initial value |

Figure 7.34 — Renaming the action

Alternatively, we can select the three dots and Add a comment, where we can write what the
action is about, as shown in the following screenshot:

» m Initialize variable - AllowedIP

| (2] Delete note
(=] | This action will initialize AllowedIP string variable. .
] Delete

Parameters  Settings Code View About

Microsoft Sentinel

incident

Name *

AllowedIP
= .
Type
+ String v
L Value
‘ Initialize variable - Enter initial value
AllowedIP
=
F

Figure 7.35 — Adding the comment to the action

If one or two words can describe the action, I prefer renaming. Comment only when there is
a need to describe more.

We will use the same approach to rename the second variable to Initialize variable- NotAllowedIP.
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Step C — adding the Entities — Get IPs action

Now, we will add the Microsoft Sentinel Entities - Get IPs action to get IPs from incidents by adding
Entities from Dynamic content.

Step D - getting IPs from the watchlist
In step D, we will get IPs from the watchlist we created:

1. We will add the Azure Monitor Logs Run query and list results action with the same details
as in the previous hands-on exercise in this chapter. The query we used was as follows:

_GetWatchlist ('AllowedIP')
| where SearchKey == ""

2. Inthe second line, after == in the " " space, add IPs Address from the dynamic content.
As in previous exercises, it will create a For each loop, as we can have more than one IP.

Step E - comparing the IP from the incident with the watchlist values
In step E, we will compare IP from the incident with the IP from the watchlist:

1.  We will use the same condition by typing length () into the expression and then adding
value from the dynamic content.

2. The second value will be is greater than, and the third value will be 0 (zero), as shown in the
following screenshot:

E Condition

Parameters Settings Run After About

And v
D length(..) x is greater than v 0
+ Add v

Figure 7.36 — Condition action values

Let’s configure the True stream of our condition.
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Step F - configuring the True stream

Now comes a different approach. In True, select the plus sign to add a new action, and from Actions,
choose Variables - Append to a string variable. What this action does is ensure that each IP that is
on the AllowedIP watchlist will be added to this variable:

« For the name, we will select AllowedIP from the list, and for Value, we will select IPs Address
from Dynamic content and add a comma and empty space after it (, ). This is to ensure
separation when we have multiple values. We will also rename it and add AllowedIP in the
name as shown in Figure 7.37:

» EKES Append to string variable - AllowedIP

Parameters Settings Code View About

MName *

‘ AllowedIP N

Value *

IPs Address x

Figure 7.37 — Appending to the variable values

After the True stream is configured, let’s proceed to the False stream.
Step G - configuring the False stream

In False, select the plus sign to add a new action, and from Actions, choose Variables - Append to string
variable. What this action does is add each IP that is not in the AllowedIP watchlist to this variable:
1. For name, we will select NotAllowedIP from the list.

2. For Value, we will select IPs Address from Dynamic content and add a comma and empty
space afterit (, ).

3.  We will also rename it and add NotAllowedIP to the name. The full name will be Append to
string variable - NotAllowedIP.
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Figure 7.38 shows the True and False streams:

"

Append to string

Append to string

s

variable - AllowedIP variable -
NotAllowedIP
\ - 7
4

Figure 7.38 — True and False condition streams

Let’s proceed now to step H and add the approval process.

Step H - sending an approval email

So, we have now added our IPs in the appropriate variables, and we need to send an approval email

to the SOC analyst:

1. Outside of the For each loop, click on the plus sign to add a new action.

2. Search for the Office 365 Outlook connector, and then for the Send approval
email action. We will need to create a connection using a user identity, and that user must have
a Microsoft Exchange Online license. If you don’t have one, use an Out 1ook . com account

and an Outlook . com connector.
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3. Select Sign in and sign in as your user, as shown in the following screenshot:

iy Send approval email

Create Connection
=. Microsoft Sign in to create a connection to Office 365 Qutlook.
Pick an account

Benji Kovacevic
IE benji@cybsec.guru
Signed in

IE Connected to Windows
|§| Connected to Windows

Use another account

Figure 7.39 — Authenticating an action using a user’s identity

4. The first thing that we need to do is to select Add new parameter and then select Body.
Then, we need to fill in our fields:

* To: Enter the email address that you will send the approval email to. Normally, this will be
the incident owner or dedicated SOC mailbox.

* Subject: Approval Request for incident (and add Incident Title from Dynamic content).
* User Options: Auto-close, Further investigation needed.

* Body: The body can include the following:

* New incident detected!

+ Incident title: Add an incident title from Dynamic content

+ Incident severity: Add an incident severity from Dynamic content

+ Incident description: Add an incident description from Dynamic content

+ Incident URL: Add an incident URL from Dynamic content

+ List of IPs in AllowedIP watchlist: Select the AllowedIP variable from Dynamic content

+ List of IPs not in AllowedIP watchlist: Select the NotAllowedIP variable from
Dynamic content
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* Importance: High

* Hide HTML message: Yes. This is needed so that we get the User Principal Name (UPN)
of the user that responded to the approval process

”? Send approval email

Parameters Settings Code View Run After

*To ‘ benji@cybsec.guru |
Subject Approval Request for incident Incident Title x X
User Options ‘ Auto-close, Further investigation needed ‘ X
Body New incident detected! X

Incidenttitle: Incident Title x

Incident severity: Incident Severity x
Incident description: Incident Description x
Incident UR'—'- Incident URL x

List of IPs in AllowedIP watchlist: BES¥ AllowedIP x
List of IPs not in AllowedIP watchlist: BESS NotAllowedIP x
Importance High v
Hide HTML message Yes v
Add new parameter N

Connected to benji@cybsec.guru. Change connection.

Figure 7.40 — The Send approval email values

Once we have configured the approval process, we need to configure what will happen once one of
the selections is made in the approval.
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Step | - SOC analyst decision evaluation

The next step is to take action based on the SOC analyst’s input. If the SOC analyst chooses Auto-close,
we will close the incident. If the SOC analyst chooses Further investigation needed, we will assign
the incident to that user and add a comment, with information about a list of IPs on the AllowedIP
watchlist and a list of those that are not. We will use the Condition action here again:

1. Let’s click on the plus sign (+) below the Send approval email action and then click on Add
new action. Search for Control again and choose Condition:

* Rename it Condition - analysts input
* For the first value, choose SelectedOption from the dynamic content
* The second value will stay as is equal to

The third value will be Auto-close
” Condition - analysts input

Parameters Settings Run After About

And Vv

D Selected... x is equal to v Auto-close

-+ Add v

Figure 7.41 - Condition actions based on the analyst’s input

2. In True, we will add a new action. Search for Microsoft Sentinel and select Update incident action:

L Rename the action Update incident — Auto-close.

II.  Add Incident ARM ID from the dynamic content.

III.  Change Status to Closed.

IV.  Classification reason can be BenignPositive - SuspiciousButExpected.

V. Close reason: Auto-closed using the playbook. Auto-closed by (here, we add
UserEmailAddress using Dynamic content — under the Send approval email action details).

Please note that to get the email addresses of the user that responded, we have to hide the
HTML message in the Send approval email action:
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» Update incident — Auto-close

Parameters Settings Code View Testing

ZincidentARMid | 5] incdentARM D

{ Tags to add tag - 1 I '
tag

Assign/Unassigh owner | Assign or unassign incident owner A4 |

Owner Object Id / UPN | Unique identifier of a user (Ex. 'user@tennant.onmicrosoft.com' or '5f6ce5¢7- |

Severity Incident severity A4
Status Closed hd
* Classification reason BenignPositive - SuspiciousButExpected Y4
Close reason text Auto-closed using playbook. Auto-closed by &8 UserEmailAddress x

Add new parameter e

Connected to SOARIncidentManagement. Change connection.

Figure 7.42 - Updating the incident values when auto-closing

If we want, we can also add a comment action and also comments with a list of IPs that are in
the watchlist, as well as those that are not.

3. In False, we will add a new action by going to Microsoft Sentinel | Add comment to incident,
as shown in Figure 7.43:

I.  Add Incident ARM ID, and then in the body, add the following:

+ List of IPs in AllowedIP watchlist: Select the AllowedIP variable from the dynamic content

+ List of IPs not in AllowedIP watchlist: Select the NotAllowedIP variable from the
dynamic content
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» Add comment to incident (V3)

Parameters Settings Code View Testing
" Incident ARM id ﬂ Incident ARM ID x
*Incident comment Font v 12v B J] U /= = f
message

List of IPs in AllowedIP watchlist — AllowedIP x
List of IPs not in AllowedIP watchlist - NotAllowedIP x

Connected to SOARIncidentManagement. Change connection.

Figure 7.43 - Adding a comment to the incident values

II.  Add anew action after Add comment to incident by going to Microsoft Sentinel |
Update incident.

III.  Rename the action Update incident - assign the incident to the responder.
IV. Add Incident ARM ID.

V. Change the Assign/Unassign owner field to Assign, and in Owner Object Id/UPN, add
UserEmailAddress using the dynamic content - under Send approval email action, as
shown in the following screenshot:
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» Update incident — assign incident to responder

Parameters Settings Code View Run After

*Incident ARM id |ﬂ Incident ARM ID x

I Tags to add tag - 1 :
tag

Assign/Unassign owner Assign v

Owner Object Id / UPN UserEmailAddress x

Severity Incident severity v
Status Incident status hd
Add new parameter e

Connected to SOARIncidentManagement. Change connection.
Figure 7.44 - Updating the incident values to assign an owner

Now, we can save our playbook and test it out!

Testing a playbook

The last step in our process is to test the playbook and make sure it runs with no errors. Following
are the steps to do that:

1. To test the playbook, we will go to Microsoft Sentinel and the Incident tab. We will have the
Test - Malicious IP incident. Right-click on it and select Run playbook.

2. From the list, search for and run the playbook (SOARIncidenManagement/
Approval-AutoClose-IP-In-Watchlist).

3.  Goto Outlook Web (outlook.office.com/mail) and sign in as the user to whom we are
sending the approval request (the TO field in the Send approval email action). We will see an
email in the inbox from the user who authenticated the Office 365 Outlook connector, with the
subject Approval Request for incident Test - Malicious IP, as shown in the following screenshot:
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O This message was sent with High importance.

@ Benji Kovacevic DO a &« o
To: Benji Kovacevic Sat 03/12/2022 02:35

Approval Request for incident Test - Malicious IP

New incident detected! Incident title: Test - Malicious IP Incident severity: Medium
Incident description: Incident URL:
https://portal.azure.com/#asset/Microsoft_Azure_Security_Insights/Incident/subscriptions
/E

‘/resourceGroups/soar/providers/Microsoft.Operationallnsights/workspaces/
soar/providers/Microsoft.Securitylnsights/Incidents/90121699-05d2-451e-a193-
6ee386abb253 List of IPs in AllowedIP watchlist: 45.81.226.17, List of IPs not in AllowedIP
watchlist: 45.81.226.88, 45.81.226.22, 45.81.226.99, 45.81.226.55,

Auto-close

| Further investigation needed

N Reply r* Forward

Figure 7.45 — An approval email example

We can see that the text is not formatted and is hard to read. In Chapter 9, we will go through
tips and tricks when creating a playbook, and one of the tips will be how to utilize the Compose
action and basic HTML to make it user-friendly.

4. Let’s select Auto-close this time. We will get a new box to confirm Auto-close, and we will select
it. There will be a notification that the action is completed. Refresh the view if Auto-refresh
incidents is not on, and we will see that our incident is not on the list anymore.

5. Lets filter it by closed incidents, select our incident, and check the summary on the right. We
can see that it is closed and our closed comment, as shown in the following screenshot:
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Figure 7.46 — An incident update if the analyst selects Auto-close

6. Let’s now test what will happen if we choose Further investigation needed. We can reopen
our incident by changing the status to New or Active, or recreate the incident by enabling and
disabling the analytic rule, as shown in the following screenshot:
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Hame > Microsoft Sentine
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Figure 7.47 — An incident update if the analyst selects Further investigation needed
Usually, after testing, we would assign this kind of playbook to the automation rule so that it is run
upon incident creation. We want to make this process as automatic as it can be.
Let’s now see an example of how we can automatically close incidents using automation rules without

a playbook or user interaction.

Auto-closing incidents using automation rules

Before we begin, you will need to have access to Microsoft Sentinel with appropriate permissions
(Microsoft Sentinel Contributor).

Creating an automation rule

In this case, we want to close an incident using the automation rule on incident creation, when a
specific IP is detected during a specific time window. One such scenario is if we are doing penetration
testing, and this IP address will create a lot of false positives. Therefore, we don’t want to overload SOC
analysts with these incidents and instead let them focus on their day-to-day operations. The following
case will involve penetration testing with the SOC not engaged:

1. To begin, we need to go to Microsoft Sentinel and the Automation tab.

2. Select Create and choose Automation rule.
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3. Under Automation rule name, we can add Pen-Testing False Positive.
4. The trigger should stay as When incident is created.

5. In Conditions, we can leave All for Analytic rule name or select a specific one. We can select
only one. We will be using Test - Malicious IP.

6.  We will click on Add and select Condition (Add):
= For the first value, select IP address.
= The second value will be Contains.
= For the third value, enter our IP address - 45.81.226.17.

Figure 7.48 shows conditions configured in steps 5 and 6.

Conditions
If
Analytic rule name ’ Contains v || Test - Malicious IP ~ ]
AND
IP address v | contains v |[ 458122617 | m
+ Add ~

Figure 7.48 - The automation rule condition values

7. We will not add any new conditions, but you can test utilizing many other filters.

In Actions, we will select Change status, choose Closed, and then Classification (Benign
Positive - Suspicious but expected). Add a comment, Pen-testing incident, as shown in the
following screenshot:

Actions

| Change status s ] W
| Q Closed ~ ]

| Benign Positive - Suspicious but expected ~ l

Pen-testing incident

Figure 7.49 - The automation rule action values

8. In Rule expiration, choose the date you are creating the automation rule, and for the time,
enter the time that is 10-15 minutes in the future, as shown in the following screenshot:
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Rule expiration (O

| 12/03/2022 B[ 3:15 am

Order (@
[1

Figure 7.50 — The automation rule expiration values

9. Select Apply.

Let’s test our automation rule — we have a 10-15-minute time window based on our configuration
in Rule expiration.

Testing an automation rule

The following steps will guide you through the testing of the automation rule we created:

1. The next few steps will guide you through the testing of the automation rule we created. We
will utilize our Test - Malicious IP analytic rule (by going to Microsoft Sentinel | Analytics)
and enable and disable the rule so that an incident gets generated. Let’s go to the Incident tab
and select Closed as the status. We will see our incident and that it is automatically closed, as
shown in the following screenshot:

L Migrasoft Serdine
& Microsoft Sentinel | Incidents X
P————
5 Search b Couate incitent Proview) 1) Bofresh (D) Last 24 boury o 36 Actions [ Delete 9 Security efficiency meikionk Cotumm 7 Guickes & Fewctbiack
anarsd — ~ Opeen inciddenits by saverity
i 1 3e1 (%]

O Cverview

B rigs o 1 Maxtium (1) Low D) ¥ infoematioest (0]

@ Lop

& News & guides T Search by ID, Tithe, i, ownier o produc &l Saverity - All Status : AN Peoduct naeme | All Crwmes | AN - :;“\:Hm ‘;""")

£ Search — r
@ ) Auio-refresh incidents v | Medium
Sty

Alrad il e | Severity 13 Incident 10 74 Tite T4 Aerts Product names Created time

Incident =
" L) I Medium w0 Tarat - Malicious 1P 1 Micrencht Santingd 120022, 031,
W werbosks 0O I Madurn 8 Tost - Malicionss 1P 1 Micraistt Santing 120122, 0k

© Hurting

@ Hotebooks

W MITRE ATTACK [Preview)

Content management

B Content hub (Prview)

& Hepeniteries (Preview)
B Communiy
Configernation

M 0wt ceanecton

& Anaiytics

B watchiat

G Aumomation <Poniom | V-2 [ heds ]

Figure 7.51 — An example of the incident auto-closed with the automation rule

2. Let’s wait until our configured rule expiration time expires, open our automation rule, and then
we will be able to see at the end that it is in Disabled mode now.
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3. We can recreate our incident again, and we will see that it will not be closed.

4. To see who closed the incident, you can utilize the Logs tab and examine the following query:

SecurityIncident
| where IncidentNumber == "< enter your incident ID >"

| summarize arg max (TimeGenerated, Status, Classification,
ClassificationComment, ModifiedBy)

Figure 7.52 shows a sample query and the results from step 4.

253

Hame > Micreseht Sentinel
&0 Microsoft Sentinel | Logs X
Selacted workiguac ‘o
£ Search £ New Query 1- P Fesdback 5= Quetes | 43 [
Smeni 1 @ som EEEEE ivonoe Lst2ahous ) | B Swe v 2 Share - mewslennde v Bpont v 5 Finta v | 3P format query
@ Ovenview o 1 SecurityIncidest g
Tables  Cueries  Functions L 2 | where. IncidentNumber. ss. 18"/ fenter your incident 1D
WP Logs . 3 | summarize arg_max(TimeGenerated, -Status, Classification, ClassificationComsent, -ModifiedBy)
D Search
@ News 8 quides Lo
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£
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Figure 7.52 - Seeing raw data in the Logs tab

Here is the incident ID (IncidentNumber in KQL):

Home > Micrescft Sentinel

& Microsoft Sentinel | Incidents
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Figure 7.53 - Locating the incident ID in the Incidents tab

With automation rule creation and testing, we have finished our hands-on examples for Chapter 7.
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Summary

In this chapter, we continued with hands-on examples and focused on how to manage incidents
using automation.

In the first example, we used a playbook to close an incident when it contained a specific IP. This can
be replicated with any piece of information that the incident contains, and we can use the incident
title, the account, the host associated with the incident, and so on.

With the second example, we used the logic of example number one and expanded it with SOC analyst
approval to auto-close the incident. This can be really important when we have multiple IPs for the
same incident, as we don’t want to auto-close if some IPs are not on the allowed list.

The final example in this chapter used automation rules to auto-close incidents for a specific analytic
rule with specific IPs, during a specific time range. This can be helpful when we are performing
penetration testing and we don’t want to overload our SOC analysts, or if we are performing specific
testing and those incidents will be false positives.

In the next chapter, we will perform the final hands-on examples, and they will focus on response
automation. We will go over the importance of having the option to respond fast, and we will introduce
some common use cases in our hands-on examples.
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Responding to Incidents
Using Automation

In the previous chapter, we focused on incident management using automation.

The first hands-on example was to auto-close an incident with no analyst interaction. We utilized
the watchlist feature in Microsoft Sentinel, where we stored our allowed IP address and compared it
with IPs involved in the incident. Based on the result, we auto-closed the incident or left a comment
stating that the IP was not on the watchlist.

The second example expanded on the first example. As incidents can have more than one IP, we utilized
an approval email action to ask analysts whether the incident should be auto-closed or whether a
further investigation would be needed.

The final example used the automation rule to auto-close incidents on incident creation if an IP matches
our specific IP. One example of using automation could be to auto-close incidents during penetration
testing when the SOC is not a part of it.

This chapter will focus on how to respond to incidents utilizing automation. We usually want to utilize
this to remove the middleman when responding to an incident, especially when we need to block an
IP or user, or if we need to isolate the host.

This chapter will cover the following topics:

« Automating responses to incidents
o Blocking a user upon suspicious sign-in

« Isolating a machine upon new malware detection

https://t.me/learningnets



256 Responding to Incidents Using Automation

Automating responses to incidents

In organizations, we have multiple teams handling different segments of I'T. We have networking
departments, system administration, device management teams, and so on. Traditionally, when we
have an incident and the SOC needs to isolate a machine or block an IP in the firewall, they would
need to raise a ticket in I'TSM or send an email request. The department in question then picks this
up and acts on it. However, this takes time. An analyst needs to log in to ITSM, open a new ticket,
enter all data and a justification in detail, and submit it. Then, the appropriate department needs to
verify and act on it, which means they will need to copy the IP or host details, go to the appropriate
system, and update it. This adds many unnecessary steps.

With automation, this process can be more efficient. After SOC analysts do their investigation and realize
that they need to isolate a machine or block an IP address, they can run a playbook that will perform that
step for them. If an organization has a policy that needs approval from the appropriate department, it
can add an approval process to the playbook. This will also automate networking or device management
departments’ processes, as they need to approve the process, and the playbook will then perform this
process for them. There’s no need for anyone to copy data and double-check that the correct data is
entered. All data will be automatically extracted from the incident and utilized in the playbook.

When we deal with high-severity incidents, every second counts, especially nowadays when those
seconds can mean you stopping the spread of incidents such as ransomware. This is a reality thanks
to automation, and organizations are starting to utilize it for incident responses regularly.

So, should we utilize automation for incident responses? Absolutely! Let’s look at our examples and
see how we can do it!

Blocking a user upon suspicious sign-in

In this example, we will block users upon an unknown sign-in detected by our system. This can be
for different reasons, but in our example, we will have a use case involving a user signed in from an
IP address from our MaliciousIP watchlist.

Before we begin, you will need the following:

« You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator)

 Global Administrator or User Administrator role permissions in Azure Active Directory (AD)

Creating a playbook
Let’s see how to create a playbook:

1. Enable the Azure AD data connector in Microsoft Sentinel.
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2. We need an additional user, who we will block.

3. We need detection to create an incident on which we will run our playbook.

4. We need a playbook with the following attributes:

* Step A - create a playbook with an incident trigger

= Step B - get user and IP entities from the incident

*+ Step C - add an Azure Monitor Logs action

= Step D - compare an IP from the watchlist with the IP from the incident

* Step E - block the user if the IP is in the watchlist and leave a comment on the incident

* Step F - assign permissions to a managed identity

Let’s start with step 1.

Step 1 - enable the Azure AD connector

First, we will enable the Azure AD data connector to send sign-in data to Microsoft Sentinel:

1. Go to Microsoft Sentinel | Data connectors, search for and select Azure Active Directory,
and then select Open connector page, as shown in the following figure:

Home > Micresoft Sentinel

i Microsoft Sentinel | Data connectors

Subectid werkigace ‘soar

[ search | ) Refresh &7 Guides & Feedback
General =
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2. Under Configuration, select Sign-In Logs and then Apply Changes, as shown in Figure 8.2:
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Figure 8.2 - Connecting to Sign-In Logs in the Azure AD connector

Now we have enabled the Azure AD data connector, and we will get all users’ sign-in logs from the
connected tenant.

Step 2 - create a test user
Step 2 is to create an additional user that we will utilize to test our playbook on:

1. Gotothe Azure AD portal (aad.portal.azure.com)and select Azure Active Directory
| Users | New user | Create new user, as shown in the following screenshot:
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Azure Active Directory admin center

» Dashboard » CybSec Guru | Users >

& Users

I
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Figure 8.3 — Creating a new user

2. Enter a username, name, and password, as shown in the following screenshot:

»  Dashboard > CybSec Guru | Users » Users >

New user
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L 2
Select template
& @ Create user
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Identity
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Groups and roles
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Figure 8.4 — New user details
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3. Let’s sign in with this user to verify their creation and generate one sign-in event for our data
connector. On the InPrivate browser tab, go to portal.office.comand sign in as our
test user.

4. After a few minutes, go to Microsoft Sentinel | Logs and search for our latest sign-in in the
SigninLogs table, as shown in the following screenshot:
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General 2 som EEEDI (e onoe Last 2 houns ) | [ Sawe v 5 Share New alertrule b [xport v g Pinto v | B Fermat query
i P d Tabdes Queries Fumctions «© 1 Shinitcss
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Figure 8.5 — User sign-in in Microsoft Sentinel Logs

Now we have a connector enabled, a user created, and one successful sign-in as the log in our
SigninLogs table.

Step 3 - create a detection rule
Step three is to create a detection rule:

1. Go to Microsoft Sentinel | Watchlist, select the MaliciousIP watchlist, and then go to Update
watchlist | Edit watchlist items. Make sure that the only IP in the watchlistis 45.81.226.17.
If there are any others, remove them.
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2. Next, go to Microsoft Sentinel | Analytics and select Create | Scheduled query rule. In the
General tab, add Test - Suspicious sign-inasaname and mark Status as Disabled.
In the Set rule logic tab, for Rule query, add the following:

_GetWatchlist ('MaliciousIP')
| extend UsrAccount = "SOARTest"
| extend UPNSuffix = "cybsec.guru"

Here, UsrAccount is the username of the user, and UPNSuf £ix is your domain.

3. In Entity mapping, select IP for Entity type, Address for Identifier, and SearchKey for
Value. Then, click on Add entity, and select Account for Entity type, Name for Identifier, and
UsrAccount for Value. Finally, click on Add identifier, and select Account for Entity type,
UPNSuffix for Identifier, and UPNSuffix for Value, as shown in the following screenshot:

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new scheduled rule

Hule query
Any time details set here will be within the scope defined below in the Query scheduling fields.
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e
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| -extend-UsrAccount -=- “SOARTest”
| -extend -UPNSUFfix-=-"cybsec.guru”
View query results >
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This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
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o Unlike the previous version of entity mapping. the mappings detined below do not appear in the query code. Any mapping you define balow will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code - though they still appear, they will be
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ELL ~ @
| Address e | [ SearchKey W | [ + Add identifier
I A Account V I il
[ Name v | [ usaceount v | B+ Add identifier
[ upnsuffix | [ upnsuffix v | @

Previous : Incident settings >

Figure 8.6 — Creating a new analytics rule
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4. In Query scheduling, change the Run query every setting from Hours to Minutes.

5. Proceed to Review and create, verify the configuration, and select Create. If you want to test
your playbook while adding each step, enable and disable the rule you created so that you can
run the playbook on it.

Step three is done. Let’s proceed to step four and create our playbook.
Step 4 - create a playbook

Now that we have configured our test user and detection rule, we can create a playbook.

Step A - initialize a playbook with an incident trigger

First, we need to initialize a playbook, and in this case, it will be with an incident trigger:

1. Go to Microsoft Sentinel | Automation and select Create | Playbook with incident trigger.
Choose the correct subscription and resource group, and for Playbook name, enter Block -
AzureAD-User. Click on Next, leave the managed identity as is, click on Next again, verify
the configuration, and select Create and continue to designer.

Our trigger is already initialized — Microsoft Sentinel incident.
Step B - get user and IP entities from the incident

After we have our trigger, we need to get user and IP entities from the incident, and for this, we will
need to perform two actions:

1. Select New step, search for and select Microsoft Sentinel, and then select Entities - Get IPs.
Add Entities from the dynamic content.

2. Select New step again, search for Microsoft Sentinel, and then select Entities - Get
Accounts. Add Entities from the dynamic content.

Step C - add an Azure Monitor Logs action

Now, we need to check whether an IP is on our watchlist. Like in the examples in Chapter 7, we will
use Azure Monitor Logs:

1. Select New step, search for Azure Monitor Logs, and then select the Run query and list results
action. The service principal we created is connected to the Logic App Standard resource type,
and we will need to create a new one for the Logic App Consumption resource type. Select
Connect with a service principal and enter SOARLAReader-Consumption as the name.

2. Inthe new browser tab, go to aad.portal .azure . comand click on Azure Active Directory
| App registration, and select the app we created in w (SOAR-LAReader, in my case). Copy
Application (client) ID to Client ID and Directory (tenant) ID to Tenant in the playbook.
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From our app registration, go to Certificates & secrets, and you will see that the secret value
we generated earlier is hidden and cannot be reused. Let’s create a new secret, copy its value,
and paste it into the Client Secret space in our playbook. You can save the secret value safely
if you want to reuse it if needed - for example, by utilizing Azure Key Vault. Please note that if
you delete a secret in the app registration, all playbooks or other services using app registration
with that secret will not be able to perform the task defined in the playbook.

Select Create. We already applied Log Analytics Reader as a permission to select the same
values as before. The change in the query is that we will now use the MaliciousIP watchlist:

_GetWatchlist ('MaliciousIP')
| where SearchKey == ""

In the second line, after == in the " " space, add IPs Address from the dynamic content. As
in previous exercises, this will create a For each loop, as we can have more than one IP in the
incident, as shown in the following screenshot:

Microsoft Sentinel incident (Preview) |

y
Entities - Get IPs (Preview) o |
/
Entities - Get Accounts (Preview) =ae |
W
=Y For each
*Select an output from previous steps
ol |
m Run query and list results
* Subscription | VS FTE hd ‘
*Resource Group I SOAR v ‘
*Resource Type | Log Analytics Workspace A ‘
*Resource Name I SOAR v ‘
*Query _GetWatchlist("MaliciousIP")
| where SearchKey == a IPs Address x "
*Time Range | Last 24 hours v ‘
Connected to SOARLAReader-Consumption. Change connection.

Figure 8.7 — Checking for an IP in our MaliciousIP watchlist
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With this, we will get information about whether the IP in the incident on our list of malicious IPs.
Step D - add a Condition action
To make a true/false condition based on the results from step C, we will use a Condition action:

1. Select Add an action in the For each loop, search for Cont rol under Built-in, and then
select Condition from Actions.

2.  Under Condition, fill in the values as follows:

I.  For the first value, select Expression (next to Dynamic content), and type Length ().
Put a cursor inside brackets, click on Dynamic content, select value, and then click OK,
as shown in the following screenshot:

Dynamic content Expression

_ﬂc length(body('Run_query_and_list results'):

Run query and list results

m Body
m value

Entities - Get IPs

Figure 8.8 — Utilizing expressions with dynamic content

II.  For the second value, choose is greater than from the dropdown.

III.  For the last value, add 0 (zero).

What this will do is check whether the watchlist query contains an IP (greater than zero) or not.
Step E - block the user if the IP is in the watchlist
In the True stream, we now need to configure blocking the user in the incident:

1. Inthe True stream, select Add an action, search for Control, and select the For each action.
Let’s rename it For each - Account by clicking on the three dots in the action name and selecting
Rename, as shown in the following screenshot:
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For each - Account & Rename

*Select an output from previous steps [=1 Add a comment

Figure 8.9 — The Rename action in Logic App Consumption

2. Then, in our output field, add Accounts from the dynamic content, as shown in the
following screenshot:

True False

Dynamic content Expression

For each - Account .
£ Search dynamic content

* Select an output from previous steps
Accounts x

ol
| Run query and list results See more

ﬂ value

f Add an action Entities - Get Accounts See more

Add dynamic content [

e Accounts
A list of accounts associated with the alert

: Add an action Entities - Get IPs See more

e IPs

Alist of IPs associated with the alert
= Micrasoft Sentinel incident Ses more

Figure 8.10 — Adding accounts from the dynamic content

3. Select Add an action under For each, search for Azure AD, and under actions, select Update
user. The only way to authenticate this connector is by using a user identity. Click on Sign in
and complete the sign-in process with the user that has permission to block the user in Azure
AD (for example, the Global Administrator or User Administrator). Once it is authenticated,
let’s add the necessary fields.

4. Inthe User Id or Principal Name field, select Expressions and add this value:

concat (items ('For each - Account')?['Name'], '@', items('For
each - Account')?['UPNSuffix'])

This will combine the Name and UPNSuffix values we configured in Entity mapping and
create a full user principal name that we will use to block the user.

5.  Select Add new parameter, and then Account enabled. For its value, choose No. Figure 8.11
shows the preceding steps:
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True

For each - Account

*Select an output from previous steps

Accounts x

Update user

*User Id or Principal
Name

User Principal Name
Display Name

Mail Nickname
Given Name
Surname

Account Enabled

m concat(...) x

The user principal name (UPN) of the user.

The name displayed in the address book for the user.

The mail alias for the user.

The given name (first name) of the user.

The user's surname (family name or last name).

No

v | X

Add new parameter

Connected to benji@cybsec.guru. Change connection.

i Add an action

6. Let’s now also add comments to keep track in the incident about the user being blocked.

7. Select Add an action after Update user, search for Microsoft Sentinel, and then
select Add comment to incident. Rename it Add comment to incident - user blocked. Add
the incident ARM ID from the dynamic content, and for a comment, add User blocked as it

E Add an action

Figure 8.11 - Updating the user action details

signed in from malicious IP.

8.  After User, add the concat expression:

concat (items ('For each - Account')?['Name'],
each - Account')?['UPNSuffix'])
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9. After IP, add IPs Address from the dynamic content, as shown in the following screenshot:

W
Add comment to incident - user blocked (Preview)

*Incident ARM id E Incident ARM ID x
* Incident comment Font v 12 ¥ B I U / EE 55 é)
message

User concat(..) x Pblocked as it signed in from malicious IP

IPs Address x

Connected to azuresentinel-Block-AzureAD-User. Change connection.

Figure 8.12 — Adding a comment to incident action details

Step F - assign permissions to a managed identity

To finish, we need to assign the Microsoft Sentinel Responder role to our managed identity, as we
covered in Chapter 6 and Chapter 7.

Our Blok-AzureAD-User playbook is now finished! Let’s test it out!

Testing a playbook
In the next few steps, we will test our playbook and make sure that all elements work as expected:

1. Go to Microsoft Sentinel | Analytics and enable and disable the Test — Suspicious sign-in
detection rule.

2. Go to the Incident tab and select the Test — Suspicious sign-in incident. On the right side,
in summary, we can see alert enrichment about the IP address we used in Chapter 6. We may
want to isolate the user when we see that it is malicious. Select Actions | Run playbook. Select
Run next to the Blok-AzureAD-User playbook.

3. Let’s go back to our incident. Select View full details from the top tab, and then Comments.
We can see in our comment that the user is isolated, as shown in the following screenshot:
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Home > Microsoft Sentinel | Incidents >
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Figure 8.13 — A comment added after a successful playbook run

4. If we go to the Azure AD portal and select SOAR Test user under Users, we will see that the
user account is disabled, as shown in the following screenshot:
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#  Dashboard » CybSec Guru|Users » Users »

ED
2 SOAR Test user
= User
* 3 £ Edit properties  [i] Delete () Refresh €}, Reset password (9 Revoke sessions  £57 Manage view £ Got feedback?
* Overvi
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& D sign-in logs Basic info
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Figure 8.14 - The account is marked Disabled in Azure AD

5. Ifwe try to log in with this user using the InPrivate tab again, we will get the notification that
the user is locked, as shown in the following screenshot:

<

& soartest@cybsec.guru

Enter password

Your account has been locked. Contact your support
person to unlock it, then try again.

Password

Forgotten my password

Sign in

CybSec Guru

Figure 8.15 — The user’s notification after trying to sign in again
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Usually, we wouldn't create this playbook without an additional step, such as the process of approval
or at least checking the VIP watchlist so that we do not block users that we shouldn't. In many cases,
it will depend on an organization’s policy. What I would typically do in this case is make sure to notify
the manager that the user is blocked because of the security incident, but to do so, we need to add
manager details to Azure AD and make sure that it is updated. This is not important for our exercise,
but it is really important in a real-life scenario when utilizing an incident or alert trigger. By adding
this step, it will be easier to deal with the upcoming entity trigger as we will have the option to run
the playbook on a single entity. With this, we have successfully created and tested a playbook to block
an Azure AD user. In the next hands-on example, we will be creating a playbook to isolate a host.

Isolating a machine upon new malware detection

In this example, we will use integration between Microsoft Sentinel and Microsoft 365 Defender to
run a playbook and isolate a machine infected by ransomware.

Before we begin, you will need the following:

o You need to have access to Microsoft Sentinel with appropriate permissions (Microsoft Sentinel
Contributor, Logic App Contributor, and permission to assign RBAC controls - Owner or User
Access Administrator)

o Global Administrator or Security Administrator role permissions in Azure AD

Creating a playbook
We will need to do the following in this example:

1.  Gain access to Microsoft Defender for Endpoint (MDE).

2. Connect MDE to Microsoft Sentinel for incident synchronization.
3. Create a test alert using MDE.
4

Create a playbook to isolate a machine in MDE and assign permissions.
Step 1 - gain access to MDE
The first step is to have access to MDE. If you already have MDE on your tenant, you can skip to step 2:

1. Gotoadmin.microsoft.com from your tenant, and go to Billing | Purchase services. Search
forMicrosoft 365 ES5 and select Details next to it, as shown in the following screenshot:
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Figure 8.16 — Adding a trial in Microsoft 365

2. On the Product details page, select Start free trial, as shown in the following screenshot:
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Billing notifications

& Setup

=== Show all

Home > Purchase senvices

] Microsoft 365 E5

» Product details

4 Dark mode

Office 365 £5, Enterprise Mobility + Security E5, and Windows 10/11 Enterprise E5, This per-user licensed suite of products offers customers the latest,

most advanced enterprise security, » , co ian, and business analytics
Select license quantity Select billing frequency
[ ~ I .

1 - (®) US$57.00 license/month

Compare details  Add-ons (18)

@ included
© Fartially included
O Not included

v Licence coverage

Pay maonthly, annual commitrent
() US5684.00 license/year

Pay yearly, annual commitment

Subtotal before applicable taxes

UsS$57.00

“ Start free trial ©

Microsoft 365 E5 Microsoft 365 E3 Office 365 E5
From US$57.00 licenses/month From U5836.00 licenses/month From U5538.00 licenses/month
Details Details

Figure 8.17 - Starting a free trial
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3. Follow the steps to prove you are not a robot and opt to start a free trial. In the next window, fill
in any requirements and select Try now. This will activate your trial license for 30 days. It will
take 5-10 minutes to initialize your environment; I usually go to security.microsoft.
com and select Devices. Once you get to the screen shown in Figure 8.18, proceed to step 2.

@ Home Device Inventory
@ Incidents & alerts v
¥} Upgrade your vulnerability management £, Onboard Defender for loT
[5  Hunting w capabiliti T got ful mendations, vulresbikties
Try g . Lt assessmmen s, aned more ard alir Oribaard Detencler for loT
2 Actions & submissions w
@ Threat analytics Computers & Mobile  Network devices 10T devices
R Securo scom
Total High risk High exposure Not onboarded
B Leaming hubs |o 0 0 0
T Teial
apon £ Search [ 300ays~ 07 Customize columns 5 e
“d  Partner catalog w = by [ 30 0ays~ 13 Customize cok 2 Filb
Mama Domain Kk fwed (3 | Exposurn lewel 0% platform  Windows ver... Somor b, Onboarding .. Last device upc Tagy Managed by [
H Assers ~
|2 bevices
A identities

Endpoints ~ \

Vulrerabdity management ‘ ‘
of  Partnors and APts = \
Fd Evaluation & tutariaks v '

B Configquration managersent

w0

Start onboarding devices to your organization
To view and manage devices, onboard them in the Settings page.
=1 Email & collaboration ~
Onboard devices
& metonions [ReEsr|

Figure 8.18 — The Devices view in the Microsoft 365 Security portal

Now that we have MDE, we can connect it to Microsoft Sentinel.
Step 2 - connect MDE to Microsoft Sentinel for incident synchronization

Step 2 is to connect bidirectional synchronization of incidents between Microsoft 365 Defender
(M365D), which includes MDE, and Microsoft Sentinel. This will sync incidents. Furthermore, if
they are closed in either Microsoft Sentinel or M365D, they will also be closed simultaneously in the
other platform:

1. Go to Microsoft Sentinel | Data connectors, search for Microsoft 365 Defender,
and then select the Open connector page. Select Connect incidents & alerts, as shown in the
following screenshot:
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Home » Microso!t Sentined | Data connociors.

Microsoft 365 Defender (Preview)

B®  Microsoft 365 Defender (Preview)

ot connected

3 Microsaft ol
| s [ Lt Ly Wrerivnel
Deseripticn
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Mt stgs
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Figure 8.19 — Connect the Microsoft 365 Defender data connector

With this configuration, we have connected M365D, and with it MDE, to Microsoft Sentinel.

Step 3 - create a test alert using MDE

Since we will need an incident to run our playbook during its creation, let’s create a sample one:

1. Gotosecurity.microsoft.comand, under Endpoints | Evaluation & tutorials, select
Evaluation lab. Then, select Setup lab, as shown in the following screenshot:
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™ Home
owme - \Welcome to the
B Hunting L¥2
L d
s~ Mlicrosoft Defender
@@ Threat analytics.
D Secure score f E . t
R or Endpoin
#F  Triaks .
R . Evaluation la
B Assets -~ Learn about the Microsoft Defender for
. Endpoint platform capabilities through a virtual
O Devices evaluation lab that's ready to go, complete with
. onboarded test devices. See it in action as it
A identities detects and prevents the most sophisticated
attacks.
L3 Endpoints ~
Learn more
%  Vulnerability management ~
=§  Partners and APls w m
2 Evaluation & tuterals -~

I Evaluation lab

Tutorials & simulations

&4 Configuration management
Figure 8.20 — Microsoft Defender for Endpoint Evaluation lab

2. Choose three devices and click Next. Under Install simulators agent, check the boxes under
Microsoft privacy statement and Select vendors, as shown in the following screenshot:
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Lab configuration

@ Select your lab configuration

@ Install simulators agent

O Summary

Install simulators agent

Threat simulator details

Install threat simulation agents to safely run breach and attack scenarios on the evaluation lab devices. See the
power of Microsoft Defender for Endpoint in action as simulated threats unfold.

Explore simulation gallery

Microsoft privacy statement

Accept and provide consent to the statements

H Microsoft terms

Pravide consent by accepting the Micrasoft terms

u Microsoft information sharing statement

Provide consent by accepting the information sharing

Select vendors

@ Note: You must first provide consent Lo the statements above to enable any of the simulators.

B avtackio

O License agreement accepted

AttacklQ Platform packages adversarial behavior including MITRE ATT&CK tactics, techniques, and procedures
into a fully automated platform allowing you to continuously test and measure the efficacy of your security
controls.

B safeBreach

SafeBreach safely and continuously simulates real attack scenarios in production to enable security teams to
discover, investigate and remediate breaches and misconfigurations.

Back Cancel

Figure 8.21 — Evaluation lab configuration

3. Select Next and then Setup lab.

4. Once our evaluation lab is deployed, we first need to add a device by selecting Add device
and selecting the device type. We will use Windows 11 and then select Add device, as shown
in the following screenshot:
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- Your evaluation lab x
@ Home Manage your test devices, attack simulations and reparts. Learn and experience the Micrasoft it Add device
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7 incidents & alerts The Ll anly provides 3 test devices. Each device it only svailable for 72 hours. When these
B Hundng ~  Overview Devices  User Actions  Simulations  Report sz an calstee], o e device: any pecsvided
You have used up © of 3 devices.
D Actions b submissions )
Device allocation Simulations averview | Device type
@ Threat analytics P N N Wirdows 11 hl
No provisioned devices Add simula
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Fa Learning hub Hovailable Tools
B sk The falkewing tooks are included in the device dusing provisioni e huch
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Figure 8.22 — Adding a test device to the evaluation lab
5. You will get the device name, user name, and password so that we can connect to the device.
We will need it later to verify device isolation.
We will need to wait until the device is provisioned for us, as in Figure 8.23.

Device allocation

1 active device

Only 3 test devices are provided. Once provisioned, it is only available for 72
hours. Depending on your menthly allotted resource consumption, you may be
able to request for more devices.

testmachine1 71/72

View full list

Figure 8.23 — Device successfully added
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6.  Once the device is provisioned, select Create simulation. For Select simulator, select SafeBreach,
and for Select simulation, choose Known Ransomware Infection. In Select device, select our created
device. It should be testmachinel. Select Create simulation, as shown in the following screenshot:

Your evaluation lab %
<o memivoot 0d - Create simulation

tects, and remedial

Gt Home

Manage your test devices, sttack simulat

guided walkthrough in the trial enviro

T incidents & alerts v
B Hunting o Overview  Devices  User Actions  Simulations  Report Salect simulatar
SafeBreach ,|
T2 Actions & submissions w -
Device allocation Simulations overview
Select simulati
@ Threat analytics . . i simulation
1 active device Add simulad | krown ramsoman intection v
T Secure scone . - L

e Loarning hub Select device

testrnachine 1 v ]
# Trials -

o4 Partnar catalog w @ :\;:::Mp.‘cmnh.s.mm Statun in tha dirvice bt 1o wersty your selocted smulstor sgost s
H Assets ~ Wiew full list o to s
Bl Dovices
£ idontities Repart overview
e 0 Ale_rts in
A N 0 Incidents
Vulnerablity management . .
0 Actions taken in
=8 Partnors and APls w . .
0 Investigations
3 Evaluation & tutorials v

0 Key findings

£

Configuration managemant
View full report

Email & collaboration ~

Investigations

Create simulation

a0

Figure 8.24 - Running a known ransomware infection simulation

While we wait for that simulation to complete and incidents to be generated, let’s go and start the
playbook creation.

Step 4 - create a playbook to isolate a machine in MDE

In step 4, we need to create a playbook and assign appropriate permissions to be able to isolate a
device. We will follow these steps in the process:

o Step A — create a playbook with incident trigger and extract host entities
o Step B - add an action to isolate a device

o Step C - add a comment to the incident action and assign permission to a managed identity

Let’s start creating the playbook.

Step A - create a playbook with incident trigger and extract host entities

To start, we need to create a playbook with an incident trigger and add the Entities - Get Hosts action:

1. Go to Microsoft Sentinel | Automation | Create | Playbook with incident trigger.
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2. Select the subscription and resource group, and for the playbook name, use Isolate-MDE-
Machine. In Connections, leave the managed identity and continue to Review and create.
Select Create and continue to designer.

3. Our trigger is already added, and we need to add an action to get hosts from the incident. We
will use a similar action as we used for IPs and accounts, but this one is for hosts. Select New
step, search for Microsoft Sentinel,and select Entities - Get Hosts. Add Entities from
dynamic content.

Now we can proceed to step B.
Step B - add an action to isolate a device
The next step is to isolate the host in MDE:

1. Select New step, search for Microsoft Defender ATP, and from Actions, select Actions - Isolate
machine as shown in the following screenshot:

Choose an operation X

,O microsoft defender

ForYou  All Built-in Standard Enterprise Custom

O OO N0

Microsoft Microsoft Microsoft Microsoft
Defender... Defender fo.. Defender fo.. Defender fo..

Triggers Actions

Actions - Initiate investigation on a machine (to be deprecated) A
Microsoft Defender ATP ©
Actions - Isolate machine

Microsoft Defender ATP @
Actions - Remove app execution restriction

Microsoft Defender ATP ®

Figure 8.25 - MDE (Microsoft Defender ATP) actions
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Note that MDE was previously called Microsoft Defender Advanced Threat Protection (ATP)
and this is still visible in some places.

2. We need to authenticate the connection, and we can choose between managed identity, service
principal, or user identity. If we are utilizing a managed identity or service principal, we need
to assign appropriate permissions — either an API permission or an Azure AD role such as
Security administrator. In this case, we will utilize user identity, and this user needs to have
a Global administrator or Security administrator permission.

3. Select Sign in and finish signing in to authenticate the connector.

4. Now we can see that we need Machine ID to connect and that data is unavailable from dynamic
content. We will need to run the playbook without this action to see where this specific
information is located. Let’s delete this action (the same way as renaming but choosing to
delete) and save our playbook.

5. In a new browser tab, open Microsoft Sentinel | Incidents. We should see the incident we
generated in the M365D portal. If it is not there yet, give it a couple more minutes.

6. Once incidents appear, choose one and run our playbook on it.

7. Go back to our playbook, select Overview, and then Succeeded, as in Figure 8.26.

Home > Microsoft Sentinel | Automation >

i lIsolate-MDE-Machine =

i Logic app @ Directory: Default Directory

[,D Search ] « > Run Trigger ~ O Refresh f Edit [ﬁ] Delete ® Disable T

r

) (BHEE o Introducing the new portable Logic Apps runtime that supports local developm
Activity log
-~ Essentials
A Access control (IAM)
Resource group (move) : SOAR

Tags
¢ 9 Location : West Europe

¢£? Diagnose and solve problems Subscription (move)

Development Tools Subscription 1D

% Logic app designer Get started Runs histoery  Trigger history Metrics

<[> Logic app code view | All v ” Start time earlier than
R Versions | Specify the run identifier to open monitor view directly
@& APl connections Status Start time
& Quick start guides
@ Succeeded 12/7/2022, 7:54 AM

Settings

Figure 8.26 — Checking the last playbook run
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8.  We will see the details of the run. We will expand Entities - Get Hosts and check Outputs from
it. T usually select Show raw output to see the full details. In it, we can see that it contains the

MdatpDeviceld field that we need, as shown in the following figure:

Home > Microsoft Sentinel | Automation > lsolate-MDE-Machine » Runs history > Logic app run >

Outputs

Entities - Get Hosts

1

“statusCode”: 200,
"headers™: {
| “Pragma”: "no-cache”,
“Transfer-Encoding”: “chunked”,
"Vary™: “Accept-Encoding”,
"Cache-Control™: "nn ctorn nn cacha®
“Set-Cookie™: "A.
"x-ms-request-id": "be. ™.
"Strict-Transport-Security”: " 15",
“¥-Content-Type-Options™: “nosniff”,
“¥-Frame-Options": "DENY",
“Timing-Allow-Origin": "=,
"x-ms-apihub-cached-response”: "false”,
“x-ms-apihub-obo”: “"false”,
“Date”: “"Wed, 87 Dec 2822 87:54:38 GMT",
"Content-Type": "application/json; charset=utf-8",
"Expires”: "-17,
“Content-Length": 516"

L
"body": {
| “"Hosts": [
{
"hostName"”: "testmachinel”,
“osFamily”: "Windows"™,
“osVersion™: “21H2",

"additionalData™: {
"MdatpDeviceId": "c27a373668a3b534c832d78F2864067c49d7593e54",
“FQON": "testmachinel”,
"RiskScore™: “"High",
"HealthStatus”: "Active”,
"LastSeen": "2822-12-87T@7:27:11.2828735Z",
“LastExternalIpAddress”: "13.74.18.134",
"LastIpAddress": "10.1.1.68",
"AvStatus": "Unknown",
"OnboardingStatus”: "Onboarded”,
| "LoggedOnUsers": "[{\"AccountName\":\"administratorl\",\"DomainName\"
1
"friendlyName": "testmachinel”,
“Type”: "host™

Figure 8.27 — Showing raw outputs for more details

. HEttpOnly;

S\ "TestMachinel\"}]"

9. Buthow do we add it to our playbook? We will use expressions to get this info, and it is important
to know where it is located. We need to remember the path - body | Hosts | additionalData

| MdatpDeviceld - as shown in the following screenshot:
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"body”: {
"Hosts": [
{
"hostName": "testmachinel",
"osFamily": "Windows”,
"osVersion": "21H2",

"additionalData": {
"MdatpDeviceld”: "c27a37366@a3b534c032d70f204067c49d793e54",
"FQDN": "testmachinel”,
"RiskScore": "High",
"HealthStatus": "Active",
"LastSeen": "2022-12-07T07:27:11.20207352",
"LastExternalIpAddress”: "13.74.18.134",
"LastIpAddress": "18.1.1.68",

"AvStatus”: "Unknown™,

"OnboardingStatus”: "Onboarded”,

"LoggedOnUsers": "[{\"AccountName\":\"administratori\",\"DomainNa
}J
"friendlyName": "testmachinel”,

Figure 8.28 — The path to MdatpDeviceld

10. Let’s go back to the designer of our playbook. Now, we need to add an MdatpDeviceld field,
and as we will add it as an expression, we will need to first add a For each loop, as we can have
more than one host in the incident.

11. Select New step, and then Control | For each. For Output, choose Hosts from the dynamic
content. In the For each loop, select Add an action, and search for and select Microsoft
Defender ATP | Actions - Isolate machine. To add Machine ID, click inside the empty space,
select Expression, and add the following:

items ('For each')?['additionalData']?['MdatpDeviceId']

In the comment space, add Isolated using the Isolate-MDE-Machine playbook.
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Figure 8.29 shows this configuration.

For each
*Select an output from previous steps
Hosts x ‘

@ Actions - Isolate machine @ -

Dynamic content Expression

ﬁ )?[*additionalData’]?[ ‘MdatpDeviceId']

*Machine ID m e 5 | “
Add dynamic content [l

“Comment | Isolated using Isolate-MDE-Machine playbook | Sy e Fres ~
“Isolation Type | Full hd | concat(text 1, text 27, ..) I
sl Combines any number of strings together
Connected to benjiC com. Change connection,
Collection See more
Al contains{collection, value)
p— @l Returns true if a dictionary contains a key, if an array cont...

Figure 8.29 — Using Expression to write the path

But why do we follow the ['additionalData']?['MdatpDeviceId']
path in step 11, and not the full body ('"Entities - Get
Hosts')?['Hosts']?['additionalData']?['MdatpDeviceId'] path?It
is because in For each Hosts, we already follow the body ('Entities - Get
Hosts') ? ['Hosts'] path. So, in this field, we can use items (' For_each') and add
the rest of the path.

If Hosts was not an array field, we could use the only full path without using For each.

Now we can proceed to step C.

Step C - add a comment to the incident action and assign permission to a managed
identity
In step C, we need to add an action to add a comment to the incident stating which host is isolated
and assign permissions to the managed identity:
1.  We will now also add a comment to the incident. Select Add an action | Microsoft Sentinel |
Add comment to incident. Add Incident ARM ID from dynamic content.
In the comment message, add the following:
Machine is isolated.

And then, after the machine, add one more expression. Instead of
['additionalData']? ['MdatpDeviceId'],wewilluse ['friendlyName']:

items ('For each')?['friendlyName']
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Figure 8.30 shows this configuration.

For each
* Select an output from previous steps

r. Hosts x
Actions - Isolate machine |

Dynamic content Expression

_;_ ﬁ‘ items('For_each')? ['friendlyName']
N
Add comment to incident (V3) (Preview) @® --
- e 3 [ &
Incident ARM id E Incident ARM 1D x String functions See more I
“Incident comment Font * 12v B [/ U 2= = & n concat{text 1, text_27, ...)
message Combines any number of strings together

Machine n items{) x ' sclated

Collection See more
Add dynarmic content [l : ”
contains(collection, value]

aturns true ictionary cont ey, if an array cont..
Connected to azuresentinel-lsclate-MDE-Machine. Change connection. Firturns tre I o diefionery alng o ey, B an ey c

length{collection)

Retums the number of elements in an array or string

s A sorticoliection)

Figure 8.30 — Add friendlyName from the MDE action JSON response

2. Save the playbook and assign the Microsoft Sentinel Responder role to the managed identity.

Once our playbook is saved, we can test it on the test incident we created.

Testing a playbook
The last part, as in previous hands-on examples, is to test our newly created playbook:

1. Let’s first connect to our device to see device isolation. Go to the MDE Evaluation lab space,
and select the Devices tab. And under Actions, select Connect, as demonstrated in Figure 8.31.
Use the password you have or generate a new password.

= . > Evaluati
Your evaluation lab
Gy Home Manage your test devices, attack simulations and reports. Leam and experience the Microsaft Defender for Endpaint capabilities through a Set up sta
D et . guided walkthrough in the trial ervi See itin action as it prevents, detects, and remediates the most sophisticated attacks. ® confi
3 devi
Incidents Owverview  Devices  User Actions  Simulations  Report
® simul
Alerts 242 sir
- Titem - Add device [3 Customize columns
B Hunting - Suggestio
Y2 Actions & submissions Status Simulator status  Time left  Risklovel ©  Exposure level ) Alerts number  Netwark 1P address Actions
E Run
@ Threat analytics @ active Muhiple & 7ih mmE None A Low LabVnet 13.74.18.134
D Secure score # Connect |
By (et = Reset password
ming .
Hunt fos

Figure 8.31 — Connecting to the test machine
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2. Oncelogged in, go to Microsoft Sentinel | Incidents and run the playbook on one of the MDE
incidents. You will probably be unable to see incidents, as they will be remediated from the
MDE side using the Automated Investigation and Response (AIR) functionality. Change the
incident page view to see closed incidents as well and run the playbook. The incident name should
be Multiple threat families detected including Ransomware on one endpoint, and under
Product names, you can see Microsoft 365 Defender, as shown in the following screenshot:

2 Search by ID, title, tags, owner or product | @ Severity : All Status : All Product name : All Owner : All
m Auto-refresh incidents

|:| Severity T Incident ID T Title Ty Alerts Product names Create

D I High 1 Multiple threat families detected inclu... 14 Microsoft 365 Defe... 12/07/

D I High 2 Multi-stage incident including Ranso... 0 Microsoft 365 Defe... 12/07/

Figure 8.32 — Running the playbook from Microsoft Sentinel

3. Let’s go back to the virtual machine we connected to; after a few seconds, we will lose our
connection, as we can see in the following screenshot:

Reconnecting

i lerat. Attempeing
55430,

Figure 8.33 — A lost connection to the test machine
4. If we go to M365D portal | Devices | testmachinel, we will see that the device is isolated

and we can now release it from isolation. If we release it from isolation, we can connect to the
machine again, as shown in the following screenshot:
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) Home Devices > testmachine]
T Incidents & alerts -~ .
testmachinel < Managetags B Gohunt () Release from isclation  ++-
Incidents
Aerts.
B Hunting ~  Device summary ¢ Overview  Alerts  Timeline  Security recommendations  Software imentory  Advanced features
2 Actions & submissions —
o Active alerts - Security assessments WP:-" on 20 dap
@ Threat anaytics Tags ~ .
Risk level: No No data to 1 logged on

T Secure score No tags f .

© togs founs known risks show user
fr Leaming hub Security Info ~ We don't see new malidous Most frequent: administrator] ([
& Trals Open incidents activity on this deviee Least frequent: administrator] [
°3  Partner catalog v See all users

Active alerts )
E Assets AN 0 Device health status

|2 Devices Exposuralovel © Data isn't available right

None
R identities now

Risk bovel (T

Figure 8.34 — Notification in the Devices tab in the Microsoft 365 Security portal

5. In Microsoft Sentinel, we can see our comment, as shown in the following screenshot:

Home > Microsoft Sentinel | Incidents >

Incident - b

Incident ID 1
(O Retresh [ Tasks (Preview)

Multiple threat families detected including Ransomw.”.

Bl eident 101 Timeline  Similar incidents (Preview)  Alerts  Bookmarks  Entities (preview)  Comments (1)
Investigate in Micrasodt 365 Defender Cf' —_—
A Unassigned @ Closed w | High o s A = .
O Sttt Severity Nomal & B I M &5 S EBE A& =E 9
-

Alert product names Write o comment..

* Micresoft Dafender for Endpoint

Reason for clasing

Undetermined
Evidence | |
+NAo @14 RO [ corment |
Events Merts Boakmarks

&) Comment created from playbook - Isolate-MDE-Machine  12/07/22, 08:30 AM &
Last update time Creation time . L
12/07/22, 0830 AM 12/07/22, 0740 AM Machine testmachine] s olsted

Entities (36) (Preview)
B pestmachine
B bdatabin

B bdatabin

B bdatabin
View all >

Tactics and techniques

B initial Access (0)

Incident workbook
Incident Overview

Tags
+ -

[

Figure 8.35 — A comment on the incident in Microsoft Sentinel
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By testing the playbook, we have finished our last hands-on example.

Summary

In this chapter, we continued with hands-on examples and focused on how to respond to incidents
using playbooks, and how we can utilize our enrichment playbooks to decide how to respond.

In the first example, we used a playbook to block a user in Azure AD when we had a sign-in from a
suspicious location, and we used our MaliciousIP watchlist to check whether that IP was malicious.
Plus, we had a comment from the VirusTotal-IPEnrichment-alertTrigger playbook
(which we created in Chapter 6) to get information from VirusTotal as well.

The second example focused on our response when malware was detected on one of our machines.
We utilized MDE and its evaluation lab to generate incidents, sync them to Sentinel, and respond to
isolate the machine in MDE itself.

In our final chapter, we will provide a few important tips and tricks for working with Microsoft Sentinel
playbooks. If you decide to go even deeper into Microsoft Sentinel playbooks, these tips and tricks
will save you time and provide more insight into your day-to-day playbook operations.
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Mastering Microsoft Sentinel
Automation: Tips and Tricks

In the previous three chapters, we focused on hands-on examples that hopefully helped you understand
how to utilize automation.

We started with examples of how to enrich incidents on the incident creation for faster triage in
Chapter 6 and continued with examples of how to utilize automation to manage incidents in Chapter 7.
In the previous chapter, we focused on how to utilize automation to respond to incidents. We utilized
the two most common response automation techniques — block the user and isolate a device.

This chapter will focus on tips and tricks for mastering automation when working with Microsoft
Sentinel playbooks.

In this final chapter of the book, we will go through the following topics:
o Best practices for working with dynamic content and expressions

o Understanding the HTTP action and its usage

o Exploring more playbook actions

Let’s get into it!

Best practices for working with dynamic content and
expressions

In the examples discussed in previous chapters, we used dynamic content over static content wherever
we could. This is because with dynamic content, we receive the latest data to make appropriate decisions.

We learned that all actions in the playbooks that speak with external services, such as Microsoft Sentinel,
Azure AD, MDE, and VirusTotal, use API calls. All APIs will return responses in JSON format, as we
saw in our MDE example in Chapter 8 when we searched for Mdat pDeviceId. While most of the
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actions map API responses to dynamic content, not all response fields from the API are available as
dynamic content, and we saw that with MdatpDeviceId.

In this case, when dynamic content is not available for the specific field we need, we can utilize expressions
instead of dynamic content to get the data inside the playbook - but how do we utilize expressions?

Let’s open the Isolate-MDE-Machine playbook and expand For each and Actions - Isolate
machine. We can see that our expressions changed the look. Instead of the items (' For
each')?['additionalData']?['MdatpDeviceId'] expression, we can see
additionalData.MdatpDeviceId as dynamic content. If we search for it in dynamic content,
we cannot find it. So, how come we can see it as dynamic content when it is unavailable?

Dynamic content is nothing but a Logic Apps expression created to aid the understanding of the
user. If we copy additionalData.MdatpDeviceId and paste it in the text editor, we can see
our expression with an added @{expression} part, which Logic Apps adds automatically for
dynamic content.

E *untitled - Notepad

File Edit View

@{items('For_each')?['additionalData']?['MdatpDeviceld']}

Figure 9.1 — MdatpDeviceld expression example

We can see the same syntax if we copy the Host s content we added as dynamic content in the
same playbook.

B  *Untitled - Notepad

File Edit View

@body( 'Entities_-_Get_Hosts')?['Hosts']

Figure 9.2 — Hosts dynamic content expression example

If we open our successful run from Overview and select Show raw outputs, we can see the path for
the Hosts array:
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"body": {
ZHosts": [
{
"hostName": “"testmachinel”,
"osFamily": "Windows™,
"osVersion": "21H2",

"additionalData": {
"MdatpDeviceId": "c27a373668a3b534c032d78f204067c49d793e54",
"FQDN": "testmachinel",
"RiskScore": "None",
"HealthStatus": “"Active",
“LastSeen": "2022-12-87T07:27:11.2028735Z",
"LastExternallpAddress"”: “13.74.18.134",
"LastIpAddress": "10.1.1.68",
"AvStatus": "Unknown™,
"OnboardingsStatus": "Onboarded",
"LoggedOnUsers": "[{\"AccountName\":\"administratorl\",\"DomainName\":\"TestMachinel\"}]"
1,

"friendlyName": “testmachinel”,

Figure 9.3 - Location of Hosts in the JSON output

If we need to check this for any other action, it will look like body ( 'name_ of the
action')?['next step in JSON']?['next step in JSON'].

It is important to note here that for the name of the action, where we have white space, we need to
replace it with .

In our example with MdatpDeviceId, we followed a path of body | Hosts | additionalData
| MdatpDeviceId.

The second example expression we used in the Isolate-MDE-Machine playbook covered in Chapter 8,
Respond to Incidents Using Automation, was to add £riendlyName to the Add comment to incident
action. As dynamic content, it was not available, but it was available as a JSON response. So, we used
the expression and added items ('For each')?['friendlyName'].

Can you utilize this for any response? Absolutely. If you receive data in JSON, you can extract it
using expressions.

Let’s go through some expressions you will benefit from with Microsoft Sentinel playbooks:

e length () is one more that we used in our examples to see whether the Azure Monitor
Logs action returned results or not. So, if the action is empty, the 1length () result will be 0.
How it works is if we add 1ength (' SOAR '), 4 will be returned (the number of characters
in the string), and if it’s an array, such as length (' SOAR', 'is', 'the', 'best', ',
period! '), 5 will be returned. In Azure Monitor Logs, if we don’t rename the action, the
syntax will be as follows:

length (body ('Run_query and list results')?['value'])
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first () and last () will return the first or last letter in the string or the first or last entry
in the array. Let’s see some examples:

+ For first ('SOAR'), the result is S, while for last (' SOAR'), the resultis R

+ Forfirst ('SOAR', 'is', 'the', 'best',',period! '), the resultis SOAR, while
for last ('SOAR', 'is', 'the', 'best',',period! '), theresultis ,period!

If we have multiple results in our Run query and list results action in Azure Monitor Logs
and we only want to see the first one, the expression would be as follows:

first (body ('Run_query and list results')?['value'l)

join () will return array values in a single string. This expression must have two entries — an
array and a delimiter that will separate each array value.

In our Isolate-MDE-Machine playbook, let’s say we grabbed friendlyName and added it
to the incident. As friendlyName is part of the array, it is in the for each loop, but if
we want to make a list of all friendlyName fields when we have more than one host in the
incident, we can use join () for it. The expression would look like this:

join(body ('Entities - Get Hosts')?['Hosts']?[' friendlyName'],
1 1
s ")

The result would be hostname 1, hostname 2, hostname 3, and so on.

empty () will return true or false depending on whether the string or array is empty. This
can be used similarly to 1length () to see whether we have a result or not.

An expression equivalent to length (body ('Run_query and list
results')?['value']) would be empty (body ('Run_query and list
results')?['value']). For the Condition action, we would use 'is equal to'
and then use true or false.

concat () is similar to join (), but here, we can combine two or more strings into one
string. We utilize it in the Block-AzureAD-User playbook to join Name and UPNSuffix to
create the user’s principal name, which is needed to block the user.

- ~ Dynamic content  Expression

E For each - Account | m

* Select an output from previous steps

f,- concat(items( For_each__ - Account®)?[ " Name

a

String functions See more
Accounts x
concat(text 1, text_27, .}
Combines any number of strings togather
@ Update user ® -
Collection See more
* User Id or Principal m ——
MName } contains(collection, value)
Add dynamic content [ } Heturns true if a dictionary contains & key, if an array cont..
Display Name I The rame displayed in the addvess book for the user. lengthicallection)

Retwrns the number of elements in an array or string

I

Figure 9.4 — concat() expression

https://t.me/learningnets



Understanding the HTTP action and its usage

The expression we used is as follows:

concat (items ('For_each - Account')?['Name'], '@', items('For
each - Account')?['UPNSuffix'])

split () is used when we have multiple entries in one string and we want to separate them.
The syntax requires a string and a common delimiter that is used to separate values. Here’s
an example:

split ('Incident 1;Incident 2;Incident 3', ';')

—resultwillbe ["Incident 1", "Incident 2", "Incident 3"]

There is one action in Logic Apps that I personally like more than any other. I call it a DIY action, but
the official name is the HTTP action.

Understanding the HTTP action and its usage

As already mentioned, all the Logic Apps actions that Microsoft Sentinel uses in playbooks are actually
API calls. Native actions are just represented more nicely as part of a GUI, making it easier for users
to utilize them. Adding dynamic content is much easier than writing the body of an API call in JSON.

But why, then, do I like the HTTP action more than any other? Because it allows us to create actions
per our own needs, and we can also utilize different authentication methods.

Elements of the HTTP action

Firstly, what are the main elements of the HTTP action? Let’s look at them in the following list:

Method: This states the API method. The most popular are GET, POST, PATCH, PUT,
and DELETE.

URI: The Uniform Resource Identifier (URI) is the API call itself. It normally looks like a URL.
Headers: This defines whether an API call needs to have any headers.

Queries: This defines whether the API call needs to have any queries.

Body: Here, we will typically add a JSON request.

Cookie: Here, we enter an HT'TP cookie.

Authentication: This is a way to authenticate API calls. Examples are a username and password,
client certificate, Active Directory OAuth authentication (with a service principal), raw
authentication, and managed identity.
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The preceding elements of the HTTP action can be seen in the following screenshot:

w
HTTP
*Method ‘ hv ‘
*URI ‘ Enter request URL ‘
Headers Enter key Enter value m
Queries Enter key Enter value :-E'
Body ‘ Enter request content ‘
Cookie ‘ Enter HTTP cookie ‘
Authentication :
E * Authentication type [ Managed identity ' ‘ E
E *Managed identity l System-assigned managed identity A ‘ ?
E Audience ‘ Enter audience ‘ ;

Figure 9.5 — HTTP action in Logic Apps

I usually use the HTTP action when I don’t have managed identity or service principal support and
I don’t want to use user identity for authentication. One example where we have to use user identity
for authentication is the Azure AD connection.

For example, to block a user from signing in, in the Block-AzureAD-User playbook, we can use user
identity to authenticate the connection. The user must always have permission to perform block user
action when the playbook runs. The action will fail if the user who authenticated the playbook doesn’t
have permission. I'm someone who tries to apply the principle of least privilege so that users have
high levels of privilege only when needed. Because of that, the Azure AD Logic Apps connection is
something I use to make up for a lack of managed identity and/or service principal support. Many
companies also utilize Privileged Identity Management (PIM) with Azure AD so that users have
privileges only when needed and not always.

How do we utilize the HTTP action? Is it hard?
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Utilizing the HTTP action

Once you have used the HTTP action a few times, you’ll realize it’s easier than advertised. We first
need to know what API calls we need to use. Since we need an API call to Azure AD, we will search
for the Azure AD API under Microsoft Graph. We will search for how to update user details, and we
can do so using an update user call. The URL we will useishttps://learn.microsoft.com/
en-us/graph/api/user-update?view=graph-rest-1.0&tabs=http. Here, we need
to locate the details we will use in our HTTP action, so let’s get started:

1. We need a method. We can see that we need to utilize PATCH.

Figure 9.6 — The APl method

2. We can see in the extension after PATCH that the URI will be /users/{id |
userPrincipalName }. Is that the whole URI? No. Scroll to one example in the link
mentioned previously to see the whole URI or read the introduction details for the API.

ph.microsoft.c

e: application/json

Figure 9.7 —The API URI

We will use the correct user principal name and not me.

3. Do we need headers or queries? We will see that we need two headers - Authorization and
Content-Type. The authorization will take the form of a service principal or managed identity,
but we can also generate tokens and utilize them in the header.

Header Value

Authorization Bearer {token}. Required.

Content-Type application/json

Figure 9.8 — APl headers
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4. 'What do we need in the body? First, we must ensure that we don't have mandatory body fields.
A quick look will show that there is no indication of any, and there is a notification saying that
any value from the body that is not included will contain its previous value. We need to block
the user from signing in. For that, we will look at the accountEnabled body value. We must
also take note of what type it is (a string, array, Boolean, and so on) so that we know what kind
of entry we need. For accountEnabled, we can see that the value type is Boolean, which means

that entry values are either true or false.

Request body

In the request body, supply the values for relevant fields that should be updated. Existing properties that

are not included in the request body will maintain their previous values or be recalculated based on

changes to other property values. For best performance you shouldn't include existing values that

haven't changed.

Property Type

aboutMe String

accountEnabled Boolean

ageGroup

birthday DateTimeOffset

businessPhones String collection

Description

A freeform text entry field for the user to describe
themselves.

true if the account is enabled; otherwise, false.
This property is required when a user is created.
A global administrator assigned the
Directory.AccessAsUser. All delegated permission
can update the accountEnabled status of all
administrators in the tenant.

Sets the age group of the user. Allowed values:
null, Minor, NotAdult and adult. Refer to the
legal age group property definitions for further

information.

The birthday of the user. The Timestamp type
represents date and time information using 150
8601 format and is always in UTC time. For
example, midnight UTC on Jan 1, 2014 is 2e14-e1-
plTee:ee:eez

The telephone numbers for the user. NOTE:

Figure 9.9 - The API body

5. Now, we also need to see what type of permissions identity is needed to perform this action.
We need to look at Application permissions that use a service principal or managed identity.
The needed permissions are User .ReadWrite.All, User.ManageIdentities.
All,and Directory.ReadWrite.All. We can add either these API permissions or
an Azure AD role that has these permissions. Examples of those Azure AD roles are Global

administrator and User administrator.
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Permissions

One of the following permissions is required to call this API. To learn more, including how to choose

permissions, see Pe

Permission type

Delegated (work or school account)

Delegated (personal Microsoft

account)

Application

Permissions (from least to most privileged)

User.ReadWrite

User.ReadWrite, User.ReadWrite.All, User. Manageldentities.All,
Directory.ReadWrite All

User.ReadWrite.All, User.Manageldentities.All, Directory.ReadWrite All

Figure 9.10 — API permissions

Those are the details we will use in our HTTP action, following which our HTTP call to block Azure
AD users would look like this:

O HTTP
*Method ‘ PATCH v ‘
*URI ‘ https:ﬁgraph,micmsoftcomf\r‘l.O/H concat(..) ‘
Headers Content-Type application/json X [
Enter key Enter value
Queries Enter key ‘ Enter value m
Body {
"accountEnabled": false
}
Cookie ‘ Enter HTTP cookie ‘
Authentication m X
E * Authentication type Managed identity N ‘ E
: * Managed identity l System-assigned managed identity N ‘ :
: Audience ‘ https://graph.microsoft.com ‘ :
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But how do we apply these permissions?

Applying APl permissions to a managed identity

If we are using a managed identity, we can assign Azure AD roles from the GUI, but to assign API
permissions for the managed identity, following the principle of least privilege, we have to utilize
PowerShell. We will need to connect to the Azure AD PowerShell module, sign in as a user who has
permission to assign API calls, and then utilize the Get -AzureADServicePrincipal and
New-AzureAdServiceAppRoleAssignment PowerShell commands. An example can be
seen in the official Microsoft Sentinel GitHub repository - https://github.com/Azure/
Azure-Sentinel/tree/master/Solutions/Azure%20Active%20Directory/
Playbooks/Block-AADUser.

In the following example, we can see a shorter version, to explain segments of the code in question.
In the first part of PowerShell code, we will need to add the ID of our managed identity:

$MIGuid = "<Enter your managed identity guid here>"
$MI = Get-AzureADServicePrincipal -ObjectId $MIGuid

In the next part, we will define the application ID from Azure AD (in this case, the Microsoft Graph
API application ID), as well as API permissions that we need to apply to the managed identity:

$GraphAppId = "00000003-0000-0000-c000-000000000000"
$PermissionNamel = "User.Read.All"
$PermissionName2 = "User.ReadWrite.All"

In the final part of our PowerShell code, we will assign those permissions to the managed identity we
defined at the start of the PowerShell code:

$GraphServicePrincipal = Get-AzureADServicePrincipal -Filter "appId eq
'$GraphAppId'"

$AppRolel = $GraphServicePrincipal.AppRoles | Where-Object {$ .

Value -eq $PermissionNamel -and $ .AllowedMemberTypes -contains
"Application"}

New-AzureAdServiceAppRoleAssignment -ObjectId $MI.ObjectId
-PrincipalIld $MI.ObjectId ~

-Resourceld $GraphServicePrincipal.ObjectId -Id $AppRolel.Id

$AppRole2 = $GraphServicePrincipal.AppRoles | Where-Object {$ .
Value -eq $PermissionName2 -and $ .AllowedMemberTypes -contains
"Application"}

New-AzureAdServiceAppRoleAssignment -ObjectId $MI.ObjectId
-PrincipalId $MI.ObjectId ~

-Resourceld $GraphServicePrincipal.ObjectId -Id $AppRole2.Id

If we want to assign API permission to the service principal, we can do so from the GUI for the Azure
AD role and API permission.
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To assign API permission to the service principal, go to Azure Active Directory | App registrations,
and choose our service principal or create a new one. To make it more convenient and not have to go
through creating a service principal again, I will choose the SOAR service principal we used to assign
the Log Analytics Reader role in Chapter 7, Manage Incidents with Automation. In production, you
will probably use a different service principal so that one identity doesn’t have too many permissions
assigned. Once opened, from the left menu, choose API permissions and then Add a permission. The
API in question is Microsoft Graph, so we need to select it and then choose Application permissions.

We will then search for the API permissions we need - User .ReadWrite.All, User.

ManageIdentities.All,and Directory.ReadWrite.All - and add them.

Dashboard 3 CybSec Guru | App registrations > S0AR Request API permissions
5 SOAR | APl permissions =& -
AN AP
[ search ] () Retresh | Got foedback? ® Microsoft Graph
Httpafigraphumicrosoftoomy Docs o
B Oveniew

o Crckstan
) The Admin comsent requred” cokumn shows the defadl vl I Dvlegated permivsiam.
o integeation axsictant T it vl Wl vy ol o i L

Manage

2@k I B

Configured permissions

B rancing & properties

Select permmsions

D authentication

¥ Certificatis & secrets b Add o permingion ~/ Granl admin cormant for CrbSee Gurl
I Token conbguration BEY / Permissions name Type Description > itieyhakplbind
AP permissions

@ Fapons an AP N Usar {1}

Delegated  Sign in and ral

App rotes
R e g el O

& Owners Read and write all users’ full profiles

Support + Troubleshoating
& Troublinboating

B New suppon request

[ oo, [

What type of permissions does your apglication necuire?

Viour sppliation needs b s00ess B AP &% he ssgrved-in s

sigoedin user

Figure 9.12 — Assigning API permissions to a service principal in Azure AD

Once we have added all permissions, we will need to add admin consent for our organization so that

the specific service principal can use those API permissions.
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Dashboard > CybSec Gueu | App registrations > SOAR
- issi 3

= g SOAR | APl permissions ;
* = Search £ Retresh | 7 Got foedback?

PB O A i i prishoni oy pplation, vers il e 4 ceamet sty lomsdy e 30 ooy

A e Oukck

b A Inegration assistant

. e dhertant vishse for am OANIZEton. Howeve, user COnent Can e Cushomined pe penmission, uner, of spp. Ths column mary sob reflect the vidue in your ganiraton, o

B Manaps 4 Lesen mote ' k Z =

B Branding & propestics
D Aat

Certifican

part of e coment process. The list of confiqured permissions should include

1l Token configuration

- Ada s permission  ~* Geant bdmin condent for CybSes Gun

B AP permissioe

& Fxpose an AP Trpe Description Admin consent requ...  S2stus.
B Aop rotes ikl
B Oweers lication  ead and write directory data s

" Manage

& Roles and adminlsratars i
B it Vhas Rract De sgn

Ut Reaelifrine. Al Appization  Read and write all wers” full profies es dh Mot granted for CptiSes _ =+=
Support + Treubleshooting

2 Troublesbesating

B tew support request

To view and manage corsented permisiions Sor indhidual apps, a1 well a3 your benant’s consent wttings. try [nterprise appications.

Figure 9.13 — Granting admin consent for APl permissions

Once configured, we can utilize the service principal for authentication. We will need the same
information as when authenticating the connection - the application ID, tenant ID, and secret.

With this, we conclude our HTTP action deep dive. In the next section, we will focus on a few more
actions that can help us master Microsoft Sentinel playbooks.

Exploring more playbook actions

Each action in the playbook has its own settings that we can work with. We have already mentioned
options to rename an action, add a comment, or delete one in previous chapters, but there are a few
more great features that you need to know about:

« We have the option to configure a timeout for an action. We usually want this to be used with
user input when we don’t want to wait hours or days for a user to respond. Logic Apps Standard
and Logic Apps Consumption can be in a running state for 90 days by default. To change it,
we need to click on the three dots in the playbook and select Settings.
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W
Send approval email ® — &7 Rename
*To ‘ benji@cybsec.guru ‘ (=] Add a comment
User Options | Appraove, Reject | X L Testing (Preview)
Subject | Approval Request | X 5 Settings
Hide HTML message ‘ Ne ~ ‘ X o® Configure run after
Importance | Normal N | X @ Peek code

Figure 9.14 - Action settings

In the settings, we need to change the value for Action Timeout. It accepts input in the ISO
8601 format. If we wanted that action to time out after one day, the input would be P1D. If
we wanted it to time out in one hour, the input would be PT1H. An example of all the values
needed is PIM1DT1H1M - one month, one day, one hour, one minute. You can configure years,
seconds, and milliseconds, but we don’t need to.

To configure the approval playbook to wait for approval for 10 minutes, we will use PT10M.
Please note that P10M would be 10 months, so we need to use T for time.

Settings for 'Send approval er

Secure Inputs
Secure inputs of the operation.

Secure Inputs

@ ) orf

Secure Outputs

Secure outputs of the operation and references of output properties.
Secure Qutputs

@ ) orf

Action Timeout

Limit the maximum duration between the retries and asynchronous responses for this action. Note: This
does not alter the request timeout of a single request.

Duration () | PT10M I

Retry Policy
A retry policy applies to intermittent failures, characterized as HTTP status codes 408, 429, and 5xx, in
addition to any connectivity exceptions. The default is an exponential interval policy set to retry 4 times.

Type Default ~

Tracked Properties

Key | Value |

Figure 9.15 — Action Timeout
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If we run the playbook with this configuration and don’t get a response in 10 minutes, we will see
that our playbook will fail, and if we go to the run details, we can see that our timeout kicked in.

v

Send approval email Tm

(<]
Condition n

A ActionConditionFailed. The execution of template action 'Condition_' is skipped: the ‘runAfter’
condition for action 'Send_approval_email’ is not satisfied. Expected status values "Succeeded’ and
actual value 'TimedOut".

INPUTS

No inputs

Figure 9.16 — Action timeout in the playbook run
« However, what if we don’t want that playbook to fail? What if we want to continue the run and
maybe add a comment for the incident that no user selection was made?

In this case, we need to go to the next action in our playbook, click the three dots, and choose
Configure run after:

Condition e ¢” Rename

=] Add a comment

+ New step & Testing (Preview) '0)

@3 Settings
o™ Configure run after

> Peek code @

] Delete

Figure 9.17 — Configure run after

In the settings, in this case, we need to check the has timed out checkbox as well. The same
process applies if the playbook needs to keep running even if one of the actions fails. You can
go to the next action and include has failed.
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'Condition ' should run after:

v Send approval email e - -

@ is successful
© has timed out
D @ is skipped
[] @ has failed

Figure 9.18 — Configure run after settings

If we rerun the playbook, we can see that the playbook didn’t fail at this step.

A4
Send approval email Tm
0]
A
INPUTS Show raw inputs >

Expression result

false

Figure 9.19 — Configuring run after for the playbook run

« The final option we will go through here is turning on secure inputs and outputs. This is one
option I always use if I utilize a service principal for authentication, like with the HTTP action.
I usually save a secret in Azure Key Vault and utilize the Azure Key Vault action to get the
secret. Then, I turn on Secure Inputs and Secure Outputs. This will then hide secret values
in the output. This is how we can hide secrets so that they cannot be accidentally shared when
someone shares playbook run or action details.
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Secure Inputs
Secure inputs of the operation.

Secure Inputs
@ o

Secure Outputs

Secure outputs of the operation and references of output properties.

Secure Outputs
@ on

Asynchronous Pattern

With the asynchronous pattern, if the remote server indicates that the request is accepted for processing
with a 202 (Accepted) response, the Logic Apps engine will keep polling the URL specified in the
response’s location header until reaching a terminal state.

Asynchronous Pattern

& on

Figure 9.20 - Secure Inputs and Secure Outputs

When we run the playbook, the output in the Get secret action will be hidden:

- ©
29) Get secret 1s
@

INPUTS

Content not shown due to security configuration.

QUTPUTS

Content not shown due to security configuration.

Figure 9.21 - Secure Inputs and Secure Outputs in the playbook run

Now, we will introduce a few more actions that can be useful when working with playbooks.

Switch

The Switch action is part of the Control pack, where we have already used For Each and Condition.
This will allow us to select which stream of actions to take based on a specific value. This is usually
when we have more than two options. In the example here, we used approval and timeout; for that,
we typically have three options — Approve, Reject, and Timeout.
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h'd

Ll Switch

“on B seeactopion

Case Approve = | | Case Reject )| Default
“ Equals *Equals i If ne case contains a matching value
Approwe Ruject
LIx
L Add an action L Add an action

Figure 9.22 — The Switch action

Control only gives us the option of True or False, so it’s probably not the most effective solution.
Instead, we can use Switch and add as many options as we need. One of the options is the default,
and we can leave it as Timeout, for example, and add two more options for Approve and Reject.

Select and Create HTML table

Here, I will introduce two actions that usually go together. We utilize the Select and Create HTML
table actions if we want to create an HTML table based on array values, such as a list of all entities
and what kinds of entities they are.

First, we will use Select to map columns and values. Select is an action located under Data Operations.
From is the array from which we will extract values; in our case, it will be Entities from dynamic content.

Data Operations *

&~ Search connectors and actions

Triggers Actions

Compose
Data Operations

Create CSV table
Data Operations @

Create HTML table

Data Operations

Filter array
y O]

Data Operations

o el Bl s

{v} Join
Data Operations

2

{} Parse JSON
5 Data Operations

{} Select
UA Data Operations @

Figure 9.23 - Data Operations Logic Apps connection
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In Map, we will add columns and values. To get the values, you can always save the playbook and run
it to see the details in the output. Once we have the details, we need to fill in the action as follows:

1. In Enter key, we will add Entity, and in Enter value, we will add item () ?
['properties']?['friendlyName'] from the expression.

2. InEnter key, we willadd Entity type,and in Enter value, we willadd item () ? ['kind']
from the expression.

Select @
*From Lﬁ Entities x

*Map Entity item() x X m
Entity type item() x X
Enter key Enter value

Add dynamic content [ +]]

Figure 9.24 — Configuring the Select action

3. After this action, we will add the Create HTML table action from under Data Operations.

4. In From, we will add Output from the Select action, and we will leave Columns as Automatic.

h 4
Create HTML table ® -
* From ﬂ Output x |
Add dynarmic contert I Dynamic content Expression
* Columns i |
Automatic e | P search dynamic content
T
+ Select
N2

Entities - Get IPs (Preview) ‘ m Output

Figure 9.25 - Configuring the Create HTML table action

5. To add the HTTP table, we will add Output from Create HTML table to our comment or
email action.
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Tl N
+ Dynamic content Expression
A4
Send approval email O - | £ outp
*To | benji@cybsec.guru
Create HTML table
User Options | Approve, Reject | X
m Qutput
Subject | Approval Request | X
Hide HTML message | No V| ® Select
Importance Mormal N l X Output
Show HTML | No v| X
confirmation dialog
Body List of Entites in the incident: X
Output x
Add dynamic content [El
Add new parameter ~

Figure 9.26 — Adding the Create HTML table output to emails

Compose

Compose is one more action available under Data Operations that will help you when you need to
compose a text that you may want to reuse and not type all over again. You have the option to adjust
the text in just one place.

b4
Compose ®
*Inputs <a href="https://www.linkedin.com/in/benjaminkovacevic/>Linkedin profile for

Benjamin Kovacevic</a>

<p>
Here is the table created with Create HTML table action:<br>

O Output x

</p>

Add dynamic content &l

Figure 9.27 - The Compose action
If we want to format our text in HTML, for example, in Compose, we can format our whole email

body so that it will be easier to read when we send it. We can utilize dynamic content and expression
values in it as well.
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Parse JSON

Parse JSON is the last example we will use, and it is part of Data Operations as well. We use this when
we don’t have dynamic content in our actions. This will typically be the case with the HTTP action,
as it will not return fields for dynamic content. Let’s use the Microsoft Graph API to get a user called
SOAR test.Iused Managed identity for authentication and was assigned a User administrator role.

b 4
HTTP
* Method ‘ GET h ‘
“URI | https://graph.microsoft.com/v1.0/users/soartest@cybsec.guru |
Headers Content-Type applicationfjson X @
Enter key Enter value

Queries ‘ Enter key Enter value ‘ "
Body l Enter request content |
Cookie l Enter HTTP cookie |
Authentication 'i’l_'l X
E * Authentication type l Managed identity N l '

E *Managed identity l System-assigned managed identity ' l

E Audience l https://graph.microsoft.com ‘ -

Figure 9.28 - A sample HTTP action

If I check Dynamic content, we can see that only the general options are there, not any fields we need.

N
Send an email (V2) @ -

"o | Specify email addresses separated by semicolons like someone@contoso.com |

Dynamic content Expression

" Subject | Specify the subject of the mail |
*Body Font * 2+ B J U 2= = # [ £ search dynamic content
Specify the body of the mail HTTP See less

Add dynamic content [l

' ' ey
Importance Mermal b X
1
Add new parameter W | H Headers
Connected to socnatifications@cybsec.guru, Change connection H Status code

Figure 9.29 — Available dynamic content for the HTTP action
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We will need to use the Parse JSON action to get that data from the HTTP action, but for that, we
will need a sample schema. The easiest way to get the schema is to run a playbook with the HTTP
action and use Show raw output. We will copy the body of the output, as we can choose Body from
the HTTP dynamic content.

"body" : H
........ “"@odata.context": “https://graph.microsoft.com/v1.0/$metadatattusers/$entity"”,
-------- "businessPhones": [],
-------- "displayMame": "SOAR Test user",
-------- "givenName": -null,
-------- "jobTitle": null,
........ "mail": null,
-------- “mobilePhone": null,
-------- "officelocation”: null,
-------- “preferredLanguage": null,
-------- *surname”: -null,
-------- "userPrincipalName": - "SOARTest@cybsec.guru”,
........ "id": "46f7b9a7-0alf-44d2-a345-47ed363b8d94"

Figure 9.30 - The raw output from the HTTP action

Let’s go to Logic Apps Designer and add the Parse JSON action after the HTTP action. For Content,
add Body from Dynamic content. Then, click on Use sample payload to generate schema.

W
Parse JSON ® -

* Cantent ‘_ﬂ Body x | . _
Dy content Expression

Add dynamic content [l
EETTTE—
HTTP
E Body
B Headers
B Status code

Microsoft Sentinel incident

* Schema

Use sample payload to generate schema

Figure 9.31 - Using a sample payload to generate a schema
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Paste the raw output and select Done.

Enter or paste a sample JSON payload.

X

"jobTitle": null,

"mail”: null,

"mobilePhone": null,

"officelocation"”: null,

"preferredLanguage”: null,

"surname": null,

"userPrincipalName": "SOARTest@cybsec.guru”,
"id": "46f7b%a7-0alf-44d2-a345-47ed303b8d94"

H

J

Figure 9.32 - The raw output from the HTTP action used to generate a schema

A schema will be generated with the raw details.

Parse JSON

* Content Body x

*Schema

{
"type": "object",
"properties”: {
"@@odata.context": {
"type": "string"
})
"businessPhones™: {
"type": "array"

}s

Use sample payload to generate schema

Figure 9.33 — Schema generated by the sample JSON payload
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Now, we can utilize these details as dynamic content in the rest of the playbook.

I_
N Dynamic content Expression
Send an email (V2) @) s

" . | £ search dynamic cantent

T Specify email addresses separated by semicolons like someone@contase.com

. a

Subject Specify the subject of the mal Parse ISON See less
“Body Font v (2| B E (U AHEIE &

LGl Body

Specify the body of the mail

odata.context
Add dynamic content [l m @

mportance Marrmal v X

displayMame

Add new parameter il |

m userPrincipalName
m-

m businessPhones

o .

Connected ta socnotifications@cybsec guru. Change connection

+ Mew step

Figure 9.34 - Dynamic content from the Parse JSON action

Mastering the examples demonstrated in this last section will help you to work with Microsoft Sentinel
playbooks on a daily basis and create more effective automation. With this, we conclude this chapter
on mastering Microsoft Sentinel automation.

Summary

This chapter introduced some common tips and tricks you can utilize when working with Microsoft
Sentinel playbooks.

First, we introduced how to work with dynamic content and expressions and how to utilize the power
of expressions to get data that is not exposed initially with dynamic content. This provides an easy
and fast way to work with the data we get from any action.

After that, we focused on my favorite action — HTTP. The HTTP action allows you to connect to any
service that runs on an API and functionalities that may not be available with native actions. In most
cases, this will be when a native action doesn’t support using a service principal or managed identity
for authentication, which we can utilize when using the HTTP action.

We finished the chapter by introducing a few actions that we didn’t use in examples but will make
your day-to-day operations easier when working with Microsoft Sentinel playbooks. Some of them are
action-setting details, such as a timeout or configuring something to continue running after failure or
timeouts, as well as specific actions such as Switch, Create HTML table, Parse JSON, and Compose.
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On mastering Microsoft Sentinel automation, we are wrapping up this book on SOAR. If there is
one thing that I would like everyone to remember, it is that automation is one of the most important
features that can help SOC analysts in day-to-day operations, and each SOC should start utilizing
automation if not doing so already. But it is also important to have automation processes set in place,
and that they are clearly communicated and documented. Hopefully, the hands-on examples have
given you the necessary skills and knowledge to start exploring automation further.
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