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Introduction
Security	 analytics	 can	 be	 defined	 as	 the	 process	 of	 continuously
monitoring	 and	 analyzing	 all	 the	 activities	 in	 your	 enterprise
network	 to	 ensure	 a	 minimal	 number	 of	 occurrences	 of	 security
breaches.	A	Security	Analyst	 is	 the	 individual	 that	 is	 qualified	 to
perform	 the	 functions	 necessary	 to	 accomplish	 the	 security
monitoring	 goals	 of	 the	 organization.	 This	 book	 is	 intended	 to
improve	the	ability	of	a	security	analyst	to	perform	their	day	to	day
work	functions	 in	a	more	professional	manner.	Deeper	knowledge
of	tools	processes	and	technology	is	needed	for	this.
A	firm	understanding	of	all	the	domains	of	this	book	is	going	to	be
vital	 in	 achieving	 the	 desired	 skill	 set	 to	 become	 a	 professional
security	 analyst.	The	goal	of	 this	book	 is	 to	 address	 the	problems
associated	with	the	content	development	(use	cases	and	correlation
rules)	of	SIEM	deployments.

1.	 The	Security	Operation	Center	Fundamentals	domain	details
the	much-needed	 basics	 one	 should	 know	 about	 a	 Security
Operation	Center.	The	key	areas	of	knowledge	include:

Security	Operations	Center	Fundamentals
SOC	Challenges
Regulatory	compliance	requirements
SOC	Services
SOC	Roles	and	Teams
SOC	Topology
SOC	Reports
In-House	SOC	vs	Outsourced	SOC
Outsourced	SOC	–	Service	level	agreements
SOC	Analyst	–	Desired	Skill	Set
SOC	Roles
Information	Needed	by	SOC	Roles

The	ability	to	understand	security	operation	Tools,	Processes,	Roles
and	Responsibilities	of	SOC	professionals	are	all	key	elements	that
go	into	this	domain.
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2.	 SIEM	deployment	domain	addresses	the	processes	and	steps
involved	 in	 selection	 and	 deployment	 of	 an	 SIEM	 solution
for	the	enterprise.
The	key	area	of	knowledge	includes:

SIEM	Selection	and	Deployment
SIEM	Tools
Types	of	Reports
SOC	Metrics
How	to	Select	SIEM
Collector	to	source	communication	Protocol
Challenges	or	Risks	in	Building	a	SOC

Proper	understanding	of	processes	and	technology	related	to	SIEM
helps	 security	 professionals	 in	 designing	 and	 deploying	 security
monitoring	solutions	in	a	very	effective	way.	The	security	analyst	is
responsible	 for	 security	 threat	 detection	 to	 all	 levels	 based	 on	 the
solution	they	implement.

3.	 MSSP	SLA	domain	 is	meant	 for	making	a	securing	analyst
understand	 the	 means,	 components	 and	 terms	 of	 an	MSSP
SLA	through	a	sample	service	level	agreement.	This	includes
an	oversight	of	the	common	terms	and	criteria	included	in	an
SLA.

4.	 The	 Network	 Security	 Monitoring	 domain	 focuses	 on	 the
deeper	 packet	 or	 stream	 level	 analysis	 of	 data.	 Network
security	 monitoring	 is	 a	 collection	 of	 different	 publically
available	tools	for	the	deeper	analysis	of	network	traffic.	The
tools	and	techniques	used	for	building	and	operating	an	NSM
internally	for	your	organization	is	described	in	detail.
The	key	areas	of	knowledge	include:

Network	Security	Monitoring
NSM	Deployment
NSM	Limitations
NSM	Data	Types
NSM	Deployment
NSM	Deployment	models
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Commonly	used	Tools	for	building	NSM

5.	 The	Recommended	Use	Cases	and	Correlation	Rules	domain
deals	with	 the	 selection	of	proper	use	 cases	 and	correlation
rules.	 The	 effectiveness	 of	 security	 monitoring	 is	 based
purely	on	the	strength	of	deployed	use	cases	and	correlation
rules.	 Event	 sources	 are	 categorized	 in	 to	 a	 number	 of
categories	 based	 on	 their	 type,	 and	 a	 list	 of	 minimum
recommended	use	cases	and	correlation	rules	are	suggested.
The	key	areas	of	knowledge	include:
Recommended	use	cases	correlation	rules	for;

Anti-spam
Anti-virus
End	point	threat	protection/Application
control/whitelisting	solution
Web/Application	server	or	database
Data	loss	prevention	/File	integrity	monitor
Financial	application
Host	based	firewall
Single	sign	on
IPS/IDS
Network	based	firewall
Network	user	behavior	analysis
Operating	system
Storage
VPN
Vulnerability	Scanning	solution
NAC	solution
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Module	1
Security	Operations	Center

Fundamentals
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Why	do	we	need	a	SOC?
The	Security	Operations	Center	plays	a	significant	role	in	real	time
detection	of	threats	and	post	threat	response.	There	are	several	tools
and	solutions	that	are	in	use	in	SOC	environments.	This	book	will
take	 you	 through	 all	 the	must	 know	SOC	 technologies	 and	 tools.
The	 Security	 Operation	 Center	 is	 the	 place	 where	 all	 network
devices,	 security	 solutions,	 applications	 and	 database	 systems	 are
monitored.	SOC	also	deals	with	the	periodic	assessment	of	 threats
through	 the	 use	 of	 vulnerability	 management	 tools,	 network
security	monitoring	 solutions,	 and	 continuous	 security	monitoring
products.	 End	 point	 security	 management,	 Incident	 Response,
compliance	monitoring	etc.	are	also	the	other	major	functions	of	the
Security	Operations	Center	team.
SOC	Challenges
There	 are	 several	 challenges	 in	 security	 monitoring,	 in	 the
following	section	you	will	find	more	details	about	it.
Amount	of	Data
SOC	 tools	 must	 have	 the	 capability	 to	 handle	 tons	 of	 data	 from
disparate	systems,	platforms,	and	applications.	Security	monitoring
solutions	will	be	acting	as	the	collection	and	aggregation	points	of
logs,	 the	 huge	 amount	 of	 data	 collection	 should	 not	 create	 any
performance	or	throughput	issues.	Performance	issues	may	directly
result	 in	 interruption	 of	monitoring	 services	 or	 SLA	 violations	 in
case	 of	 MSSPs.	 The	 lack	 of	 raw	 or	 indexed	 logs	 will	 result	 in
compliance	 violations.	 So	 it	 is	 extremely	 important	 to	 select	 the
throughput	 and	 efficiency	 of	 SOC	 solutions	 before	 selecting	 and
deploying	it	in	your	SOC.
Log	rate	limiting	is	a	common	practice	security	practitioners	follow
to	reduce	the	amount	of	logs	getting	aggregated	in	SOC	collection
points,	Log	managers	or	SIEM	collection	points.	Log	rate	limiting
polices	limit	the	number	of	logs	generated	at	the	event	source	itself.
This	 ensures	 effective	 utilization	 of	 your	 SIEM’s	 Events	 Per
Second	(EPS)	based	license.
However,	 rate	 limiting	 is	 not	 always	 priority	 driven.	Most	 of	 the
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network	security	vendors	do	not	offer	 selective	 rate	 limiting.	This
means	you	may	miss	highly	critical	logs	due	to	the	implementation
of	log	rate	limiting.
Along	with	rate	limiting,	organizations	may	also	have	control	over
the	 type	 or	 class	 of	 logs	 generated	 by	 the	 security	 systems.	 For
example,	 Cisco	 IOS	 gives	 an	 option	 to	 selectively	 generate	 logs.
Example	 -1	 Shows	 the	 log	 rate	 limiting	 policy	 configuration	 in	 a
Cisco	Router.
In	 the	 above	 example	 logging	 rate-limit	 configuration	 command
limits	the	number	of	syslog	packets	sent	to	the	syslog	server	to	20
events	 per	 second.	 In	 this	 case,	 it	 is	 a	 selective	 rate	 limiting
configuration	 as	 the	 policing	 is	 not	 applicable	 for	 “warning”
category	logs.

Numerous	End-points	and	Billions	of	Logs
Several	 sets	 of	 network	 infrastructure	 and	 security	 devices	 are	 in
place	 in	 enterprise	 networks,	 all	 of	 these	 products	 generate	 logs,
moreover	 thousands	 of	 end	 users	 get	 connected	 to	 the	 corporate
network	 over	 wireless	 or	 mobile	 networks.	 The	 present	 security
controls	 do	 not	 count	 the	 peer	 to	 peer	 communication	 between
connected	wireless	or	cellular	end	points.	The	recent	developments
in	networking	 like	SDN	-	Software	Defined	Networking	 is	slowly
redefining	the	network	infrastructure	architecture	itself.	This	brings
in	 a	 need	 for	 revised	 Information	 Security	 Policy	 or	 Logging
configuration.	Organizations	are	increasingly	using	cloud	deployed
instances	 or	 applications,	 most	 of	 these	 applications	 are	 business
critical,	so	are	the	logs	generated	by	them.
Sophisticated	Attacks
It	 is	quite	difficult	 to	 initially	detect	 the	modern	day	sophisticated
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attacks	 just	 by	 monitoring,	 collecting	 and	 correlating	 the	 logs
generated	 by	 different	 end	 points.	 Most	 of	 the	 time	 the
characteristics	 of	 the	 threat	 will	 be	 identified	 only	 by	 deep	 post
threat	analysis.
For	Example,	Detection	 of	 “Lateral	Movements”	 of	 an	Advanced
Persistent	 Threat	 (APT),	 needs	 cross	 correlation	 of	 multiple	 logs
from	different	event	sources.
Regulatory	Compliance	Requirements
Compliance	 standards	mandate	 retention	of	 security	data.	The	 log
archiving	should	be	in	such	a	way	that	it	is	easy	for	the	auditors	to
go	back	to	logs	from	previous	years	to	trace	security	breaches.	The
type	of	the	security	data	needed,	penalties	for	non-compliance	and
the	minimum	retention	period	vary	per	regulations.
No	organization	will	be	interested	in	taking	the	risk	of	not	retaining
logs	 as	 per	 the	 compliance	 requirements.	 Non-compliance	 may
result	 in	 huge	 monetary	 fines	 and	 civil	 or	 executive	 liability,
moreover	having	the	organizations	name	associated	with	a	security
breach	will	affect	the	trust	association	it	has	with	the	customers	and
the	existence	of	the	business	itself.
The	 below	 table	 lists	 the	 retention	 requirements	 of	 different
compliance	standards.

SOC	Services
SOC	 functions	 seven	 days	 a	 week,	 24	 hours	 in	 a	 day.	 Typical
services	offered	by	SOC	are,

Continuous	Threat	monitoring	and	Incident	Detection
Incident	Response
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Threat	Mitigation
Rule/Signature	updates
Threat	Intelligence	Integration
Vulnerability	Assessment
Web	Application	Scanning
Compliance	Monitoring
Managed	Devices

Continuous	 Threat	 Monitoring	 and	 Incident
Detection
Continuous	 Threat	 monitoring	 and	 Incident	 Detection	 -	 This	 is
achieved	 with	 the	 monitoring	 of	 SIM/SIEM	 consoles,	 IPS/IDS
consoles,	 AV/AS/UTM	 consoles	 and	 DLP/SIV/Endpoint	 security
consoles.
Incident	Response
It	 includes	 preliminary	 incident	 response,	 isolation	 of	 threats	 and
coordination	 of	 different	 functional	 teams	 responsible	 for	 threat
mitigation.	 Incident	 response	 is	 one	 of	 the	major	 functions	 of	 the
Security	Operations	Team.
Threat	Mitigation
Most	 of	 the	 time	 SOC	 team	 members	 play	 a	 significant	 role	 in
threat	mitigation,	they	also	do	the	necessary	checks	needed	to	make
sure	 that	 the	 vulnerability	 or	 loophole	 is	 completely	 eradicated.
SOC	 team	 members	 may	 suggest	 changes	 to	 existing	 security
controls	 for	 eradication	 of	 threat	 and	 may	 also	 perform	 re-
evaluation	 of	 threat	 with	 custom	 scripts	 or	 vulnerability
management	tools.
Rule/Signature	Updates
IPS/IDS,	 End-point	 security,	 and	 Firewall	 rules	 are	 normally
updated	by	SOC.	In	some	organizations,	OS	and	Application	patch
management	 is	 also	 performed	 by	 the	 Security	Operations	Center
team.	Custom	signature	development,	retuning	of	the	signatures	and
revoking	of	signatures	in	use	may	also	be	a	function	of	the	Security
Operations	Center	team.
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Threat	Intelligence	Integration
Integration	 of	 threat	 intelligence	 feeds	 with	 existing	 SIM/SIEM,
perimeter	 security	 appliances	 like	 firewall	 and	 content	 filtering
solutions	 is	 one	 of	 the	 prime	 responsibilities	 of	 the	 SOC	 team.
Nowadays	 many	 of	 the	 organizations	 are	 opting	 for	 their	 own
Threat	Intelligence	Platform	that	can	consume	feeds	from	different
threat	intelligent	providers.
The	SOC	SME	is	usually	 responsible	 for	 the	generalization	of	 the
data	 received	 from	 different	 threat	 intelligence	 providers.	 SOC
resources	use	 this	 intelligence	 to	 identify	new	attacks	 in	 time	and
also	for	reconfirmation	of	identified	threat.
Constituency
Constituency	is	a	term	used	in	SOC	to	represent	a	set	of	customers
to	 whom	 SOC	 provides	 services,	 these	 includes	 users,	 sites,
information	 technology	 assets,	 clients,	 partners	 and	 organizations.
A	typical	SOC	will	collect	billions	of	security	events	every	day,	the
processing	power,	throughput,	storage	space	needed	for	the	analysis
and	 storage	 of	 security	 events	 is	 huge.	 Committee	 on	 Natural
Security	Systems	defines	an	event	as	“Any	observable	occurrence
in	a	system	and	or	network	events	sometimes	provides	indications
that	an	incident	is	occurring.”
SOC	Roles	and	Teams
A	typical	SOC	will	have	multiple	 levels	of	 teams	performing	one
specific	or	different	tasks.
TIER	–	1	 team	 is	 responsible	 for	 real	 time	monitoring	of	 security
events	and	they	also	attend	phone	calls	from	clients	or	users	related
to	security	incidents	along	with	other	routine	tasks.
The	TIER	–	1	security	monitoring	team	converts	alerts	to	a	CASE
based	on	 the	default	 threshold	 settings	and	escalate	 it	 to	TIER	-2.
Usually	 the	 threshold	 level	 is	 defined	 based	 on	 the	 category	 and
severity	 of	 the	 incidents,	 criticality	 of	 the	 application	 or	 resource
involved	in,	the	business	impact	it	may	have	etc.
Tier-1	 team	only	does	 the	basic	 analysis	 of	 the	 event	 and	doesn’t
hold	 the	event	with	 them	for	more	 than	 thirty	minutes.	Again,	 the
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process	 of	 escalation	 will	 be	 as	 per	 corporate	 /MSSP	 SOC
escalation	 policy	 requirements,	 expertise	 of	 the	 team	 members
involved.	 Event	 volume	 etc.	 also	 plays	 a	 significant	 role	 in	 this
process.	 Escalation	 is	 done	 by	 Tier-1	 team	 also	 to	 prevent	 the
chances	of	missing	other	relevant	security	events.
Tier-2	 team	 is	 responsible	 for	 in-depth	 analysis	 of	 the	 security
events.	 It	may	 take	a	 few	hours	 to	even	weeks	 for	 them	to	do	 the
deep	analysis.	There	may	be	multiple	levels	of	teams	above	Tier-2,
the	 incidents	 will	 be	 escalated	 to	 them	 in	 order	 if	 the	 situation
demands.	 Tier-2	 is	 also	 responsible	 for	 coordinating	 the	 post
incident’s	 actions	 with	 the	 constituency.	 Before	 involving	 the
constituency,	they	are	supposed	to	do	the	necessary	checks	needed
for	determining	 the	 relevancy	of	 the	event.	For	a	 relevancy	check
the	 Tier-2	 team	 trusts	 the	 application	 /	 system	 criticality	 data
(documents	with	a	description	of	how	relevant	a	particular	asset	or
application	 is	 to	 the	 organization),	 the	 data	 available	 from
vulnerability	management	solution,	adversary	information	provided
by	commercial/open	source	threat	intelligence	providers.
Information	provided	by	the	partners/manufacturers	of	the	product,
history	 of	 similar	 kinds	 of	 threats	 that	 have	 happened	 in	 the	 past
and	other	documented	data	like	the	response	time	in	Service	Level
Agreement(SLA)	 are	 considered	 for	 the	 process	 of	 escalation.
Incidents	may	be	associated	with	hundreds	to	thousands	of	security
events.	Recovery	from	an	incident	usually	demands	participation	of
internal	and	external	experts.	Forensic	analysis	or	malware	analysis
may	be	performed	based	on	 the	nature	and	behavior	of	 the	 threat.
Proper	consumption	of	Cyber	Threat	Intelligence	(CTA),	equips	the
SOC	 team	 to	 properly	 define	 and	 execute	 response	 actions.
Centralized	monitoring	for	detection	of	 threats	 in	a	 timely	manner
and	 continuous	 prevention	 are	 the	 major	 goals/objectives	 of	 the
SOC.	 The	 properly	 defined	 and	 deployed	 SOC	 helps	 the
organization	 to	 react	 to	 threats	 in	 a	 faster	 way.	 In	 fact,	 every
millisecond	 is	 important	 in	 identifying	 and	 preventing	 threats
before	they	can	cause	damage.
Modern	 day	 SOC	 aids	 computer	 forensics	 with	 not	 only	 the
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centralized	 collection	 or	 aggregation	 of	 logs,	 but	 by	 offering	 a
platform	 that	 can	 help	 computer	 forensic	 investigators	 to	 perform
searches	 in	 an	 effective	 way.	 Some	 of	 the	 modern	 day	 SOC
solutions	 offer	 additional	 tools	 for	 reassembly	 network	 forensics
and	 session	 analysis.	 A	 properly	 implemented	 SOC	 is	 very
instrumental	in	achieving	a	shorter	recovery	time	from	attacks.

12

https://t.me/learningnets



SOC	Topology
Along	with	the	aggregation	of	security	logs	collected	from	different
end	points,	an	SOC	will	also	act	as	the	aggregation	point	for	other
kinds	 of	 data	 like,	 Full	 Packet	 Captures,	 session	 statistics
information,	flow	data	and	other	traces	like	audit	trails	produced	by
different	endpoints	and	network	infrastructure	security	devices.

Figure	1	SIM	/	SIEM	Architecture

SOC	Reports
SOC	 solutions	 offer	 different	 kinds	 of	 reports	 targeting	 different
classes	 of	 consumers.	 For	 example,	 an	 executive	 summary	 report
will	 only	 have	 a	 brief	 coverage	 of	 the	 incident	 plus	 damage	 in
dollars	this	incident	would	have	caused	to	the	organizations,	or	the
possible	damage	it	may	create	if	it	goes	unattended.	Such	a	report	is
aimed	 to	 help	 the	 “C”	 Level	 team	 (CSO,	 CEO,	 CISO,	 CTO)	 to
make	a	quick	decision	on	how	to	respond	to	such	an	event	and	also
to	prevent	the	chances	of	such	an	event	in	future.
The	 audit	 and	 compliance	 reports	 offered	 by	Security	Monitoring
Solutions	 helps	 organizations	 in	 positioning	 them	 in	 a	 better	way
close	 to	 the	 requirements	 of	 common	 regulatory	 compliance
standards.	 For	 example,	 the	 PCI-DSS	 Solution	 pack	 offered	 by
NETIQ	Sentinel	offers	provision	to	check	all	 the	possible	security
controls	mentioned	in	PCI-DSS	Version-3	standards.
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The	targeted	audience	for	a	technical	report	produced	by	SIEM	that
covers	 all	 the	 aspects	 of	 an	 attack	 are	 security	 analysts	 and	 other
technical	 operations	 team	 members	 responsible	 for	 mitigation	 of
threats.	 Such	 reports	 may	 even	 include	 recommendations	 for
mitigations,	which	will	help	the	decision	makers	in	the	redefinition
of	existing	security	controls	or	creation	of	new	ones.
In-House	SOC	vs	Outsourced	SOC
An	 organization	 may	 opt	 for	 Managing,	 Maintaining	 and
Monitoring	 the	 SOC	 from	 their	 premises	 itself.	 There	 are	 several
advantages	 in	setting	up	an	In-House	SOC.	These	 include	and	are
not	 limited	 to	 the	 availability	 of	 dedicated	 technical	 staff	 who
knows	the	internal	infrastructure	of	the	organization	in	a	better	way
compared	to	the	MSSP	professionals	with	limited	knowledge	about
the	 Internal	 Infrastructure,	 this	 helps	 the	SOC	analyst	 in	 correctly
judging	the	security	of	an	incident.
In-House	 SOC	 operations	 can	 be	 tailor	made	 as	 per	 the	 business
requirement.	 The	 efficiency	 of	 an	 operation	 of	 an	 In-House	 SOC
may	be	better	than	MSSP’s	offering.	The	major	downside	of	an	In-
House/Co-operate	SOC	is	 the	huge	 initial	and	periodic	 investment
needed	on	the	Hardware	Gear,	Storage,	Place	and	Power.	There	is
no	way	 to	guarantee	 the	Return	of	 Investment(ROI)	 in	 case	of	 an
In-	 House	 SOC.	 This	 makes	 it	 extremely	 difficult	 to	 find	 a
compliant	security	analyst,	the	chances	of	building	a	SOC	with	the
existing	 resources	 may	 be	 highly	 risky	 due	 to	 the	 fact	 that	 even
seasoned	 security	 analyst	 sometimes	 miss	 critical	 incidents.	 The
chances	of	collusion	between	the	security	analyst	and	the	attacker	is
increased	in	the	case	of	an	In-House	SOC.	Not	every	organization
needs	 its	 own	 SOC.	 The	 decision	 to	 have	 In-House	 own	 SOC
should	be	made	with	careful	analysis.
The	factors	to	consider	include:

1.	 Size/Type	of	the	organization.
2.	 Number	of	Incidents	reported/noticed	in	the	past.
3.	 IT	budget	of	the	organization.
4.	 Business/Compliance	Requirements
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Ready	 availability	 of	 competent	 SOC	 analysts	 having	 proper
expertise	 in	 handling	 different	 security	 monitoring	 solutions	 and
other	analysis	tools	makes	an	outsourced	SOC	an	attractive	option
for	 organizations.	 Outsourced	 SOC’s	 are	 highly	 scalable	 and
flexible	 when	 compared	 to	 the	 In-	 House	 offering.	 Strict	 SLAs
provides	 finer	 control	 of	 operation	 and	 moreover	 the	 chances	 of
collusion	 between	 the	 analyst	 and	 attacker	 is	 minimal.	 Unbiased
decisions	 and	 exposure	 to	 multiple	 sets	 of	 customers	 of	 same
segments	 makes	 the	 MSSP	 security	 analyst	 a	 better	 choice.	 The
capital	 retentions	 associated	with	 an	MSSP	 is	 less,	 improper	 data
handling	 and	 the	 storage	 of	 the	 logs	 off	 premises	 brings	 in
additional	 staff,	 who	 know	 the	 internal	 environment,	 and	 limited
customization	options	may	sometimes	make	MSSP	a	less	preferred
choice.
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Outsourced	SOC	–	Service	Level
Agreements
Response	time	for	different	security	needs,	should	be	well	defined
in	 the	SLA.	 It	 can	 range	 from	 few	hours	 to	 even	weeks.	The	 top
priority,	high	severity	 incident,	which	demands	an	 initial	 response
time	of	one	hour	followed	by	periodic	updates	every	thirty	minutes.
SLAs	may	about	the	escalation	and	re-prioritization	procedures.	For
example:	 The	 priority	 to	 security	 incident	 may	 be	 escalated	 and
converted	to	priority	one	incident	by	the	customer.	In	some	cases,
the	 SOC	 engineer	 or	 customer	 lowers	 the	 priority	 of	 the	 incident
after	 the	 basic	 analysis	 of	 the	 incident.	 The	 procedures/steps	 to
follow	 in	 case	 of	 an	 incident,	 must	 be	 well	 defined	 in	 an	 SLA.
Adherence	 to	 change	 management	 process	 in	 case	 revision	 of
security	 controls	 should	 be	 considered	 in	 SLA.	 Missing	 an
incident/improper	 handling	 of	 the	 incident	 by	 SOC	 professional
may	result	penalty.	Penalty	sometimes	may	result	in	termination	of
the	 existing	 contract.	 Assurance	 of	 no	 reoccurrence	 of	 an	 event,
protection	against	emerging	threats	and	proper	effective	utilization
of	Threat	 Intelligence	Data	 should	 also	be	documented.	SLAs	are
meant	for	improving	the	quality	of	the	operation,	it	can	be	used	as	a
tool	 by	 the	 customer	 to	 ensure	 proper	 operation	 of	 out	 sourced
SOC.	 The	 outsourcing	 contracts	 normally	 will	 include	 clauses	 of
eventual	termination	at	the	end	of	the	contract.	The	client	needs	to
define	 and	 develop	 a	 proper	 exist	 strategy	 to	 ensure	 smooth
transition.	The	client	will	plan	for	either	an	in	house	SOC	/move	to
another	MSSP	provider	 towards	 the	end	of	existing	contract.	This
process	 of	 transition	 and	 associated	 steps	 should	 also	 be
documented.	Formal	 service	 level	metrics	 are	 commonly	used	 for
measuring	 the	 quality	 of	 SOC	 operations.	 At	 the	 end	 of	 the
contract,	 if	 the	 client	 is	 going	 for	 an	 in-house	 SOC,	 the	 existing
MSSP	 partner	 needs	 to	 arrange	 a	 number	 of	 knowledge	 transfer
sessions	Weekly	performance	 reviews	verifies	 the	SOC	 functions.
In	case	of	transitioning	to	an	in-house	SOC,	the	MSSP	partner	will
have	to	work	with	the	internal	CIRT	team.	In	some	cases,	transition
is	planned	phase	by	phase.	For	example:	The	client	will	only	start
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with,	few	Tier-2	engineers	and	all	Tier-1	monitoring	functions	will
be	handled	by	the	MSSP	partner.	Once	the	management	has	enough
confidence	the	Tier-1	monitoring	will	also	be	taken	away	from	the
MSSP	partner.
The	performance	review	process	will	analyze:

A.	 Response	–	Make	sure	that	the	people	who	are	responding
to	competent	enough	to	handle	the	situation.

B.	 Reports	–	The	ability	of	the	SOC	team	to	create	a	different
kind	 of	 complete	 SOC	 reports,	 that	 business	 demands
should	be	checked.

C.	 Alerts	–	Make	sure	that	you	are	getting	timely	alerts	from
the	 MSSP	 partner	 on	 new	 and	 in-progress	 security
incidents.

D.	 Threat	 Analysis-	 The	 threat	 analysis	 capabilities	 of	 the
MSSP	 team	 can	 be	 measured	 by	 taking	 few	 sample
incidents	from	the	past	few	weeks.

SOC	Analyst	–	Desired	Skill	Set
A	 Security	 Analyst	 is	 expected	 to	 have	 good	 proficiency	 in
handling	different	operating	systems.	Linux	is	the	most	commonly
used	operating	system	flavor	in	SOC	environments.	Majority	of	the
SOC	Monitoring	 solution	 are	 built	 in	 Linux	 for	 configuring	 data
connection	 from	 different	 end	 points,	 decent	 understanding	 of
different	features	of	the	operating	system	is	needed.	Now	Operating
Systems	 offers	 centralized	 event	 log	 collection.	 Centralized	 event
log	 collection	 needs	 a	 server	 and	 a	 number	 of	 client	 (subscriber)
computers,	 more	 details	 about	 windows	 centralized	 event
configuration	can	be	found	at	 (link).	A	security	analyst	must	have
good	expertise	on	network	security	devices	like	intrusion	detection
system,	 Intrusion	 prevention	 system,	 firewall,	 UTM,	 etc.	 He	 also
needs	 to	 be	 familiar	 with	 directory	 access	 protocols	 like	 LDAP,
database	 management	 systems,	 flat	 file	 system	 storage,	 various
scripting	 languages,	 regular	 expressions,	 computer	 forensic	 tools
and	 information	 security	 policy	 writing.	 Ethics	 and	 integrity	 are
unavoidable	 qualities	 of	 a	 security	 monitoring	 professional.
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Moreover,	he	needs	 to	have	good	 reading	habits,	problem	solving
skills	and	management	capabilities.	A	security	Analyst	needs	to	be
an	 abstract	 thinker	 and	he	 should	 respond	well	 to	very	 frustrating
situations.	He	should	be	extremely	curious	about	the	final	details	of
an	 incident.	 He	 must	 be	 aware	 of	 all	 the	 low-level	 details	 while
keeping	 big	 picture	 of	 situation.	 It	 is	 extremely	 difficult	 to	 find
competent	 SOC	 analysts,	 it	 may	 few	 months	 to	 locate	 someone
competent	 enough.	 Internal	 knowledge	 transfers	 sessions	 external
technology	 and	 product	 training	 helps	 SOC	 analyst	 to	 gain	 the
required	knowledge.	Attrition	 is	 a	very	 common	 issue	 a	SOC.	To
reduce	 the	 rate	 of	 attrition,	 the	 frequent	 bonuses,	 other	 perks,
management	 opportunities	 and	 promotions	 are	 given.	 Companies
may	 sponsor	 family	 holiday	 trips	 and	 reduce	 the	 stress	 related
issues.	Job	rotation	is	also	done.	SOC	is	a	highly	process	oriented
set	 of	 practices.	 The	 proper	 execution	 SOC	 needs	 well	 defined
documentation,	that	covers	all	the	SOC	functions.	Ad-hock	manner
of	 working	 is	 not	 suitable	 for	 a	 SOC.	 Pre-defined	 work	 flows
ensures	smooth	SOC	operations.
SOC	Roles

Security	Analyst
Security	 Analyst	 ensures	 that	 all	 the	 tools	 deployed	 in	 a	 SOC
environment	 are	 running	 optimally.	 They	 the	 monitor	 the
organizational	environment	continuously	for	threats,	in	fact	they	are
front	line	of	security	operations	most	of	the	time	A	security	analyst
will	 be	 first	 point	 of	 contact	 and	 the	 interface	 between	 different
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organizational	 team	 responsible	 for	 mitigation,	 when	 a	 high	 risk
alert	or	suspected	attack	begins	to	affect	the	business	organizations.
They	 are	 also	 responsible	 for	 the	 initial	 phase	 of	 forensic
investigation.
SME/	Research	Specialist
A	 Security	 specialist	 with	 vast	 technical	 expertise	 and	 wide
experience	will	be	acting	as	 the	SME/Research	specialist.	He	will
be	called	on	 to	assist	with	security	 incidents	 that	are	complex	and
escalated	by	other	low	Tier	teams.	He	normally	acts	as	a	consultant
to	 the	SOC	manager	and	CISO.	The	SOC	SME	 is	 responsible	 for
all	 kinds	 of	 research	 including	 things	 like	 integration	 of	 existing,
SOC	solutions	with	threat	intelligence	feeds,	setting	up	of	Network
Security	 Monitoring	 solutions	 like	 Security	 Onion,	 STIX/TAXII
support	 etc.	SOC	SME	may	be	asked	 to	provide	POC’s	 (Proof	of
Concept)	 on	 various	 technical	 integration	 requirements.	 Internal
knowledge	 transfer,	 review	of	different	vendor	products,	Revision
of	 existing	 SOC	 controls,	 developing	 the	 SOC	 management
frameworks	etc.	are	also	the	functions	of	SME.
SOC	Manager
SOC	Manager	 translates	 the	 Chief	 Information	 Security	 officer’s
goals	 and	 requirements	 in	 to	 set	 of	 actions	 for	 the	 SOC	 team	 to
execute.	 There	 will	 be	 several	 issues	 which	 needs	 executive
attention	or	 investment.	The	SOC	manager	conveys	their	 issues	 to
the	 CISO	 and	 works	 close	 with	 the	 management	 to	 get	 the
necessary	 approval	 on	 budget.	 The	 SOC	 manager	 acts	 as	 an
interface	 between	 SOC	 Engineers	 and	 CISO.	He	 oversees	 day	 to
day	 security	 operations	 of	 the	 SOC,	 ensures	 availability	 of	 the
resources	 (people),	 tools,	 processes	 and	 measurement	 methods.
Talent	acquisition	is	another	major	responsibility	of	SOC	manager.
Chief	Information	Security	Officer	(CISO)
This	champion	“C”	member	acts	as	 the	primary	 interface	between
Security	organization	and	the	business	owner.	He	ensures	that	SOC
resources	 and	 activities	 are	 aligned	 to	 the	 organization	 business
strategy.	 He	 is	 responsible	 for	 translating	 business	 requirements
into	 security	 operations	 objectives.	 He	 is	 expected	 to	 educate
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business	 executives	 about	 how	 security	 can	 enable	 business
innovations.	 Budget	 prioritization	 is	 another	 key	 responsibility	 of
CISO.
Information	Needed	by	SOC	Roles
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Review	Questions
1.	 Overall	risk	and	security	posture	of	the	business	information

is	 critical	 for	 …………………	 work	 role	 in	 security
operations	center.

a.	 L1	security	Analyst
b.	 SOC	manager
c.	 Chief	Security	Officer
d.	 Chief	Technology	officer

2.	 Access	 to	 threat	 intelligence	 feeds	 is	 recommended	 for
………….	work	role.

a.	 Security	Analyst
b.	 Chief	Security	Officer
c.	 SOC	Manager
d.	 HR	Manager

3.	 A	 properly	 defined	 service	 level	 agreement	 should	 cover
………….………	and	…………

a.	 Missing	or	improper	handling	of	SLA
b.	 Licensing	details	of	SIEM
c.	 Escalation	and	re	prioritization	procedure
d.	 Assurance	of	no	re-occurrence

4.	 ………….	 is	 a	 term	 used	 in	 SOC	 to	 represent	 a	 set	 of
customers	to	whom	SOC	provide	services.

a.	 Region
b.	 Clients	hub
c.	 Constituency
d.	 Village

5.	 ……….	Is	responsible	for	generalization	of	the	data	received
from	different	threat	intelligence	providers.

a.	 SOC	SME
b.	 SOC	Analyst
c.	 SOC	Manager
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d.	 CISM

6.	 PCI-DSS	mandates	minimum	data	retention	of	……	years.
a.	 1
b.	 2
c.	 3
d.	 4

7.	 HIPA	mandates	data	retention	of	……	or	……	years.
a.	 4	or	5
b.	 5	or	6
c.	 6	or	7
d.	 3	or	4

8.	 Retention	 of	 lateral	 movement	 of	 an	 advanced	 persistent
threat	needs	…….

a.	 On-site	correlation
b.	 Remote	correlation
c.	 Cross	correlation
d.	 Manual	review

9.	 ………….	In	a	common	practice	security	practitioner	follow
to	 reduce	 the	 amount	 of	 loss	 getting	 aggregated	 in	 event
sources.

a.	 Log	rate	limiting
b.	 Log	dumping
c.	 Log	compression
d.	 Log	piping

10.	 ………….	 Security	 monitoring	 team	 converts	 alerts	 to	 an
incident	based	in	the	default	threshold	settings.

a.	 Tier	–	one
b.	 Tier	–	two
c.	 Tier	–	three
d.	 Tier	–	four
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Module	2
SIEM	Selection	and	Deployment
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How	to	Select	an	SIEM	Solution?
An	Organization	making	 its	 first	SIEM	purchase	needs	 to	be	well
aware	 of	 the	 features	 offered	 by	 SIEM	 product	 and	 also	 the
business	 requirements.	 Improper	 decisions	 may	 result	 in
overspending	on	your	SIEM	solution.	The	correctly	configured	and
monitored	 SIEM	 solution	 plays	 a	 significant	 role	 in	 identifying
security	 breaches	 near	 real	 time.	 There	 are	 various	 features	 and
characteristics	 we	 need	 to	 consider	 when	 choosing	 an	 SIEM
product.
Ease	of	Deployment
SIEM	 installation	and	upgrade	 should	be	as	 smooth	as	possible.	 I
have	personally	observed	 several	 instances	of	 component	upgrade
failures	 in	 large	 SIEM	 deployments,	 failure	 of	 components	 like
event	processors/collectors	will	result	in	stoppage	of	data	collection
for	several	hours.
Very	 large	 MNCs	 may	 test	 the	 upgrade	 first	 in	 their	 Lab/QA
environment	 to	 ensure	 smooth	 operations.	 If	 the	 upgrade	 is
successful	in	the	QA	environment,	then	only	they	will	plan	for	the
production	 set	 up	 upgrade.	 Make	 sure	 you	 verify	 that	 the	 data
collection	 process	 can	 be	 automated.	 Most	 of	 the	 Modern	 day
SIEM	 solution	 offers	 automatic	 discovery	 of	 data	 collection
endpoints	 in	 a	 production	 environment.	 The	 other	 factors	 to
consider	includes	ease	of	migration	of	data,	support	for	conversion
from	standalone	SIEM	deployments	to	distributed	deployment	and
availability	of	the	SDK/API	or	support	for	custom	collectors.
Ease	of	Data	Accessibility
Data	should	be	available	both	for	historical	and	real	time	analysis.
Sometimes	as	part	of	forensic	investigations/compliance	checks,	we
may	 be	 asked	 to	 provide	 access	 to	 the	 archived	 data.	 The	 time
needed	 for	 accessing	 the	 data	 should	 be	 as	 minimal	 as	 possible.
Long	 term	 storage	 of	 excessive	 amount	 of	 logs	 may	 need	 low
compression.	 Generation	 of	 reports	 that	 includes	 historical	 data
demands	 ready	 availability	 of	 index	 to	 perform	 database	 queries.
The	local	event	database	of	the	SIEM	solutions	will	be	used	for	real
time	threat	analysis.	Historic	analysis	may	demand	access	to	the	log

25

https://t.me/learningnets



archive	and	it	 is	most	of	 the	time	suitable	for	an	in-depth	forensic
investigation.	SIM	solutions	offer	raw	log	data	storage,	which	will
be	useful	for	forensic	analysis.
Provision	for	Threat	Intelligence	Integration
Integration	 of	 threat	 intelligence	 feeds	 with	 SIEM	 improves	 the
response	 time	 of	 detection.	 The	 indicators	 of	 Compromise
information	 data	 like	 IPs,	 URLs,	 File	 Hashes	 and	 Domain
Information	 helps	 the	 SIEM	 user	 in	 identifying	 possible	 threats
without	 even	having	 correlation	 rules.	The	 contextual	 information
provided	 by	 threat	 intelligence	 feeds	 like	 history	 of	 an	 IP,	 Risk
scoring	 provided	 by	 the	 Threat	 Intelligence	 Source	 and	 TIP-
Techniques	Tactics	and	Procedures	information	helps	organization
in	 generation	 of	 alerts	 and	 post	 threat	 investigation.	 The	 TIP
information	 provided	may	 be	 helpful	 in	 predicting	 the	 nature	 and
behavior	of	an	attack.	Proper	integration	of	threat	intelligence	feeds
is	 useful	 in	 defining	 the	 response	 course	 of	 action.	 The	 threat
intelligence	data	is	matched	with	firewall	logs,	web	proxy	logs,	net
flow	 information,	 Other	 networking	 device	 logs	 and	 NIDS/NIPS
data.	 Some	SIEM	vendors	 produces	 their	 own	 threat	 intelligence,
however	 most	 of	 them	 now	 offers	 customer	 the	 provision	 to
integrate	multiple	threat	intelligence	feeds	in	to	the	SIEM.
In	 some	 cases,	 the	 SIEM	 vendor	 may	 have	 their	 own	 Threat
Intelligence	 Platform(TIP)	 that	 can	 consume,	 threat	 intelligence
feeds	 from	both	 community	 and	 commercial	 providers.	 The	 other
option	 is	 integrating	 a	 third-party	 TIP	 with	 the	 existing	 SIEM.
Threat	intelligence	is	also	helpful	in	validation	of	correlation	rules
and	relevancy	check	of	a	correlation	output.	 Information	provided
by	 threat	 intelligence	 feeds	 can	 be	 used	 in	 reports	 and	 alerts	 as	 a
context	for	better	coverage	of	threats.
Tools
Your	 SIEM	 solution	 must	 have	 integrated	 tools	 for	 converting
operational	 data	 to	 actionable	 information.	 This	 tools	 helps
organizations	 in	 retracing	 the	 actions	 of	 the	 attacker	 and	provides
deep	 insight	 in	 to	 the	 intrusion	 activity.	 Some	 of	 the	 tools	 are
helpful	in	reassembly	and	reconstruction	of	Network	streams	to	its
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original	 form.	Regular	 expression	 can	 be	 created	 and	 tested	 from
almost	 all	 SIEM	 solutions.	 Commonly	 used	 tracing,	 editing,
searching	and	capturing	tools	in	Linux	environment	are	available	in
SIEM	 CLI.	 Tools	 for	 conversion	 of	 event	 log	 format,	 complex
reports	 generations,	 troubleshooting	 and	 debugging,	 Connectivity
issue	 between	 connectors	 and	 SIEM,	 disk	 usage,	 data	 migration,
manual	 archiving,	 scripting	 etc.	 are	 generally	 expected	 functions
within	SIEM	products.
Types	of	Reports
SIEM	needs	to	have	capability	to	generate	executive,	technical	and
compliance	audit	reports	as	per	the	business	requirements.
SOC	Metrics
Event	management	efficiency	of	an	SIEM	should	be	measured	for
total	 raw	events,	 total	 number	of	 aggregated	 and	analyzed	events,
total	 number	 of	 correlated	 events,	 number	 of	 cases	 opened	 and
initializing	of	the	cases	opened.	Depending	on	how	many	data	end
points	 are	monitored	 the	 amount	 of	 raw	 log	 data	 received	 varies.
Additionally,	the	different	types	of	data	collected	and	the	use	cases
may	 be	 considered	 for	 measurement	 of	 efficiency.	 The	 speed	 of
event	 recognition,	event	escalation	and	event	 resolution	 is	used	 to
calculate	the	overall	response	metrics	of	a	SOC.
Further	 classifications	 like	 Per	 hour	 /	 day	 /	 week	 /	 month,	 Per
security	Analyst,	Per	hour	of	day/	Per	day	of	week,	Case	category,
Security	 and	 number	 of	 incidents	 is	 also	 counted	 in	 some	 cases.
Effective	and	efficient	service	in	SOC	needs	through	measurement
of	people,	process	and	technologies	related	to	security	monitoring.
Gathered	metrics	should	provide	enough	 information	on	how	well
the	SOC	is	operating.	The	security	metrics	provides	more	insight	on

a.	 Security	incidents	Trend,	is	it	going	up	or	down?
b.	 What	 is	 average	 response	 time	of	 security	 operation	 team

on	different	incidents?
c.	 Number	of	false	positions	reported
d.	 How	effective	is	SOC?
e.	 Comparative	 data	 on	 SOC	 performance	 with	 previous
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month/	quarter/	year	information
f.	 SOC	Head	count	to	incident	ratio

How	to	Select	SIEM
Selecting	 a	 proper	 SIEM	 is	 not	 an	 easy	 task.	Before	 going	 ahead
with	 the	 SIEM	 selection	 there	 must	 be	 a	 log	 review	 process	 in
place.	Log	review	process	needs	a	corporate	logging	policy	with	the
details	 like	 the	 review	frequency,	 log	 retention	period,	application
requirements	 and	 compliance	 requirements.	 It	 is	 important	 to
enable	 logging	 on	 all	 needed	 end	 points.	 Proper	 time	 stamping
ensures	 correct	 correlation	 outputs.	 The	 collected	 logs	 should	 be
stored	in	a	secure	way.	The	log	review	process	identifies	abnormal
events	that	need	further	investigation.	To	have	this	first	we	need	to
have	an	idea	about	the	normal	event.	Organization	normally	uses	a
baseline	of	the	events	for	this	detection.	Baseline	is	created	with	the
reference	of	already	captured	events.	The	baseline	enlists	different
kinds	 of	 events	 and	 categorizes	 the	 events	 which	 needs
investigations.
The	enterprise	log	management	policy	needs	to	have	specifications
about:

1.	 What	all	relevant	logs	needs	to	be	captured?
2.	 What	kinds	of	events	constitute	a	threat?
3.	 Response	–	time	for	specific	kinds	of	threat
4.	 Response	–	actions	that	should	be	taken.
5.	 How	long	the	events	should	be	retained?
6.	 Document	when	 the	event	occurred	and	response	–	action

taken.
7.	 Document	follow	up	actions	associated	with	the	event.
8.	 Document	this	scope	of	coverage	like	which	assets	needs	to

be	included,	which	assets	are	internal	etc.
9.	 Document	the	record	of	authority(ROA)	that	covers	the	log

storage	 location	 and	 the	 retention	 period	 of	 each	 class	 of
logs.

10.	 Create	an	audit	trail	that	covers	the	follow	up	of	the	list	of
“Events	of	Interest”	and	associated	actions.
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11.	 Define	and	document	service	level	agreements.
12.	 Define	and	document	standard	operating	procedures.

There	 are	 several	 players	 offering	 log	management	 solutions	 like
ArcSight	 (logger),	 Loglogic,	 Sentinel	 log	 manager,	 Splunk	 etc.
Most	of	these	vendors	supports	both	centralized	and	distributed	log
collection.	The	capability	of	 log	management	solution	 to	pull	 logs
from	different	end	points	 like	databases,	Windows,	servers	should
be	checked.	A	majority	of	 end	points	 can	 forward	 logs	 to	 the	 log
management	 solution	 (via	 Syslog).	 Syslog	 by	 default	 works	 with
UDP	and	does	not	guarantee	the	delivery	of	data.	However,	syslog
can	be	configured	to	the	work	over	TCP.	It	is	a	common	practice	to
secure	 the	 communication	 channel	 between	 the	 log	 manager	 /
collector	and	 the	end-point	 to	avoid	confidentiality	attacks	against
sensitive	data.	The	conventional	log	management	solution	requires
a	lot	of	manual	effort	for	the	log	review.	SIEM	addresses	this	issue
with	 the	 help	 of	 correlation	 engine.	The	 default	 “content”	 offered
by	SIEM	solution	 is	not	adequate	enough	for	 threat	detection	 in	a
production	 environment.	 Organization	 define	 Events	 of	 Internet
(EOI)	and	then	use	correlation	rules	to	generate	alerts	to	overcome
this	limitation.
Mosaic	security	offers	a	comprehensive	SIEM	vendor	comparison
tool	which	helps	you	to	list	your	requirements	and	then	generate	a
short-list	of	vendors.	It	compares	leading	vendor	products	and	then
creates	personalized	list	of	vendors	based	on	your	input.	The	tool	is
available	at	Mosaic	security	research.com/	SIEM-	vendor-	shortlist-
tool.	 DCIG	 SIEM	 appliance	 offers	 comparison	 of	 nine	 leading
SIEM	 products.	 It	 is	 available	 at	 DCIG.COM/	 guides/	 2014-15-
SIEM	–	appliance-	buyers-	guide.	“Evaluation	Criteria	for	security
information	 and	 event	 management	 document”	 and	 “SIEM
selection	 tool”	 created	 by	 ANTON	 CHUVAKIN	 of	 Gartner	 is
another	wonderful	 resource	 that	 helps	 customer	 to	 select	 a	 proper
SIEM	 solution	 for	 the	 environment.	 Gartner	 Magic	 quadrant	 for
SIEM	 provides	 a	 qualitative	 analysis	 of	 several	 security	 analytics
products.
Gartner	usually	rates	vendors	upon	two	criteria:
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1.	 Completeness	of	vision
2.	 Ability	to	Execute

Gartner	places	each	vendor	in	one	of	the	four	quadrants:

1.	 Leaders	–	With	highest	score	on	both	criteria
2.	 Challenges	 –	With	more	 score	 on	 ability	 to	 execute	 than

completeness	of	vision
3.	 Visionaries	 –	 With	 lower	 ability	 to	 execute	 and	 higher

completeness	of	vision
4.	 Niche	 players	 –	 With	 lower	 ability	 to	 execute	 and

completeness	of	vision

SOC	Functional	Modules
The	five	distinct	functional	modules	of	an	SIEM	are:

1.	 Event	Generators
2.	 Event	Collectors
3.	 Message	Database
4.	 Analysis	Engine
5.	 Reaction	Management	Software

These	 modules	 are	 normally	 built	 as	 autonomous	 part	 then
combined	 in	 a	 logical	way	 to	 achieve	 continuous	monitoring	 and
threat	response.
Event	Generators
All	 monitored	 systems	 act	 as	 event	 generators	 in	 SOC.	 These
includes	 firewalls,	 IPS/IDS,	 network	 equipment’s	 OS’s,
application,	 vulnerability	 assessment	 and	 risk	 assessment	 tools.
Events	 generators	 can	 be	 broadly	 classified	 into	 two	 categories,
event	 based	 generators	 and	 status	 based	 data	 generators.	 Event
based	data	generators	or	 sensors	produce	events	based	on	specific
operation	performed	on	the	OS	application	or	over	the	network.	A
traffic	 event	 generated	 by	 an	 IDS/IPS	 due	 to	 the	 triggering	 of	 an
existing	 rule	 is	 a	 typical	 example	 of	 this.	 Status	 based	 data
generators	(pollers)	produce	event	data	as	a	reaction	to	an	external
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process.	 For	 example,	 a	 ping	 reply	 message	 is	 created	 upon	 the
receiving	 of	 a	 ping	 request.	 Another	 good	 example	 is	 an	 SNMP
query	probe	created	by	an	SNMP	manager	that	generates	as	output
on	 the	 probed	 device	 which	 will	 then	 be	 passed	 back	 to	 the
enquirer.
Network	 based	 or	 host	 based	 IDS	 is	 the	 most	 commonly	 seen
sensor,	 other	 content	 filtering	 solutions	 like	Firewalls,	Routers,	 as
configured	with	 security	 controls	 like	ACL’s,	 Switching	with	L2,
L3	 security	 Access	 control	 features,	 wireless	 Access	 points	 and
controllers,	AAA	solutions,	DLP	boxes,	Proxy’s,	honeypots/honey
nets	 system	 Integrity	 verification,	 Application	 acceleration
solutions,	 Server	 Load	 balancers,	 Email	 Security	 gateways,	 VPN
gateways,	SSL	Multiplexers,	Packet	sniffers/Lessing	solutions	etc.
Sensors	–	Expected	Qualities
Ideally	a	sensor	should	have	the	below	capabilities:

1.	 Continuous	operation	and	 fault	 tolerance:	 sensors	must	be
fault	 tolerant	 it	 should	 be	 able	 to	 service	 a	 crash	without
losing	data.

2.	 Resist	 subversion:	 The	 sensor	 should	 protect	 itself	 from
compromise,	 it	 should	 be	 able	 to	 monitor	 itself
continuously.

3.	 Anti-evasion:	A	 sensor	must	 have	 the	 capability	 to	 detect
and	prevent	evasion	attempts.

4.	 Overhead:	The	amount	of	overhead	on	log	management	or
SIEM	solution	should	be	minimal	as	possible.

5.	 Configuration	 and	 Scalability:	 Sensors	 should	 be
configurable	and	it	should	support	dynamic	configurations.

Pollers	 generate	 an	 alert	when	 a	 specific	 state	 is	 detected.	This	 is
done	with	the	help	of	preconfigured	policies.	Pollers	are	commonly
used	 for	 service	 status	 detects	 and	 data	 integrity	 checking.	 For
example,	 NMS	 solutions	 like	 OPEN	 NMS	 offers	 service
monitoring	 with	 ICMP/SNMP	 (A	 free	 demo	 of	 open	 NMS	 is
available	at	demo.opennms.org).
Event	Collectors
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Event	 collectors	 are	 responsible	 for	 gathering	 information	 from
different	sensors.	They	act	as	log	aggregation	points.	Different	end-
points	uses	different	 log	 formats.	Collectors	 translate	 the	different
formats	of	 logs	 to	 a	 standard	 format.	Collectors	 connect	 to	 a	data
source	either	directly	or	indirectly	to	collect	events.	SIEM	provides
different	 sets	 of	 collectors,	 in	 some	 cases	 you	may	 develop	 your
own	collector	with	the	help	of	instructions	given	by	the	vendor.
To	get	a	clear	understanding	of	collector	working	let	us	take	a	look
at	OSSEC.	OSSEC	is	a	comprehensive	host	based	open	source	IDS
solution	 that	can	be	 integrated	with	most	SIM/SIEM	products.	An
OSSEC	 Server	 acts	 as	 central	 hub	 for	 all	 OSSEC	 agents.	 SIEM
collector	 aggregates	 the	 logs	 forwarded	 by	 the	 OSSC	 server.
Additionally,	customer	may	opt	for	direct	log	forwarding	from	each
OSSEC	agent	instead	of	OSSEC	SERVER.
Sample	OSSEC	Syslog	Configuration:

The	 direct	 connection	method	 from	 collector	 to	 end-point	 can	 be
either	 with	 an	 agent	 code	 residing	 locally	 or	 with	 the	 help	 of	 a
native	protocol.
Native	Protocol	Based	Direct	Connection
Log	data	either	be	pushed	from	the	end-point	to	the	collector	after
the	 initial	 configuration	 of	 it	 or	 in	 some	 cases	 collector	 must
manually	request	data	from	endpoint	at	a	regular	interval.
Event	protocol
With	 the	 help	 of	 event	 protocol	 the	 event	 source	 communicates
with	 the	 collector.	 Some	 of	 these	 protocols	 support	 auto
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configuration	 and	 auto	 discovery.	 These	 are	 a	 number	 of	 event
protocols	in	use.
Let’s	see	different	event	protocol	options	in	detail:

a.	 API	 Based:	 In	 this	 method,	 the	 collector	 uses	 an	 API	 to
communicate	with	the	source.

b.	 OPSEC	 API:	 OPSEC	 (Open	 Platform	 for	 security)	 is	 an
open,	multivendor	security	frame	work.

Other	 Technology	 companies	 can	 partner	 with	 Checkpoint	 with
their	OPSEC	API’s.	Log	expert	API	(LEA)	and	event	Logging	API
(ELA)	are	the	two	reporting	and	logging	API’s	offered	by	OPSEC.
OPSEC	 LEA	 uses	 procedure	 calls	 to	 retrieve	 the	 logs.	 Basically,
OPSEC	 LEA	 allows	 you	 to	 export	 logs	 to	 third	 party	 servers.	 It
allows	 real	 time	 and	 historical	 retrieval	 of	 logs	 from	 checkpoint
devices.	OPSEC	ELA	 is	used	 for	 securely	 sending	 information	 to
the	Checkpoint	SMS	(Security	Management	Server).	With	OPSEC
ELA	other	applications	can	log	security	events	in	Checkpoint	Event
Log.
Other	 technologies	 companies	 can	 partner	 with	 checkpoint	 with
their	OPSEC	 (open	platform	 for	 security)	API’s.	OPSEC	 is	 open,
multivendor	 security	 framework	with	 a	 lot	 of	 partners.	 These	 are
two	reporting	and	logging	API’s	in	OPSEC.
LEA	–	Log	Export	API
This	can	be	used	for	real-time	and	historical	retrieval	of	logs	from
checkpoint	devices.
ELA	–	Event	Logging	API
ELA	 is	 used	 for	 securely	 sending	 information	 to	 the	 checkpoint
SMS	 (security	Management	 Server)	 with	 ELA	 other	 applications
can	log	security	event	in	the	checkpoint	event	log.
Collector	to	Source	Communication
Protocol
API	based	–MSWMI
With	 the	 MSWMI	 SIEM’s	 can	 collect	 the	 Microsoft	 windows
events	 and	 data	 in	 an	 agentless	 way.	 Windows	 Management
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Instructions	(WMI)	scripts	or	applications	automates	administrative
tasks	 in	 the	Windows	environment.	 In	 fact,	MS	WMI	 is	based	on
WBEM	(Web	based	Enterprises	management)	an	industry	standard
to	develop	technology	for	accessing	management	information	in	an
enterprise	environment.
Representation	of	systems,	applications,	network,	devices	and	other
managed	 components	 in	 WMI	 is	 done	 with	 the	 DMTF’s
(Distributed	Management	Task	Force)	Common	Information	Model
(CIM),	remote	management	connections	in	WMI	uses	DCOM.	The
use	 of	WMI	 API	 for	 log	 collection	 needs	 firewall	 configurations
accept	incoming	external	communication	on	port	135	and	dynamic
ports	 needed	 by	 DCOM.	 There	 is	 no	 polling	 interval	 in	 MS
windows	 security	 Event	 Log	 Protocol	 (that	 use	WMI)	 based	 log
collection.	This	 is	 because	 of	 the	 fact	 that	 SIEM’s	 receives	 event
notifications	from	OS	to	identify	when	the	events	are	available.	The
maximum	EPS	supported	by	this	method	is	limited	to	50.
Microsoft	Security	Event	Log	Over	MSRPC
Protocol
Microsoft	 security	 Event	 Log	 over	 MSRPC	 can	 collect	 only
standard	 windows	 events.	 MSRPC	 does	 not	 support	 retrieval	 of
non-standard	windows	 logs	MSRPC	can	support	up	 to	100	events
per	 second	 per	 host	 so	 it	 is	 suitable	 for	 medium	 sized	 windows
servers.	 High	 event	 rate	 systems	 should	 use	 dedicated	 agents	 to
collect	and	forward	logs.	MSRPC	uses	NTLM	v2	Session	security,
so	it	is	best	suited	in	environments	where	event	payload	security	is
needed.
WinRM
Modern	day	windows	OS’	has	the	ability	to	collect	copies	of	events
from	multiple	remote	components	and	store	them	locally.	You	can
specify	 types	 of	 events	 to	 collect	 in	 the	 event	 subscription.
Forwarding	 and	 collecting	 computers	 are	 needed	 for	 this.	 This	 is
achieved	 with	 Windows	 Remote	 Management	 Service	 (WinRM)
and	Windows	Event	Collector	 (Wecsvc).	We	need	 to	 enable	 both
WinRM	 and	 Wecsvc	 services	 on	 all	 collecting	 and	 forwarding
computers.	 There	 are	 two	 different	 methods	 you	 can	 use	 for
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centralized	windows	event	log	collection	using	WinRM.

i.	 Collector	Initiated	Event	Forwarding	/PULL	method
In	this	method	the	collector	server	contacts	event	sources	at
regular	 intervals	 to	 determine	 whether	 they	 have	 logs	 to
transmit.	 Scalability	 issues	 associated	 with	 this	 method
limits	the	use	of	it	in	large	enterprises	environments.

ii.	 Source	Initiated	Subscription
The	 remote	 event	 log	 sources	 forward	 the	 logs	 to	 a
collector	server	in	this	method,	either	HTTP	or	HTTPS	can
be	used	 for	 this	 forwarding.	This	 is	 a	 highly	 scalable	 and
well	 suitable	 model	 for	 large	 enterprise	 environments.
There	is	no	need	to	specify	all	the	event	source	computers
on	 an	 event	 collection	 like	 in	 collector	 initiated
subscription.	 Additional	 configuration	 steps	 are	 needed	 if
the	collector	computer	and	all	event	source	computers	are
in	different	domain.
More	details	about	this	can	be	found	at:
https://msdn.microsoft.com/en-
us/library/windows/desktop/bb870973(v=vs.85).aspx

SDEE
International	 Computer	 Security	 Association(ICSA)	 has	 a	 new
model	 called	 SDEE	 (Security	 Device	 Event	 Exchange)	 for
communication	 of	 event	 generated	 by	 security	 devices.	 SDEE	 is
highly	 flexible	 and	 allows	 vendors	 to	 extend	 the	 standard.	 Cisco
Intrusion	 Detection	 Event	 Exchange	 (CIDEE)	 specifics	 the
extensions	to	SDEE.	CIDEE	is	used	in	Cisco	IPS	product.
There	are	two	methods	for	retrieving	events	using	SDEE:

1.	 An	Event	Query
2.	 Event	Subscription

Both	of	these	methods	uses	SSL	to	query	the	SDEE	server.
Challenges	or	Risks	in	Building	a	SOC
Right	 from	 finding	 the	 proper	 set	 of	 people	 to	 work	 in	 SOC	 to
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resolving	 high-end	 technical	 issues,	 there	 exist	 numerous	 risks	 in
the	process	of	building	an	SOC.
Below	are	the	major	types	of	risks:

1.	 Humans
2.	 Processes	and	Procedures
3.	 Legacy	and	Technology
4.	 Noise
5.	 Technical

Humans
It	is	extremely	difficult	to	find	proper	set	of	people	with	right	skills
to	work	in	SOC	environment.	SOC	works	24/7	in	365	days.	So,	the
analyst	 needs	 to	 have	 willingness	 to	 work	 in	 shifts.	 In	 case	 of
geographically	 distributed	 SOC	 environments,	 language	 is	 a
concern.	The	SOC	manager	 has	 a	 real	 challenge	 in	managing	 the
resource/availability	 of	 24/7.	 Other	 issue	 is	 not	 all	 people	 can
apply/avail	 leaves	 at	 a	 time.	 SOC	 has	 to	 remain	 open	 and
operational	even	during	yearly	company	shut	down	period.	Bonuses
and	 other	 benefits	 are	 commonly	 used	 methods	 for	 keeping	 the
employees	motivated.	Periodic	technical	trainings	are	also	provided
to	 make	 the	 security	 analyst	 competent	 with	 the	 complex	 work
requirements.
Processes	and	Procedures
Organizations	 needs	 to	 have	 well	 defined	 and	 documented
processes	 and	 procedures	 to	 ensure	 smooth	 operation	 of	 SOC.
Companies	may	develop	 their	own	SOC	management	 frameworks
for	this.	Monitoring	tools	may	need	integration	with	the	requesting
system	and	ticketing	system.	It	is	important	to	clearly	mention	the
procedure	 of	 escalation	 to	 follow	 in	 case	 of	 an	 incident.
Optimization	of	the	processes	and	procedures	will	happen	overtime
with	the	knowledge	learned	from	the	previous	incidents.
Legacy	and	Technologies
While	picking	the	SOC	solutions,	organizations	may	look	for	some
legacy	on	the	vendor	side.	Availability	of	the	configuration	guides
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and	other	aids,	the	end	of	support	date	and	end	of	life	dates	needs	to
be	 noted.	 Similarly,	 companies	 may	 also	 do	 a	 valuation	 of	 the
technologies	used	in	vendor	products.	This	includes,	things	like	the
indexing	 and	 normalization	mechanism	 in	 use,	 online	 and	 offline
storage	methods,	searching	mechanism	used,	frontend	initialization
console,	types	of	reports	it	can	generate,	effectiveness	of	correlation
engine	 etc.	 Some	 vendors	 offer	 a	 good	 collection	 of	 default
correlation	 tools	 and	 built	 in	 dashboards.	 Almost	 all	 vendors
support	 customized	 dashboards.	 Rather	 than	 going	 for	 a	 solution
imposed	 by	 a	 marketing	 and	 sales	 team,	 one	 needs	 to	 properly
analyze	different	verticals	of	solutions	before	making	the	final	call.
Noise
The	 major	 sources	 of	 noise	 in	 SOC	 are;	 frequent	 vulnerability
scans,	Spam	solution	alerts,	Honeypot	activity	alerts,	ACL/Security
logging	 alerts,	 IDS/IPS	 alerts	 and	 Antivirus,	 Anti	 spyware	 and
Malware	scan	related	alerts.	However,	it	 is	extremely	important	to
collect	 and	 analyze	 all	 relevant	 security	 related	 events	 before
categorizing	them	as	noise.	The	noise	reduction	techniques	should
not	be	a	cause	for	missing	critical	events.	Sometimes	the	integration
of	 threat	 intelligence	 feeds	 (Block	 listed	 IT	 reputed	 list)	 and	 the
collection	 of	 flow	 data	 (Net	 flow,	 J	 flow,	 S	 flow)	 may	 result	 in
noise.
Technical
The	 throughput	 of	 a	 SOC	 solution	 is	 normally	 binded	 to	 the
events/second.	Having	a	low	EPS	will	result	in	random	early	drops
of	the	events.	You	need	to	note	down	that	random	dropping	is	not
priority	driven,	meaning	you	may	miss	even	critical	events	due	 to
this.	 Maintaining	 a	 secure	 channel	 between	 the	 endpoint	 and	 the
collector	is	not	always	achievable.	The	additional	efforts	needed	to
create	 custom	 correlation	 tools	 in	 the	 absence	 of	 built	 in	 tools	 is
huge.	 Careful	 planning	 and	 continuous	 monitoring	 helps
organizations	to	resolve	these	sorts	of	issues.
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Review	Questions
1.	 …….	generate	an	alert	when	a	specific	state	is	detected	and

is	 used	 for	 service	 status	 detection	 and	 data	 integrity
checking.

a.	 Sensor
b.	 Serves
c.	 Probe
d.	 Poller

2.	 ……..	is	responsible	for	gathering	information	from	different
sensors

a.	 Event	collector	or	aggregator
b.	 Event	processor
c.	 Flow	processor
d.	 Connector

3.	 ……..	can	be	used	by	other	application	to	log	security	event
in	checkpoint	security	management	server.

a.	 Event	log	in	API
b.	 Log	export	API
c.	 SNMP
d.	 SYSLOG

4.	 ……….	can	be	used	for	real	time	historical	retrieval	of	logs
from	checkpoint	devices.

a.	 Event	log	in	API
b.	 Log	export	API
c.	 SNMP
d.	 SYSLOG

5.	 SIEM	 can	 collect	 Microsoft	 windows	 events	 data	 in	 an
agentless	way	using	……….

a.	 MSWMI
b.	 WBEM
c.	 MSRPC
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d.	 DCOM

6.	 …….	 does	 not	 support	 retrieval	 of	 non-standard	 windows
logs.

a.	 MSRPC
b.	 MSRBC
c.	 API
d.	 SYSLOG

7.	 In	 collector	 initiated	 event	 forwarding	 for	 centralized
windows	log	collection	….…….	issues	are	very	common.

a.	 Scalability
b.	 Compression
c.	 Retention
d.	 Decompression

8.	 SDEE	 with	 an	 event	 query	 or	 an	 event	 subscription	 uses
………	to	the	query	SDEE	server.

a.	 FTP
b.	 SCP
c.	 SSH
d.	 SSL

9.	 The	throughput	of	a	SOC	solution	is	binded	to	the	………
a.	 EPS
b.	 SPF
c.	 Latency
d.	 Rate	limit

10.	 The	 speed	 of	 event	 recognition	 event	 escalation	 and
…………	is	used	to	calculate	to	overall	response	matrix	of	a
SOC.

e.	 Event	resolution
f.	 Event	suppression
g.	 Event	reporting
h.	 Event	hiding
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Module	3
Managed	Security	Services	SLA
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MSSP	Service	Level	Agreement
There	 should	 be	 well	 written	 several	 level	 agreements	 between
clients	 and	MSSP	 for	 network	 capacity,	 availability	 requirements,
contingency	 planning	 in	 case	 of	 failure,	 network	 outage	 alerts,
restoration,	escalation	and	reporting	time.
Responsibility	 of	 each	 party	 for	 implementing,	 operating	 and
maintaining	security	control	or	mechanisms	that	must	be	applied	to
existing	 network	 services	 should	 also	 be	 documented.	 Separate
legal	 policy	 statements	 for	 information	 classification,	 information
retention,	 evidence	 admissibility,	 testification	 and	 prosecution
procedures	should	also	be	there.	SLA	normally	act	as	a	measurable
tool	 for	 review	 and	 performance	 of	 an	MSSP	 contract.	 Improved
operational	 visibility	 can	 be	 guaranteed	 with	 a	 meaningful	 SLA
with	 proper	 object	 criteria’s.	 MSSP	 generally	 offers	 standard
service	level	agreements.	If	the	customer	has	specific	service	level
agreement	 to	 demand,	 MSSP	 may	 go	 on	 a	 negotiation	 with	 the
customer	 to	 make	 the	 demanded	 SLA	 fit	 with	 their	 general
standards.
It	 is	 a	 very	 usual	 practice	 that	 the	 customer	 may	 demand	 an
enhanced	 level	 of	 service	 due	 to	 the	 nature	 of	 their	 business.
Sometimes	an	external	consultant	will	be	called	in	by	the	client	to
measure	the	adherence	to	SLA	and	also	for	proposing	revisions	to
the	 existing	 SLA.	 MSSP	 should	 take	 necessary	 steps	 to
compartmentalize	each	of	 its	 service	clients	 from	all	other	 service
clients.	 Other	 than	 the	 basic	 performance	 and	 availability
requirement	 an	 SLA	 should	 also	 consider	 common	 compliance
requirements.	 KPI’s	 (Key	 Performance	 Indicators)	 acts	 as
observable	 parameters	 for	 the	 measurement	 of	 service	 processes.
Penalties	 for	 non-compliance	 and	 rewards	 for	 exceeding
expectations	are	also	part	of	SLA	document.	Though	SLA	can	be
considered	 as	 a	 process	 description	 document	 it	 constitutes	 both
legal	and	financial	instruments.	Careful	planning	and	proper	review
should	 be	 there	 while	 defining	 an	 SLA	 to	 avoid	 common
ambiguities	and	misunderstandings.
Assessing	an	SLA
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It	is	extremely	important	to	analyze	the	SLA	for	both	customer	and
MSS	provider	to	ensure:

1.	 That	the	SLA	provides	value	to	the	customer.
2.	 SLA	provides	 a	good	margin	 to	 the	 service	provider	with

minimal	risk.

The	 terms	 in	SLA	 should	 be	 defined	 in	 a	way	 so	 a	 customer	 can
correlate	 and	 understand	 its	 value	with	 their	 business	model.	 The
operational	 risk	 associated	with	 each	of	 the	 agreed	 terms	must	 be
estimated	by	 the	service	provider.	The	 impact	of	a	 failure	 to	meet
an	SLA	on	both	the	customer’s	and	the	service	provider’s	business
should	be	assessed.	The	service	provider	must	have	a	framework	or
a	mechanism	which	will	help	a	client	to	measure	the	progress	and
current	 status	 of	 an	 SOC	 operation.	 Statistical	 information	 in	 the
form	of	 reports	 or	 other	documentation	 should	be	provided	 to	 the
customer	 in	 a	 pre-agreed	 interval.	 Cost	 effectiveness	 is	 another
factor	to	be	considered	before	going	ahead	with	a	very	strict	SLA.
An	SLA	should	not	have	any	implicit	functions	that	are	undefined
and	result	in	ambiguity.
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Managed	Security	Services	SLA	Sample
Listed	 below	 is	 an	 example	 of	 an	 SLA	 between	 MSSP	 and	 a
customer.	 The	 information	 given	 below	 is	 meant	 only	 for	 the
general	 understanding	 for	 a	 security	 practitioner	 and	 is	 not	 a
readymade	SLA	sample	to	be	used	in	a	production	environment.
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Access	Control	Performance	Matrix	and
Assured	Deliverables
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Boundary	 Defenses	 Performance	 Matrix
and	Assured	Deliverables
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Network	and	System	Resource	Integrity
Performance	Matrix	and	Assured
Deliverables
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Host	Defenses	Performance	Matrix	and
Assured	Deliverables
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Malware	Control	Performance	Matrix	and
Assured	Deliverables
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Module	4
Network	Security	Monitoring
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Network	Security	Monitoring
Network	 Security	 Monitoring	 provides	 meaningful	 data	 for
intrusion	 analysis	 in	 the	 shortest	 amount	 of	 time.	 NSM	 is	 the
comprehensive	collection	of	data	to	ease	the	process	of	analysis	to
detect	 and	 respond	 into	 intrusions.	 Todd	 Heberlein	 developed
network	 security	 monitoring	 in	 1998,	 it	 was	 a	 kind	 of	 intrusion
detection	 system	 that	 used	 live	 or	 offline	 network	 traffic	 as	 its
input.	 In	 1993	 Air	 force	 Computer	 Emergency	 Responds	 Team
(AFCERT)	 with	 the	 help	 of	 Heberlein	 developed	 Automated
Security	 Insuring	 Measurement	 System(ASIMS).	 Most	 of	 the
modern-day	 organizations	 build	 their	 own	 Computer	 Incident
Respond	Team	(CIRT).
CIRT	team	members	use	NSM:

i.	 To	collect	and	aggregate	all	network	derived	data.
ii.	 To	analyze	the	captured	network	data	to	identify	intrusions

or	intrusion	attempts.
iii.	 To	define	the	response	strategy,	in	case	of	an	attack.
iv.	 To	perform	forensic	analysis	and	risk	or	damage	analysis.

NSM	is	not	responsible	for	directly	preventing	intrusions,	but	it	will
help	 the	 organization	 to	 identify	 the	 attempts	 and	 prevent	 the
objectives	of	adversaries.	Data	provided	by	the	NSM	is	very	useful
in	predicting	the	objectives	of	an	attacker.	It	is	in	fact	quite	difficult
to	 detect	 data	 exfiltration	 attempts	 by	 using	 conventional	 security
solutions.
Network	Security	Monitoring	and	Continuous	Security	Monitoring
are	 not	 the	 same	 thing.	NSM	 focuses	 on	 adversaries	 and	CSM	 is
based	 on	 vulnerabilities.	 Continuous	 Security	 Monitoring	 alone
cannot	give	you	sufficient	protection	from	all	threats.	The	good	part
is	NSM	helps	organizations	to	contain	the	activities	of	adversaries
before	they	complete	their	mission.
Security	 platforms	 like	 intrusion	 Prevention	 System,	 Content
Filtering	 Solution,	 Antivirus	 etc.	 focuses	 on	 blocking	 or	 denying
the	attack	 from	happening.	NSM	can	be	used	 for	providing	better
visibility	of	different	phases	of	an	attack.
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NSM	Deployment
The	 CIRT	 team	 with	 the	 help	 of	 the	 network	 infrastructure
management	engineers	configures	layer	2	switches	to	export	copies
of	the	traffic	to	the	NSM	server.	The	NSM	server	needs	to	have	all
the	 software	 needed	 for	 traffic	 analysis.	 It	may	 not	 be	 practically
possible	 to	 collect	 all	 the	 network	 traffic	 from	 all	 available
switches.	Moreover,	doing	so	may	result	 in	duplicate	collection	of
data	 at	 NSM	 server	 so	 it	 is	 important	 to	 properly	 identify	 the
switches	 on	which	 the	 exporting	 feature	 has	 to	 be	 enabled.	 Some
organizations	may	opt	 for	 dedicated	hardware	based	network	 taps
instead	of	configuring	the	switches	for	exporting	the	data.	There	are
number	of	companies	offering	different	hardware	tapping	solutions
to	achieve	this.
SPAN
Switch	 Port	 Analyzer	 (SPAN)	 can	 be	 used	 for	 exporting	 the
network	traffic	from	a	switch	if	both	NSM	mirrored	port	is	on	the
same	switch.
Below	 example	 shows	 how	 to	 set	 up	 a	 SPAN	 session	 for
monitoring	 source	 port	 traffic	 to	 a	 destination	 port	 in	 a	 Cisco
switch.

RSPAN	(Remote	Switch	Port	Analyzer)
RSPAN	is	used	in	scenarios	where	the	NSM	is	located	at	a	different
switch	port	than	the	monitoring	switch	port.
Below	 example	 shows	 how	 to	 configure	 a	 RSPAN	 session	 to
monitor	 multiple	 source	 interfaces,	 and	 configure	 the	 destination
RSPAN	 VLAN	 and	 the	 reflector-port	 in	 source	 and	 destination
Cisco	switches.
Source	Switch
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Destination	Switch

NSM	Limitations
Network	security	Monitoring	is	a	difficult	to	implement	task	in	the
case	 of	 enterprise	 wireless	 networks.	 Wireless	 end	 hosts
communicate	 with	 each	 other	 in	 an	 encrypted	 way.	 This	 makes
NSM	 ineffective	 however,	 this	 is	 applicable	 only	 in	 the	 case	 of
node	 to	 node	wireless	 communication.	 If	 a	wireless	 host	 accesses
the	 internet	 or	 any	 other	 corporate	 website	 this	 traffic	 has	 to
traverse	through	the	enterprise	network.
If	 mobile	 hosts	 are	 using	 cellular	 networks	 within	 enterprise
environment	you	may	need	 to	get	necessary	 legal	approval	before
tapping	the	data.
NSM	Data	Types
Network	Security	Monitoring	deals	with	or	captures	different	kinds
of	data.	These	include:

Full	Content	Data
Extracted	Content	Data
Transaction	Data
Session	Data
Statistical	Data
Meta	Data
Alert	Data

Full	Content	Data	Analysis
Full	content	data	is	the	exact	copy	of	a	network	traffic.	The	security
analyst	can	perform	 two	major	 types	of	analysis	with	 this	kind	of
data.
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Full	Content	Data	Summary	Analysis
In	this	type	of	analysis	security	analyst	 looks	into	summary	of	the
captured	 data.	 This	 is	 generally	 done	 by	 looking	 into	 the	 header
details	 of	 the	 packets.	 The	 below	 example	 shows	 the	 use	 of
Tcpdump	tool	for	summary	data	analysis.
Full	Content	Data	–	Individual	Packet	Analysis
In	this	security	analyst	picks	some	sample	packets	out	of	the	whole
captured	data	and	then	performs	a	full	inspection	of	it.	Hexadecimal
and	ASCII	 representation	of	 the	packets	will	be	used	for	analysis,
from	 L2	 to	 L7	 (payload)	 command	 line	 tools	 like	 “tcpdump”	 or
GUI	tools	like	“Wireshark”	can	be	used	for	this	kind	of	analysis.

The	below	example	shows	the	use	of	Tcpdump	tool	for	full	content
data	analysis.
Extracted	Content	Data	Analysis
Extracted	content	data	analysis	focuses	on	high	level	stream	content
rather	 than	 the	 MAC,	 IP	 and	 protocol	 headers.	 Videos,	 images,
other	 files	 etc.	 exchanged	 between	 computers	 can	 be	 analyzed	 in
detail	through	this	method.
Extracted	content	data	analysis	sometimes	needs	reconstructions	or
reassembly	of	streams.	Xplico	is	an	open	source	tool	which	can	be
used	for	this	reconstruction	of	session.
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Below	 screenshot	 shows	 the	 reassembly	 of	 a	 mms	 page	 using
Xplico.

Figure	2	Xplico	Interface
Transaction	Data	Analysis
Transaction	 data	 analysis	 focuses	 on	 requests	 and	 responses
exchanged	 between	 endpoints.	 For	 example,	 a	 legitimate	 HTTP
session	will	have	GET	requests	followed	by	a	200	OK	or	not	found
response	 messages.	 If	 you	 are	 finding	 HTTP	 POST	 without	 an
associated	HTTP	GET	it	may	be	an	indication	of	a	data	exfiltration
attempt	 using	 HTTP	 POST.	 Network	 Security	 Monitoring	 uses
tools	like	Bro	for	transaction	data	analysis.
Session	Data	Analysis
Session	 data	 is	 the	 complete	 end	 to	 end	 communication	 record
between	two	end	hosts.	Transaction	data	is	only	a	subset	of	session
data	with	details	like	Source	Address,	Destination	Address,	Source
Port,	Destination	port,	Session	start	time,	Session	end	time,	amount
of	bytes	or	data	transferred,	protocols	used	and	timestamp.
Open	 source	 tools	 like	Bro	and	Sguil	 are	 commonly	used	 for	 this
kind	of	analysis.
Bro	Alerts

Figure	3	Bro	Alerts
Sguil	Session	data	analysis	output
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Figure	4	Sguil	Session	data	analysis	output
Argus	 is	 another	 nice	 tool	 which	 can	 be	 used	 for	 session	 data
analysis.
Statistical	Data	Analysis
As	the	name	implies	this	kind	of	analysis	focuses	on	the	statistical
information	 like	 file	 /data	 size,	 start	 and	 end	 time	 of	 transfer	 etc.
Wireshark	 or	Capinfos	 (bundled	with	Wireshark)	 can	 be	 used	 for
this	kind	of	analysis.	Wireshark	offers	different	kinds	of	statistical
data	information.
Wireshark	endpoint	statistics

Figure	5	Wireshark	endpoint	statistics
Meta	Data	Analysis
Data	about	data	 is	known	as	metadata.	External	 tools	or	resources
like	 whois,	 ip2config,	 robotex.com	 etc.	 are	 used	 for	 meta	 data
analysis.	IP	reputation	lookup	and	other	kind	of	threat	 intelligence
information	is	also	useful	for	this	analysis.
Alert	Data
Intrusion	detection	systems	triggers	events	when	they	interpret	data
traffic.	The	events	generated	by	 security	Appliances	upon	devices
of	matching	condition	is	called	Alert.	Snort	and	Suricata	are	the	two
most	commonly	used	open	source	solution.
Snort	and	Sguil	are	used	for	alert	data	analysis.
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NSM	Deployment
Organizations	must	decide	on	the	type	of	network	traffic	they	need
to	monitor	 before	 going	 ahead	with	NSM.A	 thorough	 analysis	 of
network	 traffic	 needs	 to	 be	 performed	 to	 identify	 the	 placement
locations	 of	 NSM	 sensors.	 An	 NSM	 server	 can	 be	 either	 a
commercially	 available	 appliance	 or	 something	we	 build	 on	 your
own.
There	may	be	multiple	monitoring	interfaces	in	an	NSM	server.	It	is
a	fairly	good	idea	to	allocate	one	or	more	CPU	core	per	monitoring
interface.	A	 basic	 deployment	 of	NSM	needs	 a	 bare	minimum	of
8GB	 RAM.	 There	 should	 be	 adequate	 space	 available	 for	 the
storage	of	the	network	traffic	and	other	NSM	data.	Normally	RAID
is	used	in	storage.
NSM	Deployment	models
NSM	Deployment	can	be	either,	standalone	or	Distributed.
Stand-alone	NSM
In	 a	 standalone	 NSM	 deployment	 a	 single	 NSM	 instance	 acts	 as
sensor	 and	 server.	 This	 model	 is	 suitable	 for	 small	 and	 medium
based	 companies.	Typically,	 it	 is	 used	 in	 scenarios	where	 there	 is
only	one	segment	is	being	monitored.	All	the	functions	of	the	NSM
like	monitoring	analysis	 and	 reporting	 is	performed	by	one	 single
box.
Distributed	NSM
An	 all	 in	 one	 box	 approach	 is	 not	 suitable	 for	 very	 large	 and
complicated	enterprise	network	environments.	We	need	to	segment
the	process	of	collection,	analysis	and	reporting	separately	to	make
the	NSM	 scalable	 for	 this	 kind	 of	 requirements.	Multiple	 sensors
placed	 at	 different	 locations	 collect	 and	 interpret	 traffic	 and	 then
forwards	the	collected	data	to	the	NSM	server.	Distributed	models
can	monitor	multiple	network	segments	effectively.
Commonly	Used	Tools	for	Building	NSM
NSM	 is	 a	 collection	 of	 different	 open	 source	 tools	 for	 advanced
threat	 analysis.	The	 commonly	used	 tools	 include	 and	not	 limited
to:
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SGUIL
SQERT
BRO
ELSA
Xplico
Argus
SANCP

SGUIL
It	uses	a	number	of	tools	for	its	different	functions.	MySQL	4.x/5.x
is	used	as	the	back-end	storage	mechanism.	The	intrusion	detection
engine	uses	either	SNORT/SURICATA.	IDS	alert	decoding	is	done
with	 the	 help	 of	 Berniyard	 or	 Berniyard-2.	 TCP	 IP	 session
recording	 is	with	 the	SANCP.	OS	 fingerprinting	 tool	 used	 is	 p0f.
TCPdump	and	Wireshark	are	used	for	session	and	packet	analysis.
SQERT
SQERT	 is	 a	 simple	 web	 application,	 that	 is	 used	 to	 query	 the
SGUIL	 backend	 database.	 The	 visual	 frontend	 of	 the	 SQERT
provides	 contextual	 information	 like	 Metadata,	 Grouped	 Result
sets,	Time	series	representations	etc.
SQERT	instruction	image	and	a	demo	is	available	at:
http://github.com/int13h/SQERT
BRO
BRO	is	basically	an	advanced	traffic	analyzer,	that	can	analyze	all
traffic	for	signs	of	suspicious	activities.	BRO	provides	different	sets
of	log	files	that	carries	information	about	network	activity	in	detail.
The	application	layer	details	like	HTTP	URI’s,	MIME	types,	DNS
responses,	 SMTP	 session	 details	 etc.	 are	 very	 useful	 in	 advanced
traffic	 analysis.	 BRO	 by	 default	 provides	 binary	 extraction	 from
http	 sessions.	 The	 extracted	 binary	 files	 can	 be	 further	 analyzed
with	the	help	of	external	tools.	The	other	functions	offered	by	BRO
includes	Malware	detection,	Vulnerable	software	detection,	Brute-
Force	attack	detection	and	SSL	certificate	validation.	BRO	is	very
customizable	and	extensible.
The	Heart	of	BRO	is	an	Event	Engine	that	converts	packet	streams

63

https://t.me/learningnets



(Network	Streams)	into	a	series	of	higher	level	events.	The	events
are	derived	in	such	a	way	that	it	will	represent	the	network	activity
in	 a	 policy	 neutral	 way.	 The	 policy	 script	 interpreter	 executes,
Event	handlers	and	extracts	properties	from	the	events.
ELSA
Enterprise	 Log	 Search	 and	 Archive	 (ELSA)	 provides	 a	 fully
asynchronous	web	based	query	interface,	that	will	help	the	security
analyst	 to	 search	 for	 any	 arbitrary	 strings	 from	 billions	 of	 stored
records.	The	framework	used	is	based	on	Syslog-NG,	the	backend
storage	 is	 with	 MySQL	 and	 full	 text	 search	 functionality	 is
provided	by	Phinx.
The	records	can	be	either	logs	or	alerts.	A	single	instance	of	ELSA
can	 receive	 and	 index	 more	 than	 30K	 events	 per	 seconds.	 It
supports	 active	 directory/LDAP	 integration	 for	 authentication	 and
authorization.	 For	 highly	 scalable	 requirements	 distributed
architecture	 with	 clusters	 is	 recommended.	 ELSA	 is	 capable	 of
generating	Ad-hock	reports/graphs	based	on	arbitrary	queries	even
on	 very	 large	 data	 sets.	 ELSA	 uses	 Google	 Visualization	 for
dashboards.	Normalization	is	by	default	available	for	CISCO	logs,
SNORT/SURICATA,	BRO,	SNARE	etc.
Xplico
Xplico	is	an	advanced	network	forensic	analysis	tool,	that	supports
reconstruction	 of	 data	 with	 the	 ability	 to	 recognize	 the	 different
protocols	 with	 a	 method	 called	 PIPI	 (Port	 Independent	 Protocol
Identification).	 Xplico	 can	 extract	 content	 like	 images,	 files,
cookies,	 videos	 etc.	 from	 web	 sessions.	 It	 is	 also	 very	 useful	 in
email	 analysis,	 as	 it	 supports	 reconstruction	 of	 IMAP,	 POP	 and
SMTP	protocol	data.	The	other	protocol	Xplico	 can	 reconstructed
are	VOIP,	MSN	IRC	HTTP	and	FTP.
Xplico	System	Architecture
There	are	Four	major	components	in	Xplico	system	architecture:

1.	 Dema
2.	 Xplico
3.	 Data	Manipulators
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4.	 Visualization	Systems

Dema	(Decoding	Manager)	is	responsible	for:

a.	 Input	data	handling
b.	 Manage	 configurations	 and	 History	 files	 for	 the	 decoder

and	the	manipulators.
c.	 Launch	the	decoders	and	the	manipulators
d.	 Control	the	execution	of	decoders	and	Manipulators

The	Xplico	decoder	reads	the	raw	data	from	capture	dissector	block
and	 then	 forwards	 it	 to	 the	protocol	dissector’s	block.	Finally,	 the
dispatcher	 block	 handles	 re-organization	 of	 the	 reconstructed	 and
normalized	data	or	sends	it	to	manipulator	as	needed.
Argus
Argus	 is	 a	 powerful	 real	 time	 flow	 monitor,	 that	 offers
comprehensive	 data	 network	 traffic	 auditing.	 Argus	 reports	 are
suitable	 for	 historical	 and	 near	 real-time	 processing	 for	 forensics
trends	 and	 alarm/alerting.	 Argus	 can	 read	 packets	 directly	 from
network	interface	and	classify	it	into	network	transactions.
You	can	find	more	details	about	Argus	at:
http://qosient.com/argus
SANCP
SANCP	 (Security	 Analyst	 Network	 Connection	 Profiler)	 is
commonly	 used	 for	 statistical	 network	 traffic	 analysis.	 SANCP	 is
capable	of	creating	connection	 logs	and	 record	network	 traffic	 for
the	 purpose	 of	 auditing,	 historical	 analysis,	 and	 network	 activity
discovery.
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Review	Questions
1.	 …………	 is	 recommended	 for	 exporting	 of	 logs	 if	 both

NSM	and	monitoring	port	are	in	same	switch.
a.	 SPAN
b.	 RSPAN
c.	 FSPAN
d.	 MSPAN

2.	 ………	is	 recommended	 for	exporting	of	 logs	 if	both	NSM
and	monitoring	port	are	in	two	different	switches.

a.	 SPAN
e.	 RSPAN
f.	 FSPAN
g.	 MSPAN

3.	 ……..	is	commonly	used	for	meta	data	analysis.
a.	 WHOIS
b.	 ARP
c.	 NETSTAT
d.	 DD

4.	 ……..	is	used	to	query	SGUIL	database	backend.
a.	 SQUERT
b.	 SQLTI
c.	 SQUERY
d.	 SNORBY

5.	 ………	is	an	event	engine	that	converts	packet	streams	into
series	of	higher	level	events.

a.	 BRO
b.	 BRI
c.	 PRO
d.	 PRI

6.	 ………	 is	 a	 powerful	 real	 time	 flow	 monitor,	 that	 offers
comprehensive	data	network	auditing.
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a.	 ARGUS
b.	 PRI
c.	 BRI
d.	 PRO

7.	 ……..	 is	 commonly	 used	 for	 statistical	 network	 statistics
analysis.

a.	 SANCP
b.	 ARGUS
c.	 PRI
d.	 PRO

8.	 …….	 can	 read	 packets	 directly	 from	network	 interface	 and
classify	it	into	network	transactions.

a.	 ARGUS
b.	 PRO
c.	 BRI
d.	 Wireshark

9.	 ……..	focuses	on	high	level	stream	analysis	and	can	be	used
for	 analysis	 of	 video,	 image	 and	 other	 files	 exchanged
between	computers.

a.	 Extracted	contest	data	analysis
b.	 Summary	analysis
c.	 Packet	decoding
d.	 DPI

10.	 …….	focuses	on	requests	and	responses	exchanged	between
end	points.

a.	 Transaction	data	analysis
b.	 Argus
c.	 Wireshark
d.	 TCPDUMP
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Module	5
Event	Source	Categories	and	the

Recommended	Use	Cases
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Event	Source	Categories	and	the
Recommended	Use	Cases
The	guidelines	provided	in	this	module	helps	SOC	professionals	in
understanding	and	responding	 to	security	monitoring	requirements
in	 a	 more	 professional	 manner.	 Additionally,	 the	 use	 cases	 and
correlation	 rules	 proposed	 in	 this	 module	 aids	 in	 making	 the
security	monitoring	 service	more	 relevant	 to	 the	 threat	 landscape.
The	use	cases	recommended	are	for	the	event	source	category.
The	major	event	source	categories	considered	are	-

Anti-spam
Anti-virus
End-point	threat	protection/Application	control/whitelisting
solution
Web/Application	server	or	database
Data	loss	prevention	/File	integrity	monitor
Financial	application
Host	based	firewall
Single	sign	on
IPS/IDS
Network	based	firewall
Network	user	behavior	analysis
Operating	system
Storage
VPN
Vulnerability	Scanning	solution
NAC	solution

Anti-Spam
There	 are	 several	 solutions	 like	 gateway	 based	 filters,	 client	 side
applications	and	mail	server	integrated	solutions	for	anti-spam.	The
gateway	 filters	 are	 dedicated	 anti-spam	 solutions	 that	 are	 often
coupled	 with	 anti-virus	 to	 provide	 an	 end	 to	 end	 mail	 filtering
service.
Gateway	 filters	 off-load	 the	 performance	 and	 bandwidth
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consumption	 issues	 of	 running	 them	 on	 the	 mail	 server	 directly.
Mail	 servers	 integrated	 anti-spam	 solutions	 run	 on	 the	 server
directly	processes	the	spam	inline.	Client	side	application	that	runs
on	 end	 user’s	 system	 directly	 to	 process	 spam	 is	 not	widely-used
solutions	 in	 a	 corporate	 environment.	 However,	 the	 heuristic
capabilities	of	these	solutions	and	lower	pricing	makes	it	the	perfect
choice	for	a	home	user.
Anti-Spam	Detection	and	Processing	Techniques
Anti-spam	solutions	use	different	 techniques	 for	 the	detection	and
processing	of	spam.	These	includes	and	not	limited	to:

1.	 Hashing	or	checksums
2.	 Open	relay	checks
3.	 RBL	check
4.	 Bayesian	filter
5.	 Heuristic
6.	 Signatures
7.	 Black	listing	and	white	listing

Hashing	or	Checksums
Hash	values	of	specific	portion	of	the	spam	emails	is	computed	and
stored	in	the	anti-spam	solutions.	An	email	that	matches	the	stored
hash	will	be	flagged	as	spam.
Open	Relay	Checks
Open	relay	checks	verify	whether	source	mail	server	permit	relays.
Mail	 servers	 that	are	configured	 to	 relay	can	be	misconfigured	by
the	attacker	 to	 limit	problem	with	SPAM	black	 listing.	Anti-spam
solutions	block	email	from	source	servers	that	permits	relaying.
RBL	check
Malicious	Anti-spam	solutions	may	use	the	real	time	black	lists	for
blocking	spam	emails.
Bayesian	Filter
Bayesian	 filters	 uses	 user	 input	 for	 calculating	 the	 statistical
probability	an	email	spam.
Heuristic
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The	 probability	 of	 spam	 is	 calculated	 statistically	 by	 the
combination	 of	 a	 variety	 of	 detection	 mechanism	 to	 recognize
specific	patterns	that	indicates	spam.
Signatures
Specific	 keywords	 within	 a	 message	 are	 checked	 for	 the
identification	of	spam.
Black	Listing	and	White	Listing
In	 black	 listing	 the	 anti-spam	 solution	 blocks	 messages	 from	 a
specific	 user	 defined	 source	 address,	 domain	 or	 IP.	 Anti-spam
solutions	 can	 also	 be	 configured	 to	 permit	 messages	 from	 user
defined	white	list	only.
Anti-Spam	Event	Categories
As	 a	 security	 analyst	 one	 should	 consider	 developing	 and
implementing	at	least	the	below	set	of	recommended	use	cases	and
correlation	rules	for	an	anti-spam	event	source.
Below	are	the	major	event	source	categories	to	be	considered	from
security	perspective.

Email	spam
Instant	messaging	spam
Comment	spam
Junk	FAX	(Out	of	Scope	for	Security	Analytics)
Internet	telephony	spam
Unsolicited	 text	 messages	 (Out	 of	 Scope	 for	 Security
Analytics)

Recommended	Use	Cases	and	Correlation	Rules
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Antivirus
Anti-malware	 software	 helps	 in	 the	 prevention,	 detection	 and
removal	of	malicious	software.	The	modern-day	antivirus	programs
are	capable	of	providing	protection	against	malicious	browser	help
objects	 (BHO),	key	 loggers,	backdoors,	Trojans,	 root-kits,	worms,
adware,	spyware,	spam,	phishing	attacks,	APT,	privacy	threats	and
DDOS	attacks.
The	common	detection	method	incudes:

Sand	boxing	–	Behavioral-based	detection	by	allowing	the
program	 execution	 in	 a	 sandboxed	 environment	 and
capturing	all	its	actions.
Data	 mining	 –	 Data	 mining	 and	 machine	 learning
algorithms	 classify	 the	 behavior	 of	 a	 file	 (as	 either
malicious	or	benign)	given	a	series	of	file	features	that	are
extracted	from	the	file	itself.

Signature	based	detection	–	Compares	the	suspected	file	or
pattern	with	its	signature	database	to	detect	known	threats.

Heuristics	 –	Compares	 the	 suspected	 files	 or	 pattern	with
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the	generic	signature	specific	to	a	Virus	Family.

Behavioral-based	 –	 Detection	 based	 on	 the	 behavioral
pattern	of	the	malware.

Root	kit	 detection	 -	A	combination	of	 advanced	detection
techniques	is	used	for	this.

Event	Categories
The	 three	 major	 categories	 of	 events	 to	 be	 considered	 from	 an
Antivirus	event	source	for	effective	security	monitoring	are	–

1.	 AV	Definition	 /	Signature	Database	Status	events	–	Helps
the	Security	Analyst	detect	the	state	of	protection	and	virus
and	spyware	signature	definitions	updates.

2.	 Scan	-	antivirus	scan	related	events.
3.	 Treatment	–events	related	to	the	action	done	to	the	infected

files.

Recommended	Use	Cases	and	Correlation	Rules
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End-point	 Threat	 Protection	 /	 Application
Control	/	Whitelisting	solution
End-point	 security	 monitoring	 tools	 are	 used	 for	 prevention	 and
detection	of	threats	against	the	devices	which	they	are	running	on.
Though	 the	 threat	 visibility	 of	 the	 attack	 is	 limited	 the	 end-point
devices	communicate	with	its	server	to	share	information	about	the
data.	 So,	 this	 makes	 it	 important	 to	 monitor	 end-point	 security
server	 and	 client	 event	 data.	 SIEM	boxes	 should	 have	 policies	 to
correlate	activities	on	end	points	servers	and	clients.
Application	white	listing	solutions	allows	the	execution	of	specific
application	 based	 on	 defined	 policies	 related	 to	 users,	 groups,
systems	and	other	attributes.	The	trust	worthiness	of	an	application
can	 be	 determined	 by	 verifying	 the	 software	 vendors	 trusted
certificates	 or	 with	 the	 path	 value	 used	 by	 the	 applications.
Legitimacy	 of	 an	 application	 can	 also	 be	 checked	 with	 the	 hash
values	of	files	affiliated	with	an	application	using	common	hashing
protocols.
Behavior	analytics	also	plays	a	considerable	role	in	the	detection	of
rogue	applications.	It	is	not	easy	to	define	generic	use	cases	for	this
kind	of	event	sources.	The	features	offered	by	the	solutions	should
be	analyzed	case	by	case	for	developing	effective	use	cases.
Recommended	Use	Cases	and	Correlation	Rules
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Web	/	Application	Server	or	Database
Enterprises	 use	 web	 applications	 for	 quick,	 user	 friendly	 and
effortless	 access	 to	 cooperate	 data.	Most	 of	 the	 time	 applications
are	 installed	 on	 top	 of	 common	 web	 server	 solutions	 like	 IIS	 or
Apache.	These	servers	may	be	laden	with	vulnerabilities	and	should
be	 patched	 and	 monitored	 to	 avoid	 security	 risks.	 Attackers	 use
specially	 crafted	SQL,	LDAP	and	other	 commands	 to	 access	web
application	server	database	content.	Though	secure	coding	practices
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like	 strict	 input	 validation,	 exception	management,	 data	 encoding
and	 data	 escaping	 helps	 to	 minimize	 the	 threats	 web	 application
server	is	exposed	to,	it	is	crucial	to	capture	and	report	each	possible
attack.
Integration	 of	 database	 access	 monitoring	 (DAM)	 application	 to
SIEM	is	a	prevalent	best	practice	now.	All	database	transactions	are
captured	 and	 alerts	 are	 generated	 for	 possible	 policy	 violation
attempts.	Sensitive	data	access	monitoring	is	enabled	near	real	time
by	this.
Recommended	Use	Cases	and	Correlation	Rules
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Data	Loss	Prevention	/	File	Integrity
Monitor
Data	exfiltration	attempts	can	be	identified	and	prevented	with	DLP
solutions.	 Network	 security	 teams	 are	 struggling	 with	 DLP
solutions	integrated	with	SIEM,	the	underlying	problem	is	“attempt
to	 manage	 SIEM	 and	 DLP	 “separately	 without	 seeing	 them	 as
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products	 part	 of	 the	 “securing	monitoring”	 process.	 DLP	 prevent
end	users	from	uploading	sensitive	corporate	information	to	internet
through	 email,	 cloud	 storage	 and	 other	 applications.	 Proper	 data
classification	 is	 very	much	 needed	 for	 the	working	 of	 DLP.	 It	 is
always	a	fair	best	practice	to	review	the	data	classification	and	alert
settings	 of	 your	 DLP	 before	 integrating	 it	 with	 your	 SIEM.	 This
practice	 will	 help	 you	 to	 prevent	 problems	 with	 the	 false	 alerts
generated	 by	 DLP.	 The	 combination	 of	 SIEM	 and	 DLP	 helps
organizations	 in	 implementing	 effective	 security	 monitoring	 for
compliance	 violation	 detection.	 It	 helps	 organizations	 understand
and	manage	the	data	that	 is	used,	stored	and	transmitted.	It	 is	also
useful	 for	 PCI-DSS	 monitoring.	 By	 integrating	 DLP	 with	 SIEM
organizations	can	have	security	analytics	in	one	program.	It	is	also
critical	 to	 tune	 your	 SIEM	 to	 focus	 on	 where	 the	 data	 is	 found,
doing	so	helps	the	network	security	team	responsible	for	managing
the	infrastructure	protect	 the	sensitive	data	at	 the	source,	 in	 transit
and	at	 its	destination.	SIEM	can	also	play	a	major	 role	 in	alerting
the	 DLP	 about	 new	 sensitive	 resources	 and	 the	 threat	 to
organizations.	 Improved	 visibility	 and	 control	 is	 one	 of	 the
immediate	 benefits	 of	 integrating	 SIEM	 with	 DLP.	 Regulatory
compliance	 standards	 like	PCI,	 SOX,	HIPA,	GLBA	etc.	 demands
confidential	 information	 and	 intellectual	 property	 protection	 and
detection	of	such	breaches.
A	DLP	solutions	can	detect	different	kinds	of	data	losses	like:

1.	 Unintentional	data	leakage	by	an	internal	employee.
2.	 Intentional	data	theft	by	an	internal	employee.
3.	 Determined	 data	 theft	 by	 skilled	 internal	 employees,

external	hackers	and	advanced	persist	threats	or	malware.

A	DLP	system	should	be	capable	of	dealing	with	all	the	three	stage
of	data:

1.	 Data	in	use	(end	points)
2.	 Data	in	motion	(network)
3.	 Data	in	rest	(storage)
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Data	 stored	 in	 end	 points	 can	 be	 exfilterated	 via	 USB,	 email,
webmail,	 http,	 instant	 messenger,	 FTP	 etc.	 The	 data	 in	 motion
exfiltration	can	be	through	SMTP,	FTP,	HTTP	etc.	The	data	at	rest
could	be	accessed	or	owned	by	a	wrong	person	or	can	 reside	at	a
completely	wrong	place.	A	DLP	mechanism	for	data	in	use	or	data
in	motion	may	monitor	data	flows	from	sources	like	a	user,	an	end-
point,	 an	email	 address	or	a	group	of	 them	 to	destinations	 like	an
end-point,	 an	 email	 address	 or	 a	 group	 of	 them	 through	 channels
like	USB,	email	or	network	protocol.
For	 data	 exfiltration	detection	of	 data	 at	 rest	 a	DLP	 solution	may
install	a	discovery	agent	 locally.	For	 this	you	may	need	to	specify
what	is	sensitive	data	and	the	authorized	sources	to	handle	it.
Recommended	Use	Cases	and	Correlation	Rules
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Financial	Application
Modern	 day	 SIEM	 solutions	 offer	 seemingly	 less	 application
monitoring	 of	 financial	 systems.	 Some	 financial	 application	 like
Cleartouch	from	FISERV	collect	customer	data	such	as	credit	and
debit	 card	 numbers	 and	 bank	 PINs.	 Moreover,	 such	 applications
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centralize	 the	 business	 actions	 and	 allow	 multiple	 departments
access	to	the	data.	Employees	who	have	access	to	this	kind	of	data
only	need	a	fraction	of	it	for	their	work	functions.	Knowing	exactly
who	 is	doing	what	with	 this	kind	of	data	 is	critical	 for	preventing
security	breaches.
Some	 of	 the	 financial	 service	 applications	 collect	 PII	 (Personal
Identifiable	 Information)	 like	 social	 security	 number,	 mobile
number	etc.	In	order	to	avoid	possible	mishaps	with	such	sensitive
information,	a	company	should	monitor	the	use	of	it.	Organizations
use	 dedicated	 privilege	 user	 application	 monitoring	 solutions	 to
monitor	 their	 internal	 storage	 activities	 related	 to	 financial
applications.	 Integrating	 PUM	 (Privileged	 User	 Activity
Monitoring)	with	SIEM	helps	organizations	ensure	the	security	and
confidentially	of	customer	records	and	offers	protection	against	all
anticipated	 threats	 to	 the	 integrity	 of	 such	 records	 and	minimizes
the	inconvenience	to	the	customer.
Recommended	Use	Cases	and	Correlation	Rules
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Host	Based	Firewall
Host	 based	 firewall	 are	 designed	 for	 protection	 against	 security
threats	originating	 from	LAN	environments	and	can	help	mitigate
the	risks	of	an	end-point	host.	Host	based	firewall	are	also	known
as	personal	firewalls.	The	host	based	firewalls	are	software	modules
installed	on	each	individual	end-point	systems.	Most	of	the	personal
firewalls	offer	protection	beyond	capabilities	of	a	network	firewall.
It	 protects	 end	 points	 system	 from	 Trojans,	 spywares	 and	 other
malicious	software.	it	is	typically	useful	for	roaming	end	users	who
cannot	 always	 be	 connected	 to	 the	 internet	 through	 a	 hardware
firewall.	 Most	 of	 the	 modern-day	 operating	 system	 comes	 with
integrated	 personal	 firewall.	 However,	 we	 cannot	 expect	 rich
features	 of	 a	 commercial	 personal	 firewall	 from	 this.	 Personal
firewalls	are	not	a	replacement	for	antivirus	solutions.	Zone	Alarm,
Tiny	 personal	 firewall,	 KERIO	 etc.	 are	 examples	 of	 commonly
used	personal	firewall	solutions.
A	 well	 configured	 personal	 firewall	 provides	 effective	 protection
against	 different	 kinds	 of	 attacks.	 Continuously	 monitoring	 the
personal	firewall	logs	with	security	monitoring	solutions	like	SIEM
is	 a	 good	 idea	 to	 detect	 potential	 compromises	 in	 end-point
machines.	 The	 internal	 firewall	 rules	 configured	 in	 personal
firewalls	acts	as	a	simple	access	control	list	with	logging	capability.
Port	scanning	activities	and	malicious	software	implementation	can
be	identified	near	real	time	with	the	integration	of	personal	firewall
with	SIEM.
Event	Categories

1.	 Antivirus	 –	 Most	 of	 the	 Host	 based	 firewalls	 has	 AV
capabilities.

2.	 IDS/IPS	 –	 Host	 based	 Firewalls	 use	 IDS/IPS	 engines	 for
deep	inspection.

3.	 Phishing	 -	 Protects	 the	 end	 users	 from	 going	 to	 phishing
websites.

4.	 Intrusion	-	Protects	end	systems	from	targeted	attacks.
5.	 Data	 -	 Monitors	 data	 in	 transit	 &	 prevents	 the	 malicious
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data	transfer.

Recommended	Use	Cases	and	Correlation	Rules

Single	Sign-On	Solution
Single	 Sign	 On	 (SSO)	 permits	 a	 user	 to	 access	 all	 the	 computer
resources	where	he	has	access	permission	through	a	single	process
of	authentication.	SSO	reduces	the	human	error	and	inconvenience
issues	caused	by	typing	in	the	user	credential	multiple	times.	SSO	is
a	difficult	 to	 implement	 technology.	Novell’s	SSO	solution	works
slight	 different	 than	 other	 SSO	 solutions.	 They	 store	 the	 separate
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user	 names	 and	 passwords	 of	 different	 applications	 in	 a	 common
store	called	SecretStore.	Solutions	like	Open-AM	SSO	uses	HTTP
cookies	 to	 track	user	actions.	Single	Sign	On	permits	 to	 terminate
user	access	to	multiple	software	application	with	a	single	action	of
sign-out.
Benefits	of	SSO

1.	 Reduced	errors	and	operating	failures.
2.	 Improved	security	with	a	single	user	authentication.
3.	 Reduced	administrative	efforts	in	managing	user	accounts.
4.	 Consistent	and	reliable	performance.

Though	 there	 are	 multiple	 benefits	 with	 single	 sign	 on	 it	 is
important	 to	 note	 down	 that	 an	 SSO	 solution	 is	 a	 very	 attractive
target	for	a	hacker	 to	perform	denial	of	service	attacks.	SSO	is	an
expensive	 retrofit	 solution	 to	 an	 existing	 application.	 The	 single
point	of	failure	nature	and	the	risk	associated	with	unattended	end
user	 system	 that	 uses	 SSO	 should	 also	 be	 considered	 while
designing	the	integrated	monitoring	solution	with	SSO.
Recommended	Use	Cases	and	Correlation	Rules
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Recommended	Use	Cases	and	Correlation	Rules
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Intrusion	Detection/Prevention	System
The	 basic	 difference	 between	 IDS	 and	 IPS	 is	 the	 fact	 that	 IDS
focuses	only	on	detection	and	IPS	can	take	actions	along	with	 the
detection.	 IDS	 can	 passively	monitor	more	 than	 one	 segment	 and
can	monitor	traffic	that	an	IPS	would	never	see.	IPS	actions	include
drop,	reset,	shun	or	custom	actions,	and	it	is	placed	in	line	with	the
traffic	for	taking	this	action.	The	“fail	open”	feature	of	IPS	allows
traffic	to	pass	through	in	case	of	IPS	engine	or	scan	failure.	Modern
day	 firewalls	 come	 with	 software	 modules	 or	 hardware	 daughter
cards	 for	 IPS/IDS	 feature.	 UTM	 boxes	 will	 also	 have	 IPS/IDS
features	in	built.	For	effective	security	monitoring	of	firewall	events
the	below	set	of	use	cases	are	recommended.
Recommended	Use	Cases	and	Correlation	Rules
Network	Based	Firewall
Firewall	is	an	access	control	device	which	decides	which	traffic	to
forward	and	which	traffic	not	to	forward,	based	on	the	pre-defined
rules.	Firewalls	screen	both	inbound	and	outbound	network	traffic.
The	major	features	of	an	enterprise	grade	network	firewall	include:
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1.	 Blocking	 the	 incoming	 traffic	 based	 on	 source	 or
destination	IP	or	port.

2.	 Blocking	 the	 outgoing	 traffic	 based	 on	 source	 or
destination	IP	or	port.

3.	 Screen	 network	 traffic	 for	 unacceptable	 and	 inappropriate
content.

4.	 Enable	remote	access	of	resources.
5.	 Allow	connection	to	internal	network.
6.	 Generates	alerts	on	network	activities.

Firewall	Technologies
Packet	Filtering
Packet	 filtering	 works	 at	 the	 network	 layer	 of	 OSI	 model.	 The
filtering	 is	 based	 on	 service	 type,	 port	 number,	 interface	 number,
source	/destination	address	etc.
Network	Address	Translation	(NAT)
Network	 address	 translation	 (NAT)	 enables	 mapping	 of	 internal
private	 IP	 address	 to	 external	 public	 IP	 addresses.	A	 firewall	 can
perform	one	to	one	or	many	to	one	static	or	dynamic	mapping.
Circuit	Level	Gateways
These	are	firewall	which	works	under	session	layer	of	OSI	model.
Multiple	parameters	 like	address,	DNS	name,	Directory	name	etc.
are	used	for	allowing	or	denying	network	access.
Application	Proxies
It	 works	 as	 a	 proxy	 server	 that	 intercepts	 information	 passing
through	the	gateway	and	thus	does	not	allow	direct	communication.
Application	proxies	will	allow	a	limited	number	of	applications	like
FTP,	SMTP	etc.
Virtual	Private	Network
Most	of	the	modern-day	network	firewalls	act	as	VPN	termination
points.	 This	 kind	 of	 firewall	 support	 both	 site	 to	 site	 and	 remote
access	virtual	private	network	connection.
FW	Logs	-	Common	Categories

89

https://t.me/learningnets



1.	 Firewall	change	management	Logs
2.	 Firewall	bandwidth	monitoring	alerts
3.	 Firewall	 Internet	 /	 Intranet	 Usage	 alerts	 (Permitted	 and

Blocked)
4.	 Firewall	IPSEC/SSL/Tunnel/Point	to	Point

Recommended	Use	Cases	and	Correlation	Rules
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Network	User	Behavior	Analysis	(NUBA)
NUBA	 offers	 passive	monitoring	 of	 user	 behavior	 without	major
network	 reconfiguration.	 Continuous	 real	 time	 view	 of	 user
activities	 across	 enterprise	 network	 is	 captured	 and	monitored	 by
the	solution.	The	user	role	 information	in	your	existing	directories
will	 be	 used	 as	 the	 reference	 for	 the	 analysis.	 Some	 of	 these
solutions	are	capable	of	even	controlling	user	access	based	on	 the
findings.	A	centralized	active	login	data	base	needs	to	be	accessible
by	NUBA	 for	 analysis.	 If	 needed	LDAP	queries	will	 be	 used	 for
verifying	user	or	group	mission.	Port	mirroring	or	passive	network
taps	are	used	by	the	network	user	behavior	analysis	tools	for	deep
packet	inspection.	Flow	data	like	Cisco	netflow,	Juniper	jflow	etc.
are	used	for	analyzing	changes	made	by	the	end	users.	Event	data
generated	by	network	user	behavior	analysis	 tools	are	exported	 to
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security	information	event	manager	(SIEM)	either	by	using	SNMP,
SMTP	 or	 any	 other	 protocols.	 Some	 of	 the	 NUBA	 tools	 support
importing	 of	 vulnerability	 assessment	 data	 for	 relevancy	 check	 of
the	findings.
Popular	Threat	Detection	Methodologies	used	by
NUBA
Payload	Anomaly	Detection
Protocol	Anomaly:	MAC	Spoofing
Protocol	Anomaly:	IP	Spoofing
Protocol	Anomaly:	TCP/UDP	Fanout
Protocol	Anomaly:	IP	Fanout
Protocol	Anomaly:	Duplicate	IP
Protocol	Anomaly:	Duplicate	MAC
Virus	Detection
Bandwidth	Anomaly	Detection
Connection	Rate	Detection
Recommended	Use	Cases	and	Correlation	Rules
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Operating	System
Almost	 all	 the	 SIEM	 solutions	 can	 receive	 log	 data	 directly	 from
windows,	 Linux,	 UNIX,	 OSX	 and	 other	 operating	 systems.
Dedicated	 agents	 like	 SNARE,	 Adaptive	 Log	 Exporter,	 Sentinel
UNIX	agent	etc.	are	also	used	for	exporting	logs.
Modern	day	windows	operating	system	offers	centralized	windows
event	 log	 collection.	 This	 innovative	 server	 subscriber	 model
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reduces	the	complexity	of	integrating	all	event	sources	separately	to
SIM	 or	 SIEM.	 SIEM	 providers	 may	 offer	 agents	 or	 add-ons	 for
exporting	 archived	 windows	 event	 logs.	 Microsoft	 windows
management	 instrumentation	 (WMI)	 API	 can	 be	 used	 for	 remote
agent	 less	 windows	 event	 log	 collection	 from	 windows	 server
version	2003,	2008,	Windows	XP,	Windows	Vista	and	Windows	7.
Windows	 event	 log	 protocol	 needs	 proper	 configuration	 of	 server
DCOM	settings.
Recommended	Use	Cases	and	Correlation	Rules

Proxy
Proxy	servers	intercept	the	connection	from	endpoints	to	the	target
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destination	 and	 thus	 limit	 direct	 connection	 between	 them.	 The
proxies	can	be	configured	as	content	filtering	solutions.	Typically,
forward	proxy	servers	are	configured	as	content	filtering	solutions.
Reverse	 proxy	 servers	 can	 act	 as	 server	 load	 balancing	 gateways
distributing	 the	 connection	 requests	 to	 various	 servers	 inside	 the
server	 farm.	 Sticky	 connections	 can	 be	 configured	 for	 persistent
traffic	 flow	 to	 specific	 servers	 inside	 the	 server	 farm.	 The	 logs
generated	 by	 both	 content	 filtering	 and	 reverse	 proxy	 servers	 are
relevant	 from	 security	 perspective.	 So,	 it	 is	 highly	 important	 to
ensure	the	smooth	integration	of	proxy	servers	with	SIEM.
Types	of	Proxy
Gateway:	 A	 proxy	 server	 that	 passes	 requests	 and	 responses
unmodified.
Forward	Proxy:	An	Internet	facing	proxy	used	to	forward	requests
from	a	wide	range	of	sources.
Reverse	Proxy:	Internet-facing	proxy	used	as	a	front-end	to	control
and	protect	access	to	a	server	on	a	private	network.
Event	Categories

Malware	/	HTTP	content	inspection
Web	Caching
Forward	&	Reverse	Proxy	Content	Filtering

Recommended	Use	Cases	and	Correlation	Rules
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Storage
All	authorized	and	unauthorized	access	requests	to	storage	solutions
should	be	monitored	by	integrating	it	with	a	SIEM	solution.	Below
list	 does	 not	 address	 all	 the	 relevant	 storage	 use	 cases	 a	 security
analyst	 should	 develop,	 however	 at	 least	 this	much	 of	 uses	 cases
should	be	there	in	the	SIEM	for	proper	security	monitoring.
Recommended	Use	Cases	and	Correlation	Rules
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Virtual	Private	Network
Virtual	 Private	 Network	 gateways	 provide	 secure	 end	 to	 end
connections	between	end	points.	They	act	as	a	termination	point	of
secure	connection	from	both	static	and	dynamic	end	points.	Site	to
Site	(S2S)	or	LAN	to	LAN	VPN	connections	are	always	up	secure
tunnels	 between	 gateways.	Most	 of	 the	modern-day	 firewalls	will
have	VPN	capabilities.	 SSL/TLS,	 IPSEC	etc.	 are	 commonly	 used
protocols	for	VPN.	Out	of	this	SSL	or	TLS	based	VPN	is	used	for
secure	 dynamic	 connections	 from	 roaming	 endpoints.	 IPSEC	 is	 a
suite	of	protocols	that	offers	confidentiality	and	integrity	for	secure
VPN	connection.	 ISAKMP,	ESP,	AH	etc.	are	 the	commonly	used
protocols	 for	 IPSEC.ISAKMP	 is	 responsible	 for	maintenance	 and
termination	of	a	secure	channel	over	unsecure	medium.	Data	is	sent
over	 the	 secure	 channel	 built	 by	 ISAKMP	 with	 additional
protection	 of	 ESP	 or	 AH.ESP	 offers	 both	 confidentially	 and
integrity	services.	You	may	setup	VPN	with	ESP	alone	or	by	using
a	combination	of	ESP	and	AH	for	data	protection.	To	have	better
visibility	 of	 VPN	 activities	 you	 need	 to	 integrate	 VPN	 gateways
with	 SIEM.SSL	 multiplexers	 either	 integrated	 within	 firewall	 or
running	 in	 separate	 gateways	 split	 the	SSL	or	HTTPS	 connection
packet	 inspection.	You	may	 integrate	SSL	multiplexers	with	your
security	analytics	solutions	for	improved	visibility	of	events	related
to	data	sent	over	secure	SSL/HTTPS	channel.
Recommended	Use	Cases	and	Correlation	Rules
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Vulnerability	Scanner
Timely	detection	of	 threats	by	an	SIEM	can	be	enhanced	with	 its
integration	with	vulnerability	manager.	Relevancy	of	an	 identified
threat	 can	 be	 verified	 with	 the	 vulnerability	 data.	 The	 overall
accuracy	of	threat	detection	is	thus	improved	with	this	integration.
Vulnerability	management	solutions	or	scanners	are	added	as	event
sources	 in	SIEM,	 in	addition	 to	 the	 relevancy	checking	 the	below
set	 of	 use	 cases	 will	 help	 the	 security	 analyst	 in	 real	 time	 threat
detection	when	the	vulnerability	scanning	happens.
Recommended	Use	Cases	and	Correlation	Rules
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Review	Questions
1.	 ……..	runs	directly	on	the	mail	server	and	process	spam.

a.	 Gateway	filters
b.	 Mail	server	integrated	filters
c.	 Cloud	–	base	spam	filter
d.	 Client	–	base	spam	filter

2.	 …..	can	be	misconfigured	by	the	attacker	to	limit	the	problem
with	spam	black.

a.	 Open	relay	check
b.	 RBL
c.	 BAYESIAN	Filter
d.	 Hashing

3.	 ……	uses	user	 input	or	calculating	 the	statistical	probability
of	an	email	spam.

a.	 BAYESIAN	Filter
b.	 RBL
c.	 Hashing
d.	 Open	relay	check

4.	 …….	 allows	 execution	 of	 specific	 application	 based	 on
predefined	policies.

a.	 Application	white	listing
b.	 Application	ranking
c.	 Application	black	listing
d.	 White	coding

5.	 ……	can	be	used	for	prevention	of	SQL	injection	attack.
a.	 Strict	input	validation
b.	 Secure	coding	policy
c.	 Power	shell	tools
d.	 Content	filtering	solutions

6.	 Packet	filtering	works	at	……	layer	of	OSI	model.
a.	 L1
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b.	 L2
c.	 L3
d.	 L4

7.	 Circuit	level	gateways	works	at	……	layer	of	OSI	model.
a.	 L4
b.	 L5
c.	 L6
d.	 L7

8.	 ……	 is	 needed	 for	 the	 proper	 working	 network	 behavior
analytic	tools.

a.	 Access	to	centralized	active	log	in	database
b.	 Access	to	data	storage
c.	 Encrypted	secure	channel
d.	 Sand	box	environment

9.	 …….	 server	 intercepts	 the	 connection	 for	 endpoints	 to	 the
target	 destination	 and	 thus	 limits	 direct	 connection	 between
them.

a.	 Policy
b.	 Proxy
c.	 ACL
d.	 ACS

10.	 ESP	offers	…………..	for	IPSEC	VPN	connection.
a.	 Integrity
b.	 Confidentiality
c.	 Availability
d.	 Confidentiality	and	integrity

104

https://t.me/learningnets



Answers	to	Review	Questions
Module	1

1.	 Overall	risk	and	security	poster	of	the	business	information
is	 critical	 for	Chief	Security	Officer	work	 role	 in	 security
center.

2.	 Access	 to	 threat	 intelligence	 feeds	 is	 recommended	 for
Security	Analyst	work	role.

3.	 A	 properly	 defined	 service	 level	 agreement	 should	 cover
Missing	or	in	proper	handling	of	SLA,	Licensing	details	of
SIEM	and	Escalation	and	reprioritization	procedure.

4.	 Constituency	 is	 a	 term	 used	 in	 SOC	 to	 represent	 a	 set	 of
customers	to	whom	SOC	provide	services.

5.	 SOC	Analyst	 is	 responsible	 for	 generalization	 of	 the	 data
received	from	different	threat	intelligence	providers.

6.	 PCI-DSS	mandates	minimum	data	retention	of	1years.
7.	 HIPPA	mandates	data	retention	of	6	or	7	years.
8.	 Retention	 of	 lateral	 movement	 of	 an	 advanced	 persistent

threats	needs	Cross	Correlation.
9.	 Log	rate	limiting	is	a	common	practice	security	practitioner

follow	 to	 reduce	 the	amount	of	 logs	getting	aggregated	 in
event	sources.

10.	 Tier	 –	 One	 security	 monitoring	 team	 converts	 alerts	 to
incidents	based	in	the	default	threshold	settings.

Module	2

1.	 Poller	 generates	 an	 alert	when	 a	 specific	 state	 is	 detected
and	one	used	for	service	status	detection	and	data	integrity
checking.

2.	 Event	 collector	 or	 aggregator	 is	 responsible	 for	 gathering
information	from	different	sensors.

3.	 Event	 log	 in	API	Can	be	used	by	other	application	 to	 log
security	event	in	check	point	security	management	server.

4.	 Log	 export	 API	 Can	 be	 used	 for	 real	 time	 historical
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retrieval	of	logs	from	checkpoint	devices.
5.	 SIEM	 can	 collect	 Microsoft	 windows	 events	 data	 in	 an

agent	less	way	using	MSWMI.
6.	 MSRPC	does	not	support	retrieval	of	nonstandard	windows

logs.
7.	 In	 collector	 initiated	 event	 forwarding	 for	 centralized

windows	log	collection	scalability	issues	are	very	common.
8.	 SDEE	with	 an	 event	 query	 or	 an	 event	 subscription	 uses

SSL	to	query	the	SDEE	server.
9.	 The	throughput	of	a	SOC	solution	is	binded	to	the	EPS.
10.	 The	 speed	 of	 event	 reorganization,	 event	 escalation	 and

Event	 resolution	 is	 used	 to	 calculate	 to	 overall	 response
matrix	of	a	SOC.

Module	4

1.	 SPAN	is	recommended	for	exporting	of	logs	if	both	NSM
and	monitoring	port	are	in	same	switch

2.	 RSPAN	is	recommended	for	exporting	of	logs	if	both	NSM
and	monitoring	ports	are	in	two	different	switches

3.	 WHOIS	is	commonly	used	for	meta	data	analysis.
4.	 SQUERT	is	used	to	query	SGUIL	database	backend.
5.	 BRO	 is	 an	 event	 engine	 that	 converts	packet	 streams	 into

series	of	higher	level	events.
6.	 ARGUS	 is	 a	 powerful	 real	 time	 flow	monitor	 that	 offers

comprehensive	data	network	auditing.
7.	 SANCP	is	commonly	used	for	statistical	network	statistics

analysis.
8.	 ARGUS	can	 read	 packets	 directly	 from	network	 interface

and	classify	it	into	network	transactions.
9.	 Extracted	 content	 data	 analysis	 focuses	 on	 high	 level

stream	contest	and	can	be	used	for	analysis	of	video,	image
and	other	files	exchanged	between	computers.

10.	 Transaction	 data	 Analysis	 focuses	 on	 requests	 and
responses	exchanged	between	end	points.
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Module	5

1.	 Mail	 server	 integrated	 filters	 runs	 directly	 on	 the	 mail
server	and	process	spam

2.	 Open	relay	check	can	be	misconfigured	by	 the	attacker	 to
limit	the	problem	with	spam	black	listing.

3.	 BAYESIAN	 Filter	 uses	 user	 input	 for	 calculating	 the
statistical	probability	of	an	email	spam.

4.	 Application	 white	 listing	 allows	 execution	 of	 specific
application	based	on	predefined	policies.

5.	 Strict	 input	validation	 can	 be	 used	 for	 prevention	 of	SQL
injection	attack.

6.	 Packet	filtering	works	at	L3	layer	of	OSI	model
7.	 Circuit	level	gateways	works	at	L6	layer	of	OSI	model.
8.	 Access	 to	 centralized	 active	 log	 in	 database	 is	 needed	 for

the	proper	working	network	behavior	analytic	tools.
9.	 Proxy	server	intercepts	the	connection	for	endpoints	to	the

target	destination	and	thus	limits	direct	connection	between
them.

10.	 ESP	 offers	 Confidentiality	 and	 Integrity	 for	 IPSEC	 VPN
connection
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