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Course High Level Design

Course Goal

The goal of the course is to to train service provider network professionals on the technigues to plan,
implement, and monitor a scalable [P routing.

Job Tasks and Domain and Skill Objectives

These are the job tasks (domains and skill objectives from the audience, as well as job definition and job
task analyses that will be taught and practiced in the course).

Domain 1 Domain Namea Skill Objectives/Job Tasks
1.00 Describe the operation of IP and data
network
1.08 Describe senice provider principles and
meference MGM architecture
1.08 Differentiate between LAN and WAN operation
and fealures
Domain 2 Domain Name Skill Objectives/Job Tasks
200 Implemant and troubleshoot 1Py and
IPvE addressing schemes
203 implement and troubleshoaot IPVE transitioning
Echnologies
204 Design, implement, and troubkeshool ypes of 1P
addressing
Domain 4 Domain Name Skill Objectives/Job Tasks

@204 Cisoo Systems, Inc,
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4.00 Implement and troubleshoot routed
network technologies
405 Design, implement, and troubleshoat O5PFe2
arnd O5PFy3
406 Design, implement, and troubleshoal 1S5-15
410 Implement and troubleshoot BGP
411 Implement and troubleshoot multihomed BGP
networks
414 Implement and troubleshool BGP customer
oonnectivity requirements {classily customer's
muling Eble requirements)
4156 Implement and troubleshool BGP transit AS
(functions, routing policy)
416 Implemant and troubleshoot BGP route
reflectors and confederations
417 Implement and troubleshoot advanced BGP
oonfiguration (limiting the number of prefixes,
AS path prepending, peer group, route Nap
dampening, and scaling BGR)
Domain § Domain Namea Skill Objectives/Job Tasks
5.00 Implement and troubleshoat |P
SETVICES
5.01 Design, implement, and troubleshool MAT
(1P )
L2 DCescribe MAT 444, NAT 64, and NAT PT
503 Implement and troubleshoot GHCP | Pyd
H.04 implement and troubleshool DHCP | Py
505 Analyze ICMPyd and ICMPvE
5.06 Describe DMNS
Domain & Domain Nama Skill Objectives/Job Tasks
.00 Configure Cisco operaling syslems
and platforms
6.01 Configure Cisco 1035
G.02 Configure Cisco 105 xR

Daploying Cis oo Servics

Provider Advanced Network Routing (SPADYVROUTE) @204 Cimeo Systems, Inc,
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6.03 Configure Cisco 105 XE
Domain 9 Domain Name Skill Objectives/Job Tasks
4.00 Implement and troubleshoal security in

the network

a.01 Design, implement, and troublkeshoot
managemeant plane securiby

a04 Design, implement, and troubkeshoot control
plane security

a.06 mplement and troubleshoot attack mitigation
(BTSH and RTBH)

Domain 12 Domain Nama Skill Objectives/Job Tasks

12.00 Implement and troubleshool multicast

12.01 Describe mullicast addresses

1202 Describe multicas! concepts (pruning, tree,

application requirements, and RPF)

1203 mplement and troubleshoot Auto-RP, BSR,
static RP, anycast RP, and MSDP

12.04 mplement and troubleshoat IGMP, IGMPW2,
IGMPY3, and snooping

12058 Design, implement, and troublkeshool PIM SM,
FIn Oin, SS5M, and BiDir-PIM

12.06 mplement and troubleshoot multicast security
(IGMF and PIM filters)

12.07 Describe ICMPwE, IFvE mullicast, and MLD
Domain 13 Domain Mame Skiill Objectives/Job Tasks

13.00 Implement high availahility

13.02 Implement and troubleshoot routing redundancy

(Layer 3 high availability) (BFD, mult homing,
and MPLS TE FRR)

13.03 Implement topology redundancy (link layer
redundancy and Flex Link)

Domain 15 Domain Name Skill Objectives/Job Tasks

15.00 Implement and troubleshoot VRN
lechnologies
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15.01 Design, implement, and troubleshool Layer 3
MPLS VPN, address family, and MP-BGP
15.05 mplement and troubleshool ATaoM

Course Flow Diagram

This section illustrates the Tow of the course.

AM PM
Day 1 Course Introduction Module 2: Scale Service Provider Netwark
Module 1: Service Provider Conneclivily with BGP
Day 2 Module 3: Secure and Optimize BGP Miodule 3 (cont. )
Module 4: Mullicast Overview
Day 3 Module 4 {cont.) Module &: Intradomain and Interdomain Multicast
Fouting
Day 4 Module & (cont.) Miodule 5 (oont. )
Day 5 Module 6: Service Provider IPwE Transition Module 6 (oont. )

Implementations

Required Classroom Environment

Room setup, layout, logistics, and equipment:

The course requires & typical classroom for instructor-led training delivery of Cisco training {Tor example,
whitebourd, projector, Internet access, sufficient seating with tables).

Instructor Certification Requirements

Credentials to teach this version of the course are:

B3e a Cisco UCS] certified instructor in good standing

Attend the SPADVEOUTE w12 Train-the-Trainer (TTT) session (live or on-demand), or an
SPADVROUTE vI.2 course delivered by a certilied instructor

Pass the 642-885 SPADVROUTT exam at the instructor cul score rate

Be CONP 8P certified

Daploying Cisco Sanvice Provider Advanced Network Routing (SPADVROUTE)
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General Information

Thus wopic provides a high-level description of the lab environment.

Laboratory Topology (Delivery)

This lab topology consists of two teams and four pods, with each team using two pods. Two students will
usually configure one pod. Each pod has one switch and two routers. Two pods may share one additional
switch, which is not used in this course. All teams share the same core routers (Pl and P2).

The CE routers in both pods are running Ciseo 105 Solftware. The Tirst pod within a team (pod | or 3) will
work on PL routers running Cisco 105 XR Software, and the second pod within the same team (pod 2 or 4)
will work on PE routers running Cisco [0S X1 Software.

@204 Cisoo Systems, Inc, Caorurse: Administration Guikle
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Laboratory Topology

Lab Topology Diagram (Backbone Pod View)

Lab Topology Diagram (Backbone Pod View)
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Lab Topology Diagram (Student Pod View)

Lab Topology Diagram (Student Pod View)
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Laboratory Equipment

These tables list the recommended equipment o support the lab activiiies. These tables assume a class size

of eight students.

Description Manufacturer| Part Number Total Quantity
CE router; ISR 2901 Cisco ClSCO2a01/Ka 4
FE router running Cisco |05 XE: ASRE 9006 with route | Cisco ASR-9006-AC 2
processor and line card (with SFPs) ASK-RSP-4G
AGK-40GE-L
PE router running Cisco 1035 XE: ASE 1001 Cisco ASRI001-2XOC3P0OS | 2
Swilch: ME-3400E-24T 5-M Ciseo ME 340x- f
METROACCESSKS-M
A router running Gisco 105 XR: ASRE 9006 with roule | Cisco ASR-9006-AC 1
pracessor and line card (with SFPs) ALGK-RSP-4G
AOK-AOGE-L
P2 router running Cisca 1035 XR:ASR 9001 with route | Cisco ASR-9001-5 1
processor and line card (with SFFs)
Description Mfr. | Part Number Total Motes
Quantity
Cisco |03 Software, ME340x Software | Cisco| ME340x- 6 medd x-metroaccesskd-
Version 12.2(60)EZ3, RELEASE METROACCESSKS-M i 122-60.EZL3 hin
SOFTWARE (fc2)
Cisco 105 Software, C2900 Software, Cisco| C2o00- 4 2900-unversalka-
Wersion 15.3(3)52, RELEASE UMMNMERSALKY-M mz SPA153-3.52 bin
SOFTWARE (f:1)
Cisco 103 Software, 105-XE Software, Cisco| X86 G4 LINUX 1OSD-| 2 arii0-
Version 15.3(3)5, RELEASE UNMNMERSALKS-M universalka 03,02 00.5.153-
SOFTWARE (fc1) 3.5.bin
Cisco |03 XR Software, Version 5.1.1 Cisco 4 ASROK-osxar-5.1.1 1ar
@204 Cisoo Systems, Inc, Caorurse: Administration Guikle T
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Initial Lab Build

This topic contains the information required o interconnect lab equipment.

The tollowing figure shows core lab interface wdentification:

Team 1 Team 2
Pod 1 Pod 3
105 XE Gidhx
The following figure shows the pod lab interface identification:
Team z
CEx Pod x SWx PEx
ﬁ Gio/0 Fa0/1 Gi0/0/0/2 s
Gil/ /0D
% Fali23 | :
GI0M Fa0i24 | Gi0/0/01 "\
'\ S
%o Fubd 47 o Gi0/0/0/3
hY
Fali Fal/22 F?Q{EE
i "
il N Fazz 11
s SWxy A
Fali24 Gi0i0y2
g S Eanpy owel sioon Zt1
i
GioN » Fali23 a0/
Gi0nia ’
———————— P2
Gi0/0/0 y
* POSO/
PEy ‘egioc0
POS0OR2N "
“ POS0/2/0
d: Gi POSO2M
Legen
- - == Fg Connections to
---------- 0C3 POS PE(y+2)
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General Lab Setup

This wopic details the procedure o set up and configure the lab equipment at the beginning of each class.

Notes on Delivery Lab Equipment

On the Ciseo 108 XR Software routers (Cisco ASR 2006 and Cisco ASR 9001, it is recommended to
install all single-package PIEs that are included in the TAR file. It is required to install at least asr2k-mini-
pr-3. 1.1 and asek-mpls-px-5.1.1 packages.

On the PE router running Ciseo 105 XR (ASR 90063, PIE archive asr2k-mghl-px.pie-5.1.1 must be located
on disk().

Development Lab Equipment Requirements

This section details the resources and requirements needed to develop and test the course labs.

Required Materials Laboratory Topology
(Development)

Lab equipment for the development should be the same as the lab equipment for the delivery. The
requirement is to have at least two development pods. The developer pod consist of two teams.

Notes on Development Lab Equipment

Lab development requires two developer pods or four teams. The pods can be remotely available to the
developers. [For the review, the pods must be remotely available for Cisco TEC reviewers to review the labs
in a live environment.

The software and hardware list i1s the same as for production pods.

@204 Cisoo Systems, Inc, Caorurse: Administration Guikle 9
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Course Management

Course Description

Deploving Cisco Service Provider Advanced Network Rouwting (SPADVROUTLE) v1.2 is a course that
provides network engineers and technicians with the knowledge and skills necessary to implement and
support a service provider network.

The course focuses on using Cisco routers thal are typically found in the service provider network and on
various technologies that are used o offer different services to customers. Upon completing this course
learners will be able o configure, verify, and troubleshoot advanced BGP configuration, TP multicasting,
and IPv6 transition mechanisms.

The course also includes classroom activities with remote labs that are useful to gain practical skills on
deploying Cisco [0S/105 X and Cisco [0S XR features to operate and support service provider network.

Full Title of Course Deploying Cisco Senvice Provider Advanced Network Routing
Course Order Code SPADVROUTE
Course Version Number 1.2
Mew Course? re
Replaces 1.01
@204 Cisoo Systems, Inc, Caorurse: Administration Guikle 11
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Curricula
The course 15 used i the following curnicula, ceriifications, specializations, and learning maps:

Certifications:

e Cliseo Certhied Network Professional Service Provider (CONP S

Curricula, specializations, and learning maps:
L] N."l.“lk

Course Goal and Objectives

This topic describes the course goal and objectives.

Upon completing this course, you will be able to meet these objectives:

= Configure the service provider network o support multiple BGP connections with customers and other
AULONOMOoUS systems

e Describe common routing and addressing scalability 1ssues in the service provider network

e Describe available BGP tools and features to secure and optimize the BGP routing protocol in a service
provider environment

¢ Introduce 1P multicast services and the technologies that are present in [ multicasting
«  Introduce PIM-5M as the most current scalable [P multicast routing protocol

*  Describe service provider [Py iransition implementations

Target Audiences

This section specifies the primary and secondary target audiences of this course by job roles and notes the
relevance to each job role.
Primary target andience:

e This course 1s intended primarily for network administrators, network engineers, network managers and
systems engineers who would ke o implement [P routing in service provider environments.

secondary target audience:

= This course is intended Tor network designers and project or program managers. This course is also
recommended o all individuals preparing for CCNP SP certification.

12 Daploying Cisco Sanvice Provider Advanced Network Routing (SPADVROUTE) @204 Cimeo Systems, Inc,
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Target Theaters and Locales

The primary target theater Tor the course is:

»  Americas

The secondary target theater is:

»  IMEAR

The tertiary theater is:

«  AIPC

Prerequisite Skills and Knowledge

This section lists the skills and knowledge that learners musi possess o benelit fully from the course. It
includes recommended Cisco learning offerings that the learners may complete to benefii fully from this
course

The knowledge and skills that a learner must have before attending this course are as Tollows:

» Intermediate to advanced knowledge of Cisco [OS/A0S5 XE and Cisco 105 XR Software configuration
«  Skills and knowledge equivalent w those learned n:
Building Cisco Service Provider Next-Generation Networks, Part | (SPNGN 1) v1.2 course
Building Cisco Service Provider Nexi-Generation Networks, Part 2 (SPNGN2) v1.2 course

Beplensing Ciseo Service Provider Network Rowting (SPROUTLE)Y v1.2 course

@204 Cisoo Systems, Inc, Caorurse: Administration Guikle
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Course Differences (Delta) Information

This section provides o summary of the most significant differences between the previous version,
SPADVROUTE v L.OL, and this one, SPADVROUTLE v 1.2,

Executive Summary

Overview

The course structure stays exactly as i 15, what is added 15 an update to the latest software. There are new
technologies added and EOL technologies are removed. All printouts in the student guide and labs are
updated to reflect latest softwire versions.

Course Objectives

This table shows new leatures added to the course:

Module/Lesson/Lab Mew Feature
SPADYROUTE modules and labs Outpuls updated with latest IOS/IXEMR varsions.,
SPADVROUTE labs Sleps added in the verilicalion seclions. Answer key

added to each slep.

SPADYROUTE Modulke 1 Lesson 1 Topics Multihomed Customer Connectivity™ and "Routing
Schemes® texl added,

SPADYROUTE Module & Lesson 1 Topics divided: "PIM-SM Neghbor Discovery™, "PIM-SM
Forwarding®, "PIM-5M Jaining®, and "PIM-5M
Reqgistering”®

SPADVROUTE Module § Lessaon 1 Topics divided: "Erahble PIM-5M®, *Static RP®, and

"Finding PIM Neighbors and Checking RP Information®

SPADVROUTE Module 5 Lessan 2 Topics divided: *0F Election Process®, "0F Election
Messages®, “Initial Election®, "Winning the Election as
DF", and "0DF Lases Path 1o the RP®

SPADYROUTE Module 5 Lesson 3 Topics divided: "Mullicast Service Provider
Requirements®, "MSDP Protocol®, and "MSDP Concepls®

SPADYROUTE Module 5 Lesson 3 Topic "MSDPF SA Message Processing™ merged with lopic
"Sleps o Process SA Messages”

SPADVROUTE Module & Lessan 3 Tapics divided: *Configuring MSDP® and "Werifying
MsSDP"
SPADVROUTE Module & Lessan 4 Tapic "PiMy2 BSR Adverlisement Process® merged with

topic "BSR Process®

SPADYROUTE Module 6 Lesson 1 Topics divided: "MLD Configuring™ and *MLD Verifying®

14 Daploying Cisco Sanvice Provider Advanced Network Routing (SPADVROUTE) @204 Cimeo Systems, Inc,
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Lab Equipment Changes

This table provides a comparison of the lab equipment.

Devices Description
CE roulers (Cisco 2901). CE1, CE2, CES, Lpgraded software to Cisco 105 15.3.3M(ED))
CE4

Fod swilches (ME3400E) SW1, SW2, SW3, Upgraded software Lo Cisco 105 12 2(60)EZ3(EDY)
sS4

Shared swilches (ME3O00E): SW12, SWa4 Upgraded software to Cisco 105 12 2(60)EZ3(EDY)

PE1/PES (ASRO006) Upgraded software to Cisco 105 XR 5.1.1
FEZ/PE4 (ASR1001) Lngraded software lo Cisco [0S XE 15 .3(3)S2/3.10.25)
F1 (ASRO006) Lbgraded software to Cisco 105 XE 511
P2 (ASRO9001) Lbgraded software to Cisco 105 XE 511

Lab Topology Changes

These higures provide a comparison of the lab topologies.

@204 Cisoo Systems, Inc, Caorurse: Administration Guikle 15
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A ‘ P2 router added (ASR 9001)

il Poif 4 CEd

gwy PodT  op

___ﬁ.___

P ’
- :
# . o
S ENTEN A it i AETWTES
i ) Legend:
Teamn 3 Gl
- —— Fa

sernaasens 03 POIS

Toam 1 P Team 2
CEq Pod 1 gwn PE1 PE3 SWa Pod 3 CE3

23WI2 NN 'i 'i #? P2 .ﬁ i' 7 25NN

CEZ Pod 2 W2 PEZ PE4 BWe Pod 4 CE4

Configuration Files Summary

This topic details the course conliguration liles, which provide information about the starting condition of
each lab
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Configuration Filename Comments
SPADVROUTET1Z CE1 initial Lt Initial configuration for CE1.
SPADVROUTENTZ CEZ2 initial Initial configuration for CE2.
SPADVROUTEYTZ CE3 initial txt Initial configuration for CE3.
SPADVROUTEY1Z CE4 initial txt Initial configuration for CE4.
SPADVROUTETZ SW1 initial txl Initial configuration for SYW1.
SPADVROUTETZ SW2 initial.lxl Initial configuration for SW2.
SPADVROUTELZ SW3 initial txt Initial configuration for W3,
SPADVROUTETZ SW4 initial Lxt Initial configuration for SWd.
SPADVROUTETZ SW12 initial.xt Initial configuration for SW12.
SPADVROUTEYZ SW34 initial xt Initial configuration for SWi4.
SPADVROUTETZ PE1 initial.txl Initial configuration lor PE1.
SPFADVROUTETZ PEZ initial txt Initial configuration for PEZ.
SPADVROUTEIZ PE3 initial.txt Initial configuration for PES.
SPADVROUTELZ PE4 initial.txt Initial configuration for PE4.
SPADVROUTETZ P11 imitial b Initial configuration for P1.
SPADVROUTELZ P2 initial txt Initial configuration for P2,

Course Instruction Details

Instructor Certification Requirements
Credentials to teach this version of the course are:

e Bea Cisco CCS1 certified instructor in good standing

» Attend the SPADVREOUTE v 1.2 Train-the-Trainer (TTT) session {live or on-demand), or an
SPADVROUTE v 1.2 course delivered by a certified instructor

. Mg the 64 2-885 SPADVROUTE exam at the instructor cut score rate

«  Be CONDP SP certfied
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Required Classroom Environment

Room setup, layout, logistics, and equipment:

The course requires a typical classroom for instructor-led raining delivery of Cisco traiming {for example,
whiteboard, projector, Internet access, sufficient seating with tables).

Detailed Course Flow

The course schedule specifies the recommended teaching time for each lesson, lab, and activity. Optionally,
indicate breaks and starting and ending times for each day.
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Day 1: Service Provider Connectivity with BGP, Scale Service Provider Network

B:30-9:00 (08300000}

Course Introduction

9:00-10:00 (0900-1000)

Lesson 1-1; Defining Customer-to-
Provider Connectivity Requiremeants

10:00-10:15 (1000-1015)

Break

10:15-12:15 (1015-1215)

Lessan 1-2; Connecling a Customer
to Service Provider

1245 =115 (1215-1315)

Lunch

1:15 200 {(1315-1400)

Lesson 2-1; Scaling BGF in Service
Frovider Networks

200-3:30 (14001530}

Lesson 2-2; Introducing BGF Route
Feflectors and Confederations

030345 (1530-1345)

Break

3:45-4:45 (1545164 5)

Lab 1: Implement BGP Route
Reflectors

4:45 [1645)

Day ends

Day 2: Secure and Optimize BGP, Multicast Overview

B:00-8:30 (02000830}

Review of Day 1

8:30-10:00 (0E30-1000)

Lesson 3-1: Implementing Advanced
BGPF Operations

10:00-10:15 (1000-1015)

Break

10151115 (1015-1115)

Lab 2;: Implement BGF Security
Options

11:15-12:30 (1115-1230)

Lesson 32; Improving BGP
Convergence

12:30 ~1:30 (1230-1330)

Lunch

1:30-2:45 (1330 1445)

Lesson 3-38 Improving BGP
Configuralion Scalability

2:45-415 (1445-1615)

Lab 3: Improve BGP Scalability

4:15-4:30 (1615-1630)

Break

4:30-6:00 (163018007

Lessan 4-1: Introducing [P Multicast

600 (1800)

Day ends
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Day 3: Multicast Overview, Intradomain and Interdomain Multicast Routing

8:00-8:30 (0BO0-(830)

Review of Day 2

B:30-10:00 (0830-1005)

Lessan 4-2: Defining Mullicast
Distribution Trees and Forwarding

10001015 (1000-1015)

Break

10:45-11:15 (1015-1115)

Lessan 4-3: Defining Multicast an the
LM

11:45-11:45 (1115-1145)

Lab 4! Implement Layer 2 and Layer
3 Multicast

11:45-12:45 (1145-1245)

Lunch

12:45-1:30 (12451330}

Lesson 4-4: Fopulating the Mroute
Table

1:30 345 (1330-1545)

Lesson 51: Introducing PIM-S
Protocol

345-4:00 {1545-1600)

Break

4:00-5:00 (1600-1700)

Lab 5 Enable and Optimize PIM-5M

00 (1700) Day ends
Day 4: Intradomain and Interdomain Multicast Routing
8:00-8:30 (0830-0830) Review of Day 3

8:30-8:30 (0830-(830)

Lesson 520 implementing PIM-SM
Enhancements

9:30-8:45 (0930-(845)

Break

945-11:00 (0945-1100)

Lab 6: Implemant PIM-5M
Ernhancemaents

11:00-12:30 (1100-1230)

Lesson 53 Implementing
Interdomain 1P Multicast

12:30-1:30 (1230-1330)

Lunch

1:30 -3:00 (1330-1500)

Lesson 54 ldentifing Rendeswous
Paint Distribution Saolutions

300-3:15 {1500-1515)

Break

F15-415 (1515-1615)

Lab ¥: Implemeant Rendezvous Paint
Distribution
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4:15 (1615)

Day ends

Day 5: Service Provider IPv6 Transition Implementations

B:00-8:30 (08000830}

Review of Day 4

8:30-10:30 (0830-1030)

Lessaon 6-1: Introducing IPvG
Services

10:30-10:45 (1030-1045)

Break

10:45-11:30 (1045-1130)

Lab &: Implement a DHC PG Server
with Prefix Delegation

11:30-12:00 (1130-1200)

Lab 9: Implemeant IPwE Multicasting

12:00-1:00 (1200-1300)

Lunch

1:00-3:00 (130015000

Lessaon 6-2: Defining IPwE Transition
Mechanisms

3:00-3:15 (1500-1515)

Break

215-4:00 (1515-1600)

Lab 10: Implément Tunnels for IPvE

4:00-4:30 {1600-1630)

Lesson 6-3: Deploying [Py in the
Service Provider Metwork

4:30-5:30 (1630-1730)

Wrap-up
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Course Evaluation

Curriculum Evaluation

Effectiveness of the course will be evaluated at these Levels of Kirkpatrick™s performance evaluation.
» Level |: Reaction to the course

Course effects: This assessment level gauges learner satisfaction, that 15, feedback from participants
regarding their levels of satisfaction with the offering. This assessment will consist of the Cisco
standard program evaluation and will be completed by the learner.
Course evaluation: Required {via MTM).

» Level 2: Learning retained
Course effects: This assessment level tests for learner achievement following a portion, or all, of an
instructional offering. The strategy for learner assessment calls for the use of written tests in support
of the instructional program. Written tests will be adminisiered in accordance with L C standards

through proctored certilication exams. This assessment will consist of the laboratory exercises and
ihe Cisco Certilication Exam.

Course evaluation: Required.

»  Level 3: Performance changes after the corse
Course elTects: N/A
Course evaluation: N/A

» Level 4: Resulis on the job, after the course
Course effects: N/A

Course evaluation: N/A
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Course Outlines

High Level Course Outline

This subtopic provides an overview of how the course is organized. The course contains these components:
«  Module |: Service Provider Connectivity with BGP

»  Module 2: Scale Service Provider Metwork

«  Module 3: Secure and Optimize BGP

o Module 4: Multcast Overview

»  Module 5: Intradomain and Interdomain Multicast Routing

»  Module 6: Service Provider [Pvo Transition Implementations

o llardware Lab 1: Implement BGP Route Reflectors

»  Hardware Lab 2: Implement BGP Secunty Options

#  Hardware Lab 3: Improve BGP Scalabality

= lardware Lab 4: Implement Layver 2 and Layer 3 Multicast

» llardware Lab 5: Enable and Optimize PIM-5M

s Hardware Lab 6: Implement PIM-5M Enhancements

o llardware Lab 7: Implement Rendezvous Point Distribution

»  Hardware Lab 8: Implement a DHCPv6 Server with Prelix Delegation
»  Hardware Lab 9 Implement 1Pv6 Multicasting

»  Hardware Lab [0: Implement Tunnels for [PvG
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Detailed Course Outline

This in-depth outline of the course structure lists each module, lesson, and topic.
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Course Introduction

The Course Introduction provides learners with the course objectives and prereguisite learner skills and
knowledge. The Course Introduction presents the course flow diagram and the cons that are used in the
course Hlustrations and Mgures. This course component also describes the curriculum for this course,
providing learners with the information that they need o make decisions regarding their specific learning
path.

= Overview

»  Course Goal and Objectives

»  Course Flow

» Additional References

»  Your Training Curriculum
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Module 1: Service Provider Connectivity with BGP

Objective: Describe different connectivity types and routing options between a service provider and a
customer

Lesson 1: Defining Customer-to-Provider Connectivity Requirements
Objective: Define the requirements to connect customer networks to the Internet in a service provider
environment

This lesson includes these topics:

e Cisco [P NGN Architecture

o Customer-to-Service Provider Connectivity Types
«  Single-lHomed Customer Connectivity

= Dual-Artached Customer Connectivity

«  Multihomed Customer Connectivity

»  Routing Schemes

« Single-Homed Customer Routing Schemes

= Dual-Attached Customer Routing Schemes

«  Multthomed Customer Routing Schemes

e Addressing and AS Number Allocation

«  Single-llomed Customer 1T Addressing Schemes
o Dual-Attached Customer 1P Addressing and A5 Number Schemes

= Multthomed Customer [P Addressing and AS Number Schemes

Lesson 2: Connecting a Customer to a Service Provider
Objective: Describe a service provider-anded routing policy using BGE in mulihomed scenanos usimg a
primary and a backup path

This lesson includes these topics:

« lmplementing Customer Connectivity Using Static Routing

«  Single-Homed Customer Using Stanie Routing and a Single 1P Address

«  Single-Homed Customer Using Static Routing, and Multiple 11" Addresses

¢ Dual-Attached Customers Using Static Routing in a Primary and Backup Scenario
«  Dual-Artached Customers Using Static Routing in a Load-Balancing Scenario

« Connecting a Dual-Attached Customer to a Single Service Provider

e Conditional BGP Advertising

=  BGP Configurations on the Service Provider PE Router

=  Removing a Private AS Number
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#  Dual-Atached Customers Using BGP

»  Service Provider Migrations Using Local AS

»  Dual-Attached Customers Using BGP ina Pomary and Backup Scenario

»  Dual-Atached Customers Using BGP in a Load-Balancing Scenario

»  Connecting a Muluhomed Cuostomer to Muluple Service Prowviders

#  Customer-lmplemented BGP Routing Policies in a Primary and Backup Seenano
»  Customer-Implemented BGP Routing Policies in a Load-Balancing Scenario

»  Service Provider-Aided BGP Routing Policy in a Primary and Backup Scenario
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Module 2: Scale Service Provider Network
Objective: Describe routing and addressing issues that may arise in a typical service provider network
Lesson 1: Scaling BGP in Service Provider Networks

Objective: Describe common routing and addressing scalability 1ssues in service provider networks

This lesson includes these topics:

s Clisco [P NGN Infrastructure Layer

e Service Provider Metwork Routing Protocols

«  Route Propagation in Service Provider Metworks

«  Route Information Exchange Between Service Providers
«  Route Information Exchange with Customers

«  BGP Mext-Hop Resolution with 1GP

«  Scaling BGP Routing

»  Scaling Addressing in Service Provider Core Networks

«  BGP Policy Accounting

Lesson 2: Introducing BGP Route Reflectors and Confederations
Objective: Describe the function of route reflectors and confederations in a BGP environment, and list the
steps needed o implement BGP route reflectors

This lesson includes these topics:

e BGP Route Refleciors and BGP Confederations
e BGPE Spli-Honzon Rule

= Steps of Route Propagation in a Route Reflector-Enabled Network
«  Redundant Route Reflectors

»  Route Rellector Clusters

= Additional Loop-Prevention Mechanism
Network Design with BGP Route Reflectors

» lierarchical Route Reflectors

« Implementing BGP Route Reflectors

«  BGP Confederations Overview

e AS Path Propagation Within BGP Confederation

« lnmraconfederation EBGP Session Properties
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Hardware Lab 1: Implement BGP Route Reflectors

This activity includes these tasks:
»  Verify the Existing BGP Sessions
«  Configure a Route Rellector and Internal BGP Session

#  Restrict Route Propagation to o Client
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Module 3: Secure and Optimize BGP

Objective: Describe and use BGE tools and features that are available to secure and optimize the BGP
routing protocol in a service provider environment

Lesson 1: Implementing Advanced BGP Operations

Objective: Implement BGP security and oplimization options

This lesson includes these topics:

Cisco [P NGN Infrastructure Layer
Threats i Service Provider Environments
BGP Countermeasures Overview

BGP Route Limiting

BGP Neighbor Authentication

BGP TTL Security Check

Control Plane Policing

BGP Meighbor Authentication, TTL Security, and Col’P Configuration
Remote-Triggered Black-Hole Filtering
Destination-Based RTBH

Source-Based RTI3H

Cisco Nonstop Forwarding

Cisco Nonstop Routing

BGP NSEF and NSR Configuration

BGP Process Restart

Sumnury

Hardware Lab 2: Implement BGP Security Options

This activity includes these tasks:

+ Implement BGP Neighbor Authenticanion Using Passwords
o Implement BGP Neighbor Authentication Using Key Chains
«  Lnable BGP TTL Security Check
« Lnable CoPP
e Lnable RTHH Filtering
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Lesson 2: Improving BGP Convergence

Objective: Improve convergence in BGP networks using different features

This lesson includes these opics:

o BGP Route-Dampening Overview

o Configuring BGP Route Dampening

»  Verfying BGP Route Dampening

»  BGP Convergence

»  BGP Processes

# Improving BGP Convergence

»  Distributed BGP

«  PMTU Discovery

«  PMTU Increasing Input Queue Depth

«  PMTU Discovery, Hold Queue, and Distributed BGP Configurations
o BGP Prefix Independent Convergence

«  Budirectional Forwarding Detection for BGP
»  BGP Timers and Intervals

»  Summary

Lesson 3: Improving BGP Configuration Scalability

Objective: Configure BGP to limit the number of prefixes that are received from a neighbor and describe
how tornse BGP peer and configoration templates and how to use route dampening to minimize the impact
of unstable routes

This lesson includes these topics:

»  BGP Peer Groups Overview

»  DBGP Peer Groups as Performance Tool

«  BGP Peer Groups Configuration

s BGP Peer Groups Limitation

o BGP Dynamic Update Growps

«  BGEP Peer Templates Overview

»  BGP Configuration Templates

o [BGP Configuration Templates Inheritance
o Configuring BGP Configuration Templates
#»  BGP Configuration Templates Verilication
«  BGP Peer Templates

»  DBGP Peer Templates Inheritance
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BGP Peer Templates Configuration
BCGP Peer Templates Vernlfication

Sumnury

Hardware Lab 3: Improve BGP Scalability

This activity includes these tasks:

Implement the BGP Configuration and Peer Templates

Limit the Number of Prefixes Received from a BGP Neighbor

Improve BGP Convergence by Changing the BGP Scan and Advertisement Interval

Implement BGP Route Dampening
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Module 4: Multicast Overview
Objective: Understand [P multicast services and the technologies that are present in 1P multicasting
Lesson 1: Introducing IP Multicast

CObjective: List varous types of 1P multicast applications and explain their requirements

This lesson includes these topics:

# 1P Multicast Benefits and Caveats

»  Multcast Operations High-Level Overview
»  Multicast Advantapges and Disadvantages
«  Multicast Application Types

o P Multicast Group Address

o P Multicast Basic Addressing

RIFC 2770 and S5M Addressing

»  Multicast Session Directory

» P Multicast Service Model

#  Functions of a Multicast Metwork

»  Multicast Source and Receivers

»  Multicast Protocols

#  Muloicast Forwarding and RPIF Check

«  Multicast Scoping

Lesson 2: Defining Multicast Distribution Trees and Forwarding

Objective: Explain how protocols are building the [I* multicast distribution tree, and review the functions
and methods that are performed within the I multcast-enabled network in order to ensure the delivery path
from multicast sources to receivers

This lesson includes these wpics:

»  RPI Check

»  Types of Multcast Distribution Trees

»  Multicast Distribution Tree ldentification

»  Multicast Protocols Overview

«  PIM Dense Mode and Sparse Mode High-Level Owverview
» Intradomain Multicast Routing 'rotocols

# Interdomain Multicast Routing Protocols

«  Multicast High-Awvailability Options

o Multicast NSF wath Stateful Faillover
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PIM Trigeered Joins
IGMP Overview
IGMPy I Overview
IGMPY2 Overview
IGMP 3 Overview

Summary

Lesson 3: Defining Multicast on the LAN

Objective: [dentify 11 multicast 1ssues on a data link layer

This lesson includes these topies:

Mapping Multicast 1" Addresses to MAC Addresses
Layer 2 Multicast Frame Switching

Implementing IGMP

IGMP join-group and static-group

IGMPY3 Host Stack Feature

Configuring IGMP Snooping

IGMP Fast-Leave ina Switch

PIM Snooping

Hardware Lab 4: Implement Layer 2 and Layer 3 Multicast

This activity includes these tasks:

Enable IGMP and MLD
YWerify IGMP Snooping

Lesson 4: Populating the Mroute Table

Objectuve: Explain the purpose of the multicast route table and rounng protocol supported for mroute table
population

This lesson includes these topics:

The Mroute Table

Multiprotocol BGP

MP-DG P Capability Negotiation
MP-BG P Multcast Conliguration

MP-BGP Multicast Verification
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Module 5: Intradomain and Interdomain Multicast
Routing

Objeciive: lmplement intradomain and interdomain multicast routing in the service provider environment

Lesson 1: Introducing PIM-SM Protocol

Objective: Describe the principles of operation of PIM-5M and explain various control mechanisms in

maintaining the distribution tree

This lesson includes these opics:

PIM-5M in the Cisco [P NGN Infrastructure Layer
PIM-SM Shared Tree Join

PIM-5M Sender Registration

PIM-SM SPT Switchover

PIM-SM Packets

PIM-SM State Information

PIM-SM State Maintenance

Multicast Routing Table

PIM-5M OIL Rules

PIM-SM State Flags

PIM-5SM Netghbor Discovery

PIM-5M Forwarding

PIM-5M Joining

PIM-5M Registenng

PIM-SM Registering: Recerver Joins First Scenario
PIM-5M Registering: Source Starts First Scenario
PIM-5M Registering: Receivers Along the SPT Scenario
PIM-SM SPT Switchover Overview

PIM-SM SPT Switchover Process

PIM-5M Shared Tree Pruming Owverview

PIM-5M Pruning Shared Tree Process

PIM-5M 5PT Pruning Overview

PIM-5M Pruning SPT Process

Enable PIM-5M

static RP

Finding PIM Neighbors and Checking RP Information

Troubleshooting PIM-5SM Guidelines

summary
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Hardware Lab 5: Enable and Optimize PIM-SM

This activity neludes these tasks:

Lesson 2: Implementing PIM-SM Enhancements

Objective: Describe S5M, PIM-5M adirectional mode, and 1GMPy3

Implement PTM-5M
shared Tree Formation—DReceivers
shared Tree Formation—>3Sources

switching to the 5PT

This lesson includes these topics:

Hardware Lab 6: Implement PIM-SM Enhancements

Source 5 pecific Multicast

S5M Scenario

S5M with IGMPv3

S5M Mapping

Conliguring S5M

Bidirectional PIM

Bidirectional PIM Sources and Receivers
Bidirectional PIM Traffic I'low
Forwarding and Tree Building Process
DI Election Process

DFF Blection Messages

Initial Election

Winning the Election as DF

DF Loses Path to the RP

DI Dies and Other Metric Changes
Conligurnng Bidirectional PIM

This activity includes these tasks:

lmplement PIM-55M
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Lesson 3: Implementing Interdomain IP Multicast

Objective: Implement MSDP in the interdomain environment

This lesson includes these opics:

Service Provider Multicast Reguoirements
GLOP—Static Allocation of 233/8

S5M Role in Interdomain TP Multicast
MSDP Role in Interdomain [P Multicast
Multicast Service Provider Requirements
MSDTP Protocol

MSDP Conecepls

MSDP Neighbor Relationship

MSDP Messages

MSDP SA Message Processing

MSDP SA Message Origination

MSDP MDS Password Authentication
Configuring MSDP

Verifying MSDP

Lesson 4: Identifying Rendezvous Point Distribution Solutions

Objective: Introduce the need for dynamic RP information distribution, and list mechanisms for dynamic RP
distribution

This lesson includes these topics:

Static RP Disadvantages

Drynamic RI' Discovery Mechanisms
RP Placement

Auto-RI

Auto-RP Candidate RPs

Auto-RP Mapping Agents

Auto-RP Other Routers

Auto-RP Configuration

Auto-RF Troubleshooting

Auto-RP Scoping

Securing Auto-RP Using a Boundary
PIM»Z2 Bootstrap Router

PIMy2 BSR Candidate RPs
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« PIMyv2 BSRs

»  PIMyv2 BSR Election

«  Other PIMy2 BSR Routers

«  PIMv2 BSR Advertisement Process
«  PIMvZ BSR Configuration

«  PIMvZBSR Verilication

= PIMyZ BSR Troubleshooting
«  BSR Hop-by-1op Flooding

«  Constraining BSR Messages
= Anyeast RP

Anyeast RP Example

»  Anyeust RP Configuration

« Anyeast RP Configuration Guidelines

Hardware Lab 7: Implement Rendezvous Point Distribution

This activity includes these tasks:
»  Enable OSPF Routing
« Lnable BSR

= [Lnable Anycast RP

Lesson 5: Module Summary

44 Daploying Cisco Sanvice Provider Advanced Network Routing (SPADVROUTE) @204 Cimeo Systems, Inc,

https://t.me/learningnets




Module 6: Service Provider IPv6 Transition
Implementations

Objective: Transition 1Pv6 implementations in a typical provider network {P-network)

Lesson 1: Introducing IPv6 Services

Objective: Describe DNS and DHCP support Tor [Pv6 and support for QoS and multicast in the [Pv6

nebwork

This lesson includes these opics:

Multicast in the Cisco [P NGN Infrastructure Layer
[Pv6 Multicast Address Format

[Py Multicast Address Scope

Pyt Solicited-Node Multicast Address Format
[Pvt Multicast Address with a Global Scope
[Py ws. [Py Multicast Comparison

PIMv Overview

Embedding the RP Address in an [Py Multicast Address
[Pv6 Multicast Routing Configuration

[ Pvey Multicasi Listener Discovery

MLDw | Messages

MLDw | General Query Message

MLDw | Report Message

MLDwl Done Message

MLDwvI Address-Specific Query Message
MLDwZ Protocol

MLD Access Groups and Group Limits

MLD Configuration

MLD Verfication

MLD Joan-Ciroup and Static-Group

MLD Snooping

DNS and DHCPv6 in the Cisco 1P NGN Infrastructure Layer

NS [Pvh Support

Dy namic DNS

DHC b Operations

DHC Pve Server Router Configuration
DHCPv6 Lite Operation {Stateless DHCPy6)

DHC Pyt Prefix Delegation
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= DHCPwA Verification

e JoS in the Cisco [P NGN Infrastructure Layer
= 1Py Header Fields Used for QoS

« IPv6 Traffic Class Field

e IPv6H Flow Label Field

= 1Pv6 Qos Conliguration

e Cisco [0S Software Features

o {Cisco [0S IPyv6 Telnet and S5 Server and Client Support
e Clisco [0S Py Tools

= Cisco Discovery Protocol Support for [Py

o Clisco Express Forwarding for [Pvb

» 1P Service Level Agreement (SLA) Tor [Py

«  Configuring 1P SLA

Hardware Lab 8: Implement a DHCPv6 Server with Prefix Delegation

This activity includes these tasks:
=  Configure a Prefix Delegation DHCPv6 Server and Client

o Configure DHCPv6 Lite Server

Hardware Lab 9: Implement IPv6 Multicasting

This activity includes these tasks:
»  CUreate a New Loopback Interface and Verity Connectivity

+ Implement [Pvé Multicast Using Embedded RPs

Lesson 2: Defining IPv6 Transition Mechanisms
Objective: Describe [Pv6 transition mechanisms and which methods are most effective in the service
provider network

This lesson includes these topics:

«  Dual Stack, CGM, and NATG4

= Dual-Stack Operations Overview

e Dual-Stack Considerations

e Dual Stack with Carrier-Grade NAT
«  NATH44

e Carrier-Cirade NAT on Cisco Routers
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« NATH4

«  [NSH4

o Stateless NATH

»  Stateful NATH4

»  Siateless versus Statetul NATH4 Comparison
#  Stateful NATH Conliguranon on ASR 1K)
«  Static, Stateful NATO4 Configuration on ASR 1000
o |Pv6 Tunneling Mechanisms

«  Manually Configured Tunnels

« GRE Tunnels

»  6Oind Tunnels

»  Oind Tunnel Configuration

»  Otod Automatic Tunnels

»  Olod Considerations

» Oiod Configuration

#  6RD Automatic Tunnels

«  ORD Considerations

«  ORD Conliguration

Hardware Lab 10: Implement Tunnels for IPv6

This activity includes these tasks:
«  Conbigure a Static IPvo-in-1Pv4 Tunnel

s Configure Dynamic 6RD Tunnels

Lesson 3: Deploying IPv6 in the Service Provider Network

Objective: Describe the deployment strategies that service providers are facing when deploying [Pv6

This lesson includes these topics:

«  IPvh Service Provider Deployment

e Dual-Stack Option

»  Dual Stack Pros and Cons

»  Tunneling of 1Pv6 in [Pv4

»  Tunneling of 1Pv6 in 1Pv4 Pros and Cons
»  Key Service Provider Sirategies

»  |Pvh Services

«  [Pvb Address Allocation
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e IPvh Address Selection Guidelines
= Py Broadband Access Services
e FTTH Access Architecture

e DSL Access Architecture

e {able Aceess Architecture
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Lab Setup

General Information

This topic provides a high-level description of the lab environment.
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Laboratory Topology (Delivery)

This lab topology consists of two teams and four pods, with each team using two pods. Two students will
usuilly configure one pod. Each pod has one switch and two routers. Two pods may share one additional
switch, which is not used in this course. All teams share the same core routers ('l and P2).

The CE routers in both pods are running Ciseo 108 Software. The first pod within a team (pod | or 3) will

work on P routers running Cisco [0S XR Soltware, and the second pod within the same team {pod 2 or 4)
will work on PE routers running Cisco 108 X1 Soltware.
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Laboratory Topology
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Lab Topology Diagram (Backbone Pod View)
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Lab Topology Diagram (Student Pod View)

Team 1

Lab Topology Diagram (Student Pod View)
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Laboratory Equipment

These tables list the recommended equipment to support the lab activities. These tables assume a class size
of ejght students.

Description Manufacturer| Part Number Total Quantity

CE router; ISR 2901 Ciseo ClSCO2901/Ka 4

PE router running Ciscao [0S XR: ASRE 9006 with route | Cisco ASR-9006-AC 2

processorand line card (with 5F Ps) AOK-REP-4G
ASK-A0GE-L

PE router running Cisco [0S XE: ASR 1001 Cisco ASRI001-ZHOCIP0OS | 2

Switch: ME-3400E-24TS-M Cison ME340x- L§]
METROACCESSKI-M

M router running Cisco 105 XR: ASR 9006 with route | Cisco ASR-9006-AC 1

processor and line card (with SFPs) AOK-RSP-4G
ASK-A0GE-L

P2 router running Cisco (05 XR: ASR 9001 with route | Cisco ASR-9001-5 1

processor and line card (with SFPs)
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Software List

Description Mfr. | Part Number Total Motes

Quantity
Cisco 035 Software, ME340x Software || Cisco| ME340x- fi me3dx-metroaccessko-
Version 12.2(60)EZ3, RELEASE METROACCESSKS-M me122-60.EL3.bin
SOFTWARE (lc2)
Cisco 105 Software, C2900 Software, Cisco| C2900- 4 c2900-unmversalk-
Version 15.3(3)52, RELEASE UNINVERSALKI-M mz.SPA153-3.52 bin
SOFTWARE (fc1)
Cisco 105 Software, 105-XE Software, Cisco| XB86 64 LINUX |OSD-| 2 asr1001-
Wersion 15.3(3)5, RELEASE UNINERSALKS-M universalks.03.02.00.5.153-
SOFTWARE (1) 3.5.bin
Cisco 105 %R Software, Version 5.1.1 Cisco 4 ASROK-osxr-5.1.1.1ar
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Initial Lab Build

This topic contains the information required to interconnect lab equipment.

The following Tgure shows core lab interface identihication:

Team 1 2 3 Team 2
Pod 1 PEI s Pod 3
1 3
i
1 /
ﬁ 3 P2 3
|05 XE Gil/orx
The Tollowing Ngure shows the pod lab interface identilication:
Team z
CEx Pod x SWx PEx
e Gi0/0 Fa0/1 Fa0/2 Gi0/0/0/2 b1
G000
4 Fa0/23 :
Gili1 o Fa0r2z4 | Gi0/0/0M1 \
LY h
T ge— 27 Faor Gilvl/0/3
~
Fa0/ FaDi22 Eodis
S—
\
Fawzf % Fal/i23 Il
s SWxy A
Fali24
#’ o Fal/21 o Gi0s2
Giot 2 ra0led | ra0i22 !
Falr24 &0
1
——————————————— - g P2
G0 Fal Fali2 Gt/ A
* POS0/210
CEy SWy PEy S
Pod y POS0/2M "
*’POs012/0
Legend: Gi POSOR2M .,
- - = g Connechonsto
---------- 0C3 POS PE(y+2)
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General Lab Setup

This topic details the procedure to set up and configure the lab equipment at the beginning of each class.
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Notes on Delivery Lab Equipment

On the Ciseo 105 XR Software routers (Cisco ASR 9006 and Ciseo ASR 9001}, it is recommended to
install all single-package PIUs that are included in the TAR Tile. It is required to install at least asrk-mini-
pr-5. 1.1 and asrOk-mpls-px-5.1.1 packages.

On the PE router running Cisco [O8 XR (ASR "W06), PIE archive asrk-mgbl-px.pie-5. 1.1 must be located
on disk (.

Configuration Files Summary

This topie detmls the course configuration files, which provide information about the starting condition of
each lab

Configuration Filename Comments
SPADVROUTETZ CE1 initial.bd Initial configuration for CE1,
SPADVROUTETZ CEZ initial txt Initial configuration for CEZ,
SPADVROUTETZ CE3 initial bd Initial configuration for CE3.
SPADVROUTETZ CE4 initial.txd Initial configuration for CE4.
SPADVROUTELZ SW1 initial. tx Initial configuration for SWH1.
SPADVYROUTETZ SW2 initial. txd Initial configuration for W2,
SPADVROUTETZ SW3 initial txt Initial configuration for SW3,
SPADVROUTELZ SW4 initial. txt Initial configuration for SW4,
SPADVROUTET2 SW1Z initial txt Initial configuration for SW12.
SPADVROUTETZ SW34 initial txl Initial configuration for SW34.
SPADVROUTETZ PET initial 1xl Initial configuration far PET.
SPADVROUTETZ PEZ2 initial txl Initial configuration for PEZ.
SPADVROUTETZ PE3 initialtxt Initial configuration lar PE3.
SPADVYROUTETZ PE4 initial.txl Initial configuration far PE4.
SPADVROUTETZ P1 initial.txl Imitial configuration for P1.
SPADVROUTELZ P2 initial txt Initial configuration far P2,

Lab Addressing
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Loopback IP Addressing

Device Name Device Role Lo0 IPv4 Address Lo0 IPvE Address
CEx Cisco 2900 pod 10101432 A0 :dbBA0x: 1021128
CEy router 109101432 A1 :db 810101128
FEx Cisco ASR 9000 10.x.1.1/32 A0 dbB A0 128
PEy or Cisco ASHE 10.y.1.1/32 A0 db8:A0w 1128
1000 pod router
SWx Cisco ME340x 10.x01/32 A0 db 84001128
SWy pod switch 10y 01432 A01:dbBA0w 01128
SWWay Cisco ME340x 10 xy 0.1/32 A0 db 8 A0y 001128
pod switch not
used in the
senvice provider
ourses
1 Cisco ASRE 9006 10.0.1.1432 A0 :dbBA00: 11128
core router
P2 Cisco ASR 9001 10.021/32 A0 b BAD 2128

core router
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Pod IP Addressing

Device Interface IPvd Address IPvE Address
CEx Gioa 192 168.10x.21/24 A01dbB 02168 10x::1/80
CEy Git0 192168 10y.y1/24 AT dbBA92 6810y y 180
M1 192 168.x1.1/24 A01db8:192:168:x1::1/80
192 168.¢1.1/24 A01:dbB:192:168:y1:1/80
P2 192 168 .22 2124 A001:db8; 192168 :%2,:2/80
192168 .y2.2/24 A01.dbB:A92:168:y2:: 2180
PE2 POS020 182.168.211.20424 A071:db8:192:168:211:20/80
POS02A 192.1668.212.20/24 A01db8:192:168:212:20/80
PE4 POS020 182.168.211.40/24 201 dbB:192:168:211:40/80
FOS02A 102.168.212.40424 20071:db8;19:2:168:212::40/80
PEx GioAAa 192 168.10x.20/24 A01:dbB:192:168:10x::x0/80
Gidponn 192 168 1xy 2024 A0 db B 1921 GE Ay BO
G002 19216821 .x0/24 A01:db8:192:168:x 1 x0/ 80
GO 192168 .2 x0/24 A071:db8: 1921682, 0180
PEy GidAn 192 168 10y 024 A01:dbB: 192168 10y 80
Gidnn 192168 Axy /24 A01:dbBA9Z 1681 xy: /B0
GO 1821683190424 A207:db8;19:2: 1681 yia0
GiOa3 192168 .y2 y0/24 A071.dbB:192:168:y2 80
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Core IP Addressing

Device

Device IP Address

Peer

Peer IP Address

F1

192 168.1.1/24
2001:db8:192:168:1::1/80

192 168.2.1424
2001 b8 192:168:2::1/80

P2

192 168.1.2/24
2001 :db8:192:168:1::2/80

1921682 2/24
A0071:db8: 19216822180

Lab Details
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Hardware Lab 1: Implement BGP Route Reflectors
This topic details the lab activity for Hardware Lab |2 Implement BGP Route Reflectors.
In this lab activity, you will configure a backbone router (P2} to act as a redundant route reflector. You will

also configure an additional IBGT session between the PE router in your pod and the redundant route
reflector (P2}, Your instructor already configured 'l as a route reflector for the pod PE routers.

MNote Students from two different pods work as a team. The CE routers in both pods are running
Cisco 105 Software. The first pod in the team will work on the PE router that is running
Cisco 105 XR Software, and the second pod in the same team will work on the PE router
that is running Cisco 105 XE Software. Students in the same team should coordinate their
activities.
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Hardware Lab 2: Implement BGP Security Options
This topic details the lab activity for Hardware Lab 2: Implement BGP Security Options.

In this lab activaty, you will [irst conligure BGP neighbor authentication between the CL, PE, and P
routers. You will also enable a BGP TTL security check between the same routers. Y ou will also conligure
CoPP on the CE router. Finally, you will implement source-based RTBH filtering by using the Pl router as

an RTBH triggering router.

Students from two different pods work as a team. The CE routers in both pods are running
Cisco 10S Software. The first pod in the team will work on the PE router that is running
Cisco 105 XR Software, and the second ped in the same team will work on the PE router
that is running Cisco 105 XE Software. Students in the same team should coordinate their

activities.

Mote
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Hardware Lab 3: Improve BGP Scalability
This topic details the lab actvity for Hardware Lab 3: Improve BGP Scalabiality.

In this activity, you will first migrate an existing BGP configuration for EBGP neighbors to a template-
based confliguration. Then you will limit the number of prefixes that can be recerved from a BGP neighbor,
You will also improve BGP convergence by changing the BGP scan and advertisement interval. Finally,
you will implement BGP route dampening. All configurations will be performed on the PE router,

Students from two different pods work as a team. The CE routers in both pods are running Cisco 105
software. The Tirst pod in the team will work on the PE router that is running Cisco 105 XR Software, and
the second pod 1n the same team will work on the PE router that 15 running Cisco [0S XE Software.
Students in the same team should coordinate their activities.
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Hardware Lab 4: Implement Layer 2 and Layer 3
Multicast

This topic details the lab activity for Hardware Lab 4: Implement Layer 2 and Layer 3 Multicast.

In this lab activity, you will implement and verify the operation of IGMP and MLD and you will observe
multicast Nooding on the LAN when IGMP snooping 14 implemented.

Note Students from two different pods work as a team. The CE routers in both pods are running
Cisco 10S Software. The first pod in the team will work on the PE router that is running
Cisco 105 XR Software, and the second ped in the same team will work on the PE router
that is running Cisco 105 XE Software. Students in the same team should coordinate their

activities.
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Hardware Lab 5: Enable and Optimize PIM-SM

This topic details the lab actvity for Hardware Lab 5: Enable and Optimize PIM-5M.
Complete this lab activity to practice what you learned in the related module.
In this lab activity, you will enable multicast on the router in your team. The Pl router is preconfigured to

act as an BP for your multicast traffic. ¥ ou will configure receivers for multicast traffic on the CE and PE
router. The other pod CE router will act as 4 multicast source.

Mote Students from two different pods work as a team. The CE routers in both pods are running
Cisco 105 Software. The first pod in the team will work on the PE router that is running
Cisco 105 XR Software, and the second pod in the same team will work on the PE router
that is running Cisco 105 XE Scoftware. Students in the same team should coordinate their
activities.

You will work on different Cisco routers that are running Cisco 10058 {(c29H0), Cisco 1OS XE (asc1001), and
Cisco 105 XR (asr9k) Software. After completing this activaty, you will be able to meet these objectives:

» lmplement multicast routing, PIM-5SM, and manual RP configuration
»  Observe shared tree formation

«  Ohbserve the switchover Trom the shared tree to the SPT
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Hardware Lab 6: Implement PIM-SM Enhancements

This topic details the lab activity for Hardware Lab 6: Implement PIM-5M Enhancements.

In this lab activity, you will configure and monitor PIM-55M on the CE and PE routers.

MNote Students from two different pods work as a team. The CE mouters in both pods are running
Cisco 10S Software. The first pod in the team will work on the PE router that is running
Cisco 105 XR Software, and the second pod in the same team will work on the PE router
that is running Cisco 10S XE Software. Students in the same team should coordinate their
activities.

You will work on different Cisco routers that are running Cisco [0S (29000, Cisco 1OS XE (asc1001), and
Cisen 105 KR (asr9k) Software. After completing this activity, you will be able to meet this objective:

« Implement and monitor PIM-55M
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Hardware Lab 7: Implement Rendezvous Point
Distribution
This topic details the lab activity Tor Hardware Lab 7: Implement Rendesvous Point Distribution.

In this activity, you will use PIM-5M. Avoiding the configuration of static RP information, you will choose
the standard bootsirap mechanism o verify the redundant setup of BSR routers and BPs.

You also will configure two RPs with the same 1P address, sharing the same range of groups. This action
will create the Anycast RP solution that will require a simple M5DP configuration.

Mote Students from two different pods work as a team. The CE routers in both pods are running
Cisco 105 Software. The first ped in the team will work on the PE router that is running
Cisco 105 XR Software, and the second pod in the same team will work on the PE router
that Is running Cisce 105 XE Software. Students in the same team should coordinate their
activities.
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Hardware Lab 8: Implement a DHCPv6 Server with
Prefix Delegation

This topic details the lab activity for Hardware Lab 8: Implement a DHCPv6 Server with Prefix Delegation.

[n this lab activity, you will configure the PE router to act as a prefix delegation DITCPw6 server. Y ou will
conligure the PE router to delegate a prefix to the CE router. Y ou will then configure the CE rouier interface
with an [Pvd address Trom the delegated prefix. You will also configure the CLE router to act as a DHCPvO
Lite server, with DNS server [P address options obtained from the PE router. This scenario 15 valid, where
the service provider would assign a prefix to a CE router using prefix delegation, and the CE router would
then advertise the prefix to LAN endpoints to enable stateless autoconliguration.

This lab exercise will be performed only in the pod with Cisco [0S X router.

MNote Students from two different pods work as a team. The CE mouters in both pods are running
Cisco 10S Software. The first pod in the team will work on the PE mouter running Cisco 105
XR Software, and the second pod in the same team will work on the PE router running Cisco
105 XE Software. Students in the same team should coordinate their activities.
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Hardware Lab 9: Implement IPv6 Multicasting
This topic details the lab actuvity for Hardware Lab % Implement 1Py Multicasting.
In this lab activity, you will lirst implement [Pyvé multicast using embedded RPs. Y our pod CE router will

act as the multicast receiver, and the other pod CL router will act as the muliicast source, Your pod PLE
router will act as the RP.

Note Students from two different pods work as a team. The CE routers in both pods are running
Cisco 105 Software. The first pod in the team will work on the PE router running Cisco 1035
XR Software, and the second pod in the same team will work on the PE router running Cisco
105 XE software. Students in the same team should coordinate their activities.
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Hardware Lab 10: Implement Tunnels for IPv6

This topic details the lab activity for Hardware Lab 1) Implement Tunnels for [P,

In this lab activity, you will first establish a staiic [Pvo-in-1Pv4 tunnel between two CLE routers in different
pods in the same team. Then you will deploy 6RD tunnels and configure a 6RD CL router and 6RD Border
Relay.

Note Students from two different pods work as a team. The CE routers in both pods are running
Cisco 105 Software. In this activity, students will work on CE routers. Students from both
pods will work on the PE router from the second pod only. Students in the same team should
coordinate their activities.
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