Hello everyone!

In this blog i wanted to give you overview of security Operation Center also
we are going to discuss about some use cases using SPLUNK. This blogs
helps you to understand the operational goal of SOC and how we can build
use cases using Splunk (one of the famous SIEM tool). This blog will help
Student, Fresher, Industry Expert who wants to work for security Operation
Center.

What is security Operation?

Security Operation is the continuous operational practice for maintaining and
managing a secure IT environment through the Implementation and
execution of certain services and process it's main purpose is to detect,
prevent, prioritize and respond to security incidents.

Security Operation Consist of various security operation tasks, which
include:

« Security Monitoring

o Security Incident Management
« Vulnerability Management

o Security Device Management

e Network flow Monitoring

Security Operation Center

SOC is centralized unit and a single point of view through which an
organizations assets are monitored, assessed and defended from the
threats. It also facilitates the situational awareness and real time alerting if
any intrusion or attack is detected.
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SOC capabilities

Situational Awareness and operational intelligence - SOC
provides information about what is going on across the different parts
of IT infrastructure. It also provides the Operational intelligence about
IT infrastructure.

Threat control and prevention - Using Internal and external
resource it provides the knowledge of IOC'S (Indicator of compromise)
of attacks this enables SOC to provide Threat control and prevention.
Forensics - SOC analysts use structured log data to conduct
investigation and understand the root cause of attack and also restrict
the attacker's ability to perform attack against the organization.

What Operations carried out in Security Operation Center?

1.

Log Collection - Logs are collected from various device on a network
that can have an impact on the security of the organization.

. Log Retention and Archival - Collected logs are stored centrally and

logs always have Retention and Archival period for better
management.

. Log Analysis - logs are analyzed through different SOC technology to

extract information from raw data.
Monitoring of Security Environments for security Events -
Information received by log analysis is transferred to the SOC team for
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monitoring purposes so that it can be used to identify the current
security position of an organization.

5. Event Correlation - The events from the various source are
correlated and contextualized based on set of predefined correlation
rules.

6. Incident Management - Prioritization of Incident as per the
predefined rules and objective.

7. Threat Identification and Reaction - It is a process of determining
threats correctly and a proactive measure obtained through. A SOC
reacts either re-actively or proactive to threats.

8. Reporting - It generates Client detailed Security report
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Components of Security Operation Center.
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Type of Security Operation Center Models.
o Internal SOC model

e Outsourced SOC model
o Hybrid SOC model

SOC Implementation phases.

€ initial assessment is done based on existing capabilities with respect to people, processes, technology, business, and IT objectives

2 oc strategy development is carried out by considering its strategic goal, scope, model, services, KPI, metrics, etc.

e Designing and building phases of SOC are almost linked to each other
© selection ofthe best technology to implement efficient SOC is carried outin this phase
Operating the SOC 8 50Cis moved from the building phase to the operating phase with the help of a proper transition plan
€ Reviews the SOCto identify the areas of improvement and to check whether itis
operating accordingly
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Difference Between Log Event and Incident.
Incident

e Log is the collection of information/data on © anevent is an observed change in the day-

© Incident is any event that can affect the

events generating in the form of audit trail by to-day operations of a system, network,

security of an organization

the various components of information process, workflow or person, indicating that

system such as network, applications, 05, there may be a violation of security policy or

Service, etc. failing of any security safeguard incident

© Logging is the process of recording and © itis a type of log with specific context, @ it can be generated intentionally or

storing logs of the events that occur in the unintentionally

network Example of Incident:

0 itisan important source that provides the e e Brute force attack
idea to 50C about the flaws or problems and These events are stored as logs

also helps to detect the attack, fraud, and
. . Example of Event:
inappropriate uses of data

ﬁ Login successful and failure events
Example of Log:
ﬁ Trail of Login Failure events followed by
Login Successful event
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So let's understand where we can find logs which we need to collect for the
Security Operation center and how to build use cases for detection of
incident.

Window Logs and location.

Windows Event log audit configuration are recorded based on the registry
key.
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eve
ntLog

B Registey Ediben - O b
Eile Edit View Faeortes Halp
|l:nmputu'\HKE'l'_LCIEﬂ.L_MAEHINE"\-S'u"STEh-'I"'.Eurru-rlC-crﬂmlSet';Sen—im'.EwrﬁL-ug
Ent&ppiae | Mame Typ= Diata !
:;f:: 3'“; Iuelaullj! REG_SZ ivalie Aot 141)
== ab| Description REG @%SysternRoot Shayst emd Pywevt s, dll, - 301
e E""”‘? . 25| DizplayHame REG 52 5y sternRont Bhayzt em 3 Fwevtve dll,-200
:f';‘:;:“b #44] ErrerControl REG_DWORD BeDOOI000T (1)
It Explocer Tl Failures etigrs REG_BINARY B0 51 01 0000 00 00 0 00 0000 00 03 00 00 00 1400
Koy Menagement Senvice é| FailureActicraOnMenCrashFailures  REG_DWORD CeeDD000001 (1)
Adlerts ab| Group REG_SI Event Log
Seourity ablimage=Path REG_EXPAND 3T TeSystemFo ot 32, Systemn 3T sechost.ene -k Localer.
Syilem b ObjeciMame REG_SZ T AUTHORITY Lo alisrdice
TeckhSrmith ] PlugPlaySeraceType REG_DIRD DreD000000 (1)
‘Windows Powerihall o || 28] RequiredPrivieges REG_RILTY 52 Sefhange otifyPrivilege SedlmpersonatePrivilege 5
< 3 [ »

In windows machine event log are stored in system32\winevt\logs as shown
below.
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. ¥ | Logs

Home Share View

v A I * « Windows » System32 > winevt > Logsl vl Search Logs

~

Name Date modified Type

>

3] AMSI%40perational.evtx 9/20/2018 4:37PM  Event Log 63 K8
{31 Application.evtx 9/20/2018 443 AM  Eventlog 7,236 K8
{81 HardwareEvents.evtx 5/21/20185:28PM  Eventlog 63 KB
{3 Internet Explorer.evtx 5/21/2018 5:28PM  EventLog 63KB
{31 Key Management Service.evix 5/21/20185:28PM  EventLog 68 K8
{81 Microsoft-AppV-Client34Admin.evix 8/20/2018 437PM  Eventlog 68 KB
Microsoft-AppV-Client%40perational.evtx 9/20/2018 4:37PM  EventLog 63 K8
Microsoft-AppV-Client%4Virtual Applications.evtx 9/20/2018 4:37PM  EventLog 83 K8
5] Microsoft-Client-Licensing-Platform%4Admin.evtx 9/18/2018 3:16PM  Eventlog 1,028 KB
3} Microsoft-User Experience Virtualization-Agent Drive... 9/20/2018 4:37PM  Event Log 68 KB
{81 Microsoft-User Experience Virtualization-App Agent...  9/20/20124:37PM  Event Log 63 K8
ﬂ Microsoft-User Experience Virtualization-IPC%40per...  9/20/2018437PM  Event Log 68 KB
3] Microsoft-User Experience Virtualization-SQM Uploa...  9/20/20184:37PM  EventLog 68 KB
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In windows machine event are stored in Event viewer which you can open
through RUN "eventvwr".

2] Event Viewer
File Action View Help
@ =p | 7| rn

Event Viewer (Local)
> L Custom Views

Date and Time
9/23/2018 120600 PM
Q/23/2018 120014 PM
9/23/2018 1220012 P
$/23/2018 11:22:11 A
! SR23I20M8 11211 A
» 55 Applications and Servi. i 9/23/2018 11:27:48 A
> @ Saved Logs ; 9/23/2018 112717 A
U2 Subscriptions ' 9/23/2018 11:05:00 A
9/23/2018 10:0400 A
G/23/2018 S:42-34 AM
$/23/2018 9:03:00 AM
9/23/2018 2:02:00 AM
9/23/2018 T:01:00 AM
9/23/2018 &00-00 AM
9/23/2018 S:42-34 AM
$/23/2018 5:41:26 AM
9/23/2018 5:41:02 AM
9/23/72018 S:41:02 AM
©/23/2018 5:41:02 AM
9/23/2018 5:41:00 AM
G/23/2018 54053 AM
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Linux Log and Location.

-_ljrarflugf IMES SAEES i Svar/log/httpd/

& generzl mezzage 3nd system-relzted stuff e Apache socess and error logs directory
-quarflugfaum. log a Swar/log/lighttpd/

& ruthentication logs a8 Lighttpd access and error logs directory
-_lfuar,l'lug,flcern.lug a Jvar/log/boot.log

2 vemel logs a8 Syztem boot log
-Jﬁrarflugfl:run.lug J Svar/log/ mysqgld.log

8 crond logs [cron job) a WyBOL datzbase server log file
--lfuarflugf maillog = Svar/log/secure or fvarflog/auth.log

& Mail server logs 2 suthentizstion log
--l,,"|.|'ar,"la:lg,"qmalI,,ll = Svar/log/utmp or fvar/log/wtmp

& omazil log directory (mare files inside this directary) B Login records file

-vaarflugj']rum.lug
& vum command log file

Mac Log and Location.

@ Firewall log data is stored in appfirewall.log file and found at Jprivate/var/log/oppfirewall.log
& Aspecifically in-built program zppfwloggerd logs 21l firewsll events

T ——————— -
__________________________________________________________________________ .
i ;
: & User's home directory contains operating system component and third-party applications’ log infarmation that are found in the ~/Library/Logs folder :
e e e e e e o
L 7
: & Forensic investigators examine history files to evaluate suspicious command line activities. :
i & Allcommand line logs are saved in .bach_history file and it is found in root users' home directary ]I
i — - -

5
1 [
: & /Ubrary folder encompasses many shared application libraries, and contains different types of logs that coresponds to companents shared across muktiple :
i zpplications :
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o

crashreparterlog fvarflogferashreporterlog Application usage history and application crash information written to this file
access_log Sfvarflogfcups/access_log Printer access log information

error_log Svarflogfcupsferor_log Brinter connection information and its error logs found here

daily.out Mvarflog/daily.out Network Interface History

log.nmbd fvarflogfsambz/log.nmbd Samba (Windows-based machine) connection infarmation
Logs ~fLibraryfLogs Home directory users and application-s pecific logs can found here
DiscRecording.log ~{Library/Logs/DiscRecording.log Home users'CD & DVD mediz buming logs written to this file

. - R . i This file contains hard disk partitioning logs, COYDVD burned media logs, |50/DMG
TEilEinlEg flibxaryfl e cF images files mount, unmount history, and file permission repair histary

iChatConnectionErrars . . ) Log histary of iChat connection sttempts. Data such as username, |P address, and Date
fLibrary/Logs/iChatConnectionErrars B Time o the atempt

This log file gives information on synchronized Mac systems and mobile devices such as

Library/Lags/s
i kL S c2ll phanes snd iPads, andtheir sctivities with date and time

Firewall Log and Location.

Firewall logging level Access Denied

Firewall# show legging | qrep ASA=4 ]
Oct 24 2018 08:54:48: ASAF{-106023:Deny itep src cutside: igi“fﬁﬁ‘ihé“kaﬁdsa51
dat inside: gg;:;ﬁgf;&ﬁ"?#?dda by access-greup "OUTSICE" [OxSC&3bA2f,
Oct 24 2018 0@:5 SASAR{=106023: y itep sro outside: 83 TEAZHA
dat inside:I ;
Oet 24 2018 14 \SAR §=106023: {Deny ‘tep sre outaide:143 346867
dat inside-183 T84 180 77738s by accesa-group "OUTSIDE" [IZIxSIJSibEZf ﬂxtl]

TR msEEERE AR RE e

ﬁ§z5s by access-group "OUTSIDE® [Ox50&3bA3F, Oxd]

¥
Source Address
Destination Address
Web server Log and Location.

E——————
Internet Information Services [115) is a web server for Windows! ' The log filesare located by defaultat:
SErETTat hosts anyihing on the Wed N —"
I8 conzists of many log files, log file formats provide different 115 6.0
informztion of the users |P address, different sites visited by T Lt G e
the user with date and time Ao Eemia S\ToqF Le ) WO SHCH

15 7.0

Sugrambrive TRaTrL e I Fila SUCN
1% log file provides useful information regarding person who $5ygteanrtive ) InetpubiLoge\logE Le s \WASWEN

visited your site, what information is viewed and when itis
viewed, the activity of various web zpplications, etc. 15 8.0

sSysremDrived’ inarpubl loga'\Logriles

4

Proper analysis of 115 log files will slzo provide demographic
information and the usage of |15 server $EysrembDrived’ insrpubl logs\logriles
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Access Logs

J Default apache access log file location In various 05

8 FreeBSD: fvar/log/httpd=socass. log

& Debian/ Ubuntulinw: fvar/lag/apaakal faacass . log

@ RHEL/RedHat /Cent0S/ Fedoma Linux: /var/log/httpd/access log

Remote Lsername Timestamp of Method|GET Status
Host of the the reguest SPOST/HEAD Code of
L] visigor & | the request
H i - %,

! i216.34.115.90; -2 -i14/Apr/2008:14:47:37 H0400] FigEr i/ Brresl.of ieoniss4: ]

Y ;
ldentity f ¥ ¥ Bytes of
the vigitar|e- Time Zene PROTOCOL & data
mail D] uTc Ve on transfarrad

Based on these log we can create a centralized log mechanism and able to
identify potential incident. lets talk about some case studies using SPLUNK.

USE CASES of Operational Intelligence using SPLUNK.

CASE STUDY 1.

Problem Statement:-

You need to find the least accessed files on your server by your clients/ customers. As part of the cleanup process, you need to
find the files which receive the least amount of user traffic. You can generate a report showing how the traffic has been

distributed over different months.

Solution:
index=main sourcetype=access combined wcookie status=200 | rare file by date month

CASE STUDY 2

Problem Statement:-

From a business perspective, you are expected to track the website traffic(user sessions) recorded on your server. The traffic
coming in can be from various marketing campaigns run by your team. Besides tracking the traffic, you are also expected to find

the number of products purchased by the users from various campaigns.

Now generate a report based on user sessions and campaigns.

Solution:
index=main sourcetype=access_combined wcookie action=purchase status=200 file=success.do |
dedup JSESSIONID | table JSESSIONID | rename JSESSIONID as UserSessions
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CASE STUDY 3

Problem Statement:-

You are a part of the Operations team and you're expected to track the usage of your web application.

Generate a report which tells how many times each user has tried logging into the application.

Solution:

index=main sourcetype=access_combined wcookie | stats dc(JSESSIONID)

USE CASES for threats using SPLUNK.

XSS Attack detection using Splunk.

Cross-site scripting (also known as XSS) is a web security vulnerability that
allows an attacker to compromise the interactions that users have with a
vulnerable application. It allows an attacker to circumvent the same origin
policy, which is desighed to segregate different websites from each other.
Cross-site scripting vulnerabilities normally allow an attacker to masquerade
as a victim user, to carry out any actions that the user is able to perform,
and to access any of the user's data. If the victim user has privileged access
within the application, then the attacker might be able to gain full control
over all of the application's functionality and data.

Example: Splunk SIEM

T ] = .I':I.
s s sguchewes nariop 05 g wat gt f | o
Vindzw 1 i
Anomaly/Signatures Look for the events comprising signs of XS5 cHHE v B WD 2l 22 BE|[EN
Ecaine £
r;ﬂ::kﬂf:!?:—la]!!'.l:ﬂ-'..‘ ald:D00E: zew:lo) A
a "uu-: top SEHTERSML_WET any -» SEOHE_MET any
imagi®Crosa-sice scTipring ascenpt™s
P s LIVKICH [<F 1VAITE 10 * [a=ad=3AR]+ | (W R3E 131 s | |
clazacype:dSS Accack-1; xid:9007; zaviip| |5
a1 -
Detection of <img src” basad XSS Attampt Le:29 Culil Se010 Usia LF) UTF-3 s
& Set an alert on pattern matching Regex s o
£ 00NEIC) €] ((\EED) | 1] (\B43)) { (\BED) |=| (\edD})) { (\E&T) |9 (\2&7}} [~\n] MNew Search sl ckk
+[[\B3E) |>) /I
i ¥ ! [h:sl:-‘-lnsarmr:ﬂli source =ids X35 Atfack Attespted I [5 RN WinEcw * ]

i Tirme Evem
» 2n2ng TLNZ-08 1229101 TEIS 1008, 19, 201580 <> 100100103089
ARSUT AM TCP TTL:6) T0G:Rx0 LD: 04574 Jolen; 20 DEslen:41e OF
oo 1 Line omicted ...

TCP Optd 3} = NOP KOP TS 2718500 1974478
Detection of all ¥55 Attempts TP opticns (3} =

[x+] [1:3067:5] Cross-gige gorloting gitempt [=4]
& Getznazlerton pattern ma‘tl:hirg Regeu[Paranuid regeuh [Classification:] X55 Attack Attespted]|[Pricrity: 1]
£ NE3C) <) [~ha)+ [ (\R3E) |>) /I Shewe ol lines

host = WinSemner2ms

SQL Attack Detection using SPLUNK.

SQL injection is a web security vulnerability that allows an attacker to
interfere with the queries that an application makes to its database. It
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generally allows an attacker to view data that they are not normally able to
retrieve. This might include data belonging to other users, or any other data
that the application itself is able to access. In many cases, an attacker can
modify or delete this data, causing persistent changes to the application's
content or behavior.

In some situations, an attacker can escalate an SQL injection attack to
compromise the underlying server or other back-end infrastructure, or
perform a denial-of-service attack.

oeta 5 ar Apache web server logs, IDS logs, Example: Splunk SIEM

WAF logs

. ook for the events comprising SOL
Anomaly/Signatures L Mew Search
hjection patterns Q

Detection of Error-Based SOL Injection Attemnpt

& Setanalerton pattern matching Regex
FUINEED) | (=) ) [~hal = CONE2T) ) (V)0 (A=A
JIONR3B) | (i) ) /4

Detection of Union-Based SOL Injection Attempt
@ Setanalerton pattern matching Regex J/ { (\&27) | (\") Junion/ix

8 Setznzlerton psttern matching Regex
JUINERT) I (N ")) (=lect|union|insert |update]delets| e
place| truncate/dreap) fix

Detection of Typical SOL Injection Attempt

2 Setanalerton pattern matching Regex

Ao [(NE27) | () ) LINESE) [o) (\B4F) ) ((\&72) | =] (\&52) )
iz Tires ¢ Faw sl ¢ ! Typh® Sery t MO T AR

Detection of SOL Injection Attempt on a MS SOL Server

8 Setanzlerton psttern matching Regex

Jawec s |\ +)+ (=] x) ploetSin

Directory Traversal Detection using SPLUNK.

Directory traversal (also known as file path traversal) is a web security
vulnerability that allows an attacker to read arbitrary files on the server that
is running an application. This might include application code and data,
credentials for back-end systems, and sensitive operating system files. In
some cases, an attacker might be able to write to arbitrary files on the
server, allowing them to modify application data or behavior, and ultimately
take full control of the server.
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Data Source IS or Apsche webserver logs , |DE logs, WAF logs. =tc.
Anomaly/Signatures Look for events comprising directory traversal suspicious patterns
Setan alert on pattern matching " /ete/pas swd”

Setan alert on pattern matching Regex / (. (%] %25) 2E) [\ .| (&]1%25) 2E) (\/] (&|225) 2F|\\ (%] &25)5C) /i

Example: Splunk SIER

il 310815 e 0.1,
WA s L ) ek 201 1A drefons 39, @

o 0,18

J015-B2-B7 13:08:58 query=. SR L L edcipassed .1,
L TrYEFE 0] TeRCR DU 20 BRI T I rarans 3 e, B

. . R

il 320 e s L 1 0.0,
Wi vz 9. 0] TGeckos 201 AN drefon/ 35, b

- 0,18

il 418 L2 11 S S P P O P e L L 0.1,
4:7rvo 3. 0)TCecko 200 D 1A N Irefons 19, @

o 0,19

Likewise we can detect all the threats using SPLUNK. Thanks for your time I
hope you all have a seriously awesome week. This is just an overview let me
know if you need more guidance for the same. HAPPY to HELP.
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