ma?Z2tl:
macOS Forensic Timeline Generator
Using mac_apt Analysis Results

Japan Security Analyst Conference 2022

Internet Initiative Japan Inc.
Minoru Kobayashi



who am I?

» Office of Emergency Response and Clearinghouse for Security Information,

Advanced Security Division, Internet Initiative Japan Inc.

Technical research, internal incident response
» External Activities

Security Camp National Conference Speaker 2017-2019

Japan Security Analyst Conference Speaker 2018/2020

Black Hat USA 2018 Briefing Speaker
*  Twitter: @unknOwnbit

https://t.me/learningnets




® Table of Contents

O 1. Motivation

2. How to create a timeline using the
analysis results of mac_apt

3. Implementation of ma2tl
4. Future work
5. Summary




Q Introduction




Introduction

- The contents of this presentation are
all based on research and verification
conducted on Intel Macs.

- There may be some differences in
specifications on M1 Macs.

-However, in many respects, it could be
diverted to investigate M1 Macs.






The Need for Timelines in Forensics

>What to do after collecting artifacts

= Analyze OS and application artifacts with tools and
create a timeline from the results.

° Purpose of creating a timeline

= Understand the situation (suspicious points) of the
affected terminal.

= Organize the main activities of users, malware, and
attackers based on timestamps.

> Execute programs, download files, mount volumes, set
persistence, etc.

" Creating a timeline can reduce bias, leaps in thinking,
and omissions in the research process.



® \Which tool to choose?

O <Plaso
= https://github.com/log2timeline/plaso
= Automatic generation of super timelines

= Capable of analyzing artifacts from various
operating systems, including macOS.

* Maintenance is active
>Plaso can generate super timelines

% log2timeline.py --storage-file victim.plaso victim.EOQ1
% psort.py -o 1l2tcsv -w victime.csv victim.plaso
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https://github.com/log2timeline/plaso

® Analyze with Plaso

Activities Sep 5 16:10
*’ G ~ dfir@ubuntu: ~/Downloads/plaso-20210606 Q

-~ dfir@ubuntu: ~/Downloads/plaso-20210606

C\ ! plaso - log2timeline version 20210606
/

Source path : /mnt/hgfs/images/macOS_EO1/victim_202108160_01.EA1

Source type i ctarana madia image
Processing time : 4 days, 14:53:23

TraTasks: Queued Processing
pr—

5] (i}
& Identifier PID Status

Abandoned Total

ory/not_set name-c.ri
Worker_e1 272759 idle
works /Ruby. framework/Versions 2.
ory/cdesc-Category.ri

(FQr default settings)

et_name-c.ri

Processing completed.

Number of warnings generated while extracting events: 83.
Use pinfo to inspect warnings in more detail.

real 6654m13.136s

user 300m59.965s

sSys 527m55.893s
(plaso) H $ |:|

Main el |t takes more than 4.5 days to process a
= Norke Raby . Franeworkjver stons/3 disk image with a capacity of 30GB.

Worker_02 272761 idle 336.8 MiB 180651 (@) 2413203 (0) APFS: /System/Library/Frame
works /Ruby.framework/Versions/2.6/usr/share/rif2.6.0/system/RSS/Maker /Atom/Feed/Items/Item/Source/Links/Link/not_s

% o
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. Super Timeline by Plaso

BEiFT @ 1) 9. - Bookl - Excel
Bt

Tl K-k #BA RS LT F-4 ®E F=  ALT Acobat T T ad)

1872 - £ || /private/var/db/locationd/Li y/Caches/GeoServices/Resources

blisher_attr...

date Li|time [ t|timezone [.|MACB source +| sourcetype +|type | user +|host +|short
853 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_lcons-...
854| 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-...
855| 2021/8/10 16:30:06 JST MA.. FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
856/ 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
857 2021/8/10 16:30:06 JST . FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
858 2021/8/10 16:30:06 JST FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_Shield
859| 2021/8/10 16:30:06 JST FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
860| 2021/8/10 16:30:06 JST 8 FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
861 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
862 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
863| 2021/8/10 16:30:06 JST FILE File stat Content Madification Time; Last Access Time is/GeoServices/Resources/Default_Shield
864| 2021/8/10 16:30:06 JST FILE File stat Creation Time M OStIy -ﬁ Iesyste m eve nts 5/GeoServices/Resources/Default_Shield
865| 2021/8/10 16:30:06 JST . FILE File stat Added Time s/GeoServices/Resources/Default_Shield
866, 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - O U O O T a8 es /GeoServices,/Resources/Default_Shield...
867 2021/8/10 16:30:06 JST MA.. FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
868 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
869| 2021/8/10 16:30:06 JST . FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
870| 2021/8/10 16:30:06 JST FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
871 2021/8/10 16:30:06 JST FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoSerices/Resources/publisher_attr...
872| 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoSemvices/Resources/publisher_attr...
873 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
874| 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time = S /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
875| 2021/8/10 16:30:06 JST FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr.
876/ 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
877 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoSemvices/Resources/publisher_attr...
878 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
879| 2021/8/10 16:30:06 JST FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-..|
880| 2021/8/10 16:30:06 JST FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Icons-...
881 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-...
882 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_lcons-...
883 2021/8/10 16:30:06 JST AL FILE File stat Last Access Time - - /private/var/db/locationd/Library/Containers/com.apple.geod/Data/Library/Cach...
884| 2021/8/10 16:30:06 JST M... FILE File stat Content Modification Time = S /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd
885/ 2021/8/10 16:30:06 JST B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd
886 2021/8/10 16:3 JST Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd
887 hi’%’ps.ﬁ??‘itﬁm e/lear Creation Time; Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices
gaa ono1/ag c.a0nc e opiate o/ oot i L a Ca ke (o Car e ae (e C o




Problems with the super timeline generated by Plaso

© All filesystem metadata is parsed by default.
® The number of unimportant files in the analysis is much higher.
® One file metadata is split into four events (MACB).

© The system log is recorded as a line by line event.

" We want meaningful information about what happened, not just line-by-
line events (we don't need just log messages).

" Unified Logs are not analyzed.

© As a result, most of the super timeline is filled with file
system and system log events.

© It takes too long to complete the analysis in the first place.

© This is not the kind of information a forensic analyst wants to
see first.
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The information the forensic analysts want and the
Investigation strategy

© For malware infection investigation
Persistence setting status

Program execution history

Volume (USB thumb drives or disk images) mount
File Download

© Make this kind of information the most basic timeline.

© Flesh out the timeline by expanding the scope of the investigation
or conducting a deeper investigation as needed.

<

© We need a timeline to use as a basis for the investigation.

© Creating a timeline with only the necessary activities from the
analysis results of a tool focused on artifact analysis is more in line
with the requirements.

12



® Tools focused on artifact analysis

O oThere are two candidate analysis tools

= AutoMacTC
» https://github.com/CrowdStrike/automactc
» Maintenance is stagnant.

* mac_apt
» https://github.com/ydkhatri/mac apt
»Maintenance is active.

13


https://github.com/CrowdStrike/automactc
https://github.com/ydkhatri/mac_apt

Which tool should we use?

°In view of the maintenance status and
functionality, | recommend "mac_apt".

>Why is maintenance so important?

= macOS artifacts often change their file names and
paths with version upgrades.

= Using analysis tools that are not maintained will
increase the number of artifacts that cannot be
analyzed over time.

> Unified Logs parser is implemented.

= Unified Logs records a lot of useful information, but
only mac_apt has a parser implemented in OSS.

14



Motivation for creating the tool

° It is currently best to create a timeline that can be used as a
template from the results of mac_apt analysis.

© To create a timeline from mac_apt analysis results, we need
to refer to various tables.
" A table will be created for the number of plugins used in the analysis.
" Spotlight tables are cumbersome with many columns.

© Unified Logs contain useful information, but mac_apt does
not analyze them according to the message content.
® The message may change depending on the OS version upgrade.
" It is complicated to do a lot of filtering manually.
" Even with filtering, the output results may be large, and it may be difficult
to visually check.
° | need a tool that automatically generates a forensic
timeline!

15



® Similar Tools

- °In terms of organizing, displaying, and
checking the results of mac_apt analysis, the
following tools also exist
" mac_int

> https://burnhamforensics.com/projects/mac int/

= Building a Visualization Tool for mac_apt
> https.//leahycenterblog.champlain.edu/2020/05/01/building-

a-visualization-tool-for-mac apt/
° Different in the following ways

* The main purpose of these tools is to check the results
of mac_apt analysis in GUI, not to generate a timeline.

= No maintenance is being performed at this time.

16


https://burnhamforensics.com/projects/mac_int/
https://leahycenterblog.champlain.edu/2020/05/01/building-a-visualization-tool-for-mac_apt/

How to create a timeline using the
analysis results of mac_apt

17



® Analysis results of mac_apt

o DB where mac_apt stores the analysis

results

= mac_apt.db : Results of artifact analysis

= UnifiedLogs.db : Parsed Unified Logs

= APFS Volumes <GUID>.db ; Parsed APFS
metadata

= Export and SPOTLIGHT_DATA : Folder where
the artifact files exported from the disk image
will be saved

18



mac_apt.db

BEFLWF—FR—2(N) 5 F—H~—A%M<(0)

B Apps
| AutoStart
| Basic_Info
1 =] CFURL_Cache
a || Disk_Info
o || Dock Items
| El FileSharing
9 /| FsEvents
| InstallHistory
| InternetAccounts
i | NetUsage
% 7] Network_DHCP

| & Notwor_petats There are as many tables as

@ | Network_Interfaces
| & quanine. plugins used in the analysis.
; | Recentltems

=] Safari 3 fllesjjjLibral
| SavedState
| ScreenTime
| Spotlight-1-.stare-DIFF
| | Spotlight-1-.store-DIFF-paths
| Spotlight-1-store
% | Spotlight-1-store-paths
r || Spotlight-BootVolume_1-.store-DIFF @ flle:jjjLibral
Il | Spotlight-BootVolume_1-.store-DIFF-paths s fllesjjLibral
F | Spotlight-BootVolum: store filesfjjLibra
5 | Spotlight-BootVolum store-paths JHiLlbra
| Spotlight-macforensics-store
Spotlight-macforensics-store_com.apple mail
Spotlight-macforensics-store_com.apple.reminders
Spotlight-macforensics-store_com.applesearchd
" || SpotlightConfig
® =] SpotlightConfig_01
SpotlightDataView-1-.store-DIFF t-lemplate
SpotlightDataView-1-store
4 SpotlightDataView-BootVeolume_1-.store-DIFF
t SpotlightDataView-BootVolume_1-store
e = SpotlightShortcuts
| TermSessions

filesff{Libra

sing-draplet-template
h-settable-propertles

processing-droplet-

d
| = TerminalState

| Users
® ] Utmpx

[gP— s 3 g oENDIOT RS
‘Com apple preferences exiensions

19



e UnifiedLogs.db

[ ] [ ] : E DB Browser for SQLite - [Users/macforensics/Documents/GitHub/forkedfmac_apt_out/20210810_01/UnifiedLogs.

LHLLWF—4R—Z(N) & F— g =2 %L (0) o FAYH REEC(P) B 7O0Y Y kEREV) ) F— 8 N—ZITHER (A)

I3UviRE | SQLET e

F—F): [Eunifiedlogs B & &6 » BB & B B 4 & i » % .
Flle DecompFllePes = ContinuousTime TimeuUtc Thread Type @ ActlvitylD ParentActlvitylD ProcessiD | EffectlveUll | TTL ProcessMame SenderMame Subsyste

240450 OO U O T Ce T S Teae Fal: rr s FA AR R R e ) TET0 LeTaun joL:3 T T3 1< R o B vl ] 4 [T R we o 41
240457 0000000000000007tracey3 1527880 21092273549 2035 6649242 1876 Default 987 a 213 205 0 comapplegeod CFMetwork

240452 0000000000000007 tracey3 1527984 Y I fc | . I o 206 65 0 mODNSRespondar comapplamDMNSRa
240453 0000000000000007tracev3 1528128 Ou Can app y I te rS eqUIva ent to a 206 65 0 mODNSRespondar comapplamDNSRa
240454 0000000000000 tracey3 1528200 the Iog Command 0 206 65 0 mDNSRespander com.apple.mDNSRe
240455 0000000000000007 tracev3 1528320 21040742043 2021-08-10 07:30:05.603117 1134 Default a Q 206 65 0 mDNSResponder comapple.mDMNSRe
240456 0000000000000007 tracev3 1528448 21046151621 2021-08-10 07:30:05.603120 1134 Default a 1] 206 65 0 mONSResponder comapple.mDNSRe
240457 0000000000000007 tracev3 1528544 21046154384 2021-08-10 07:30:05.603123 1134 Default a o 206 65 0 mONSRespondar comapplemDNSRe
240458 0000000000000007tracev3 15286688 21046158555 2021-08-10 07:30:05.603127 1134  Default a a 206 65 0 mONSRespondar comapplemDNSRe
240452 0000000000000007 tracey3 1528816 21046160044 2021-08-10 07:30:05.6037128 1134 Default a o 206 65 0 mODNSRespondar comapplamDMNSRa
240460 0000000000000007tracey3 1528812 21046162014 2021-08-10 07:30:05.6037130 1134 Default o a 206 65 0 mODNSRespondar comapplamDNSRa
240461 0000000000000007tracey3 1528056 21046764466 2021-08-10 07:30:05.603132 1134 Default [u} a 206 65 0 mODNSRespondar com.applemDMNSRa
240462 0000000000000007 tracev3 1529184 21046165794 2021-08-10 07:30:05.603134 1134 Default a Q 206 65 0 mDNSResponder comapple.mDMNSRe
240463 0000000000000007 tracev3 1529280 21046167427 2021-08-10 07:30:05.603136 1134 Default a 1] 206 65 0 mONSResponder comapple.mDNSRe
240464 0000000000000007 tracey3 1529424 21046169883 2021-08-10 07:30:05.603138 1134 Default a o 206 65 0 mONSRespondar comapplemDNSRe
240465 0000000000000007tracev3 1529552 21046930733 2021-08-10 07:30:05.603829 1134  Default a a 206 65 0 mONSRespondar comapplemDNSRe

240466 0000000000000007 tracey3 1529624 21046932162 2021-08-10 07:30:05.603300 1134 Default a o 206 65 0 mODNSRespondar comapplamDMNSRa B

4p4e7 D.D 00000000ROTIracevs . 1529704 21066737137 2021-08-10 07:30:06.613705 1134 Default o a 206 65 0 mODNSRespondar comapplamDNSRa 2
EltiQ ﬁﬂqgr@ I ng nﬁ% 21056842833 2021-08-10 07:30:05.613811 1134 Default [u} a 206 65 0 mODNSRespondar com.applemDMNSRa




F—=7I:

La]ln]

1033

1033

58782

LI LWF—4R—Z(N)

XD

6737
6737
6733

| Combined_Inodes

CNID

B TF—IN—A%R<(0)

Parent_CNID

Extent_CNID

® APFS Volumes <GUID>. db

2 DB Browser for SQLite - [Users/macforensics/Documents/GitHub/forked/mac_apt_out/20210810_01/APFS_Volumes_2BE22859-BFFD-49

F—§R—A4BiE 757 E |

&) T E

root

private-dir

.HFS+ Private Directory Data

o TP

aw

Craatad

1569788609000000000
157198659418367 2000
12134471716000000000

PSR - )

R e IO W M~ (= —F LW

S —— 57 Y]

You can check file timestamps, etc.,

but they are not formatted.

e Ao I

Modifled

1628152546189778497
1628581330806896015
12134471716000000000

Changed

1628152546189778497
1628581330806896015
1213441716000000000

Accessed

1628151927402368436
157198659418367 2000
1213441716000000000

Flags

58782

GB7E2
=1 44256
7 44256
B 44256
=] 44266
10 44256
1 44256
12 44256
13 44256
14 44256
15 44256
16 44266
17 41663

6733
6733
6276
6276
G276
6276
G276
GZ76
6276
6276
6276
G276
6276
6515

6515

21

27
12884901889
12884901820
12884902221
12884202222
12884202232
12884802233
12884902234
12884802235
12884002236
12884902237
12884902238

12884902240

2
12884352319
128843952319
12884952319
12884952319
12884952319
12884952319
12884352319

12884952327

he.ttps JJJ; me/laammgzaeism

20
21

27
12884901889
12884201820
12884802221
12584202222
12884802232
12884802233
12884902234
12884802235
12884002236
12884202237
128843902238
12884902240

12884904177

Trashes
.fzeventsd
Volumelcon.lcns

swW

home
Jnstaller-compatibllity
TempRecelpt.oom
SafariLaunchAgent. &

SafariMotificationAgent. 8

SafariBookmarksSyncAgent. 8

weblnspactord. 8

SafariHIstory Service Agent. 8
SafariCloudHistoryPushAgent. &

SafarlPluginUpdateNotifier. 8

safaridriver.1

Remote Daskiop

1219441713000000000
12194417183000000000
1219868207000000000
1566685 244000000000
1566685 244000000000
1569639247000000000
1571987323659111877
1563640 388000000000
1569640 389000000000
1568641763000000000
15696 36910000000000
1569640327000000000
1569639933000000000
1563640323000000000
1569640 380000000000

1567565 283000000000

1219868232000000000
162B5813305920265204
1219868207000000000
1566685 244000000000
1566685244000000000
1569639247000000000
15719873329044 43741
1563640388000000000
1569640389000000000
1569641769000000000
15696 36910000000000
1569640321000000000
1569639933000000000
1562640323000000000
1569640380000000000

1867565283000000000

1219868232000000000
162B581330592025204
1219868207000000000
1571987333358310843
1628580593647562347
1628152345183556514
1571287333507128092
162B152365342629824
1628152364855404495
1628152365072663519
1628152365530932092
1628152365236281177
1628152365803497486
1628152364590198480
1628152364789897E71

162B8152381557400853

1219441718000000000
1628580755254002710
1628152720972464059
1571987333357972045
1571287333358383155
1571987333505392275
15719873335056397431
1571987333511656536
1571987333512121575
1571987333512443469
1571987333512826854
1571987333513267126
1571987333513614504
1571987333513246158
15718987333514624774

1571987334680223368

33024

32768
32768
32768
32768
32768
32768
32768
32768
32768
32768
32768
32768

32768




e Timeline Creation Policy

- °Focus the investigation on analysis
results with time stamps.
= If timestamp is missing, refer to other tables or
APFS_Vqumes_xxxx.dg
> Create a timeline for the following
activities
= Persistence setting status
= Program execution history
= Volume mount
= File Download
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® Persistence Analysis (1/3)

© emac_apt.db : AutoStart

= First, check the general user settings.
* No timestamp was recorded.

StartupType Disabled source
macfore

BlockBlock Helper mactoren Fun at Login 3 Isers/mactorens Application Support/com.apple.backgroundtaskmanagementagent/backgrounditems.btm

Launcher.app mactoren Run at Login ackgrounditems.btm

Mounty Helper mactoren Run at Login 2 ntentsfLibrany/ Loginitemsy ... 5 iz Application Suppsafcom.apple.backgroundtaskmanagementagent/oackgrounditems.btm

Lulu mactoren: Run at Login {applicationsLuLuapp JUsers/macforensi Anni ort/com.apple.backgroundtaskmanagementagent/oackgrounditems. btm

Background .. LaunchAtLoginHelper.app mactoren Run at I rary/Loginitem: fbackgrounditems.btm
Apps To .. com.apple.finder mactoren: Run at L Auto ru n p rog ra m ar.app Auto ru n CO n'ﬁg u ratio n fi Ie 4-BABB-678BCD3453EA.plist
Apps To .. com.appleterminal mactoren RUN at Livges = S wfminal.app Jusers) - - — — A-BABB-678BCD3453EA.plIst
Apps To net sourceforge sqlltebrowser mactorensics Run at Login /Applications/DB Browser for SQLiteapp JUsers/mactorensics/Library/Preferences) ByHost/com.appleloginwindow. C10087 2E-0A37-54FA-BABB-678BCD34 53E A plist
Apps To .. mactoren FRun at Login /Applications/V\ware Fuslon.app ers/mactorensics/Library/Preferences/ ByHost/com.appleloginwindow. C10D87 2E-DA37-54FA-BABE-G76BCD 34 53EA.plist
Apps To com.microsoftvscode mactoren Run at Login J/Applications/Visual Studlo Codeapp JUsers/mactorensics/Library/Preterences/ ByHost/com.appleloginwindow. C10D87 2E-DA37 - 54FA-BABE-676BCD 34 53EA. plist

Apps To .. com.evernote mactoren Run at Login Japplications{Evarnote.app Jusers/mactorensics/Library/Preterences/ByHostjcom.apple.loginwindow. C10D87 2E-04 q : BCO3453EA.plist

Apps To org.mozilla. firefox macforen Run at Login Japplications/Firefox.app JUsers/macforensics/Library/Preferences/ ByHostjcom.apple loginwindow. C10D87 2E-DA3T ! BECD3453EA.plist
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® Persistence Analysis (2/3)

()

) o Check the timestamp of the auto-run
configuration file and the executable
In APFS _Volumes xxxx.db

SELECT * FROM Combined_Paths LEFT JOIN Combined_Inodes ON Combined_Paths.CNID = Combined_Inodes.CNID WHERE
Combined_Paths.Path = "/path/to/file" LIMIT 1;

CHNID Path ol Xio CNID Parant_CNID Extant_CNID Nama Modified Changed Accessed

1 25694948 [Users/macforensics/Library/Application Support/com.applebackgroundtaskmanagementagent/backgrounditems.btm 961668 1223 25694948 1097309 25694948 Dbackgrounditems.btmll 1632886716865320428 §1632886716865601823 16328B6716B66372041 1633103847655622647

CHID Path OID XD CHID Parent_CNID | Extent_CHNID Name Created Modlfled Changed Accessad

1 21400048 |Applications/KeepingYouAwakeapp/Contents/Librany ... 875376 851 21400048 21400047 21400048 KeeplngYouhwake Launcherapp § 1627112080000000000 §1627112080000000000 1627137248003331691 1627137247383534000

File creation timestamp

24



Persistence Analysis (3/3)

std_apppath_system_vol = ( -
'/System/Applications/',
'/System/Library/CoreServices/',

° Many autorun programs can oyatonLibeay/Ftomsuoriel
be fou nd in the fo ders :jSystem,fLibtaryiPrivateFramewarl:s,f', Since macOS 10.15, it
. . /System/Library/CryptoTokenKit/", _
listed on the right /Systen/L ibrary/Filesystens/' is mounted as read
o . ’ ' /System/Library/Image Capture;', on.Iy, SO there iS‘ “ttle
Since macQOS 10.15, the . sk of tampering.
system volume and data syt ibraeyServices/
VO|Ume have been Spllt. 'fszstemﬂnstaisation;”, r SyStem VOlume
" The system volume is mounted oo
as read-only, so the risk of  fusr/eting,
tampering is lower than before. e
® Starting with macQOS 11, the )
system volume is also signed.
std_persistence_system_vol = (
° Therefore, programs on the e e e
system volume can be ) i
excluded from the sta_apppath_data vol. - ( -
investigation at first IHepLications/
g 'fLibrar:MSEIication Support/', r Data VOlume
'fLibrary/Extensions/'

25
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® Program execution history analysis

O omac_apt.db : SpotlightShortcuts

—- - Applications executed via Spotlight will be
e string entere .
ST recorded. Timestamp

(Only the date and time of the last execution.)

UserTypad Dlsplay Name LastUsed A | . t . t h Source
pplication pa
macforensics | actlvi 3 A p p | | ca t | on hame 2 | /system{Applications/Utllitles/Activity Monitor.app JUsers/mactoren: rary/Application Support/com.apple.spotlight/com.applespotlight. Shortcuts v 3
macforensics | applesc AL VTETTYY ZUITUSTETTETIe 3 || /systemfApplicationsfUtilitle: pt Editorapp JUsers/mactoren: lbrary/Application Support/com.apple.spotlight/com.applespotlight. Shortcuts v 3
macforensics § applescrl ASUTFRITAH 2019-08-25 01:46:04 || /Systemfapplicationsfutlities/Script Editorapp JUsersfmactorensic [Application Support/com.applespotlight/com.applaspotlight.shortcutsy3
macforensics | atom Atom 2019-10-10 0 o2 § /Applications/Atom.app fusersfmactorensics/Library Application Support/com.applespotiight/com.applespotlight.Shortcuts v 3
macfore auto Automator 7 08:03:54 | /system/applicationsfAutomator.app fUsersfmactorensic (Application Support/com.applespotiightjcom.applespotliight.Shortcutsv3

macfare blackl BlackLignt 02:18:55 | /Applications/BlackLight/BlackLight 2012 Release 1.1/... [Usersfmactoren (Application Support/com.applespotlight/com.applaspotlight.Shortcutsy3

macfore bre Brewlet 59 || /applications|Brewlet.app [Users/macforen Ibrary/Application Suppertfcom.apple.spotlight/com.applespotlight.Shortcuts v 3

macfo Brewlet B JApplications)Brewlet.app IUsersfmactoren: rary/Application Support/com.applespotiight/com.applespotlight. Shortcuts v 3
macforensics || c: fag k] 0-01 09:15: [SystemfAppllcationsfCalculator.app Jusers/mactorensics/Library Application Suppert/com.applespotiight/com.applespotlight.Shortcutsy 3
macforensics fag k] 13 02:11:07 || /system{ApplicationsfCalculatorapp fusersfmactoren (Appllcation Suppert/com.applespotiight/cem.applespotlight.Shortcutsy 3
macforensics | cl Google Chrome 13 02:10:43 || [applicatlons/Google Chromeapp fusersfmacforensics/Library Application Support/com.applespotiight/com.apple.spotlight Shortcuts v 3

rnhvbtp*s ftnm e I@afmﬂg n etS 18 JapplicationsiGoogle Chromeapp fusersfmactoren lbrary Application Suppoert/com.applespotlightycem.applespotlight. Shortcuts v 3

macfore chroma Google Chrome /Applicatlons/Google Chromeapp jusersfmacforen rary/Application Support/com.apple.spotlight/com.apple spotlight.Shortcuts w3



e \olume mount analysis

F—7FI): || Recentltems

Type
voLume €3
VOLUME Viware Tools Vaolumes/vhiware Tools
VOLUME macO5 Catalina 10.15.5 Update

VOLUME FakeTest2-bash Volumes/FakeTest2-bash

F—7): |[=] FsEvents

LogiD EventFlagsHex = EventType

EventFlags
FolderCreated

000000D0OD0DODATGF 01000082 Foldar Removed|Folder Created

00O00DO000D0IBAS 01000082 Folder Removad|Folder Crazsss
00000000000

o Filtering conditions for volume mounts
(create a folder under Volumes/)

0000D00DODODTBFC2 01000082 Folder Removed|Folder Created

httys: 11t trre/l8&iningfiets oo

Vaolumes/macO5s Catalina 10.15.5 Update

-mac_apt.db : Recentltems

o
{3"

uulds” «0C-36B2-47FD-3296-1C86 EBFEF

uuld=B21DESAD-EBZB-4F1D-BGBE-GECDCARBZTAF

e
Fllepath

Vaolumes]

Volumes/Preboot
Volumes/Preboot
Volumes/Preboot
Volumes/firmwaresyncd.mylFwx
Volumes{Preboot
Volumes/Preboot

Volumes|VMware Tools

COid=BFSBA3DS5-DB 4764-8947-E9BFSATCDCSE

We can see the
volume name, but
not the timestamp.

macforensics
macforensics

macforensics

Modification date of the artifact file

(Not the timestamp)

SourceModDate

550419

550419

2013-10-25 07:24:03 .5861M

source

/.fseventsd/000000000000d3CT

/. fseventsd/000000000000d3C1

ventsd/000000000001823
ventsd/000000000001823

| 1seventsd/000000000001823



etc.

| Quarantine

w

AgentBundielD Agenthame

org.mozilia.firefox J Firefox

org.mozllla.firefox Firefox

com.google.Chromel| Chrome

a.flrefox Fire:

13A5EBZB-F1C2-4C59-958 Chrome

97DFA396-0493-4 2CF-9761- CBOFB139 Chrome

5072073F- 4FE1-BAAS-FDA9BBAGEIBE Chrome

ZAE4ATAF-3 ~-4EBZ-BOBF-FA4E 44213 Chrome

B3IEAGSTD-1BFD-4 232-B065-E25C37ETA9F6 Chrome
8113-3CF8-40BB-BC03-E260AFD35B4A Homebrew C.

com.google.Chromel| Chrome

® File download analysis (1/5)

o °mac_apt.db : Quarantine

= DB analysis results that store the same content as
the com.apple.quarantine extended attribute that
is assigned to files downloaded by web browsers,

w

Dataurl

https:f/codeload.github.comyydkhatr fmac_apt/zip/master
jdoc-14-ao-docs.googleusercontent.com/doc
pww.fireeye.comfcontent/dam/fireeye- i

m-Installer.github_com/v1.40.1/atom-mac.zlp?...

cloudfront.net/Hopper-4.5.16-..

er.dl.sourceforgenet/project/machoview/ ...
5.v0.msecnd.net/stable/ ..
64295 vo.msecnd.net/stable/ ...

thub.comjosxfuse/osxfuse/releases/download) ..

securitycom/virtual-images/kall-...

Origin URL

SenderMame = SenderAddress | TypeMumber | OriginTitle Originurl
https:f/glthub.com/ ydkhatrlfmac_apt
thub.comjydkhatrl /mac_apt/wlikl /Installation-for-...
https:/fwww flreaye.com/services/freewareg/monitor.htmi
atom.lof
ww.hopperapp.comydownload. htmi?
s:f{sourceforge.net/projects/machoview/flles/latest ..
urceforge.net/projects/machoview/flles/README...
s:f{codavisualstudio.comidocs/7dv=
s://codavisualstudio.comfdocs/Tdv=
fuseglthub. o/

wwoffensive-securitycomfkall-linux-vm-vmware...




e File download analysis (2/5)

O °mac_apt.db : Safari
= The destination of the file will be recorded.

= Since there is no timestamp, the timestamp is
inferred by linking the URL to the DataUrl in the
Quarantine table.

= Safari's download history is deleted after a day by
default.

No timestamp | Local file path

4

el & Sarer Data download URL | &

Type MNamea_or_Titla URL Date Other _Info

ywnLoAD €3

1 DOWNLOAD  FakeTestZ-bash.dmg I'Ittp:.','-dﬂwnIr_\alj.'Fak:ETEE-tz—I:-as-h.clrrlg JUsersjmactorensics/Downloads/FakeTast2-bash.dmg



® File download analysis (3/5)

>mac_apt.db : Chrome

Type Referrer or Previous Page Other _info
wNLOAD €3
DOWNLOAD  sdi-monitor.zip 6 | /Users s/Downloads/sd|-menitor.zip
DOWNLOAD  Hopper-4.5.16-dema.dmg 2ap6 Usersfm: Downloads/Hopper-4.5.16-demo.dmg hopperapp.comjdownload.htmi? L 689651/3368
DOWNLOAD  MachOView-2.4.9200.dmg s ? :18:48. 15335 [ /Usersimactore Downloads/ sourceforge.netfprojects/machoviewfile - 2 t 09952/8809352
DOWNLOAD README - :19: L : 3.486107 forensics/Downloads/README 5.//sourceforge.netfprojectsimachoview/flles/README.., d tes 61/3161
DOWNLOAD  VSCode-darwin-stablezip : @ Downloads) VSCode-darwin-stable.zip devisualstudie.comydocs/zd L T 9314517/79314517
DOWNLOAD  VSCode-darwin-stable (1).zip i 8.834005 |/ 3 s/Downloads) VSCode-darwin-stable . jcodevisualstuglo.comjdocs/7dv=osx d Bytes = 79314517/79314517
DOWNLOAD linux-201 /miware-amadea | curlty 3 .81 07:15:58.915961 3 Downloadskal 2019.3-.. oftensive-security - y 13608/22872136

DOWNLOAD  Dummyzip : : 23 10:11:55.658081 | / Downloads Dummy.zi

Data download URL
Local file path

Download start timestamp

Download completion timestamp
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® File download analysis (4/5)

-mac_apt.db : SpotlightDataView

F—7F)L: |9 SpotlightDataView-1-store B = 2 :

=| Local file path &

I
[ ]
éL

b
Flags Date_Updated

FullPath

8510934

[Usersjmacforensics/Downloadsiobjective-see tools/ TaskExplorar _2.0_2.7Ip
8409045 JUsers/macforensics/Downloads/intel (R)_USB_3.0_extensible_Hosi_ Controller _Driver _5.0.4.4

Jusers/mactorensics/Downloads/BlackBag/inspector/Cellebrite_Inspector _macos_10.4.pkg

kMDItemWhereFroms

bitbucket org/objective-see/deploydownlcads) TaskExplorer _2.0.2.27lp

downloadmirror.intel.comy22824/eng/intal(R)_USB_3 .0_axten

Jle_Host_Controller _Driver _5.0.4.43_v2.zlp
cané.cellabrita.org/Forensic/Inspector10.4/Cellebrite_Inspector _macos_10.4.pkg?...

kMDItemUsedDates  KMDItemLastUsedDate  kMDItemUseCount

kMDItemUserCreatedDate  kMDitemUserModifledDate kMDitemDownloadedDate

020-06-22 01:54:51.133572

2

:07.447423



e File download analysis (5/5)

& oNo artifacts are left behind when files
are downloaded with the macOS

standard command "curl".

= |t leaves traces of the curl execution itself, but
does not tell us where it was accessed.

°In such cases, other investigations
such as malware analysis are also
necessary.




Information confirmed from mac_apt analysis results (1/2)

© Persistence setting status

" We know the autorun configuration file and the program to be autorun.
® We can also see the timestamps of the above files.

° Program execution history

" We know which applications were executed via Spotlight.
" We know when it was last executed.
" There is no other execution history with timestamps. . Not enough

°Volume mount information.

® We know the name of the volume you mounted.
" The exact date and time of the mount is unknown.
© File Download

® We know the date and time of the download, the URL from which it was
downloaded, and the file path to which it was saved.

33



Information confirmed from mac_apt analysis results (2/2)

© °The information in mac_apt.db alone
Is clearly not enough to create a
timeline

> Any other data we should investigate?

34



. "UnitiedLogs.db”




UnifiedLogs.db is a goldmine (1/5)

> Unified Logs contains information necessary
to create a timeline, such as program
execution history and volume mount history,
which are not left in other artifacts.

> A veritable gold mine for macOS forensics

o But for some reason, | almost never see
articles or blogs that explain this kind of
iInformation.
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UnifiedLogs.db is a goldmine (2/5)

© <Even commercial products parse
Unified Logs, but do not perform
analysis based on message content.

- Database load time, filtering time, etc.

are also slower than processing
UnifiedLogs.db.
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e UnifiedLogs.db is a goldmine (3/5)

I Inspector Case.inspector

B © @ B #~» o v » @ v« =B O @ O ¢ &

Case Info Details Timeline Report Share Browser File Filter Actionable Intel Communication Media Locations Internet Productivity System Plugins

EXIDEELE Registry Q, spotlight @ Windows Index [ pictionary X Applications & system Logs I Memary
[ disk1 Image.affa —
b/ (¥ Macintosh HD - Data  File System Logs ¥ Date ~ | Message Process Name [y | | ot Gl
|l ) Macintosh HD reset...  ([ETETEN

2021-08-24 06:58:07.695... LAUNCHING:0x0-0x4c24c2 Install macOS Big Sur foreground=1bringForward... com.apple.preferen... /Sy

2021-08-24 06:58:01.595... LAUNCHING:0x0-Ox4bedbe System Preferences foreground=1bringForward=1... Dock ISy Sender Na.. @ is a -
ACTIVITY .
2021-08-24 00:38:33.463... LAUNCHING:0xD-0x493493 System Preferences foreground=1 bringForward=... SystemUlServer ISy LaunchServices
M Evidence Status . )
2021-08-24 00:08:20.169... LAUNCHING:0x0-0x48d48d Archive Utility foreground=1 bringForward=1 seed... Finder ISy Message @ startswith @ -

% Export | Imaging Status

2021-08-24 00:01:33.379... LAUNCHING:0x0-0x486486 KnockKnock foreground=0 bringForward=0 seed... Spotlight LAUNCHING:0x

2021-08-24 00:00:54.660...

LAUNCHING: 0x0-0x4B5485 LibreOtfice foreground=1 bringForward=1 seed=3... Spotlight

+ Add
- 2021-08-24 00:00:26.746. LAUNCHING: 0x0-0x483483 LibreOffice foreground=1 bringForward=0 seed=3... osascript Jus

2021-08-24 00:0014.2191... LAUNCHING:0x0-0x481481 LibreOffice Language Pack foreground=1 bringFor...

2021-08-24 00:00:05.919... LAUNCHING:0x0-0x47e47e DiskimageMounter foreground=0 bringForward=0 ... Finder /51 F | Ite rl n g | S po S S | b I e'

Finder Isy
CONTENT SEARCHES

System Logs 2021-08-23 23:68:56.634... LAUNCHING:0x0-0x47c47c LibraOffice foreground=1 bringForward=1 seed=3... Spotlight /st
INDEX SEARGHES 2021-08-23 23:655:47.1725... LAUNCHING:0x0-0x475475 Diskl Mounter d=0 bringF: d=0 ... Find IS H
nifiedLog -08-23 23:55:47.1725.. £0x0-Ox iskimageMounter foreground=0 bringForward=0 ... Finder 1 bUt the process is nOt
ASL 2021-08-23 22:45:05.215...  LAUNCHING:0x0-0x466466 activateSettings foreground=0 bringForward=0's... loginwindow is|
INVESTIGATIVE NOTES
2021-08-23 16:19:06.7043... LAUNCHING:0x0-0x465465 activateSettings foreground=0 bringForward=0s... loginwindow Isf ve ry fa St

2021-08-23 11:15:27.7299... LAUNCHING:0x0-0x464464 activateSettings foreground=0 bringForward=0s... loginwindow ISy

UnifiedLog will also be parsed.

Full Fields Content:
LAUNCHING:0x0-0x486486 KnockKnock foreground=0 bringForward=0 seed=3981 userActivityCount=0

Hex = Strings [5 Preview = Metadata @ Location % Record Data Interpreter e <« Data Fork a

PEOREOAA: 00 10 @0 02 11 00 20 02 DD 00 20 BG B0 0O 20 PG 01 B0 00 B0 91 B0 GO B A2 92 AE B7 A9 BF 01 00 .
0000B032: | 79 2A 24 61 0D B0 A0 00 70 49 @3 0O E4 FD FF FF 00 0O 00 00 81 00 00 00 00 61 00 00 08 00 00 00 LT e
BODOGAE4: €3 54 EF 7F 33 33 04 0B 01 61 80 6O 38 00 00 06 07 GO 09 0O 88 BO 6O B4 31 39 48 31 33 32 33 @0 iy
§ODAGAOG: B 0O BO 0O BO 0B O BB 4D 61 63 42 6F GF 6B 58 72 GF 31 35 2C 31 6@ B9 08 0O 0 GO 09 B0 9O 00
900OR128: 0O 0O BO 0O BO 0 O 6B B2 61 03 0O 18 B9 00 0B SC 3B 08 A 78 7E 44 73 A7 (6 14 26 07 94 7C 71 UTF-8
BOOO1E0: AA B0 B0 0O BD 0G O 6B B3 61 0B 8O 30 B9 00 08 2F 76 61 72 2F 64 62 2F 74 69 6D 65 7A 6F 6E 65 | °. a..0.. . /var/db/timezone
BOOO192: 2F 7A 6F GE 65 69 6F 66 GF 2F 41 73 60 61 2F 54 GF GB 79 GF 0@ B0 0O 0O 0 0 B 6O 0D BA 99 80 | /zoneinfo/Asia/Tokyo.. I UTF-18
00900224: 9B 60 B0 00 11 6@ 0@ 0@ F3 31 00 09 B0 00 00 0O FA A1 A A3 DB @0 30 2E 03 0 A 60 00 8O 9@ 00 . ......sl......B.a.0.8. . Date/Time
80POA256: €3 94 EF 7F 33 33 @4 0 76 5C 3C 98 D1 88 36 OD A1 BE 54 8& 4F 52 ES 85 83 B7 43 @8 F4 4D 3C £ A.1.33..v\<.fl.6. [¥T.NRE. . C.iM<é
. 90900288 9D 49 60 26 DA (D 64 16 DB 63 6D 4B 30 D3 35 EB A7 3A 8C EC B4 BA 78 C9 26 61 56 55 A5 AZ 30 18 | .Im&(1d.0cnk005§: i °xERaVU¥¢-. Chrame
Iearnlng nets ARAGAIZA- | A2 FS K7 BF N2 3R &2 1F 7C FA OS5 AC FA 77 37 3N R? RR NG A 44 RF FN 3R RF MG R0 AA AR AR 31 FR dam - I wfwZe 1171 R A kla
; Decimal B Sector Offset: 0x0 (0) Position: 0x0 (0} Little Endian @

(1 of 119) - Filtered - /Macintosh HD - i i ist/000000000000067f.tracev3



e UnifiedLogs.db is a goldmine (4/5)

© ¢log command

% log show --predicate 'FILTERING CONDITION' --start 'YYYY-MM-DD hh:mm:ss' --end 'YYYY-MM-DD hh:mm:ss'

> Filtering Keywords

eventType The type of event: activityCreateEvent, activityTransitionEvent, logEvent, signpostEvent, stateEvent,
timesyncEvent, traceEvent and userActionEvent.

eventMessage The
messageType For
process The
processImagePath  The

sender The
senderImagePath The
subsystem The
category The

pattern within the message text, or activity name of a log/trace entry.

logEvent and traceEvent, the type of the message itself: default, info, debug, error or fault.
name of the process the originated the event.

full path of the process that originated the event.

name of the library, framework, kernel extension, or mach-o image, that originated the event.

full path of the library, framework, kernel extension, or mach-o image, that originated the event.

subsystem used to log an event. Only works with log messages generated with os_log(3) APIs.
category used to log an event. Only works with log messages generated with os_log(3) APIs. When

category is used, the subsystem filter should also be provided.
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UnifiedLogs.db is a goldmine (5/5)

()

) oUnified Logs format

Activity ID

ow --info --debug --pred

Process |D Process Name
g the log data using "se

Sender (Library)

backupd: | (TimeMachine)

imeMachine"
Type

Activity
Info 0x0 259 %
[com.apple.TimeMachine:General  Mountpoint '/Volumes/TimeMachine' is still valid

2021-11-09 18:41:17.571449+0900 |0x23fb85

= In fact, it is displayed as a single line.

40




® Investigating Unified Logs (1/13)

© <Program execution history (1)
= App“cation Bund|e ('I) Sender is "LaunchServices" and the

message starts with

= macOS 10.15 "LAUNCHING:Ox".

% log show --info --debug --predicate 'sender == "LaunchServices" AND eventMessage beginswith "LAUNCHING:Ox"'

Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNCHING:ox"" StartLJp source
Timestamp Thread Type Activity PID TTL

2021-07-26 12:56:05.393696+0900 0x77b0f8  Default ox0 78164 © Evernote:| (LaunchServices)

[com.apple.processmanager:front-35286506] LAUNCHING:0x0-0x68c68c Safari foreground=1 bringForward=1 seed=7287 userActivityCount=0
2021-07-27 14:43:16.966842+0900 Ox61b6T Default ox0 482 0 Electron: (LaunchServices)

[com.apple.processmanager:front-35286504 breground=1 bringForward=1 seed=683 userActivityCount=0
2021-07-29 11:26:05.382074+0900 0x102e4( 498 0 Dock: (LaunchServices)

[com.apple.processmanager:front-35286506 — - S S oreground=1 bringForward=1 seed=1579 userActivityCount=0
2021-07-29 11:28:03.749083+0900 0x10362b  Default ox0 29622 © open: (LaunchServices)

[com.apple.processmanager:front-35286506] LAUNCHING:0x0-0x18el8e Safari foreground=1 bringForward=1 seed=1587 userActivityCount=0

Launched application




D)

Investigating Unified Logs (2/13)

> Examples of startup source
= Finder
= Dock
= Spotlight
= loginwindow

» Applications that were executed when the "Reopen
windows when logging back in" checkbox was checked
in the logout dialog box and the user logged in again.

» The application specified in "Login Items" under "Users
& Groups".

= open
> |f you run the application with the open command
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® [nvestigating Unified Logs (3/13)

© °Program Execution History (2)

n Application Bundle (2) The message changes to
= macOS 11.0.1 - 12.0.1 "LAUNCH: OX"

% log show --info --debug --predicate|'sender == "LaunchServices" AND eventMessage beginswith "LAUNCH: ox"
Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNCH: ox""

Startup source

Timestamp Thread Type Activity PID TTL
2021-08-19 14:19:54.319840+0900 0x1676 Default oxe 427 (%] Dock:| (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: 0x0-0x3dQ com.apple.Maps| starting stopped process.

2021-08-19 14:21:52.526205+0900 0x21fb Defa 2 427 (%] Dock: (LaunchServices)
[com.apple.processmana . . com.apple.Safari starting stopped process.
2021-08-19 14:48:38.97 Launched application 388 @  Dock: (LaunchServices)

[com.apple.processmana (App“cation Bundle |D) 3e com.apple.MobileSMS starting stopped process.

2021-08-19 14:57:09.238 388 0 Dock: (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: ©x0-0x73073 com.apple.Safari starting stopped process.

2021-08-19 15:01:09.077054+0900 ©x329 Info ox0 153 0 loginwindow: (LaunchServices)
[com.apple.launchservices:open] LAUNCH: 0x0-0x17017 com.apple.Terminal launched with launchInStoppedState=true, and not starting the
application.

2021-08-19 15:01:09.228395+0900 ©x329 Info ox0 153 0 loginwindow: (LaunchServices)

[com.apple.launchservices:open] LAUNCH: 0x0-0x18018 com.google.Chrome launched with launchInStoppedState=true, and not starting the
epolicaticn

|

N



D)

Investigating Unified Logs (4/13)

> Behavior in macOS 11 and later (1)

- Ap,olications executed with the open command
will not be recorded.

= Bugs in macOS 11.6 (?)

> Logging does not occur unless the startup source is
"loginwindow", "SystemUlServer", or
"SoftwareUpdateNotificationManager".

»macOS 11.6.1 and later are back to the same
specifications as 11.5.2 before.

» Release notes for macOS 11.6.x have not been released,
so details are unknown.

e https://developer.apple.com/documentation/macos-
release-notes
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® Investigating Unified Logs (5/13)

o °Behavior in macOS 11 and later (2)

= When the startup source is "loginwindow".

» Applications that are subject to "Reopen windows
when logging back in" will be logged as "Type =
Info" and will only be logged in memory.

e The message contains "launchinStoppedState=true”
» Applications specified in the "Login Items" section of

"Users & Groups" are logged as "Type = Default"
and will remain logged even after reboot.

Log of application executed with
% log show --info --debug --predicate 'sender == "LaunchServices" and eventMessage beginswith [ . . <
Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNd Reopen windows when logging back in".
Timestamp Thread Type Activity PID TTL

2022-01-14 08:21:21.918761+0900 ©x21lefb Info (C] 4067 © loginwindow: (LaunchServices) [com.apple.launchservices:open]
LAUNCH: ©Ox0-0x9ee9ee com.apple.Terminal launched with launchInStoppedState=true, and not starting the application.
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® Investigating Unified Logs (6/13)

cBehavior in macOS 11 and later (3)

= The first time you run an ap,olication downloaded from
the Internet, Gakekeeper will be checked.

= The log will be recorded with "Type = Info" (recorded
in memory only).

= The message contains "launchinQuarantine == true".

% log show --info --debug --predicate 'sender == "LaunchServices" and eventMessage beginswith "LAUNCH: ©x"' --start '2022-01-14 13:00:00'
Filtering the log data using "sender == "Laun . . ox""
Timestamp LOECEERY Run the downloaded application

2022-01-14 13:17:44.405335+0900 0x4786 De
LAUNCH: ©x0-0xd80d8 com.apple.Safari starting
2022-01-14 13:18:44.148002+0900 Ox50ea Info

aunchServices) [com.apple.processmanager:front-35286506]

(the first time).

DOCK?:

LaunchServices) [com.apple.launchservices:open] LAUNCH:

0x0-0xebleb com.apple.DiskImageMounter launched y aunchInOuarantine == true., so not starting the application.

2022-01-14 13:19:19.907199+0900 0x523cC Info ox0 1127 o Finder: (LaunchServices) [com.apple.launchservices:open] LAUNCH:
0x0-0xf10f1 com.ridiculousfish.HexFiend launched with launchInQuarantine == true, so not starting the application.

2022-01-14 13:21:21.389996+0900 0x5472 Default ox0 1127 © Finder: (LaunchServices) [com.apple.processmanager:front-

35286506] LAUNCH: 0x0-0x100100 com.ridiculousfish.HexFiend starting stopped process.

Run the downloaded application

| (the second time).
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® Investigating Unified Logs (7/13)

© <Program Execution History (3)

= If there is no application bundle ID (1)

»The application bundle ID is recorded as "(null)".
»macOS 11 or later

% log show --predicate 'eventMessage beginswith "LAUNCH: Ox"' --start '2022-01-12'

Filtering the log data using "composedMessage BEGINSWITH "LAUNCH: ox""

Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2022-01-12 03:57:14.516187+0900 0x1693 Default oxe LY (%] Finder: (LaunchServices)

[com.apple.processmanager:front-35286506] LAUNCH: ©x0-0x4de4d com.apple.DiskImageMounter starting stopped process.

2022-01-12 03:57:25.281130+0900 0x1d25 Default oxe LY (%] Finder: (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: ©x0-0x50050|(null) starting stopped process.
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® Investigating Unified Logs (8/13)

O o PrOg Fam EXGCUtIOﬂ H|St0 ry (4 | Filtered by process name "Isd",

message "Non-fatal error

No application bundle (2) enumerating”, and time just
» Identify applications recorded as (null) SEEEUSUEIRTERISIE:

% log show --predicate 'process == "lsd" and eventMessage beginswith "Non-fatal error enumerating"' --start '2022-01-12 03:57:24' --
end '2022-01-12 ©03:57:26'

Filtering the log data using "process == lsd AND composedMessage BEGINSWITH "Non-fatal error enumerating"'

Skipping info and debug s debug to include.

Timestamp Just before (nu”) IS tivity PID TTL .
2022-01-12 ©3:57:25.245 recorded (Wlthln about 0 LY/ 2 1sd: (LaunchServices)

[com.apple.launchservice ating at <private>, continuing: Error Domain=NSCocoaErrorDomain Code=260
"The file “PlugIns” cou 0.1 seconds?) o such file." UserInfo={NSURL=PlugIns/ --
flle ///Volumes/FakeTest K& D7 COMLeE ath= /Volumes/FakeTest/FakeApp app/Contents/PlugIns,

1q o

.
= ST oMot Sl e ey}

2022-01-12 ©3:57:25.255719+0900 Gx18fd Default ox0 ELY/ 2 1sd: (LaunchServices)
Lcom.apple.launchservices:detault] Non-fatal error enumerating at <private>, continuing: Error Domain=NSCocoaErrorDomain Code=260
"The file “PlueTns” couldn’t be onened because there is no such file." UserInfo={NSURL=PlugIns/ --
file:///Volumes/FakeTest/FakeApp.app, ntents/, NSFilePath= /Volumes/FakeTest/FakeApp app/Contents/Pluglns,
NSUnderlyingerror=vx/tcledczds50 {Erro orDomain Code=2 "No such file or directory"}}

application path
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® Investigating Unified Logs (9/13)

O °Program Execution History (5)

= Unsigned programs allowed to run by Gatekeeper
= [t also logs the mounting of unsigned DMGs.

= Logged only on first run.

= macOS 10.15 - 12.0.1

% log show --info --debug --predicate |'category == "gk" and eventMessage BEGINSWITH "temporarySigning"'
Filtering the log data using "category == "gk" AND composedMessage BEGINSWITH "temporarySigning""

Timestamp Thread Type Activity PID TTL

2021-08-10 16:41:11.730226+0900 0x1dc9 Default ox0 212 (%] syspolicyd: (Security)

[com.apple.securityd:gk] temporarySigning type=3 matchFlags=0x0 path=/Users/macforensics/Downloads/FakeTest2-bash.dmg
2021-08-10 16:41:26.286794+0900 0©x206¢C Default ox0 212 0 svspolicvd: (Security)

[com.apple.securityd:gk] temporarySigning type=1 matchFlags=0x2- path=/Volumes/FakeTest2-bash/FakeApp.app/Contents/Mac0S/FakeApp

Programs with execute

ngrestsission or mounted DMGs



® Investigating Unified Logs (10/13)

© °Program Execution History (6)

= adhoc signed program
= macOS 10.15 - 12.0.1

% log show --predicate '(process == "kernel" and eventMessage beginswith "AMFI: " and eventMessage contains " adhoc ") or (process ==
"amfid" and eventMessage contains "signature")'

Filtering the log data using "(process == "kernel” AND composedMessage BEGINSWITH "AMFI: " AND composedMessage CONTAINS " adhoc ") OR
(process == "amfid" AND composedMessage CONTAINS "signature")"

Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Thread Type Activity The executed program has

2022-01-19 16:06:09.001258+8900 0x3753 Default 0x0 an adhoc signature. egrity) AMFI:
'/Users/macforensics/Downloads/SysJoker/types-config.ts' is adhoc signed.

2022-01-19 16:06:09.002729+0900 0x1c8c Default ox0 215 0 amfid:

/Users/macforensics/Downloads/SysJoker/types-config.ts signature not valid: -67050

The executed program has
an invalid signature.
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® Investigating Unified Logs (11/13)

© °Program Execution History (7)

= Deny execution by security policy
= macOS 10.15

% log show --predicate 'eventMessage contains "Security policy would not allow process"'
Filtering the log data using "composedMessage CONTAINS "Security policy would not allow process™""
Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Thread Type Activity PID TTL
2022-01-12 02:35:12.569186+0900 0xa980 Default (2 0 0

would not allow process: 822, /Users/macforensics/Downloads/floss

Message contains "Security policy
would not allow process

kernel: (AppleSystemPolicy) Security policy

You can search using the same criteria
as macOS 10.15, but the message
=macOS 11.0.1 - 12.0.1 formatting will be slightly different.

% log show --info --debug --predicate 'eventMessage contains| “"Security policy would not allow process"'
Filtering the log data using "composedMessage CONTAINS "Security policy would not allow process""
Timestamp Thread Type Activity PID TTL
2021-08-20 17:26:24.667681+0900 Ox1b6ba Default ox0 0 (4]
policy would not allow process: 2954, /Users/macforensics/Downloads/floss

HAI A A TIEEASZEAVICINNIINAY INAVATS

Program refused to run

kernel: (AppleSystemPoli ASP: Security

Added since macOS 11.
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® Investigating Unified Logs (12/13)

O °Volume Mount (1)
= macOS 10.15 - 12.0.1

H FS + The message contains "mounted”
or "unmount”.

% log show --info -debug --predicate 'process == "kernel" AND (eventMessage CONTAINS[cd] "mounted" OR eventMessage CONTAINS[cd]
"unmount") '

Filtering the log data using "process == "kernel" AND (composedMessage CONTAINS[cd] "mounted" OR composedMes

Timestamp Thread Type Activity

2022-01-08 01:06:05.705926+0900 0x5d2a6 Default ox0 kernel: (HFS) hfs: mounted Script Debugger
8.0 on device disk4s2

2022-01-08 01:06:12.082076+0900 0x5d4e9 Default ox0 (4] (4] kernel: (HFS) hfs: lunmount initiated on

Script Debugger 8.0_on device disk4s2

Volume name

52



® Investigating Unified Logs (13/13)

O °Volume Mount (2)
= macOS 10.15 - 12.0.1
= APFS (same filtering conditions as HFS+)

% log show --info -debug --predicate 'process == "kernel" AND (eventMessage CONTAINS[cd] "mounted" OR eventMessage CONTAINS[cd]
"unmount")"

Filtering the log data using "process == "kernel" AND (composedMe LocaI snapshots can composedMessage CONTAINS[cd]
"unmount")" b . d

Timestamp Thread Type Activity € Ignore :

2022-01-08 01:04:48.911752+0900 Ox5cfc7 Default 0x0 kernel: (apfs) apfs_vfsop_unmount:2441:
diskl: unmounting volume 'com.apple.TimeMachine.2022-01-08-000409.1local

2022-01-08 01:04:48.911778+0900 ©x5cfc7 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2733:
snapshot deletion completed on the livefs

2022-01-08 01:04:48.911782+0900 Ox5cfc7 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2798:

Mount or unmount 000 Ox5cfc7 Vqume name (%] fs) apfs_vfsop_unmount:2807:
: numMountedAPFSVolumes 44 m
2022-01-0391:07:39.919784+0900 0©x5d869 Default ox0 0 . ! apfs_\fsop_mount:2234:
disk5s1:] mounted volume: FakeTest2-bash

2022-01-08 01:07:45.865955+0900 0x5d9f4 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2441:
diskE: uwmounting velume [FokeTest2-bash

all




a Implementation of maZtl
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maZ2tl implementation policy (1/2)

° mac_apt to timeline —» maZ2tl
© Support for macOS 10.15 or later

° Automate the verification procedure for each of the
activities mentioned above.
" If the analysis result has timestamps, create events from the main
data.
» mac_apt.db : SpotlightShortcuts
® If the analysis result does not have timestamps, create events by
associating it with a table of relevance.
» mac_apt.db : AutoStart + APFS_Volumes_xxxx.db
» mac_apt.db : Safari + Quarantine

" Filtering UnifiedLogs.db to extract necessary information from
messages
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maZ2tl implementation policy (2/2)

° Implement analysis plugins for each type of activity.

® Activities may be recorded across multiple analysis results, and
information needs to be integrated to be output as a timeline.

" If you need a new activity, just add a new plugin

° Replace Unified Logs event messages with content
whose meaning is easy to understand.

° Specify the timeline time range manually.

* | don't want a super timeline, but a minimum timeline that can be
used as a starting point for investigation.

® Specify the range of dates and times that the forensic analysts
are interested in.
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e (Configuration of maZ2tl

Bl Analysis results
O of mac_apt
ﬂ Read

[} Plugins].

£ Program Execution

&3 ma2tl =0 &)Persistence

Invoke IZI File Download

A Volume Mount

mac_apt.db
UnifiedLogs.db
APFS_Volumes xxxx.db

=4 & ma2tl result

Output SQLite
XLSX
TSV
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® Plugin implementation example: File download

TimeStamp AgentMame Datalrl OriginUrl Other _info

1 2022-01-13 02:48:41. 884641 Safarl NG fusers/macforensics/Downloads/ScriptDebuggers .0, 3-8A49.dmg

_Safarl_ quarantine_TIile downloadlbasic_injo,
run_query = basic_info.mac_apt_dbs.run_query

etart te  end ts = hnsic infn dat hetween dates utef)

sgl = 'SELECT Quarantine.TimeStamp, Quarantine.AgentName, Quarantine.DatalUrl, Quarantine.OriginUrl, Safari.Other_ Info FROM Quarantine '
INNER JOIN Safari ON Safari.Type = "DOWNLOAD" AND Quarantine.DatalUrl = Safari.URL
WHERE Quarantine.TimeStamp BETWEEN "J}" AND "{:" AND Y

Quarantine.AgentName = "Safari” 1) Configure the information
ORDER BY TimeStamp;'.format(start_ts, end_ts) required for the flle
for row in run_query(MacAptDBType.MACAPT DB, sql): download events from the
skip flae = False Safari and Quarantine tables
ts = row(['TimeStamp'] .
in mac_apt.db.

data_url = row['Datalrl’']
origin_url = row['OriginUrl'] 2) Extract the data'

local_path = row['Other Info']
agent = row['AgentName']

3) Determine the duplication.

for event in filedownload events:
if event.data_url == data_url and event.lecal_path == lecal_path and get_timedelta(event.ts, ts) <= datetime.timedelta(seconds=1):

ST T v
Sl Lawmg — Il

hreak

if noat eldm Flaa-

filedownload_events.append(FileDownloadEvent(ts, data_url, origin_url, local_path, agent))

4) Add to timeline.

return True
1



® Plugin implementation example: Volume mount

Flla DecompFllePos = ContinucusTime TimaUtc Thread | Type @ ActivitylD ParentActlvityll ProcessiD | EffectlveUll TTL ProcessMame

1 0000000000000005Iracey3 15467784 486064043460 2022-01-13 0Z:49:06.174674 9597 Default
ProcessimagePath Message
7 0DODO0OODOCDO00S tracev 6047632 53706394 26 2022-01-13 02:49:57.1745 4 afa 0 _ -
DRC000I00003000S racey 3 160475 DGEI9A2688 | 2022-01-13 024967174674 | 10171 | Default Yontents/MacOS/HFS  jkernel hfs: mounted Script Debugger 8.0.3 on device disk2s2...

_ ) _ ) ntents/MacOS/HFS  fkernel hfs: unmount Initlated on Script Debugger &.0.3 on device diskZ...
def extract volume _mount_hfs_apfs(basic_info, timeline S

run_query = basic_info.mac_apt_dbs.run_gquery 1) Filter the |OgS Of

start_ts, end_ts = basic_info.get_between_dates_utc()

sql = 'SELECT * FROM Unifiedlogs WHERE TimeUtc BETWEEN "{i™ AND "{}" AND
(ProcessName = "kernel" AND (Message like "¥mounted®" OR Message 1like “"Hunmount®®))
ORDER BY Timeltc;'.format(start_ts, end_ts)

volume mounts.

ignore wvolumes = ('Preboot', 'Recovery', 'Boot 05 X', 'mac0S Base System', 'com.apple.TimeMachine.')
Volume names to ignore
'‘'mount_hfs': r'hfs: mounted (.+) on device (.+)',
‘unmount_hfs': r'hfs: unmount initiated on (.+) on device (.+)',

'mount_apfs': r'apfs_vfsop mount:ld+: mounted volume: (.+)°, Regular expressions of
'unmount_apfs': r'apfs_vfsop_umnmount:\d+: .+: unmounting volume °'(.+)%' the message When the

volume is mounted

for roew in run_query(MacAptDBEType.UNIFIED_LOGS, sgl):
for reg type, regex in regex_dic.items(): 2) Extractlng volume name

result = re.match(regex, row['Message']) from messages using
if result:

volume = result.group(l)

regular expressions
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® [Execution example
The path where the results of

Output destination

Time range of the timeline
to be generated

for maZ2tl

mac_apt analysis are stored.

% python ./ma2tl.py -i ~/Documents/test -o ../ma2tl output/test -s '2022-01-13 11:00:00' -e '2022-
01-13 11:59:59' ALL
Output path: /Users/md Plugins to use Hub/ma2tl_output/test

MA2TL-INFO-Command line ALL: All plugins macforensics/Documents/test -o ../ma2tl _output/test -s
2022-01-13 11:00:00 -e i
MA2TL-INFO-Input path : /Users/macforensics/Documents/GitHub/forked/mac_apt_out/test
MA2TL-INF@--------mmmmm e m e e e e e e e e e e e e

MA2TL-INFO-Running plugin FILE_DOWNLOAD
MA2TL.PLUGINS.FILE_DOWNLOAD-INFO-Detected 1 events. J b
MA2TL-INFO------- e s e e e e e e e e e e e e e e e e e e m - - -

MA2TL-INFO-Running plugin PERSISTENCE

MA2TL.PLUGINS.PERSISTENCE-INFO-Detected 8 events.
MA2TL-INFO------c-cmmmm e e e e e e e e e e mec e e e e e me e e

MA2TL-INFO-Running plugin PROG_EXEC

MA2TL.PLUGINS.PROG_EXEC-INFO-Detected 2 events.

MA2TL-INFO------cccmmmm e e e e e e e e e e e e e e e e e e e e

MA2TL-INFO-Running plugin VOLUME_MOUNT
MA2TL .PLUGINS.VOLUME_MOUNT-INFO-Detected 2 events.
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- °Timeline of Script Debugger downloaded,
installed, and run on macOS 11.5.2.

Timestamp (user-specified time zone)

Default: system local

Timastamp (UTC) Timestamp (Asla/ Tokyd) ActivityType

2020-01-01 08:00:00.000000 2020-01-0117:00:00.000000 Persistence App Creatlon
2020-01-0108:00:00.000000 ce App Creatlon
2020-01-01 0B:00:00.000000 ce App Creation
2020:015 BOLOD ODADAN 20205015 17 S| nr.‘anppr.raatlon

Download a DMG

Voluma Mount

Volume Unmount

Program Execution

Launch System Preferences rsien
Ile Creation
from Script Debugger

ATOS 771N €71 E1S

.

lle Creation

Plugin nam

Message Slnce it iS maCOS 11, the FidginName
Script Debugger first-
[System/Library/CoreServices/Finder.app time Sta rtup artifacts are PERSISTENCE

system/Applications/System Praferences.app

/applications/Safarl.app n Ot | eft be h i n d : PERSISTENCE

[system/Applications/Utliities/ Terminalapp PERSISTENCE

com.apple.Safarl (Launched from /System/LIbrary/CoreServices/Dock.app/Contents/MacOS/ Dock) PROG _EXEC
JUsersimactorensics/Downloads/ScriptDebuggers .0.3-8A49.dmg (From hitps:/s3 amazonaws.com/latenightsw.com piDebuggers.0.3-8A49.dmg?  Agent: Safarl) FILE_DOWHNLOAD
Script Debugger 8.0_3 (hfs) VOLUME_MOUNT
Sgript Debugger 8.0.3 (hs) VOLUME_MOUNT
comapplesystempreferences (Launched from [Applications/Script Debugger app/Contents/MacOS/Script Debugger) PROG _EXEC
JUsersimacforensics/LibraryFreferences/ ByHost/com.apple loginwindow.564DA379-E347-051 BEOAACETIDAS plist (AppPath: [Systemys i 5 em Preferences.app) PERSISTENCE
BEOA4CETIDAS . plist (AppFath: [SystemjLibranyCoreServices/Finder.app ) PERSISTENCE
BOA4CEVIDAS . plist (AppPath: (Applications/Safar.app ) PERSISTENCE

JUsersimactorensics/LibraryfPreferences/ ByHost/com.apple loginwindow. 564DA373-E347-0! BEOA4CETIDAS. plist (AppPath: [System/Applications/Utllitles/ Terminal.app) PERSISTENCE



. Ma2tl demo




maZ2tl demo scenario

M Victim
macOS 10.15.5

4) Execute the malware
and set persistence.

1) Download a malware
downloader disguised as a tool.

Q) Attacker's server

3) Download a malware.
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3) & The malware was downloaded using curl, so it

Timestamp (UTC)

2019-09-28 03:14:32.000000
2022-01-189 04:12:06.451319

2022-01-18 04:12:06. 473788

Timestamp (Aslaf Tokyo)

2019-09-28 12:14:32.000000
2022-01-1913:112:06.4513198

2022-01-191312:06.473788

Activity Type

Fersistence App Creatlon
Frogram Executlon

Program Executlon

[Applicatlons/Safarl.app
safarl {Launched from fSystem/LIbraryCoreServices/Dock.app/Contents/MacOsS/Dock)

Safarl, PID=489

is not included in the timeline generated by maz2tl.

FluginName

PERSISTEMCE
FROG_EXEC

PROG_EXEC

2022-91-1[ ']) [

I 2022-01-19 13:15:37.694711

Flla Download

[Uszersfmacforensics/Downloads/SysJoker Installer.dmg (From http:fwenevlitest/download/SysJokerse20Installer.dmg ,Orlgin: NJA  Agent: Safarl)

|FiLE_DOwWNLOAD

2022-01-19 041548, 814
202Z2-01-19 04:15:48 799587
2022-01-19 04:15:48 800227

2022-01-19 04:15:49. 336667

2022-01-1213:115:48.786814
2022-01-19 13:15:48.793587
2022-01-19 13:15:48 900227

2022-01-1913:15:49. 336667

Program Executlon
Program Executlon
Program Executlon

Program Execution

DiskimageMounter (Launched from [SystemLibraryCoreServices/Finder.app/Contants/MacOs/Finder)
DiskimageMounter, PID=556
[Users/macforensics/Downloads/SysJoker Installer dmg

Diskimages Ul Agent,PID=561

PROG_EXEC
PROG_EXEC
PROG_EXEC

FROG_EXEC

2022-01-1 2) !
2022-01-1%w oD

2022-01-18 04:16:07.761348

2022-01-19 04:16:08.011102

I 2022-01-19 13:15:56.568206
2022-01-19 13:16:07.74 2841
2022-01-19 13:16:07.761348

2022-01-12 13:16:08.011109

Volume Mount
Program Executlon
Program Executlon

Program Executlon

sysJoker Installer (apfs)

SJ_Installer (Launched from [System(LIbranyCoreServices/Finder.app/Contents,/MacOS/Finder)

bash, PID=575

[volumes(SysJoker Installer/SJ_installer.appiContents/MacOs/S)_Installar

2022-01-19 04:16:08. 366018
2022-01-18 04:16:08 . 3799312
2022-01-18 04:16:20.601321
2022-01-19 04:16:20.612856
2022-01-19 04:16:58.724747

202Z2-01-19 04:17:10.885314

2022-01-1913:16:08.069812

2022-01-1913:16:08.359620

2022-01-1913:16:08.366018

2022-01-19 13:16:08.379932

Program Executlon
Persistence Flle Creation
Fersistence App Creatlon

Frogram Executlon

2

The path of the autorun program
is not a standard folder.

[Users/macforensics/ 1s_setup/types-conflgts|{adhoc signed.signature not valid.)

[Mon-standard AppPath]y Users/macforensics/LibranyLaunchAgents/com.apple.update plist (AppPath: (Users/macforensics/Library/MacOsServices/updateMacOs)

[Mon-standard AppRPath]yUsers/macforensics/LibranyMacOsServicesjupdateMacOs

[User: sics/LibraryMacOsServices/updateracOs (adhoc signed.signature not valid.)

VOLUME_MOUNT
PROG_EXEC
PROG_EXEC
PROG_EXEC
PROG_EXEC
PERSISTEMCE
PERSISTEMCE

FROG_EXEC

stemfLIbrangCoreServices/Dock.app/Contents/MacOS/Dock)

Preferences/ByHost/com.appleloginwindow. 564DEC83-30EE-2106-4E98-882A4115F061.plist (AppPath: [Applications/Satariapp )

PROG_EXEC
PROG_EXEC
VOLUME_MOUNT
PERSISTENCE




65



Future work

© Support for more mac_apt analysis results
" Analysis results with timestamp
® Analysis results showing timestamps in combination with
APFS_Volumes_xxxx.db
© Ongoing investigation of Unified Logs
® Application Execution

® Program refused to be executed by the system
® exFAT, NTFS, SMB volume mount

© Optimize the timeline to be generated
® Eliminate duplicate events
" Expand the scope of events to include cautionary messages.

© Maintenance

* Will newer versions of macQOS still record log messages that ma2tl can
recognize?
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Summary

cShared how to create a timeline from
mac_apt analysis results and Unified Logs.

°Introduced the implementation and
function of maZtl.

= Automatic generation of timeline from mac_apt
analysis results and Unified Logs

= More activities can be supported by plugins.

> maZ2tl GitHub repository
= https://github.com/mnrkbys/maZ2tl
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Any questions?



e CREDITS for this presentation template and Icons

O Special thanks to all the people who made and
released these awesome resources for free:

> Presentation template by SlidesCarnival
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