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The SANS ICS515 — Industrial Control System Active Defense and Incident Response course was developed by
Robert M. Lee with input from a collection of experts, whose diverse work experiences, knowledge, and skills
truly blended together to cover the specific content areas for this course. The author would specifically like to
thank Michael Assante and Tim Conway for their continued support and contributions.

Robert M. Lee

Robert M. Lee is the CEO and Founder of the critical infrastructure cyber security company Dragos, Inc. where
he and his team develop ICS cyber security products and perform remote ICS threat hunting in their Threat
Operations Center. He is a SANS Certified Instructor and the course author of SANS ICS515 - "Active Defense
and Incident Response" and the co-author of SANS FORS578 - "Cyber Threat Intelligence." Robert is also a
nonresident National Cyber Security Fellow at New America focusing on policy issues relating to the cyber
security of critical infrastructure and a PhD candidate at Kings College London. For his research and focus areas,
he was named one of Passcode's Influencers, awarded EnergySec's 2015 Cyber Security Professional of the Year,
and inducted into Forbe’s 30 Under 30 in 2016 as one of the “brightest entrepreneurs and change agents” in
technology.

Robert obtained his start in cyber security in the U.S. Air Force where he served as a Cyber Warfare Operations
Officer in the U.S. Intelligence Community. He has performed defense, intelligence, and attack missions in
various government organizations including the establishment of a first-of-its-kind ICS/SCADA cyber threat
intelligence and intrusion analysis mission. Robert routinely writes articles in publications such as Control
Engineering and the Christian Science Monitor's Passcode and speaks at conferences around the world. Lastly,
Robert, is author of the book SCADA and Me and the weekly web-comic http://www.LittleBobbyComic.com

Robert may be found on Twitter @RobertMLee or contacted via email at: RLee@Dragos.com
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Contributions By:

Michael Assante

Michael Assante is currently the SANS project lead for Industrial Control System (ICS) and Supervisory
Control and Data Acquisition (SCADA) security. He served as vice president and chief security officer of the
North American Electric Reliability Corporation (NERC), where he oversaw industry-wide implementation of
cyber security standards across the continent. Prior to joining NERC, Michael held a number of high-level
positions at Idaho National Labs and he served as vice president and chief security officer for American
Electric Power. Michael's work in ICS security has been widely recognized. He was selected by his peers as
the winner of Information Security Magazine's security leadership award for his efforts as a strategic thinker.
The RSA 2005 Conference awarded him its outstanding achievement award in the practice of security within
an organization. He has testified before the U.S. Senate and House and was an initial member of the
Commission on Cyber Security for the 44th Presidency. Prior to his career in security, he served in various
naval intelligence and information warfare roles. He developed and gave presentations on the latest technology
and security threats to the chairman of the Joint Chiefs of Staff, director of the National Security Agency, and
other leading government officials. In 1997, he was honored as a Naval Intelligence Officer of the Year.

Tim Conway

Tim Conway is currently the technical director of ICS and SCADA programs at SANS. He was responsible for
developing, reviewing, and implementing technical components of the SANS ICS and SCADA product
offerings. He was formerly the director of CIP Compliance and Operations Technology at Northern Indiana
Public Service Company (NIPSCO). He was responsible for Operations Technology, NERC CIP Compliance,
and the NERC training environments for the operations departments within NIPSCO Electric. Throughout his
career Tim was previously an EMS computer systems engineer at NIPSCO for eight years, with responsibility
over the control system servers and the supporting network infrastructure. Tim previously served as the chair
of the RFC CIPC, is the current chair of the NERC CIP Interpretation Drafting Team, a current member of the
NESCO advisory board, the current chair of the NERC CIPC GridEx 2013 Working Group, and current chair
of the NBISE Smart Grid Cyber Security panel.
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ICS515 Day 4 Objectives

Understand the value of learning from the threat

Describe malware analysis methodologies

Perform basic-to-intermediate malware analysis tactics

Develop 10Cs from identified threats
Implement lessons learned for long term success

ICS515 | ICS Active Defense and Incident Response

ICS515 Day 4 Objectives
Here are the five up-front objectives for today's class:

1. Understanding the value and importance of learning from the threat by safely interacting with it is the
cornerstone of making an adversary's best capability your best source of defense information.

2. The ability to describe malware analysis methodologies can help you at a high level determine the type of
malware analysis that should be performed in various situations.

3. The ability to perform some of those analysis methodologies is going to make you a strong contributor to
the team; it is the goal to impart basic-to-intermediate tactics, as this is understandably just a one-day
section.

4. From these skills, though, you can develop IOCs from identified threats so that you can implement the
lessons learned toward actionable recommendations. These recommendations can help guide defense
personnel and help influence architecture changes to neutralize or delay a threat.

5. You should leave today understanding the importance of interacting with threats and what that can bring. It
is not expected that you will become a malware analyst. However, what is expected is that you'll know
where some of the [OCs come from that you'll undoubtedly use and why they are of value (as well as how
to spot bad ones and ask the right questions). There's a lot of threats out there and being a malware analyst
as a full-time job or having deep experience on it is too much for one class, let alone one day. The intent is
not to make you an expert in assembly and disassembly; the intent is to help you quickly identify
information useful to feeding the ACDC cycle actionable threat data that can be used internally or
externally for threat intelligence.

Today, we focus on some of the common threats observed in ICS environments.

Introduce the methodologies that go into interacting with threats
The operating assumption:
» Security personnel use IOCs and thus need to know where they come from
» Use automated malware analysis through sandboxes to get quick and actionable information useful to feed
the ACDC process, especially during an incident
» To perform meaningful automated malware analysis, you need to understand the "behind the scenes"

© 2018, Robert M. Lee 3
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Therefore:
» For malware analysis, we introduce and highlight methodologies
» We get hands on with some basic-to-intermediate techniques
> We employ these techniques or establish an automated malware analysis capability

Takeaways for Malware Analysis

It is a bit foreboding anytime a class basically has a warning page; however, this page is meant to help guide the
discussions instead of serving as a warning. This subject matter is fairly technical, and there will be a lot of things to
ask questions about that are not in the slides. For example, threads and processes are not covered fully in depth
because you need to know only that they exist for this class. But if you have questions, ask as it'll contribute to
everyone's learning. This class day is likely the most interactive because of how technical the material is.

Most ICS organizations are not going to have dedicated Threat and Environment Manipulation (TEM) personnel
performing malware analysis. And we'll talk about some available automated malware analysis capabilities to help
supplement that fact. However, understanding the science behind these capabilities and performing some of them

yourself, especially when other capabilities fail, can carry you far.

Therefore, remember that the focus is on understanding malware analysis, getting some hands-on experience, and
using this information in your organization directly or indirectly.

4 © 2018, Robert M. Lee
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Course Scenario Goals

» Water Plant:
« What is the intrusion and infection vector that led to the attack?
«Are-there-any-otherintrusions-and are they related to the attack?

» Traffic Lights:
+ What is the root cause analysis of the attack on the Traffic Lights network?
* Are there any other intrusions and are they related to the attack?

e General:

» What lessons learned would be useful to share between the organizations?

ICS515 | ICS Active Defense and Incident Response
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Course Scenario Goals

You have specific goals for the scenario. You will make a network map of the water plant and you will investigate
any incidents and intrusions. You will get walked through the traffic light scenario and will have goals related to labs
you will work in the future, such as the root cause analysis of the Traffic Lights network attack. In general, you’ll
also try to determine if the incidents between the Traffic Lights network and CWU are related.

© 2018, Robert M. Lee 5
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ICS515 Day 4 Outline

Case Study: BlackEnergy2

ICS Threat and Environment Manipulation Goals and Considerations

Analvzmg Acqulred Evidence

Case Study: CRASHOVERRIDE

Documenting Knowledge
I‘a .

Case Study: TRISIS
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ICS515 Day 4 Outline
This page intentionally left blank.
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Active Cyber Defense Cycle: Day 4

Today's focus is on threat and environment manipulation. This phase of the Active Cyber Defense Cycle enables
analysts to safely manipulate a threat. The word manipulation is chosen instead of reverse-engineering malware or
simply malware analysis for two main reasons. First, malware is an adversary capability that is not meant to be run in
an analyst's VM for analysis and threat data collection; the adversary doesn't like that. You are manipulating the
threat and it's an offensive-minded kind of defense approach. You are trying to get at the information the malware
has in any way you can that is legal and internal to your environment. Second, threats are not always malware-based.
Our first case study actually shows physical damage to control systems that was not malware-focused. ICS
specifically understands that threats can be a guy opening up sewage lines with unauthorized access to the facility
outside in the parking lot. But he's still a threat. Through manipulating threats to learn from them, you can also
determine architectural changes (logical or physical) that would neutralize the threats or otherwise delay them. For
example, a piece of malware that tries to connect to a specific command and control server can be impacted by
environment changes that tell the systems that any requests to Malicious Command and Control Server goes to an
analysis machine for the TEM personnel to look at. It's now neutralized and information is gathered. This phase of
ACDC puts the focus on interacting directly with the threat inside of your own network to counter its intentions.

© 2018, Robert M. Lee 7

https://t.me/learningnets



https://technet24.ir
https://technet24.ir

O W N

8.
9.
10.Pass IOCs, documentation, and so on to those managing the internal threat intelligence

General Malware Analysis in ICS Environments

. Establish a safe working environment (for example, use VMs)

. Document received evidence files (such as phishing email, pcap, memory files, and so on)

. Perform initial analysis to identify useful information (for example, pre-existing YARA rules)
. Identify and investigate interesting files, executables, and such

. Extract suspect file(s) from the evidence and document them, including hashes

. Run copies of the suspect files through in-house antivirus systems to identify matches:

a. If the suspect files have known AV signatures, it is known malware, and online research can take place, such as
looking up digital hashes, antivirus company threat reports, and more
b. If the suspect file does not have a known AV signature, continue on (or, if at least some do not)

. Begin processing the suspect file(s) through an in-house automated malware analysis sandbox

if possible
Begin extracting information using behavioral malware analysis techniques
Use the analysis to create IOCs and provide context while documenting findings

products

ICS515 | ICS Active Defense and Incident Response

General Malware Analysis in ICS Environments

Most threats involve malware, and today's focus is heavily centered around learning from malware. Even threats that

don't rely on malware to impact the ICS may rely on malware to gain a foothold in the ICS or corporate network.
The same thought processes and type of analysis that goes into malware analysis is useful to understanding
nonmalware-based threats.

To help guide the day, the 10-step process is used throughout the day. This is a general methodology and may not
represent the abilities and processes of every ICS security team, but it covers the vast majority of cases.

Throughout the 10-step process, analysts should think about what can be done to the architecture to deny or delay the

adversary and its capabilities.

© 2018, Robert M. Lee
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Case Study:

BlackEnergy2 and BlackEnergy3

ICS515 | ICS Active Defense and Incident Response
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BlackEnergy

« BlackEnergy is a piece of malware that has been used by cybercrime

groups since 2007
+ BlackEnergy was also used in distributed denial of service attacks
« An advanced actor took BlackEnergy and upgraded it with new

capabilities thus deemed BlackEnergy2 and BlackEnergy3

* One of the capabilities added was { BockEnergy DDoS Bot }- x
a zero-day exploit that became R —
identified as sandworm Recuestrate: [10 (o) P
+ Some versions of BlackEnergy2 outte [ k% i E__ S——
targeted ICS environments with [ 5 | HreTesdsi 5
exploits against SIMATIC, By DOuS 6% ver 17 i =] | [OMOPRe [0
CIMPLICITY, and Advantech Bl E—

P oo P [0 (- Oom0-OFF)
ICS515 | ICS Active Defense and Incident Response 10
BlackEnergy

BlackEnergy?2 (BE2) and BlackEnergy3 (BE3) represent an interesting case study. It was a piece of traditional
cybercrime type malware even used in distributed denial of service (DDoS) attacks by those groups. However, it was
wrapped up into a toolset that became identified as BlackEnergy2 by an advanced persistent threat (APT). There it
was made more complex and was leveraged in espionage campaigns targeting various groups, including NATO and
defense contractors.

10 © 2018, Robert M. Lee
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Sandworm Exploit

 iSIGHT Partners identified a new zero-day exploit targeting all versions of
Windows from VistaSP2 to Windows 8.1
» The zero-day took advantage of OLE
* Helped the company identify a cyber-espionage campaign linked to Russian
actors
* iSIGHT’s report led Trend Micro to find a file communicating to one of the

identified Command and Control (C2) servers
» Config.bak which is a CIMPLICITY Server related file

» Trend Micro’s identification of the ICS related file led iSIGHT analysts to look

for additional data around that indicator
+ iSIGHT analysts then found files targeting Siemens systems

ICS515 | ICS Active Defense and Incident Response "

Sandworm Exploit

The Sandworm Exploit report by iSIGHT Partners (https://www.isightpartners.com/2014/10/cve-2014-4114/) led to
the identification of multiple C2 servers. Trend Micro analysts pivoted off of the C2 servers to find a file that had
been seen communicating to one of the IP addresses. The file was identified as config.bak, which is a type of file that
goes with GE’s CIMPLICITY SCADA software. From this the analysts were able to identify other files related to
the config.bak file, including files that were downloaded from the C2 server. These other files were additional type
of CIMPLICITY-related malicious files as well as non-CIMPLICITY related malware. The other files were useful in
identifying email addresses, follow-on files, C2 servers, and targets.

The work by the Trend Micro analysts off of the iISIGHT report allowed the iSIGHT analysts to revisit the data in a
follow-on report (http://www.isightpartners.com/2014/10/sandworm-team-targeting-scada-systems/) and identify

additional files such as CCProjectMgr.exe that were being used—which are related to SIMATIC and Siemens
WinCC software. This helped developed new indicators useful for analysts to identify infected systems.

© 2018, Robert M. Lee 11
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Sandworm Campaign

Known Targets
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Reference: iSight

Sandworm Campaign

The team known as Sandworm had a coordinated campaign across multiple years targeting Russian-based interests
such as Ukraine, Poland, NATO, and organizations linked to analysis and preparation of military forces. This victim
analysis shows that the targets were not of interest for cyber-crime-type-based groups but more aligned with national

interests.

12 © 2018, Robert M. Lee
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BlackEnergy2 and 3 ICS Cyber Kill Chain

BlackEnergy2 and 3 ICS Cyber Kill Chain

Here we see that in both BE2 and BE3, there was never an attack capability. It was simply an espionage toolkit. This

led to a lot of early confusion around the Ukraine Cyber Attack. News reports indicated that “BlackEnergy caused

the power outage” which is not true. It enabled the adversaries to get access to the environment but the malware did

not cause the power to go out. BE2 and BE3 kill chain analysis prior to the incident could have helped alleviate the

confusion. However, this was used as the Stage 1 of the 2-stage attack.

https://t.me/learningnets
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Non-ICS Related Threat
Intel Led to Discovery of
ICS Targets

iSIGHT report contained
a C2 server for IT
malware

Lessons Learned: Threat Intelligence

Trend Micro analysts
— identified new indicators
off of this initial C2 node

iSIGHT found additional
— indicators and targets
based off of Trend Micro

Revealed multi-ICS
targeting capability

ICS515 | ICS Active Defense and Incident Response
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Lessons Learned: Threat Intelligence

BlackEnergy?2 was originally targeted only toward IT networks for cyber crime purposes. The iSIGHT identification
of the zero-day exploit in BlackEnergy?2 led to the identification by them of multiple Command and Control (C2)

servers. This threat intelligence helped the Trend Micro analysts uncover files related to ICS that were
communicating with that C2 server. This then led iSIGHT to identify a different type of ICS being targeted and
additional indicators. These indicators would be exceptionally useful for incident response and network security

monitoring analysts.

14 © 2018, Robert M. Lee
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Lessons Learned: Asset Identification and Network Security Monitoring

. Outbound C2 could be
£2 Sle{g,z;si llrrllflzgt? Oiould — blocked and reveal infected
system before impact
C2 Servers Were Used to Inbound C2 could be
Upload and Download Files | identified to reveal
P successful compromise
The activity should be easily
— identified in a baselined

environment

ICS515 | ICS Active Defense and Incident Response

Lessons Learned: Asset Identification and Network Security Monitoring
The C2 servers that BE2 used were leveraged by the adversary to upload and download new files. This was the
ability of the malware to steal data from the environment as well as push new modules and capabilities to the

malware. The C2 servers would look very foreign to an ICS network where the SCADA servers were connected.

Additionally, this activity should have shown defenders that Internet-connected SCADA servers would be
compromised.

© 2018, Robert M. Lee
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Benefited from Multiple —
I0Cs

Scoping of the
Environment Using;:

Lessons Learned: Incident Response

Incident Response The files’ MD5s and

filenames

Multiple disk indicators
—+— such as the written files
and unsigned driver

. New processes created
and the deleted file

ICS515 | ICS Active Defense and Incident Response

16

Lessons Learned: Incident Response

From an incident response perspective, the IOCs could have quickly led to the identification of infected systems as

well as the collection of new variants of the malware. The files’ MDS5s, the unsigned driver, the artifact of the
deleted file, and the created processes are all indicators that would make high-confidence IOCs.

16 © 2018, Robert M. Lee
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All Analysis Was
Automated Analysis

Analysis Revealed:

— New observed files

Extracted IOCs for
revealing related files

Information relevant
—  for NSM and IR
personnel

ICS515 | ICS Active Defense and Incident Response
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Lessons Learned: Threat and Environment Manipulation

The iSIGHT analysts’ analysis led to the identification of the zero-day exploit and C2 servers. This led the Trend

Micro analysts to identify the ICS-related malware, which led the iSIGHT analysts to find an additional and different
ICS software being targeted. This all created new indicators that could be used for pivoting to identify new C2

servers and malware variants as was done in this case study. This level of activity is something that ICS security

personnel should be able to do even without in-depth malware analysis skills. Malware analysis skills help, but

automated analysis is a timely and achievable tactic. The TEM would have led to better NSM and IR at any given

ICS organization that was impacted with BlackEnergy?2.

© 2018, Robert M. Lee
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Identified ICS Threat Tactics: Nonmalware

 Radio frequency manipulation to impact control systems:

* For example, Polish teen manipulated tram system in the city of Lodz with a

modified TV remote control
* Direct interaction with the control systems after initial access:

* For example, German steelworks case study

* For example, Maroochy Water Services compromise of the sewage
management system

» Takeaways:

* Manipulation of the control systems through unauthorized access is possible
using the systems and technologies in place and can be as impactful if not
more so than malware

+ Identifying these types of threats require network monitoring, and
interacting with this threat in a timely manner is unlikely

ICS515 | ICS Active Defense and Incident Response
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Identified ICS Threat Tactics: Nonmalware
Here's a quick overview of two case studies where malware wasn't responsible for damaging the process or
physically damaging the systems.

References:
http://www.theregister.co.uk/2008/01/11/tram_hack/
http://www.computerworld.com/article/2561484/security0/utility-hack-led-to-security-overhaul.html

20 © 2018, Robert M. Lee
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Identified ICS Threat Tactics: Traditional IT Malware

« Traditional IT malware used as a first stage access to ICS business

connected networks:

» For example, malware such as zero-access botnet has been previously

observed as a first-stage access to a network
« Traditional IT malware impacting control system environments:

 For example, Slammer worm crashed Davis-Besse Nuclear Power Station
HMI and bogged down SCADA network

 For example, Conficker accidentally brought into control system network via
USB halted steel facility network in Brazil

ICS515 | ICS Active Defense and Incident Response 21

Identified ICS Threat Tactics: Traditional IT Malware

In these case studies, malware was used to affect the process or system. But none of the pieces of malware were
targeted toward the ICS. They may have been intentionally placed and abused (like using zero-access as a first-stage
access into the network by an adversary) but none reveal specific ICS intent. Other nontargeted malware can be
incredibly impactful, such as Conficker.

Reference: http://www.networkworld.com/article/2217684/data-center/attacks-on-power-systems--hackers--
malware.html

© 2018, Robert M. Lee 21
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Case Study on Incidental Malware — MIMICS

* ICS security researchers Robert M. Lee and Ben Miller set out to
determine base, census-like metrics for the community on how often

incidental malware infections happen in ICS environments per year.
They called this Malware in Modern ICS (MIMICS)

* There were many hyped-out numbers and low numbers out there
+ ICS-CERT was reporting around 250 and some vendors reported 500k

 The researchers used only public data sets such as those in
VirusTotal.com and filtered the data set down to identify unique
infections of facilities directly from the ICS, not just IT networks

ICS515 | ICS Active Defense and Incident Response 22

Case Study on Incidental Malware — MIMICS

In 2016, researchers Robert M. Lee and Ben Miller saw a number of low and hyped-out numbers related to ICS
incidents. ICS-CERT was reporting around 200 incidents of incidental malware infections and Dell SecureWorks
was reporting 500,000 a year. The two generated four hypotheses and set out to hunt for some base metrics that the
community could use.

The hypotheses were:
1. Lots of infected ICS software exists
2. Public reports contribute to discoveries internal to environments
3. ICS-themed malware is not uncommon
4. Untrained IT security teams submit sensitive ICS files to the Internet

To test these hypotheses, the researchers only leveraged public data sets such as VirusTotal.com and Malwr.com to
see submissions for ICS related files. They filtered through to ensure the ICS software was installed correctly on
systems infected, helping to ensure it was legitimate and not just honeypots or randomly infected files. They also
weeded through the data to ensure that a single infection wasn’t seen as one incident because a single site might have
hundreds of infections.

Prior to the research, the community did not have a base set of metrics of the realistic numbers of incidental
infections and, prior to the research, there were less than five cases of ICS-themed malware (not ICS-tailored) cases.

The testing also only included known viruses to antivirus engines.

22 © 2018, Robert M. Lee
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Case Study on Incidental Malware — MIMICS Findings

» The research revealed that in a 90-day period 1600, —
there were around 3,157 unique infections
around the world

» When filtered for the organizations
(organizations may have numerous infected
files) it led to a discovery of about 6,000
industrial sites around the world infected a year

+ Other findings included highly sensitive files
such as project files being directly uploaded to
these databases by untrained IT staff and non-

50 &

2

count 3157.000000 25% 2.000000

ICS Security MSSPs who used VirusTotal like a mean 30.013937 50% 46.000000
free sandbox; some highly sensitive findings std 21.142954 75% 48.000000
were redacted from the overall report and Min 1.000000 max 57.000000
SANS talk
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Case Study on Incidental Malware — MIMICS Findings

The MIMICS findings showed definitively that around 6,000 industrial sites were infected in 2016—numbers that
are reasonable for an annual average as well. Thus, 200’ish would be extremely low and 500k would be extremely
high. However, these are not industrial attacks nor are they targeted, so not all of them would require incident
response. It’s simply infections.

Link to the SANS talk, slides, and blog:
https://www.sans.org/summit-archives/file/summit-archive-1492176391.pdf
https://www.youtube.com/watch?v=Kq4GmONjPLo
https://dragos.com/blog/mimics/
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Identified ICS Threat Tactics:Targeted Malware

* Destructive and untargeted malware:
» For example, Shamoon targeted Saudi Aramco, failed to reach the ICS, but rendered 30k+
computers unusable
+ Targeted ICS espionage malware:
+ For example, Havex was used to scan OPC environments and gather intelligence
» For example, BlackEnergy was used to infiltrate ICS networks and gather intelligence
Targeted ICS disruptive malware:
* CRASHOVERRIDE had operations knowledge to disconnect a transmission substation
+ TRISIS had Safety Instrumented System (SIS) knowledge to disrupt operations
Targeted ICS destructive malware:
+ For example, Stuxnet was tailored for a specific ICS network and caused massive physical
damage

ICS515 | ICS Active Defense and Incident Response 24

Identified ICS Threat Tactics: Targeted Malware

Note that Shamoon didn't impact the ICS, but it attempted to, and it did cause a lot of financial damage to Saudi
Aramco. Traditional IT malware can be just as dangerous as targeted malware in the right conditions, though. In
addition, traditional IT malware can serve as a first stage access point to the environment for the adversary to enter
and further compromise the network. There are only five pieces of malware that specifically targeted the ICS from a
code perspective (BlackEnergy, Havex, Stuxnet, CRASHOVERRIDE, and TRISIS) but remember malware is just a
capability for the adversary and can be used in a variety of ways.
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Commonalities

« Direct interaction threats without malware have demonstrated intent to

manipulate the process and cause physical damage:
* Less ability to manipulate the threat in a timely manner and the threat is usually detectable
due to the intent/impact
» Malware-enabled espionage:
« Traditional IT malware as a staging effort
 Theft of intellectual property or process data
+ Intelligence gathering on the environment potentially for follow-on action
+ Staging for physical attacks if conflict occurs between two nation-states
» Malware-enabled attacks:
» Accidental infections having the impact of degrading services or halting systems have
scanning/automated features
» Targeted attacks attempt to remain covert relying on automated malware thus incorporating
scanning/automated features

ICS515 | ICS Active Defense and Incident Response 25

Commonalities

Extracting useful data from case studies can help encourage best practices for security professionals; we desperately
need more case studies in the community. However, from the ones we have, we can glean a few lessons learned such
as identifying the difference between malware-enabled espionage (like Havex) and malware-enabled attacks (like
Stuxnet).
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Threat Manipulation Goals

~

« Determine the nature of the threat to prioritize

« Extract information useful to NSM personnel

« Identify the IOCs of the malware to help Incident Response

« Understand the malware's tactics to identify weaknesses in the
current architecture of the ICS

« Identify weaknesses in the threat

« Identify information useful in contributing to community
knowledge

€ELEKLKL
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Threat Manipulation Goals

Manipulating a threat leads to gaining information for NSM and IR. In addition, the information can be shared with
others in the form of threat data or threat intelligence. Malware doesn't want to be analyzed or run in VM
environments and "tricked" into revealing its secrets...manipulation is not the offensive sounding word it can be; it's
about being able to choose the battlefield and force threats/malware into situations it would rather not be in.

Also, attempt to identify weaknesses in the threat such as automated scanning or hardcoded IP
addresses/passwords, which can be manipulated to neutralize the threat. Destructive malware observed in ICS has
had automated features to limit the ability to directly attribute the attack and automated features such as scanning and
exploitation can be manipulated internal to the victim network. Also, identify information useful in contributing to
intrusion analysis and campaign analysis. Attribution should not be the goal, but the information gathered may be
used in attribution attempts outside of the ACDC, especially when nation-state level malware is involved. Attribution
is not useful for network defense but can be important for political impact and national-level responses, as well as
board-of-director-level understanding and direction.
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Threat Considerations

Improper
handling can
have real
impacts and
tip adversaries

Often in
ACDC you
deal with
active
campaigns

Interacting
with malware
in real
environments
demands
knowledge of
the threat
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Threat Considerations

Because you are dealing with a real threat, there are some considerations to be made. First, a meaningful analysis of
threats for ACDC means that at some point you are going to be running malware in an environment. A safe working
environment (discussed in a few slides) is incredibly important. In addition, if a threat is already on the production
network, you should not try to manipulate it on the production environment. Even if you identify a magic value that
can be sent to the malware to neutralize, you need to ensure that it works 100% before doing it on the production
environment and only when authorized, when it is scheduled, and as a last option.

Malware can have safeguards to activate unknown routines such as self-destruction or data-destruction. Lastly,
improperly handling malware can tip adversaries that you're on to them, and they will change tactics. Do not let
malware "call home" to an active Internet connection.

https://t.me/learningnets

© 2018, Robert M. Lee 27



https://technet24.ir
https://technet24.ir

Environment Manipulation Goals

« Malware usually has aspects of automation |
or prescripted actions

J

« Preplanned C2 or scanning can be defeated]
with environment changes

J
« Environment changes can take many )
forms such as physical or logical )

« The goal is to delay the attackers and buy |
defenders time )
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Environment Manipulation Goals

Automated malware has a lot of appeals, but it is especially enticing in ICS networks. Because the malware is mostly
automated, it can be understood and manipulated so that routines, deactivation commands, or weaknesses can be
identified. Sometimes, these weaknesses lead to an understanding that the automated malware is operating on
previously gathered intelligence about the environment. Changing the environment then significantly delays or
destroys the malware's capability to do any harm. However, realize you aren't "defeating" the adversary; defense is
always an ongoing process. Environment manipulation can be logical or physical changes to the network: you can
place false indicators on the network such as setting up honeypots, or you can change passwords on systems that
might be hardcoded into the malware to work. We'll explore these topics a bit more in depth toward the end of the day.

28 © 2018, Robert M. Lee

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

Environment Considerations

Changes can
hurt the
threat and
hel,
defengers
Logical or
physical
changes
must 3
planned Changing the
environment
can have
negative
impacts to
operations

£A
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Environment Considerations

In short, do not do anything without permission. ACDC personnel should not be actively changing the environment,
even TEM-focused folks. Understanding the threat and environment to make recommendations is the role of ACDC
TEM personnel. Changing the environment can have negative impacts and should be planned appropriately. Logical
and physical changes before, during, or after an incident can confuse engineers and operators or impact the system
process if it does not include input from all parties involved and high levels of testing/validation. Changing the
network layout can introduce issues with vendor warranties and support as well and must be considered. Lastly,
changing the network can also be done as a purely enabling strategy during an incident, such as the inclusion of
network taps, collection points, and so on.

During an incident response scenario, the incident response personnel must be involved in the planning of
environment changes so that it does not impact their operations and collection efforts.
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It is unlikely that most ICS personnel will ever need to make
physical environment changes during an incident or mid-attack

Environment changes pre-incident are most certainly useful and may occur

During an incident it is likely that logical changes can be made and be highly effective

Learning from the threat for actionable information and IOCs that can feed threat intel
consumption internally is the primary goal of Threat and Environment Manipulation

ICS515 | ICS Active Defense and Incident Response 30

Summary
It is unlikely that most ICS personnel will ever need to make physical environment changes during an incident or
mid-attack:
* Knowing that the option is available and preparing scenarios of how it would occur is useful
 Just learning how to go about this process is useful to connecting people across teams and encouraging
security talk

Environment changes pre-incident are most certainly useful and may occur:
e TEM analysts build on NSM personnel's knowledge of the architecture and identify weak spots that threats
they've trained against or encountered can take advantage of
* Physical changes and segmentation strategies, as well as useful logical changes pre-incident, are helpful
against threats and can be recommended to those in charge of the networked environment and ICS operations
* Always be mindful and careful of the #1 mission: safety and reliability

During an incident, it is likely that logical changes can be made and be highly effective.
*  Most malware rely on C2 servers for commands or to upload exfil; sinkholing those requests provides a great
opportunity for analysis while mostly neutralizing the malware

Learning from the threat for actionable information and IOCs that can feed threat intel consumption internally is the
primary goal of Threat and Environment Manipulation. The ability to manipulate the threat and disable some of its
functionality is a major win for defenders and should be explored whenever possible.
Manipulating the environment to make logical or physical changes useful in delaying the adversary or enabling
defenders is often a more challenging and advanced tactic, but it is useful to understand the option exists:
 In the event of a particularly serious and targeted attack environment, changes can mean the difference
between system failure and fighting through the attack
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Analyzing Acquired Evidence

Evidence Handling

Applying Pre-Existing Information
Initial Attack Vectors

PDF Analysis

Extracting Files from Acquired Evidence
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General Malware Analysis in ICS Environments

1. Establish a safe working environment (for example, use VMs)

2. Document received evidence files (such as phishing email, pcap, memory files,
and so on)

3. Perform initial analysis to identify useful information (for example, pre-existing
YARA rules)

4. Identify and investigate interesting files, executables, and such

5. Extract suspect file(s) from the evidence and document them including hashes

6. Run copies of the suspect files through in-house antivirus systems to identify matches:
a. If the suspect files have known AV signatures, it is known malware, and online research can take place, such as
looking up digital hashes, antivirus company threat reports, and more
b. If the suspect file does not have a known AV signature, continue on (or, if at least some do not)

7. Begin processing the suspect file(s) through an in-house automated malware analysis sandbox
if possible

8. Begin extracting information using behavioral malware analysis techniques

9. Use the analysis to create IOCs and provide context while documenting findings

10.Pass I0Cs, documentation, and so on to those managing the internal threat intelligence
products
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General Malware Analysis in ICS Environments

Most threats involve malware, and today's focus is heavily centered around learning from malware. Even threats that
don't rely on malware to impact the ICS may rely on malware to gain a foothold in the ICS or corporate network.
The same thought processes and type of analysis that goes into malware analysis is useful to understanding
nonmalware-based threats.

To help guide the day, the 10-step process is used throughout the day. This is a general methodology and may not
represent the abilities and processes of every ICS security team, but it covers the vast majority of cases.

Throughout the 10-step process, analysts should think about what can be done to the architecture to deny or delay the
adversary and its capabilities.
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Evidence Handling: Recommended Practices

Define a workflow
Document all evidence
Have a central database
Allow notes and IOCs to be added
Never work from the original evidence

Use strong authentication and logging on the database
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Evidence Handling: Recommended Practices

Evidence Handling

Everything needs to be documented. Who accessed what evidence, when did it take place, and what information was
gathered? Documentation is king. Without proper documentation, teams will duplicate efforts and not learn from
analysis. Analysis performed in one investigation or one training environment can be useful in others. Training with
live malware and documenting findings can find commonalities between actual threats (maybe there is a reuse of
malware) that are useful to have available.

Recommended practices:

* Define a workflow to allow evidence of different types to be looked at by those with relative skill sets

* Document all evidence with a digital hash and a short description

* Have a central database to "check out" evidence to ensure that multiple people do not work on the same
piece

* Have the central database also have a capability to upload notes and detection signatures/IOCs to go with the
evidence

» Never work from the original evidence file; always use a copy

e Have a plan and database to securely store previous analysis

When analyzing a current threat to the ICS, it is important to apply previous analysis and IOCs:

* No reason to reinvent the wheel if pre-existing information is present

Malware often changes some of its components, resulting in an overall different digital hash:

* However, individual components such as files, Registry keys, and so on that are manipulated or left behind
when the malware runs on a system can match previous malware campaigns and provide context and insight
on the threat

» Network connections such as C2 servers often provide correlating information between threat campaigns

YARA rules that already exist from the team or from outside the organization such as those found in ICS-CERT
alerts, threat intelligence reports, and so on should be applied to the evidence before examining it to give analysts a
starting place
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Initial Attack Vectors

* The starting location for analyzing and understanding a threat is
generally its initial attack vector
« Initial attack vectors include spear-phishing emails, exploitation of
external websites, direct Internet connections to control systems, and
abused trusted networks and connections between other networks, such
as vendor or corporate networks:
* Analyzing how a threat initially infected the ICS can drive remediation

recommendations and can help identify and close the vulnerability the organization
faced to reduce the chances of reinfection

* One of the most common initial attack vectors is phishing emails:

* The next few slides demonstrate some analysis methods for phishing emails that
may get passed to TEM personnel

ICS515 | ICS Active Defense and Incident Response 34

Initial Attack Vectors

Initial attack vectors can vary including a variety of client-side attacks, but social engineering and phishing emails
are extremely common because they are effective. Internet-connected PLCs are common and vulnerable, but
phishing emails often give access to systems that the adversary needs to fully understand and pivot throughout a

network. For this reason, we'll look at phishing emails a bit and some of the ways to analyze them for indications of
being malicious.
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Phishing Emails

 Phishing emails often have "payloads" in them or a "dropper" that contains
malicious code:
* An example would be a PDF attached to an email that runs shellcode when opened
+ Shellcode is a specific type of code that is used as the payload of an exploitation attempt; it
usually starts a command shell (thus the name shellcode) to run and execute processes,
commands, and sets up a connection point
» Because phishing emails have to take advantage of some vulnerability to
introduce malware into the environment or open up a connection for a remote
adversary, malware can be examined by TEM personnel
+ Given the nature of the malware as the initial attack vector for the adversary, the
information gathered from it is extremely important, often representing the C2 servers of
the adversary or indications into how advanced the threat is
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Phishing Emails

The email portion of a phishing email is usually not the capability that the adversary uses. Most often, there is a file
attached that must be run for the "payload" or "dropper" (the malicious code) to be executed on the system. Often
this includes shellcode that allows adversaries access to the system. Phishing emails often have malicious code in
them, even if contained in something like a PDF, and must be handled with care.
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My water tastes or smells different. Whart should | do?
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Phishing Email Example

Here's a phishing email that was found as part of an APT campaign. Contagio is a website that has a wide source of
phishing emails, malware, and information useful for TEM personnel to get samples to train on. In this case, a well-
tailored phishing email includes PDFs containing an exploit that gives an attacker access to the system that runs it.
Here, we see water targeted from an EPA.gov email address. (The email address was spoofed.)

All around this is a believable email and only one person in the organization has to click it. But having access to the
email and the PDFs can reveal information vital to identifying the threat after it has breached the organization. Until
you lose something of value or the adversary gains what they were after, there is no "defeat" in this threat getting in.
But responding is vital.

As an aside, a common misconception is that phishing emails have misspelled words like the Nigerian prince emails
because the adversaries aren't that good. The truth is that research has shown that the Nigerian Prince emails often
contain bad grammar and obvious indicators of malicious activity because those running the campaign want to get
the gullible individuals. The type of people who respond to those emails is the type who might give over their credit
card information. That is, the Nigerian Princes often just really know their target audience. Adversaries to ICS are
the same way.
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Example PDF Structure

Reference: Infosec Institute
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Example PDF Structure

So why are PDFs so common? PDFs are incredibly popular and people are used to opening them. Adobe also is a

relatively easy application to find vulnerabilities in. But, as you can see in this example, there's a lot of space to do
things in a PDF. You can embed JavaScript or other commands as "objects" and embed malicious code that can be
called and executed. There are known indications of malicious behavior because people have analyzed enough PDFs

to realize what common areas are malicious.

A PDF file is composed of header, objects, cross-reference table (to locate objects), and a trailer.

Reference:

http://resources.infosecinstitute.com/analyzing-malicious-pdf/

https://t.me/learningnets
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PDF Aspects to Focus On

* SANS Instructor Lenny Zeltser recommends (on his website) to focus on specific

PDF file formats because they have been observed in various malicious instances:
+ /OpenAction and /AA (Additional Action) specify the script or action to run automatically
* /Names, /AcroForm, /Action can also specify and launch scripts or actions
» /JavaScript specifies JavaScript to run
+ /GoTo* changes the view to a specified destination within the PDF or in another PDF file
+ /Launch launches a program or opens a document
* /URI accesses a resource by its URL
* /SubmitForm and /GoToR can send data to a URL
* /RichMedia can be used to embed Flash in PDF
+ /ObjStm can hide objects inside an Object Stream

ICS515 | ICS Active Defense and Incident Response 38

PDF Aspects to Focus On

Lenny Zeltser is going to come up a few times in this course; he is the guru on malware analysis and teaches at
SANS. He put together a list on his website of some specific areas of concern to look for in PDF files. You could
create an I0OC out of this, but there are already tools available that do this.

None of these should be seen as obvious indicators of malicious activity and some can be quite common, but they are
good commands to highlight and look for—specifically, learn what’s normal for your environment and look for

commands that aren’t normal. Additionally, a high number of each of these can indicate malicious activity.

Reference:
http://zeltser.com/reverse-malware/analyzing-malicious-documents.html
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» A simple tool to scan for strings in PDFs that may be malicious

* Created by Didier Stevens in 2009
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PDFiD
This is a simple but powerful tool created by Didier Stevens that quickly scans a PDF for keywords and key objects
that are likely malicious. It returns a count of the different keywords it finds.

References:
http://blog.didierstevens.com/2009/03/31/pdfid/
The image is taken from the above reference
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AnalyzePDF

 AnalyzePDF is a Python script that uses PDFiD, PDFinfo, and YARA
rules to analyze PDFs:

* One of the newer PDF analysis tools (2013) to be created with the intent of
watching for well-known "bad" signs

» Developed by Mandiant analyst Glenn P. Edwards, Jr. as an attempt
to build upon the available tools and make something smarter that
could use YARA rules:

» He analyzed 13k+ PDFs (clean and malicious) to determine common
patterns that may indicate maliciousness

* Great resource for incorporating YARA rules with traditional PDF
scanning tools (PDFiD and PDFinfo) to get a better idea on if a PDF
is malicious

ICS515 | ICS Active Defense and Incident Response 40

AnalyzePDF

AnalyzePDF is a tool created by Mandiant analyst Glenn P. Edwards, Jr. in an attempt to combine the functionality
of PDFiD, another tool known as PDFinfo, and YARA rules. In this way, it allows the tool to use tactical threat
intelligence and identify malicious documents. He analyzed thousands of known good and known bad documents to
tailor the tool to focus on common malicious patterns.

Reference:
http://hiddenillusion.blogspot.com/2013/12/analyzepdf-bringing-dirt-up-to-surface.html
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AnalyzePDF Example

remnux@remnux: ~/Desktop$ AnalyzePDF.py -y pdf_rules.yara Mandiant_cve

-] Sha2s6: d0375fh2448291b47097f3fh132a6eafd04974da5496c55adb2bdb31029f5ea3
-] JavaScript count.......: 1

i[-] Open Action............: 1

I 1 A~rraCa

[-] AcroFo 1

[-] Total 0 . 4.328586

i[-] Entropy ins 3 : 2.187668

[-] Entropy outside streams: 4

[*] Entropy of outside
[-] Outside (4.502080) +2
i[-] (1) page POF
] YARA hit(s): [suspiclous_}s, invalid_trailer_structure, date_value_error]

lity of being malicious

|Reference: Glenn P. Edwards Jr.

| HIGH probabi

- - — —_— 41
AnalyzePDF Example
Notice that this tool gives the SHA256 hash, counts some of those interesting commands noted earlier, displays
entropy, and allows the use of YARA directly against the PDFs from this tool. This is a great tool to be able to use
for those reasons.
Reference:
http://hiddenillusion.blogspot.com/2013/12/analyzepdf-bringing-dirt-up-to-surface.html
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Automated PDF Analysis

« Automated malware analysis will be discussed later today; however,
be aware that it is possible to put a PDF into an automated malware
analysis platform and let it execute its malicious code:

« This lets an analyst determine not just if the PDF is malicious, but also what
kind of activity the PDF performs

» Itis a good practice to use the manual PDF tools to analyze PDFs
that may be malicious and then let the potentially malicious PDFs
run in an automated analyzer instead of wasting time

* The next few slides demonstrate a case study of automated malware
analysis on a phishing email that was targeting nuclear security
community members
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Automated PDF Analysis

Automated malware analysis is a great resource for analysts, and it's one of the types of malware analysis
methodologies. It will be explored later in depth, but realize at this point that it's possible to just put a malicious PDF
into an automated malware analysis platform and it will extract useful information.
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Research Paper on Nuciear Posture Review 2010.POF (79 KB)

Dear Sir Madam

The 2010 Nuclear Postuie Review (NPR) outlines the Administration’s approach to promoting the President’s agenda for reducing
nuclear dangers and pursuing the goal of a world without nuclear weapons, while simultaneously advancing broader U S. security
interests

According to the White House, the end goal of the upcoming Nuclear Security Summit 2010 will be “a communiqué pledging efforts to
attain the highest levels of nuclear security, which is essential for intemational security as well as the development and expansion of
peaceful nuclear energy worldwide

Accompanving this letter is the Research Paper on Nuclear Posture Review 2010 and the upcoming Nuclear Security Summit

Please let us know whether you find it useful, and whether there is additional information you would like to see included in future
editions. We very much value vour support and assistance

Signature and address redacted

Reference: Contagio 43

Case Study: Nuclear Posture Review Phishing Email

Over the next few slides, you’ll see some analysis that was done on an APT campaign where an adversary targeted
members of the nuclear community and specifically a summit that was taking place in DC in 2010. After the PDF
was opened, it executed on the system and started sending communication back to the adversary's command and
control (C2) server.
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Network Traffic from Targeted System

37 900.653053 .6 172.29.0.114 https > ansoft-Im-2 [ACK] Seq=l Ack=36 Win=64205 Lens(
39 901.640232 174.139.92.6 172.29.0.114 TCP https > ansoft-Im-2 [ACK] Seqs=l Ack=48 Win=64193 Len=0
40 912.124742 174.139,92.6 172.29.0.114 SsL continuation Data

42 912356588 174.139.92.6 172.29.0.114 TCP https > ansoft-Im-2 [ACK] Seq=9 Ack=82 win=64159 Len=0
44 912,574972 174.139.92.6 172.29.0.114 TCP https > ansoft-Im-2 [ACK] Seqs=9 Ack=87 win=64154 Lens(0
45 913.777693 174.139.92.6 172.29.0.114 SSL Continuation Data

48 917.395205 174.139.92.6 172.29.0.114 TCP https > ansoft-Im-2 [ACK] Seq=13 Ack=126 win=64115 Len=0
50 918,372746 174.139.92.6 172.29.0.114 TCP https > ansoft-Im-2 [ACK] Seq=13 Ack=206 win=64035 Len=0
51 921.881126 174.139.92.6 172.29.0.114 SSL Continuation Data

€2 077 7M. 14 12W A A 177 2% N1 Tro httne \ anenfr.iml) Tarv] Con-d7 ark-270 Win-AAN)1 1 an-n

+ Frame 32 (98 bytes on wire, 98 bytes captured)

# Ethernet II, src: Cisco-Li_6f:ac:09 (00:18:f8:6f:ac:09), Dst: vmware_e0:1f:2e (00:0c:29:e0:1f:2e)
# Internet Protocol, Src: 68.87.73.246 (68.87.73.246), Dst: 172.29.0.114 (172.29.0.114)

# User Datagram Protocol, Src Port: domain (53), Dst Port: 51276 (51276)

+ Domain Name System (response)

c 09 08 00
57 49 6
f d2 81 80
70 69 70
6f 6d 00 00 01
00 1f 00 04 ae 8b

Reference: Contagio “

Network Traffic from Targeted System

Here, we see the communication that took place on the infected system. The Contagio analyst opened the PDF and
had Wireshark running to capture the network communication. We see that the C2 server is located at the website
sexidude.com. (Real website, actually malicious, don't go there.) A large amount of analysis could take place from
there and what information is gathered from this network capture (such as looking up whois information for the
website, seeing what other malware campaigns it’s been associated with, and looking for links in other malware).
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Analysis of Nuclear Phishing Email

» Automated analysis by the Contagio researchers in the Anubis sandbox
showed that the PDF, when opened, created the file
%Temp%\AcrRd32.EXE with the hash MD5
5a67c2ab64e17a2e3e5efdoaegqdb7isc

» The executable then created and opened:

* %Temp%\11111111.pdf MD5 6b4162954594a6c6e4287773fced7esf
+ %Temp%\wuweb.exe MDj5 8ae20aabfb207f5bb4e3918b043d37fa

« Through automated analysis alone, a TEM team member could have
written a YARA rule off of the digital hashes and filepaths/executables as
well as given network information (the IP address for the C2 server) to

NSM personnel to create network signatures in an IDS:
+ This would have also quickened any Incident Response efforts to locate the infected
systems

ICS515 | ICS Active Defense and Incident Response
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Analysis of Nuclear Phishing Email

Analysis performed by the Contagio researchers showed that the PDF created an initial file and then a few others.
This is the type of information TEM personnel could gather and pass to incident responders looking for infected
systems. The network data could be passed to NSM personnel to look for network based indicators.

Additional information:

Took advantage of the CVE-2010-0188 vulnerability in Adobe Reader.
The summit was in DC in 2010.

At the time, less than 13 percent of AV caught the threat.

Reference:
http://contagiodump.blogspot.com/2010/04/apr-10-cve-2010-0188-pdf-research-paper.html
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Project Files

ICS515 | ICS Active Defense and Incident Response 46

Project Files

Project files and logic on controllers don't often come to mind when thinking about malware and threats. However,
any adversary actually wanting to manipulate a system's process or cause damage is going to have to at some point
manipulate the logic or project files. Stuxnet was known to have manipulated the project files of the Siemens
controllers. There's no quick-and-easy way to analyze for malicious routines or indicators of compromise. The
concept seems like it would not be feasible. (Small changes can mean big damage, and there's nothing that looks or
is inherently malicious.) However, gathering hashes of these files and having Incident Response personnel hash the
project files during an incident will allow TEM personnel to identify if there's any manipulations that have occurred.
Then, engineers can be involved to determine what the threat is trying to do and how to stop it. Also, consider having
discussions with your lawyers to ensure record retention and eDiscovery issues do not conflict with project file needs
or information protection program requirements in your organization.
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Course Scenario
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Traffic Lights — Phishing Emails

The Traffic Lights network personnel have identified a person on
staff that likely self-infected the HMI with the malware in an
attempt to get more attention and budget for security.

However, the city CSO wants to ensure there aren’t things they
are missing before they make this determination. They want you
to analyze phishing emails received by the organization and
determine if they are malicious. It is understood by the security
personnel that this was likely not the infection vector but, to
appease the CSO, the analysis is needed.
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CWU - Phishing Email

« CWU did receive a likely phishing email to its IT networks and there
was odd activity on the business network historian, which does have

connectivity to the water plant
* This is the system that was leveraged for the SCADA Hijack attack

 The phishing email does not appear to have any malicious scripts or
compiled code in it, though, so it will be run in a sandbox in Lab 4.2
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The Suspect Email Delivered to CWU IT

Hello

Over 10 years Controls/Software Experience
Software development for PLC based control systems:
SIEMENS S5, $7-200, S7-300, S7-400 series,

Rockwell 5000, S00 series.
SCADA, HMI configuration.

Various Conveyor system experiences
Networking with PLC's: Ethernet, PROFIBUS-DP, PROFINET MPI, ASi, DeviceNet, DH+
EPLAN

Multi — skilled controls engineer with experience in hands-on project based work. Experience ranges from budget estimate and managing electric engineering projects to developing and commissioning software for PLC
SCADA control systems.

I Look forward to hearing back.
Best Regards,

Kevin North

ICS515 | ICS Active Defense and Incident Response 50
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Lab 4.1 Analyzing Initial Attack Vectors
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Lab 4.1: Analyzing Initial Attack Vectors
Reference the Lab Workbook.
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Traffic Lights — Recap

 The phishing emails were actually malicious, but they would not
have been found to be the infection vector into the Traffic Lights
network

« The employee ended up coming forward and admitting to having
infected the system but claims to have had nothing to do with the
traffic lights attack that took place
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Case Study:

The Ukraine Cyber Attack

LITTLE BOBBY
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pOweR 6RID/ A CAUSED A POWER
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The Incident

* On Dec 23, 2015, a Ukrainian Oblenergo reported outages
+ Skepticism was the initial response

« Analysis of the ICS and what could cause the issue as well as an uncovered malware sample helped
confirm the attack

+ The attack was blamed on the Russian services by the Ukrainians

e The Sandworm team was linked in the attack

Overall, 3 Oblenergos, ~62 substations were disconnected, leaving ~225,000 customers without
power for 3-6 hours

+ Ukraine was in manual operation for months

ICS515 | ICS Active Defense and Incident Response 54

The Incident

On December 23, 2015, attackers leveraged access that they had for the previous six months to knock three regions
of Ukraine off the grid. Overall, around 62 substations were disconnected and the outages lasted between 3-6 hours,
depending on the region. The power was turned back on relatively quickly because of the Ukrainian’s ability to go
back to manual operations, but they had to persist in manual operations for multiple months.

From the official report:

On December 23, 2015, the Ukrainian Kyivoblenergo, a regional electricity distribution company, reported service
outages to customers. The outages were due to a third party’s illegal entry into the company’s computer and SCADA
systems: Starting at approximately 3:35 p.m. local time, seven 110 kV and 23 35 kV substations were disconnected
for three hours. Later statements indicated that the cyber attack impacted additional portions of the distribution grid
and forced operators to switch to manual mode. The event was elaborated on by the Ukrainian news media, which
conducted interviews and determined that a foreign attacker remotely controlled the SCADA distribution
management system. The outages were originally thought to have affected approximately 80,000 customers, based
on the Kyivoblenergo’s update to customers. However, later it was revealed that three different distribution
oblenergos (a term used to describe an energy company) were attacked, resulting in several outages that caused
approximately 225,000 customers to lose power across various areas. Shortly after the attack, Ukrainian government
officials claimed the outages were caused by a cyber attack, and that Russian security services were responsible for
the incidents. Following these claims, investigators in Ukraine, as well as private companies and the U.S.
government, performed analysis and offered assistance to determine the root cause of the outage.
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What Are Power Grids Like?
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What Are Power Grids Like?

In Ukraine, three Oblenergos were impacted. Oblenergos are the Ukrainian version of energy companies. In a power

grid there are generally three main components: Generation, Transmission, and Distribution. Historically, we have
prioritized Generation and Transmission security which was well placed. Unfortunately, Distribution is the soft
underbelly; many companies attempt to secure these sites anyway but many companies do not nor are there any

regulations or requirements to do so (not that that is the best mechanism anyway). The Ukrainian attackers targeted

Distribution.
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Ukraine Power Outage ICS Cyber Kill Chain
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Ukraine Power Outage ICS Cyber Kill Chain
The first step in Stage 1 is Reconnaissance. There were no reports of observed reconnaissance having taken place
prior to targeting the energy companies. However, an analysis of the three impacted organizations shows they were
particularly interesting targets due to the levels of automation in their distribution system; enabling the remote opening
of breakers in a number of substations. Additionally, the targeting and final attack plan for the electricity companies in
general were highly coordinated, which indicates that reconnaissance took place at some point. This was very unlikely
to have been an opportunistic attack. The second step is Weaponization and/or Targeting. Targeting would normally
take place when no weaponization is needed; such as directly accessing Internet-connected devices. In this attack, it
does not appear that targeting of specific infrastructure was necessary to gain access. Instead, the adversaries
weaponized Microsoft Office documents (Excel and Word) by embedding BlackEnergy 3 within the documents.
Samples of Excel and other office documents have been recovered from the broader access campaign that targeted a
multitude of organizations in Ukraine; including Office documents used in the specific attack against the three
electricity companies. During the cyber intrusion stage of Delivery, Exploit, and Install, the malicious Office
documents were delivered via email to individuals in the administrative or IT network of the electricity companies.
When these documents were opened, a popup was displayed to users to encourage them to enable the macros in the
document. Enabling the macros allowed the malware to Exploit Office macro functionality to install BlackEnergy 3 on
the victim system and was not an exploit of a vulnerability through exploit code. There was no observed exploit code
in this incident. The theme of using available functionality in the system was present throughout the adversary’s kill
chain. Upon the Install step, the BlackEnergy 3 malware connected to command and control (C2) IP addresses to
enable communication by the adversary with the malware and the infected systems. These pathways allowed the
adversary to gather information from the environment and enable access. The attackers appear to have gained access
more than six months prior to December 23, 2015, when the power outage occurred. One of their first actions
happened when the network was to harvest credentials, escalate privileges, and move laterally throughout the
environment (e.g., target directory service infrastructure to directly manipulate and control the authentication and
authorization system). At this point, the adversary completed all actions to establish persistent access to the targets.
While the initial footholds were used to harvest legitimate credentials for pivoting and systematic takeover of IT
systems and remote connections, it is likely that the attackers moved quickly away from their initial footholds and
vulnerable C2s in an effort to blend in to the target’s systems as authorized users. With this information, the attackers
would be able to identify VPN connections and avenues from the business network into the ICS network. Using native
connections and commands allows the attackers to discover the remainder of the systems and extract data necessary to
formulate a plan for Stage 2.
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During the ICS Attack Stage, the adversaries used native software to Deliver themselves into the environment for
direct interaction with the ICS components. They achieved this using existing remote administration tools on the
operator workstations. The threat actors also continued to use the VPN access into the IT environment. In final
preparation for the attack, the adversaries completed the Install/Modify stage by installing malicious software
identified as a modified or customized KillDisk across the environment. While it is likely the attackers then ensured
their modifications to the UPS were ready for the attack, there was not sufficient forensic evidence available to prove
this. The last act of modification was for the adversaries to take control of the operator workstations and thereby lock
the operators out of their systems. Finally, to complete the ICS Cyber Kill Chain and to Execute the ICS Attack, the
adversaries used the HMIs in the SCADA environment to open the breakers. At least 60 substations (the total
number is probably higher) were taken offline across the three energy companies, impacting roughly 225,000
customers. Simultaneously, the attackers uploaded the malicious firmware to the serial-to-ethernet gateway devices.
This ensured that even if the operator workstations were recovered, remote commands could not be issued to bring
the substations back online (We have characterized the firmware attacks against field communication devices as
“blowing the bridges”). During this same period, the attackers also leveraged a remote telephonic denial of service
on the energy company’s call center with thousands of calls to ensure that impacted customers could not report
outages. Initially, it seemed that this attack was to keep customers from informing the operators of how extensive the
outages were; however, in review of the entirety of the evidence, it is more likely that the denial of service was
executed to frustrate the customers since they could not contact customer support or gain clarity regarding the
outage.
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Ukraine Power Outage

+ Integrated Attack

+ Highly Coordinated

+ Logistic Sophistication

* Used Tools to Enable

* 6+ Months in the Environment

Full Ukraine Report:
http://ics.sans.org/duc

You ar,
eh . .
Ukraine Incident
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Ukraine Power Outage
Full Ukraine Report:
http://ics.sans.org/duc5
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Active Cyber Defense Cycle Takeaways

« VPNs into ICS frequency and
session length

« Utilization of Remote Desktop

« Lateral movement in the
environment and UPS access

_ Pre-positioning of files (KillDisk)

« Previous BlackEnergy YARA rules,
TTPs, and C2 servers still applied

» Strategic understanding of
geopolitical situation

« Sharing of IOCs/TTPs to larger
community

/

« Analysis of the threat activity
(human interaction and efforts to
learn DMS and environment)

« Analysis of the malware (KillDisk
and BlackEnergy 3)

« Documentation of IOCs, tools, and
tradecraft including C2 servers

\_ hardcoded into the malware

/ « Utilization of IOCs to and TTPs to
scope the infection

« Collection of logs/traffic/memory
for analysis and ID’ing potential
impact

» Gathering sample of BlackEnergy3
and KillDisk )

ICS515 | ICS Active Defense and Incident Response 59

Active Cyber Defense Cycle Takeaways

There were numerous takeaways from the Ukraine scenario along the Sliding Scale of Cyber Security—Everything
from Architecture decisions such as the need for limiting remote desktop access and enabling two-form
authentication on VPN to Passive Defenses in the IT side of the house to detect abnormal activity and traversal into
the ICS. The Active Defense takeaways are the most prominent, though, as with this style of targeted threat, the
adversary would have worked to defeat the architecture and passive defenses in place. This is the perfect case study
for showing what active defenders should have been doing against an active adversary.

The Threat Intelligence Consumption personnel could have taken the larger geopolitical situation into consideration
to determine that there was a heightened security posture needed, especially in relation to physical conflict and
sabotage against electrical equipment and stations in other parts of Ukraine and Crimea. They also could have
identified what threat actors have shown interest in the energy supply before, such as the Sandworm team, and
gathered the indicators, tradecraft, and YARA rules related to them. These were all still useful and relevant in the
Ukraine facility.

This information could have been passed to the NSM analysts monitoring the environment. Monitoring the ICS
particularly would have been useful as frequency and session length changes in VPN connections as well as odd
utilization of remote desktop and the UPS could have helped identify abnormal activity. Additionally, log
modifications on systems such as new software being deployed across the ICS would have been particularly worth
seeing.

The incident responders could have been guided to the impacted systems quickly to gather samples and forensic
evidence while quickly passing information back to the Threat and Environment Manipulation analysts to analyze
out and extract knowledge about the adversary, the potential impact of the actions, and helping give
recommendations for personnel to clean up and secure the environment. Even something as simple as disabling
remote desktop assistance temporarily would have been an awesome recommendation.

All this information could be passed back to the Threat Intelligence Consumption personnel to drive the process
numerous times in the face of the adversary and to share relevant information to the larger community, especially in

Ukraine to help everyone’s security posture get better.
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Malware Analysis
Methodologies

Antivirus Scans

Malware Analysis Purpose
Malware Analysis Approaches
Manual Code Reversing
Interactive Behavioral Analysis
Static Properties Analysis
Fully Automated Analysis
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General Malware Analysis in ICS Environments

1
2
3
4
5
6

. Establish a safe working environment (for example, use VMs)

. Document received evidence files (such as phishing email, pcap, memory files, and so on)

. Perform initial analysis to identify useful information (for example, pre-existing YARA rules)
. Identify and investigate interesting files, executables, and such

. Extract suspect file(s) from the evidence and document them including hashes

. Run copies of the suspect files through in-house antivirus systems to identify matches:
a. Ifthe suspect files have known AV signatures, it is known malware, and online research can
take place, such as looking up digital hashes, antivirus company threat reports, and more
b. Ifthe suspect file does not have a known AV signature, continue on (or, if at least some do not)

7. Begin processing the suspect file(s) through an in-house automated malware analysis
sandbox if possible
8. Begin extracting information using behavioral malware analysis techniques

9. Use the analysis to create IOCs and provide context while documenting findings
10.Pass I0Cs, documentation, and so on to those managing the internal threat intelligence products
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General Malware Analysis in ICS Environments

Most threats involve malware, and today's focus is heavily centered around learning from malware. Even threats that
don't rely on malware to impact the ICS may rely on malware to gain a foothold in the ICS or corporate network.
The same thought processes and type of analysis that goes into malware analysis is useful to understanding
nonmalware-based threats.

To help guide the day, the 10-step process is used throughout the day. This is a general methodology and may not
represent the abilities and processes of every ICS security team, but it covers the vast majority of cases.

Throughout the 10-step process, analysts should think about what can be done to the architecture to deny or delay the
adversary and its capabilities.
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Antivirus Scans

+ After suspect files have been identified and extracted, it is useful to run copies of the
files through in-house antivirus software
* Analysts often have 2+ VMs that each have a single-version antivirus on it:
 For example, one VM with Symantec, one VM with Kaspersky, one VM with F-Secure
+ This tactic is known as having an antivirus farm and is what websites such as VirusTotal do
+ The importance of doing this specifically in ICS is the need to keep files/evidence
secret:
+ ICS attacks are more likely to be new, advanced, and impactful; submitting online alerts the adversary
+ Running copies ensures that the evidence isn't destroyed but can return valuable information
« If the antivirus report comes back positive with a known piece of malware, research it:
+ Look up online for the digital hash or malware name of the identified threat, but do not use your
identified files
+ Inaddition, some files or modifications to the malware could be unique; adversaries have been known
to build on widely available malware because it reduces chances for attribution and decreases barrier
to entry

ICS515 | ICS Active Defense and Incident Response 62

Antivirus Scans

Once files or processes have been identified as potentially malicious (such as the .dmp files from the Stuxnet
memory sample), it is good to run them through antivirus software to see if the malware is already known and if
there's any information about it. Sometimes, AV comes back positive only because of heuristics, though, and not
signatures. Be very careful to note the difference by understanding the outputs of the tool and the reason for the
alerts.

Antivirus Scans Outputs

Submitting the malware to antivirus that is connected to the Internet may send information back to the AV
companies and potentially alert adversaries because AV companies will then update their signatures. Be sure you
have considered confidentiality issues, and risk of alerting adversaries before you utilize malware upload sites. Thus,
an AV farm is a good choice for ICS environments.
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Malware Analysis Purpose

Often identified as Reverse Engineering REM is core to TEM because many
Malware (REM) threats use malware as a capability

Discover information about the

environment such as vulnerabilities Identify adversary goals and TTPs

The focus is on efficiently An output is recommendations for
understanding the threat and its impact | Architecture and development of IOCs
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Malware Analysis Purpose
The purpose of malware analysis is to manipulate the threat to gain as much information as possible about it that is
useful for ACDC in a timely manner.

Malware analysis allows the deep understanding of malware and generally the overall threat. It helps to identify
information useful to protecting systems such as the discovery of vulnerabilities that were previously unknown (or
not prioritized), and it allows analysts to understand the tactics, techniques, and procedures of the adversary as well
as the sophistication. It also helps identify adversary goals and understand what systems/information are likely to be
targeted or impacted.

Malware analysis is simply interacting with and understanding malware and is often identified as Reverse
Engineering Malware (REM). There are a few general approaches and methodologies that we will go over in the
next slide. REM and deep malware analysis are great to know how to do but aren't necessarily part of ACDC;
ultimately, that depends on your goals and requirements, but initial triage and analysis are perfect to get through the
ACDC quickly and repeat the process until the threat is expelled. In ACDC, the ability to perform malware analysis
drives the development of threat information, such as IOCs and context key to internal threat intelligence and
actionable information for network security monitoring and incident response.
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Manual code reversing

| Interactive behavior analysis

Static properties analysis

Fully-automated analysis

Reference: Lenny Zeltser's Blog
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Malware Analysis Approaches

64

Malware Analysis Approaches

As stated earlier, Lenny is a malware analysis guru, and these are his four approaches to malware analysis.
Generally, ACDC analysts will focus on fully-automated analysis, static properties analysis, and potentially
interactive behavior analysis. Manual code reversing is often too time consuming and cumbersome for the ACDC
process, although it can be of value when done.

Reference:
http://blog.zeltser.com/post/79453081001/mastering-4-stages-of-malware-analysis
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Manual Code Reversing

» Manual code reverse-engineering occurs when analysts manually
examine, decode, and deconstruct malicious code to gather
information

« Manual code reversing can gather information not feasible in other
forms of analysis:

 For example, behavioral analysis performed by running the malware in a safe
environment may not reveal all the capabilities of the malware itself. For
example, Stuxnet had multiple exploits but used only specific ones on
specific operating systems

+ Understanding cryptographic routines, algorithms, and obfuscation practices
is difficult outside of manual reversing
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Manual Code Reversing

Not a lot of ICS teams will have the dedicated personnel to perform manual code reversing. This is generally what
people think about when they hear about malware analysis. Manual code reversing is the manual examination of the
code through decoding it, deconstructing it, and analyzing the functions and capabilities of the malware. Lots of
useful information can be gained this way (this is the only way to understand all the capabilities of a piece of
malware consistently), but it is time consuming. Even the Stuxnet malware was initially evaluated with interactive
analysis and not manual code analysis.
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Disassemblers and Debuggers

* To perform manual code
reversing, most analysts use a
Debugger and Disassembler

 Disassembler:

 Takes binary files and translates the
code into human readable assembly
code

» Debugger:

+ Displays the human readable
assembly code and steps through the - -
code showing how it is executed — - - gre s =

» Reveals function calls, variables ) ' : -
executed when and why, and allows
analysts to set break points to
interact with code
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Dissemblers and Debuggers

Manual code reversing often requires a debugger and a disassembler. The Disassembler takes the binary files and
translates them into “human readable” (although not friendly) assembly code. The Debugger helps step through that
disassembled code to understand what is going on.

It is not recommended for you to do the manual analysis during incident response. We need much more timely
information than this.

IDA: Disassembler and Debugger

When people get worried about malware analysis, it is usually because they see screens like this one. Needless to
say, we will not be performing this in class, but it's not as hard as it looks; you just have to learn a bit of assembly
and practice a lot. But there are easier and faster ways to go about malware analysis. It is worth noting that to truly
understand a threat and all its capabilities, this is the way to go.

Reference:
https://www.hex-rays.com/products/ida/
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Interactive Behavior Analysis (Dynamic)

+ Interactive behavior analysis (also sometimes referred to as dynamic analysis)
is the process of executing malicious files and observing their interactions on
the system including processes spawned, files modified/created/accessed,
Registry keys manipulated, network traffic, and so on

* This is the area most ACDC personnel spend their time for malware analysis to
understand threats that are relevant to ICS and what impacts they might have
on the ICS

» Common tools include:
» Windows Sysinternals (suite of tools such as ProcMon, Proc Explorer, AutoRuns, and
TcpView) for system analysis
« Wireshark and tcpdump to monitor network communication
« REMnux for a variety of tools including the ability to set up fake DNS servers for interaction
with the malware
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Interactive Behavior Analysis (Dynamic)

IBA used to be identified as dynamic analysis, but terminology adapted over time. The general approach is to set
up an analysis system and let the malware execute on the system while watching its behavior. You will not learn
everything there is to know about the malware, but you'll gain the most important information useful for NSM
and IR.

Note: Malware can take a while to fully execute, so be prepared to let it run for awhile.

Common Strategy:

1. Save the current state of the VM

2. Open monitoring tools such as Wireshark and ProcMon

3. Introduce and execute a malicious file into the environment

4. Observe the changes on the system with available tools

5. Post analysis, pause the system, and revert to a clean image
Reference:

http://technet.microsoft.com/en-us/sysinternals/bb545021.aspx

Good read: http://irhowto.wordpress.com/2010/04/15/quick-and-dirty-malware-analysis/

Great presentation: https://www.blackhat.com/presentations/bh-dc-07/Kendall_McMillan/Presentation/bh-dc-
07-Kendall McMillan.pdf
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Static Properties Analysis

» Static properties are those that can be examined for malware

without deep analysis/execution:
 For example, a digital hash is a static (or atomic) property of a file
* Detecting if the file is packed (or a program to modify/obfuscate malware
and its contents)
 Portable Executable (PE) file formats can give information on data and time
of compilation as well as information about functions that are imported or
exported by the file to the system

» Useful for quickly creating IOCs or establishing blacklists
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Static Properties Analysis

These are types of information you can gather without executing the malware. It's the quickest way to get to useful
information, but it does not reveal as much as the other forms of analysis. When we did the PDF analysis, some of
those methods were static properties analysis (pulling out strings, identifying metadata, getting a digital hash, and
SO on).
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Static Properties Analysis Common Tools

» Common tools for static properties analysis:

« PEstudio: Identifies functionality of a file based on PE analysis and
indicates if it’s malicious, based on preset rules

« ExifTool: Extracts metadata associated with a file, such as the file
path/location/time zone/and so on that it was created

+ Strings: Extracts ASCII and HEX strings observed in
a file

« PEiD: A free tool to identify compiles and packers that have been used on a
file
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Static Properties Analysis Common Tools
Many of these tools are available in the REMnux distribution you have for the class. They are tools that view the
piece of malware and extract information without actually executing or interacting with the malware.

Good reading on PE Analysis: https://blog.malwarebytes.org/intelligence/2014/05/five-pe-analysis-tools-worth-
looking-at/
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Example: PEiD

* Hun-Ya Lock wrote a great GREM Gold paper for the SANS Reading
Room titled "Using IOCs in Malware Forensics"—it is worth reading
» Here is an excerpt showing a screen shot of PEiD and how it can

detect packers: E—ms e
|Extra Information
FileName: | C:\Users! \Desktop\ada.exe
Detected:  PECompact 2.x -> Jeremy Collake
Scan Mode: Normal

| Entropy: | 7.98 (Packed)
EP Check:  Not Packed
Fast Check: Packed j
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Example: PEiD

Here is a good example of PEiD in use as shown by Hun-Ya Lock for his SANS Gold paper. Notice how the tool
was pointed at the file ada.exe, and PEiD detected that it was packed. It looked at a variety of methods including a
fast check and an entropy check. Entropy checks attempt to determine the randomness of code. If code is extremely
random, it's probably obfuscated or packed because human readable code contains a lot of patterns. PEiD determined
that this was packed by PECompact 2.x, which was made by Jeremy Collake.

Reference:
http://www.sans.org/reading-room/whitepapers/forensics/ioc-indicators-compromise-malware-forensics-34200
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Fully Automated Analysis

 Provide quick assessments of malware by running it in a virtual
environment and recording details such as processes created, files

dropped, Registry keys manipulated, and network traffic:
* Not as detailed as performing analysis by hand
* Does not require as much malware knowledge/training by analyst

« Fully automated analysis usually comes in two forms (in-house
versus online)

e Online (off network but still free):
» Automated malware analysis sites

e In-house:
e Custom sandboxes

ICS515 | ICS Active Defense and Incident Response 7

Fully Automated Analysis

Especially for small ICS security teams, automated malware analysis is important. It's useful to everyone, but the
more automation you can use, the more powerful your analysts will be. Online analysis is doable, but in ICS
environments, in case you run across specialized threats, it's better to do it in-house by setting up your own
sandboxes (which is all the online sites do).

Outsourced usually offers more speed and ease of use. In-house offers more privacy and detailed analysis.

Custom means having the ability to configure it to architecture, settings, and software you have in your environment.
That is, you could install an HMI on it if you want.
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Automated Malware Analysis Sites

« Multiple websites exist where files, URLSs, and digital hashes can be
submitted to determine whether the file is malicious:
« These sites automatically analyze the malware by running them in sandboxes
or comparing them to previously obtained samples
* A few common websites:
* VirusTotal.com
« Malwr.com
« Hybrid-analysis.com
 The biggest problem and concern with automated malware analysis
sites for ICS environments is that adversaries who are performing
advanced campaigns or targeted attacks monitor these sites'
submissions

ICS515 | ICS Active Defense and Incident Response 72

Automated Malware Analysis Sites

Here are some sites to use if you cannot set up something internal to your organization and your concern is less
related to tipping the adversary about your analysis and more about protecting the ICS in a quick manner. These are
not generally recommended for anything important, but if it looks like a common threat or accidental infection, these
can be great. You can also look at recent submissions to see whether anyone has already submitted the threat you are
facing; maybe the analysis was already done and/or you have partners in defense.
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228819

Total Analyses

Recent Analyses (see more

malwry
41%

Shared Malware

Recent Domains

232901

Unique Domains

Malwr Automated Analysis (1)

73

Malwr Automated Analysis (1)

Here is the web page for malwr, which shows recent analyses performed (clicking the hashes brings up the reports)
and recent domains (used by many organizations for blacklists).

https://t.me/learningnets
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Malwr Automated Analysis (2)

File Details

FILE NAME Patch.exe

FILE SiZ€ 318753 bytes

FILETYPE PE32 executable (GUI) Intel 80386, for MS Windows

MD5 0538b7a13b7e049da77idadd01atabet

SHA1 7¢73bca2b0ef90cbbbb06cf5408841e8a3722803

SHA256 b4biTb3dfdc82020402622056b57 13¢7a90f0bd3edads 1011ded 3220829025

SHAS12 26831894a822¢f5¢92¢3918e925efabdeab5dad5dag2 1b34140dMdcafadfoe04add7 7e6beedad5220aad 1070725433874b87c42c63e606182a 130796126 che
CRCR2

$SDEEP 12288 8VUKBXOIKRBIV4gBdyVSTpGR+645Ve/XBERADDKIN SVOGOIKTV4gr4JB6xDpB

74

Malwr Automated Analysis (2)
Here is an example of a report that was generated; this is one portion of a report based on a Windows executable that
someone thought might be malicious; it was called patch.exe.
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.
Malwr Automated Analysis (3)
network  filesystem  registry process  services  synchronization
TIME API ARGUMENTS STATUS
2014-12-1801:33:22.173 LdrGetDilHandle success
2014-12-18 01:33:22.173 LdrGetProcedureAddress Success
2014-12-18 01:33:22.173 LdrLoadDll 9208 success
@2x77ddeaee
ADVAPI32.d11
2014-12-18 01:33:22.173 LdrGetProcedureAddress success
2014-12-18 01.33.22.173 RegOpenKeyExwW failed
Software\Policies\Microsoft\Window
s\System
2014-12-18 01:33:22.173 LdrGetProcedureAddress success
75

Malwr Automated Analysis (3)

The report continues on to show some of the API calls that were made in the malware and different impacts they had
on the system, such as Registry key manipulation or installing files. Notice that the red highlighted frame is because
the function failed. In automated analysis, systems are not necessarily configured in a way that malware likes, so it is
either denied or won't finish its routine. This shows one limitation of automated malware analysis.
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Malwr Automated Analysis (4)

HTTP Requests

76

Malwr Automated Analysis (4)

This part of the report shows some of the network calls that were made. We see at the bottom, for example, that the
malware was trying to pull down a PDF file. For ACDC purposes, the TEM team could perform this analysis and
make [OCs for the NSM personnel to make IDS signatures. If you do not have a copy of the PDF and it’s not on
your network, it may be tempting to go ahead and let the malware connect in a safe environment and pull it down.
This is generally not advisable for all the reasons we've touched on as well as alerting the adversary that your
network is infected and worth further investigation.
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* A specific type of virtualization that enables programs to be run independently
in a controlled set of resources, thus protecting the host system from infection:
 Allows an analyst to safely run and analyze untrusted code or malware
 If malware somehow breaks out of the sandbox, it is still contained in the virtual machine
protecting the hardware
« The automated analysis websites online use sandboxes to provide their analysis:
* The benefit of making your own sandbox is the ability to create a private and customizable
solution
» Noteworthy open source sandboxes:
* Cuckoo Sandbox
* Noteworthy paid services:
» Payload Security’s Hybrid-Analysis service

ICS515 | ICS Active Defense and Incident Response 77

Sandboxes
Sandboxes are a specific implementation of virtualization. At the bottom of the slide, you can see two specific types
of sandboxes that come preconfigured with scripts and analysis tools.

References:
http://blog.zeltser.com/post/1284687696/malware-analysis-tool-frameworks
http://www.cuckoosandbox.org/

Recommended reading:

http://cert.at/static/downloads/papers/cert.at-mass_malware analysis 1.0.pdf
https://www.syssec.rub.de/media/emma/veroeffentlichungen/2012/12/14/CWSandbox-IEEESP2007.pdf
Recommended books:

Cuckoo Malware Analysis by Digit Oktavianto and Igbal Muhardianto
Practical Malware Analysis by Michael Sikorski and Andrew Honig
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Cuckoo Sandbox

+ Automatically runs the malware and

returns reports that include:
¢ Memory dump of the sandbox for memory

analysis CUCKQ0
* Screen shots of the environment when the

malware ran
+ Networking information such as DNS and C2
requests
* Files and processes created, deleted,
downloaded, and modified
» Based on Python and initially can be
time-consuming to set up but then

provides fast analysis:
+ Also can be tailored to automatically produce
strings and information for YARA signatures B -
or use your YARA rules

New Analysis

ICS515 | ICS Active Defense and Incident Response 78

Cuckoo Sandbox
The Cuckoo Sandbox is a great choice, but it can be a task to set up. If you're just starting with sandboxes, I'd
recommend Zero Wine (shown in a few slides) but Cuckoo is the better choice overall, especially for customization.

It is an automatic analysis platform and can be scripted to extend its features for a powerful asset for any ICS
security team. Memory dumps, YARA signatures, networking options, etc. make it very powerful and flexible.

Cuckoo natively runs a number of extensions, such as:
*  Windows executables
* DLL files
*  PDF documents
*  Microsoft Office documents
* URLs
* And various other types of scripts and files

Here is a useful guide to setting up Cuckoo: http://www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-
sandbox-on-ubuntu.html

Cuckoo Sandbox Interaction Post-Installation

After Cuckoo is set up, it provides a GUI on the localhost to submit files and information. For example, you can set
priorities around malware so that you can submit any number of samples into a queue. When an interesting piece of
malware comes in, you can set a high priority that jumps it to the front of the line.

78 © 2018, Robert M. Lee
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File Details

File size

File type

CRC32 483E(SE6
MD5

SHA1

SHA256

PEID

Yara

VirusTotal

File name Iran's 011 and Nuclear Situation.do

Ssdeep 1536: kS0Gs / XWRgRgw6dvg1 2F 35Wq

SHAS12 30241320dc5c02363767513a5255121 327010306 14e 7ad45b41 S4acd 78b99¢ 2b6a780bc 31001 7a2cab 0721 45¢ 191 3¢ f4cd1a453¢952ad731c8bc f fhatbade

Reference: Cuckoo Malware Analysis

Cuckoo Sandbox Sample Output

79

Cuckoo Sandbox Sample Output

Here, we see a sample output from a document that was run titled, "Iran's Oil and Nuclear Situation.doc." This
document matched VirusTotal samples from 40 out of 46 antivirus companies. Cuckoo did not connect to the

Internet for this information, though. It can be updated with VirusTotal samples to use offline, making it a great and

safe choice for ICS analysts.

A lot of other information is available, such as a packet capture for analysis in Wireshark.

https://t.me/learningnets
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When Automated Malware Analysis Fails

« Automated malware analysis can fail due to a variety of reasons but
not limited to:
» The malware detects it is in a VM and does not execute properly
+ The sandbox has errors or false positives due to the nature of the malware
» The malware executes only certain ways on specific systems, and thus
automated analysis may miss capabilities
» The malware waits a long time to execute and thus times out the sandbox

» When errors are introduced and automated malware analysis fails,
it's good to perform statistical and behavioral analysis to quickly
derive information for defense efforts

ICS515 | ICS Active Defense and Incident Response 80

When Automated Malware Analysis Fails

VM defeating malware seemed to provide a problem for malware analysts when it first came out. Malware that
could detect if it were run in a VM essentially made analysis more difficult. However, because of the popularity of
virtualization in most large environments and due to the cloud, malware cannot afford to not run on VMs anymore.
It's possible to see something like this in an ICS environment, so keep in mind that this may be one of the reasons the
malware isn't running in a sandbox.

Some recommended information from Symantec to disguising the fact that your analysis platform is a VM:
*  Check the MAC address of the virtual network adapter to reveal the vendor.
*  Check certain registry keys that are unique to virtual systems.
* Check to see if helper tools such as VMware tools are installed.
*  Check for certain process and service names.
e Check for communication ports and behavior.
* Execute special assembler code and compare the results.
* Check the location of system structures, such as the descriptor tables.

Reference:
http://www.symantec.com/connect/blogs/does-malware-still-detect-virtual-machines
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» The malware analysis community is not segmented into IT and OT

» The four types of malware analysis are:
* Manual code reversing
+ Interactive behavior analysis
» Static properties analysis
+ Fully automated analysis
* You need to understand the science behind REM but focus on the
lower-effort methods such as fully automated and static properties

to generate IOCs and context

ICS515 | ICS Active Defense and Incident Response 81

Summary

The malware analysis community really doesn't care about the malware being IT-based or OT-based because there
really aren't a lot of differences. ICS will get different types of threat groups and actors, but the types of malware
used and the way to do analysis against them are largely the same.

In ICS environments, due to various considerations (such as manning and time), you need to understand the science
behind malware analysis but focus on the lower-effort methods such as fully automated and static properties to
generate [OCs and context:
* Interactive behavior analysis should most certainly be performed on threats that have not been observed
before
* Manual code reversing comes into play eventually, usually through outsourced teams, but it is not timely

Malware analysis is an area that ICS doesn't need to try to re-create, but instead, contribute outliers and interesting
case-studies/best-practices to the community.

A few names come up over and over again in the REM community, and they are worth looking into if you are
interested in this area. These are Lenny Zeltser and Jake Williams.
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Course Scenario

ICS515 | ICS Active Defense and Incident Response
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Traffic Lights Network — Static Properties Analysis

The Traffic Lights network personnel performed

+] Following expected Malware APIs are Detected

static properties analysis on the malware sample to

identify its hash and to determine when it was S
compiled by the adversary and what API calls it made i o

rpm == IA: 0x004090f0 unt
remnux@remnux:~/Desktop/ICS515/WARNING/Executable$ pescanner Executable.exe IA: 0x00400084 TeFileNaneA

___________ e sRmnzzzngznsgnnaaas
IA: 0x00409088 IsDebuggerPresent

RERBUBRBBEBUREBERE

: 48640 bytes

Type : PE32 executable (GUI) Intel 80386, for MS Windows
rchitecture : 32 Bits binary

MD5 : bddd4e2b84fa2ad61ebB865e7797270ff

[BHAL : bde657dbe1b1568fafa2595e559507979b17acab

ssdeep : 768:8b70vPiB3pqLIcfxkfKHMWW623Bx6uLAOhwsL3kUYPKGEDOXN8OmM/10:
Bfu83pgcoqfOmG23Bx6ukCn3vYPI8F

limphash : 14a84ed6cd7abb9fe0533d2a5ac3076f

pate : Ox527A27AA [Wed Nov 6 11:27:38 2013 UTC]

Language : ENGLISH
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The Traffic Lights personnel ran
the malware in a Cuckoo sandbox
and was able to harvest packet
capture as well as observe the
~tracedscn.yls file, which was
previously identified as a good
indicator

Traffic Lights Network — Sandbox Analysis

Task Overview

2.b) bddd4e2b84.exe - Flie Activities

Control Code Times

Control Code Times

ICS515 | ICS Active Defense and Incident Response
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Traffic Lights — AV Sandbox and Network Analysis from the Sandbox

The AV Farm and the network capture from the sandbox helped confirm
previously identified activity. This malware is the Havex malware and does
connect to ICS ports, thus connecting the observables previously identified

ength

762 1032 » 44818 (SYN) Seq=d Win=16304 Len=0 MES=14

3147811 192.168.0.2 192.168.0.1 = T
'S 2.394949  192.168.0.2 ~ 192.168.0.1 B L it 62 1032 » 44818 [SYN] mum == i i ' . ) ‘ ’ - ‘ $
72.09106  192.168,0.2 19216801 TP 621020 > 502 (SIN) Seqe0 Wine16354 Lancd MSS<1460 @0 =
93.757582  192.168.0.2 . 192.168.0.1 TG 621033 > 502 [SIN) Seq=0 Mins1634 Lan=0 MSS=1460 -
115.504219  192.168.0.2 . 1s2.168.0.1 TP i c‘m-nlﬂla«lwm'
13 5.571304 192.168.0.2 ;I--&l TP 62 1034 > 102 [SYN] Seq=0 Win=16384 .l-
 156.661090  192.166.0.2 _iszaee.0.1 T 82 1034 > 102 [STA] Seq=0 Winei€384 Len=0 0 » o
Antivirus Resuit Update
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Lab 4.2 Requests

 The Traffic Lights personnel would like you to analyze the project
file and determine if it is also malicious

« Havex had no Stage 2 capabilities and this would show that there are two
intrusions and that they are not related

» For CWU, you need to analyze the output of the sandbox from
executing the phishing email received in the CWU business network
and determine if there is malicious activity present
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Lab 4.2
Timely Malware Analysis

ICS515 | ICS Active Defense and Incident Response 87

Lab 4.2: Timely Malware Analysis
Reference the Lab Workbook.
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Lab 4.2 Recap - Traffic Lights

 The Project File manipulation was likely done by an external threat,
and there may be an intrusion that went unnoticed in the Traffic
Lights network

+ More attention and monitoring is needed as well as a review of the systems

» Havex has no Stage 2 capabilities nor did any of the analysis reveal
external communications that would have connected for the
adversary to pivot off of the insider threat’s infection

« Therefore, we can conclude that these are two separate incidents
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Lab 4.2 Recap - CWU

 The phishing email executes malicious code, which allows a remote
adversary access to the impacted system

 Forensics revealed a connection from the IT system to the business
network data historian

+ This phishing email was very likely the initial infection vector for the
SCADA Hijack attack that took place in the CWU plant network

» The malware that was found on the HMI inside the CWU plant
network was entirely unrelated to this attack and represents a
different intrusion that did not lead to an attack or impact
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Case Study:
CRASHOVERRIDE

The Ukraine Cyber Attack — the Second One
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Ukrainian Power Outage

17 Dec 2016, 23:53 Local Time:

» Ukrenergo substation de-energizes
* Res<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>