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UBA Import Users using AD/LDAP
*Lab Deployment & Software details*

QRadar 7.4.3 All-in-One Console

QRadar 7.4.3 APPHOST

WIndows Server 2019

VirtualBox

Prerequisites for user imports to UBA using LDAP/AD

LDAP/AD - <IP or Hostname>

Username - <Bind DN Format>

Password

Base DN

Filter - (&(sAMAccountName=*)(samAccountType=805306368))
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1. Creating User for UBA authentication
1.1. Select Start->Windows Administrative Tools->Active DIrectory Users and

Computers

1.2. Select View->Advanced Feature.(ignore this step if already selected)
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1.3. Create new user by Right Click on Users->New->User

1.4. Create a user with any name - In our case we used username”qradaruba”.
Without any special privilege
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1.5. Select the properties option of user “qradaruba”

1.6. Copy the username in Bind DN format.
E.g., CN=qradaruba,CN=Users,DC=kalsidc,DC=local
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1.7. Copy the sAMAccountType
E.g., (sAMAccountType=805306368)

2. Configuring User Import in QRadar using AD Authentication
2.1. Login to QRadar->Admin Tab->User Import
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2.2. Select Add

2.3. Select LDAP/AD Option
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2.4. Enter the required details gathered from step 1.6. And 1.7.

2.5. Validate below details
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2.6. Run test connection

2.7. After successful test, choose the required settings
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2.8. Review the summary of connection & Save.

2.9. Connection is ready for AD. Select Start option and wait for several
minutes.
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2.10. Wait for “Idle” result for Last poll status

2.11. User Import activity completed.

*********
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