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Who am I （VictorV）

• Security Engineer at 

• Escape from VMware Workstation at TianfuCup 2018/2021.

• Escape from ESXi by CVE-2018-6981 Privately

• Escape from Hyper-V by Path Traversal

• Found Bugs on Windows RDP Server, DNS, Hyper-V, VMware 
ESXi/Workstation, QEMU, KVM, Parallels Desktop

• @vv474172261                         vv.ttw@outlook.com
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Agenda

• VM Types and Hyper-V Architecture

• Attack Surfaces on Hyper-V

• Enhanced Session Mode

• RDP protocol

• 3 Cases of Escaping

• Conclusion and Q&A
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VM Types

• Example:
• VMware Workstation
• QEMU/KVM
• VirtualBox

• Example:
• ESXi(?)
• Hyper-V
• Xen
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Hyper-V Architecture

https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/reference/hyper-v-architecture
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Hyper-V Attack Surfaces

• Virtual Devices
Net, Storage, PCI, Display…

• Hypervisor
Hypercall, APIC, MSR registers, Nested Virtualization, Other privileged 
instructions…

• VMBus

• Enhanced Session Mode
RDP protocol
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Hypervisor Attack Surfaces
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VMBus
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Virtual Devices Architecture Example: Net
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Enhanced Session Mode

Thanks @rthhh17, he shared me major information to confirm this.https://t.me/learningnets



Enhanced Session Mode: socket

TCP connection in resource monitor
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Enhanced Session Mode Features

• Share Clipboard

• Play Guest Audio

• Share Printers

• Display
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Learned a lot, 
what’s next?
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Hyper-V Research Difficulty

• Child Partition can call few hypercalls

• No source codes, no symbols of hypervisor

• Hyperseed, MS fuzzing tool with source code

• Emulated Devices are not rich. (No USB, no 3D, no Audio, no 
alternative Net/Storage devices)

• Strictly input check, Hard to occupy heap and spray heap in Host, 
Hard to leak information in Host …
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Find Our Targets

• More possibilities to exploit

• Complex enough

• Debug Symbols

• Fewer researchers discussed

• Exist CVEs

• Default setting
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Why Enhanced Session Mode

• Default setting for client scenario

• Recently Microsoft discloses several RDP 
client's vulnerabilities

• RDP is complex

• I found several RDP bugs in Server Side

• Fewer Researchers mentioned it before

• More possibilities to exploit

• Client codes are usually worse than 
server side
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Let’s learn RDP firstly
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RDP Protocol

• Protocol 
Relationship 
Diagram
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Virtual Channels
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[MS-RDPECLIP]   Clipboard Virtual Channel
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Copy and paste
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Copy and paste
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Copy and paste
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Copy and paste
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Client: Receive Msg

mstscax!CTSBufferResult::CreateInstance

mstscax!CTSCoreEventSource::FireASyncNotification

mstscax!CClipRdrPduDispatcher::DispatchPdumstscax

mstscax!CClientRdrVirtualChannel::OnVirtualChannelPdu

Part of mstscax!CTSBufferResult::CreateInstance
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Client: Receive Msg

mstscax!CTSThread::AddCallback

mstscax!CTSCoreEventSource::InternalFireAsyncNotification

mstscax!CTSCoreEventSource::FireASyncNotification

buffer at +60h of bufferResult

size at +58h of bufferResult

Part of mstscax!CTSCoreEventSource::FireASyncNotification
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Client: Receive Msg

mstscax!CTSThread::AddCallback

mstscax!CTSCoreEventSource::InternalFireAsyncNotification

mstscax!CTSCoreEventSource::FireASyncNotification

buffer at +10h of f_78h

size at +08h of f_78h

Part of mstscax!CTSThread::AddCallback
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Client: Receive Msg

mstscax!CClipBase::OnFormatDataResponse

mstscax!CClipBase::OnFormatDataResponseAsyncCallback::Invoke

mstscax!CTSMsg::Invoke+0x10e 

mstscax!CTSThread::RunAllQueueEvents+0x34a

mstscax!CTSThread::internalMsgPump+0xb4

Part of mstscax!CTSMsg::Invoke
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Client: CClipBase::OnFormatDataResponse

size at +08h of f_78h
buffer at +10h of f_78h
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Let’s learn cases 
before digging
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CVE-2019-0887
VM:rdpclip.exe Host:vmconnect.exe

No check for FileGroupDescriptorW/FileGroupDescriptorA

Part of CFormatDataPacker::DecodeFormatData
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CVE-2019-0887 patch

Part of CFormatDataPacker::DecodeFormatData

Part of CFormatDataPacker::ValidateFilePaths

PathCchCanonicalize: Converts a path string into a 

canonical form.
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CVE-2020-0655

!!!!
New Patch
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Really?
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A story of my finding
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Remind

ReadFile
WriteFile

https://t.me/learningnets



Try Reproduce CVE-2019-0887 on Win11
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Unbelievable finding
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Example of RDP streaming

• Format List

• Format Data Request

VM: rdpclip.exe Host: vmconnect.exeFormat List

Format Data Request
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So, client uses format ID from server, but it 
doesn’t exist on client machine?
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Review my finding

0 CClipBase::OnFormatList

1 CClipClient::OnFormatList

2 CClipClient::OnFormatListAsyncCallback::Invoke
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Review my finding

CClipBase::SendFormatDataRequest
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Client: Handle FormatDataResponse

https://t.me/learningnets



Why could this happen?

They have made mistakes at the beginning!!!🙄

Before
Patch 
origin 

cve-2019-0887

After
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I submitted it to MSRC with format ID incorrect use reason

$150,000
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CVE-2019-0887* (name it StupidFetch)

• MSRC said that RDP related bugs don’t fetch Hyper-V Bounty Program

• MSRC won’t assign a new CVE ID for it, because it is code regression.
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Timeline

• 14/07/2021 report to MSRC

• 27/07/2021 confirmed by MSRC

• 29/07/2021 Award $5000 as important RCE under Windows Bounty Program

start arguing…

• 08/11/2021 MSRC updated Hyper-V bounty page, declare RDP is out of 
scope

keep arguing …

• 14/12/2021 MSRC silently release patch for windows 11/ Server 2022

• 30/12/2021 MSRC told me they released patch in December patch

• 17/01/2022 Last email about bounty argument with MSRC, nothing changed
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Demo
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Conclusion

• Path Traversal always surprises us

• Try old bugs on Windows newest system ☺

• Enhanced Session Mode is a good attack surface

• Always be careful of VM, even Hyper-V

• MSRC have the final explanation right
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Q&A
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