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Increase 
performance Traffic marking Bot mitigation

Turn on cool stuff to improve 
speed

Mark who is producing the 
parasitic traffic

Decide what to do with it

The plan
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Where to start and what to include:

TL;DR: https://nginxconfig.io/

Configuring NGINX: Performance

——  Gzip, brotli (both of them)

——  HTTP/2

——  Server push and preload

——  SSL protocols
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Brotli compresses 80% of the files on my server

Configuring NGINX: Compress
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Support for major browsers. For example, the release of Chrome 41 was 7 years ago

Configuring NGINX: HTTP/2
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The preload attribute specifies if and how 
the author thinks that the media file should 
be loaded when the page loads. The 
preload attribute allows the author to 
provide a hint to the browser about what 
he/she thinks will lead to the best user 
experience.

Preload

Configuring NGINX: Mechanisms of prediction

Server Push is a performance technique 
aimed at reducing latency by loading 
resources preemptively, even before the 
client knows they will be needed.

HTTP/2 Push
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Configuring NGINX: Push? No, but yes

And terser to merge all js
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Configuring NGINX: Push? No, but yes

https://evertpot.com/http-2-push-is-dead/
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Configuring NGINX: Quic? Yes, but no

Russian government partially blocks http3 due to censorship
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Configuring NGINX: Fastopen
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F

Configuring NGINX: Fastopen? No
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https://blog.n0p.me/2018/02/2018-02-20-portsharding/

https://blog.cloudflare.com/the-sad-state-of-linux-socket-balancing/

Configuring NGINX: SO_REUSEPORT
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https://blog.cloudflare.com/the-sad-state-of-linux-socket-balancing/

Configuring NGINX: SO_REUSEPORT
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https://www.nginx.com/blog/rate-limiting-nginx/

Configuring NGINX: Rate limit
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What must be done

Configuring NGINX: Security

——  Cache

——  CORS

——  CSP (with report-uri)

——  Hardening
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Example from censys.io, how you can find a certificate by ip (or vice versa)

Configuring NGINX: Security
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Return 444 or 204

Configuring NGINX: Security
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80% of the 
effects come 

from 20% of the 
causes.
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NGINX leveling up: SSL Fingerprint

https://tls12.xargs.org/
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NGINX leveling up: SSL Fingerprint

https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_protocols

$ssl_protocol
SSLv2, SSLv3, TLSv1, TLSv1.1, TLSv1.2, TLSv1.3

$ssl_cipher
ECDHE-RSA-AES128-GCM-SHA256/TLSv1.2
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NGINX leveling up: SSL Fingerprint

ECDHE-RSA-AES128-GCM-SHA256/TLSv1.2
ECDHE-RSA-AES128-GCM-SHA256/TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384/TLSv1.2
ECDHE-RSA-CHACHA20-POLY1305/TLSv1.2
ECDHE-RSA-CHACHA20-POLY1305/TLSv1.2

TLS_AES_128_GCM_SHA256/TLSv1.3
TLS_AES_128_GCM_SHA256/TLSv1.3
TLS_AES_256_GCM_SHA384/TLSv1.3
TLS_CHACHA20_POLY1305_SHA256/TLSv1.3
TLS_CHACHA20_POLY1305_SHA256/TLSv1.3
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NGINX leveling up: SSL Fingerprint

https://infosecwriteups.com/demystifying-ja3-one-handshake-at-a-time-c80b04ccb393

https://t.me/learningnets



NGINX leveling up: SSL Fingerprint - module

https://github.com/phuslu/nginx-ssl-fingerprint
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NGINX leveling up: SSL Fingerprint - bypass

https://github.com/Danny-Dasilva/CycleTLS
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NGINX leveling up: TCP Fingerprint

https://github.com/p0f/p0f (and other implementations)
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Application level

NGINX leveling up: TCP Fingerprint

——  Run p0f in daemon mode

——  Retrieve data by using a programming language

——  Get a json file as output and work with the data

https://github.com/ValdikSS/p0f-mtu-script/blob/master/index.php
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NGINX leveling up: TCP Fingerprint - bypass

https://github.com/segofensiva/OSfooler-ng
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Configuring NGINX: Fast recipe

https://www.digitalocean.com/community/tools/nginx
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Configuring NGINX: Fast recipe

https://gist.github.com/Bo0oM/83fb14de8bf70e08de1131f74ec8cd65
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Defense is an 
increase in the 
cost of attack
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Bot mitigation: HTTP requests

——  We enabled brotli and someone is still asking for gzip / deflate

——  Value of the headers is not the same as the browser (e.g. without space)

——  You have push set up, but the file is still requested by a separate request
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Bot mitigation: HTTP requests

——  HTTP headers are not in order

——  Requests come from HTTP/1.0, HTTP/1.1, HTTP/1.2 (yes, that happens too)

——  No headers (or vice versa), Origin, Referer, Accept, Sec-Ch-Ua

https://t.me/learningnets



Bot mitigation: Active checks from JS

1. Create a domain with a self-signed certificate
2. Try to download an image from there
3. Did the onload event work? We have a villain in front of us!

Utilities like burp suite ignore the error if the certificate is not valid. 
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Bot mitigation: Active checks from JS

1. Create subdomain (or other domain)
2. Try to download a third-party resource where CORS is interfering
3. Download successful? There's a villain in front of us!

Chrome Headless may be running with the "--disable-web-security" argument 
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Bot mitigation: Checking JS environment 

https://github.com/fingerprintjs
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Bot mitigation: Useragents

https://github.com/mitchellkrogza/nginx-ultimate-bad-bot-blocker
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Bot mitigation: Proof of work

https://github.com/kyprizel/testcookie-nginx-module

https://github.com/mCaptcha/mCaptcha

https://github.com/RuiSiang/PoW-Shieldhttps://t.me/learningnets



Bot mitigation: SSHguard / Fail2ban

< Block if rate limit are exceeded

< Block if a dirbuster

< Block if sensitive paths or honeypot (.git, 
dump, etc)
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But is it 
necessary to 

block the 
intruder?
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Bot mitigation: A/B

https://www.nginx.com/blog/performing-a-b-testing-nginx-plus/
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Bot mitigation: A/B
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Maybe you want 
to ask a 

question?
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