Lab 5-2: Graphical Management Tools

Complete this lab activity to practice what you learned in the related module.

Activity Objectives

In this activity, you will use graphical management tools to discover the network. After completing this
activity, you will be able to meet these objectives:

B Use Cisco Prime DCNM to monitor the network
W Use Cisco Device Manager to monitor the switch

Visual Objective

The figure illustrates what you will accomplish in this activity.

NterOne Nexus 5000 Rack Lab Topology and Wiring Diagram
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Command List

The table describes the commands that are used in this activity.

Command Description

show diff rollback-patch startup-config

. . Performs a difference between two files
running- config

show running-config | include clock Displays the running configuration

Task 0: Load the Baseline Configuration
During this task, you will reset your pod’s Cisco Nexus 5000 Series Switch (also referred to as your pod
switch) to a baseline configuration to prepare for the remaining tasks of this lab.

Activity Procedure
Complete these steps:

Step 1 Connect to the Student Server assigned to you by your instructor for this lab Use the server
information and account credentials that are listed in the Lab Support Document.

Note Refer to Accessing the NterOne Lab Equipment for detailed instructions regarding how to use
Remote Desktop Connection (RDC) to connect to your Student Server.

Step 2 From your Student Server, connect to your pod switch using PUTTY. You can connect to the
switch using either the console port or SSH.

Step 3 Login to the switch with the credentials below:

B Username: admin
B Password: Nteronel79
Step 4 In this step you will be “cleaning up” the configuration of your pod switch in preparation for the

other tasks in this lab. Copy the “cleanup” configuration from the saved file in the bootflash to
the running configuration.

Note Replace “P” with your assigned pod number for this lab

N5K-P# copy bootflash:/configs/n5k-P-cleanup.txt running-config
< .. output omitted .. >
Copy complete, now saving to disk (please wait)...

Note You will see a number of what looks like error messages scroll by; this is normal behavior. The
cleanup config is attempting to remove statements from the running configuration that may or
may not exist.

Step 5 Copy the “cleaned up” running configuration to the startup configuration. This is useful if,
while performing the following steps in this lab, you made a number of mistakes in the
configuration and need to quickly put the switch back to a “clean” state by simply reloading the
switch.

N5SK-P# copy running-config startup-config
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Copy complete, now saving to disk (please wait)...

Step 6 Copy the lab baseline configuration from the saved file in the bootflash into the running
configuration using the command below.

Note Replace “P” with your assigned pod number for this lab

N5K-P# copy bootflash:/configs/dcnx5k/dcnx5k-lab-2-03-n5k-P.txt running-config
< .. output omitted .. >
Copy complete, now saving to disk (please wait)...

Note You will see a number of what looks like error messages scroll by; this is normal behavior.

Activity Verification

You have completed this task when you attain these results:
B You have reconfigured your pod switch with the baseline configuration for this lab.

Task 1. Manage the Switch with Cisco Device Manager
During this exercise, you will launch Cisco Device Manager and explore the available switch management
and configuration options.
Activity Procedure
Complete these steps:
Step 7 Connect to your Student Server.

Step 8 Make sure that the DCNM services have been started by double-clicking on the "Start DCNM
Servers" desktop icon.

Step 9 Launch the Cisco Device Manager using the desktop icon.

Step 10 Enter the management IP address of your switch in the Device Name field, and log into your
switch with the username admin and password Nteronel79. Click Open.
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Step 11 The Cisco Device Manager main window will appear.
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Device  Physical Interface FC  FCoE IP Secwrity  Admin Logs  Help

El@ B0 O E MEP w2

IS[=] E3

¥ Advanced

~ Device | Summary

12 Wgmtl —

-
Cigco Nexua 5543UF

¥¥

FAN STAT

L SACINEC)

‘dsis’ 111 N2K-C2232PP-10GE

sA@Nz F

Uup @lDown Fail - [Minor | |Unreachable [l OutOFService j

Step 12
CLI from within the Cisco Device Manager.

ERROR null

6 SSH service is used for Command Line Interface.
Please install S5H client or check path in Preferences.

Step 13

From the Device menu, choose Command Line Interface. This provides the ability to open a

To utilize SSH to open the CLI session, the path to the SSH client must be defined. From the

Device menu, choose Preferences and enter the path to the SSH client as shown. Additional

parameters may also be included. Click OK.

SSH Path = "C:\Program Files (x86)\mRemoteNG-Portable-1.69\putty.exe" -ssh -1 admin $host

The —ssh option specifies SSH as the protocol
The —I option is the username
The $host option is the IP address
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Step 14 From the Device menu, choose Command Line Interface. You should be able to successfully

log into the switch. Exit the CLI session.

Step 15 Click the summary tab from the main Cisco Device Manager window.

& Device Manager 6.1{1a) - N5k-1 [admin]
Device Physical Interface FC FCoE IP Securty Admin Logs  Help

SI@ B0 0 E FER e

[_ (D]

¥ Advanced

- Deyic? Surnimary

7] Foll Interval: [EREN ~ | Show RxiTx: Ut ~ | fszc Thresholds S0+ | 60 %+

CPU %o: [ ] Memory %[ ] Flash %:
[1nterface Description WSAN(s) Made |Connected To speed |Rx Tx Errors |Discards |Log
eth-channel111| {over Ethernet1/1-Ethernet1(2) See Ethernet1fi... 20 Gh 1} 1}
Etherneti/1 |to FE%-1 Uplink 1 FEX-111 10Gh 1} 1} r
Ethernet1/2 |to FEX-1 Uplink 2 FEX-111 10Gh 1} 1}
Ethernetl/S |to NSK-2 Ethernet1/S NSK-2(551164708M7)(10.50,1,2) Ethernetlﬂam Gh 1] 1]
Ethernetl/6 |to MSK-2 Ethernetl /6 NSK-2(S5I164708M7)(10.50.1.2) Ethernet1fé |10 Gb 1] 1] r
Ethernet1/9 |to Server 1 CHA Pork 0 10Gh a a r
Ethernet1/10 |to Server 2 CHA Port 1 10Gh [i] 0

Q1) Which interfaces are listed in the summary tab?

Q2) What information is listed under the Connected To column?

Step 16 Click one of the Ethernet interfaces under the interface column.
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& Ethernetl/1

fiaenerak rELF'.N rEDP Meighbars rgiagnl:-sti-:s ]

Description: ko FEX-1 Uplink. 1
speed Cper: 10 Gb
Physaddress: 00:2ai6a:09:fa: 28
Status Admin: up
Status Oper: up
LastChange: 20135/05/30-11:58:58
CDP: False
Duplex Status: FullDuple::
EnableLinkTrap: krue

IF Address(es). .. Refresh | Help | Close

Step 17 Explore the information visible in all of the tabs of the interface window. Close the window

when you are done.

Step 18 Click the Device tab from the main Cisco Device Manager window.

Q3) What window appears when you double click on one of the operational (green) interfaces?

Step 19 Double click on the system area of Device manager. The system area is located to the left of the
MgmtO interface, where the STAT indicator is located. Assign a time zone and apply the

change.

N5SK-1 - System

Cisco B-0S(km) nS000, Software (nS000-uka), Yersion 5, 1032017,

o RELEASE SOFT'WARE Copyright (o) 2002-2011 by Cisco Systems,
Description: |ine, Device Manager Wersion 5,213, Compiled 3(20/2012 0:00:00

pTime: 01:24:03 (Stark Time: 2013/03/30-11:27:35)

Marie: [lSK-1

Location: Isnmplu:u:atiu:un

Conkack: Iwhu@where

Switchitah: |
ClockDateandTime: IEDISIDSISD-IE:SI 139 GMT-05:00

TimeZone: |GMT-05:00

HZProcessorRam: 8,462G
FWRAM: 950,235M [ 1.651G (57%: used)

apply Refresh | Help |

lose
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Step 20 Close the system window and open a CLI session from within Cisco Device Manager. Verify

that the time zone is present in the running configuration.

N5K-P# show running-config | include timezone
clock timezone EST -5 0

Step 21 Leave the CLI session window open and return to Cisco Device Manager. Click the save

configuration icon from the main window.
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Step 22 Click details to see what will be saved.

& N5K-1 - Save Configuration

Really save running to startup configuration?

Mo I Cancel II Details. .. I

Step 23 The configuration differences will be displayed.

ﬁ 10.0.0.141 - Show Running and Startup Config Differences

*FF Startup-config

--- Punning-config
el o o ol o o o o o ok o

wEE ] OEEEE

! Ho startup conficuration
-—= 1,320 ----

!
! 1Command: show running-config

!' I'Time: 3at Mar 350 12:55:24 2013
!
' wersion 5.103)H2(1)
! switchhname NSE-1

1

Clear I

5

Refresh | Close |

Authentication successkul

Step 24 Close the window that displays the differences and click the save configuration icon from the

main window. Click yes to save the configuration.
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& N5K-1 - Save Configuration

Success. Please close dialog.

Step 25  Take some time to explore additional Cisco Device Manager features and options.

Q4) Determine the number and type of power supplies that are installed in the switch chassis. Are both
installed and operational?

Activity Verification
You have completed this task when you attain these results:
B You have logged in to Cisco Device Manager from your server.
B You have established an SSH session to your switch using Cisco Device Manager.
B You have explored the configuration and management abilities of Cisco Device Manager.
B You have compared and saved a configuration using Cisco Device Manager.

Task 2: Discover the Network with Cisco Prime DCNM LAN
During this task, you will use log in to Cisco Prime DCNM LAN to discover and monitor the Cisco Nexus
5000 Series Switch platform and the LAN fabric.

Activity Procedure
Complete these steps:

Step 26 From your student desktop, launch Cisco Prime DCNM LAN from the desktop icon.

Step 27 If the Cisco Prime DCNM LAN icon is not available, open the URL below in Internet Explorer,
where P is your real pod number.

http://10.1.10.1P:8080/dcnm-client/index.html

Step 28 The Cisco Prime DCNM LAN page will appear. Click Launch DCNM-LAN Client. Click Run
when the Security Warning appears.
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http://192.168.0.p1:8080/dcnm-client/index.html

el pata Center Network Manager

cisc<o

Click on the button bekw 19 lavach the DCNM-LAN Chevs:

Launch CONM-LAN Client

To downioad and istall manually JRE 1.6.0_29 chok fagry,

Step 29  When the Cisco Prime DCNM — LAN window appears, ensure the DCNM Server IP address is
the management network IP address of your server (not the switch). Enter username admin and
password nterone and then click Login.

W
| i Data Center Network T IMIT

Manager c1sco
DCHM Server: | 10,1,10,11 =]
Isername: Iadmin
Password: I********

Fequired JRE version 1.6.0_29, detecked version 1.6.0_31

Login I Cancel Mare ==

Step 30 Click on the link highlighted below to initiate DCNM discovery. The device discovery pane
will list previous discovery task results, if any.

&3 Cisco Prieve DCNM - LAN (192.168,0,31)
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Step 31 A new browser window will be launched and the Admin-Data Sources home page of DCNM
will be displayed.
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Step 32 Note the location of the following items on the Admin-Data Sources home page of Cisco Prime
DCNM:

B The Admin menu in the upper right. Use this menu to return to the Admin-Data Sources page
B The Fabric, LAN and VMWare Admin>Data Sources panes, which will contain 0 items by default.

B On the right side of each Data Source pane are icons to add, remove, and refresh content within the
pane.

Step 33 Click the Add LAN icon (plus sign) in the Admin>Data Sources>LAN pane. Choose Discovery
Type of Switch List and enter the management IP address of your pod switch and your peer pod
switch in the list, separated by commas. Choose Detailed discovery. Enter username admin and
password Nteronel79 and then click Add.

. —_________________________________________ —
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- word
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Add Svitches Ta droup Defaule_LAN v
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Step 34  When discovery has completed, expand the discovery task from the left column to view all of
the devices discovered. Discovery was successful if the status of both devices displays as
Managed.
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Step 35 Minimize the browser window and return to the DCNM LAN window. Click Topology in the
Feature Selector window and view the graphical topology discovered.
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Step 36 If either of the Cisco Nexus switch icons appear as the N5K-2 icon does below, this indicates an
unmanaged switch. If this appears, click DCNM Server Administration then choose Devices
and Credentials in the feature selector.
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Step 37 If the device is listed as unmanaged, highlight that device and re-enter the management
credentials for the switch in the list above. Right-click the unmanaged device and choose

Discover.

Step 38 Return to the Topology tab; examine the topology view of your pod. Rearrange the topology
view to your liking. When you are happy with the layout, save the topology view by clicking

Save Layout. Hover over the buttons to determine their function.
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Step 39 Move some devices in the layout and then return to the saved layout by clicking Reload Layout.
Step 40 Use Export as JPG to save the visible area of your topology to the desktop as a JPG picture
named Topology Diagram.jpg.
Step 41 Using Putty, connect to your assigned Cisco Nexus 5000 Series Switch.
Step 42 Determine the users that are remotely connected to your switch.
NSK-P# show users
NAME LINE TIME IDLE PID COMMENT
admin ttySO Apr 2 07:33 00:02 5806
admin pts/0 Apr 2 07:50 . 6177 (10.1.10.1P) session=ssh
admin pts/1 Apr 2 08:006 . 7107 (10.1.10.1P) session=ssh *

Q5) Who has initiated the second SSH session?

Step 43

Return to the topology view. Right click the N5K-P icon to view the context menu. Choose
Interfaces then Ethernet.
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Step 44 Expand your switch and expand slot 1 in order to view all of the physical interfaces. Click
interface Ethernet1/9 which is connected to your pod server. Examine the interface parameters.

Ethernel > Device: NS St 1 > Interface: Etbeenet 1/ 3
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Step 45
Step 46

Click interface Ethernetl/7. Change the Admin Status to down from the drop-down menu.

Choose Inventory under Feature Selector in the left column. Expand your switch.

Q) Cisco Prime

DCNM - LAN(192.168.0.31)

® 0
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9
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Q6)

How many cards are installed in the Chassis?

Q7)

How many power supplies are installed in the Chassis?

Q8)

How many fan units are installed in the Chassis?

Q9)

Are components operating within specification?

Step 47
Q10)

Choose Switching under Feature Selector in the left column.
What are the VLANS configured on the switch?

Q11)

What is the mode of VLAN 1?

Step 48

Take some time to explore additional Cisco Prime DCNM-LAN features and options.

Activity Verification

You have completed this task when you attain these results:

You have logged in to Cisco DCNM-LAN server.

You have discovered your pod and peer pod switch using Cisco DCNM-LAN.
Verified that the Cisco Prime DCNM LAN topology view displays both pod switches.
Explored the usage of Cisco Prime DCNM LAN to manage the Ethernet fabric.
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