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Learning Objectives

By the end of this appendix module, you should have a better
understanding of:

v' What hardware and software is recommended to perform
malware analysis

v' What tools you will need and expect to be using during the
course

v' How to setup your network environment to perform
malware analysis

v" Other tools and recommendations

O &
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Requirements




A1.1 Hardware Requirements

The truth is, there is no one definite answer as to what
hardware you will need. It depends on your budget.
Therefore, what is recommended here, will take that into
consideration.

You don't have to purchase the most expensive hardware to
start your career in Malware Analysis.
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A1.1 Hardware Requirements

Set up with low budget:

« Any Processor (AMD or Intel) with 4+ cores
« 16GB of Physical Memory

« Hard Disk Drive 512GB

« Network Card 1Gbps
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A1.1 Hardware Requirements

Recommended setup:

« Any Processor (AMD or Intel) with 16+ cores
« 32GB/64GB of Physical Memory

« Hard Disk Drive 512GB NVMe / SSD

« Network Card 1Gbps

https://t. me/learningf)®&/1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.7



A1.2

Operating System
Requirements




A1.2 Operating System Requirements

Now that we have the hardware settled, we need an
operating system to use for our analysis. This is where
another question will arise: which OS should | use?

The truth again is, there is no one best system. It is best to
have a diversity of systems to use and throughout the
course, you will see why.
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A1.2 Operating System Requirements

kibana

444444

We will be using the following
systems:

e SecurityOnion
e Tsurugi Linux
* Windows 10

Windows 10
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https://securityonion.net/
https://tsurugi-linux.org/downloads.php
https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
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A1.3 Hypervisor Requirements

The most important part of your investigation and analysis
environment is the hypervisor that will be used. There are
many hypervisors out there, but the two most commonly
used are VirtualBox (free) and VMWare (commercial).

We leave the choice of which one to use up to you.
Regardless of which brand you go with, the outcome of
using either, for this course at least, will be the same.
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https://www.virtualbox.org/
https://www.vmware.com/products/workstation-pro.html

A1.3 Hypervisor Requirements

Other than just creating our lab using a hypervisor, we also
want a way to go back when we do mistakes, and yes
mistakes might happen.

Don't be worried, what we mean is, what if you were
analyzing a sample and you forgot to do a specific
preparation or what if you want to go back to a previous
step to do it differently?
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A1.3 Hypervisor Requirements

This is where using a hypervisor that allows you to take
snapshots will be extremely handy and useful.

Therefore, once you finish preparing your lab, make sure to
take a snapshot in a clean state before proceeding. That
state is what you will go back to during the analysis, if
necessary.
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A1.3 Hypervisor Requirements

Before you move on to the next chapter, remember that
you need to create a
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A1.3 Hypervisor Requirements

SNAPSHOT i

& @8 B & €

Take Snapshot Delete Clone Zoom In  Zoom Out

Windows XP Smapshot 1 Srapshot for | You Are Here
Professioml Clane of Win...

Take a snapshot. G H

Snapshot created: Thu 29 Mar 2007 01:39:45 PM PDT

Ta ke d Sha p S h Ot . Name: |Snapshot for Clone of Windows XP P|

Description: Created by clone operation.

We will continue to remind
you.

89 GoTo ] [ ¥ Close

1 snapshot selected
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A1.4 Software Requirements

You will use many software tools in Malware Analysis.
However, Malware Analysis is not about tools, but rather
understanding how these tools work and the technologies
behind them. The tools we need are only to simplify the
dissection part of how they work, but they alone will not
answer your client's questions.
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A1.4 Software Requirements

The tools we will use in this course can be divided into the following
categories:

String and Metadata
Static Analysis
Dynamic Analysis
Memory Analysis

Incident Response
Network Analysis
Visualization
Frameworks

W=
o NI O

The following slides will list and link to the tools used in the above
categories.
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A1.4.1 String and Metadata Tools

CI“"SDIE Console
Ll Output
7 ExifTool p
Imagﬁ -tagsFromFile 0 t
Files |F Metadata Character Output 33 uipu
Input Encading Formatting Text Files
*geatag -charset I -htmlFarmat
l -xmlFormat
~esv=CSVFILE ~CHV, =js0n
son=ISONFILE Language [ete]
. Translation
I
EX I fTO O I Database .. Mode e
Files + = Read
1 Write Va?“?
lmmmmmmmmmmoes Conversion
-n.-d 4
=1 _'__d_-'—""_'__ -
— Files ¢
Metadata —
wewdZ2==% processing
s = -m, -F, -ee
Source e Output
Image Files Image Data Image Files

https://www.sno.phy.queensu.ca/~phil/exiftool/
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A1.4.1 String and Metadata Tools

HxD - [Hard Disk 1]
ézﬁFiIe Edit Search Wiew &nalysis Extras Windows ?
: 3 - v e e v | ANST v | hex 144 b b Sector €3 % of 312581808

4

) riell.dl | < Explorer.EXE | £ Hard Disk 1

offser(h) 00 01 02z 03 04 05 06 07 05 09 OL OB OC OD OE OF
0000007DED OO OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO
0000007DCO 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO
0000007DDO 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO
0000007DED OO OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO
0000007DFO OO OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 OO

0000007EQND  EB 52 90 20 20 20 20 00 0z 08 00 0O
HXD HeX 000DO07ELO0 OO OO0 00 OO0 OO0 FS 00 00 3F 00 FF 00 3F 00 00 OO

oooooo0vEZOD 00 00 OO0 00 80 00 S0 00 C5 EA FF OF OO OO0 00 oo

ooooo0v7EID 00 00 OC 00 00 00 00 OO0 AC FE FF OO0 OO OO0 00 oo

L]
Ed I'tor 0O0O00D07E40 F6 00 00 00 01 00 00 00 Al 89 4C 83 9D 4C 85 84

? Checksums |
g
& | |c:twimpowstsystem3zintdl.di v/ Update
Algarithm Checksum Usage

l@_f) CRIC-32 AC4307ED Ethernet and PKZIP

@ SHA-1 FTFDS11CaC1EAADT T C7 344AFATIASEI99F 13255

@ MD-5 95092EFBESE7A106ECDDSDAE4597 5403

Expected result: |AC430730

COffset: FEO3 EBlock: 7EQ3-7EDG Length: 4 Readonly Crverwrite
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A1.4.1 String and Metadata Tools

Additional String and Metadata tools include:
» Free Hex Editor Neo

« bstrings

e BinText

 StringSifter

Go to slides 57 and 58 to check out the full URLs https://t. me/learningn®®&/1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.22


https://www.hhdsoftware.com/free-hex-editor
https://ericzimmerman.github.io/#!index.md
http://b2b-download.mcafee.com/products/tools/foundstone/bintext303.zip
https://www.fireeye.com/blog/threat-research/2019/09/open-sourcing-stringsifter.html

A1.4.2 Static Analysis Tools

Exeinfo PE (latest version) or you can download an older
version here.

'- Exeinfo PE - ver.0.0.5.2 by A.S.L - 1021+69 sign 2018,06.24 e B |3
lE] exeinfope.exe An ‘ m ]
=¥ EntryPaint: 0634780 oo [=| EPSectiont Upxi [E_J | <l ]
File Offset: 00130860 First Bytes ;.. 60.BE.00.A0.61 E] | Plg |

g LnkerInfo: 2,25 SubSystem.s Windows GUI "E] g}
FieSize:  00191E00h (<] [a] Overlay+—=no 00000000 ,) |_Q—:|
E Image is 32bit executable RES/OVL :53“7(7':_ 1992 AL ‘?
E UPX 0.89 - 3.3 Zx Markus & Laszlo ver.[ 3.94 ] <- from file. [ Scan / tJ l Rip l
‘E_i L::;E(ft;:ji:: ;anprz?‘:'"::tp:, Jupx.github.io or any GPX, [ {gl ‘?
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A1.4.2 Static Analysis Tools

PEID (password = tuts4you) + signatures

PEID v0.95 _ w

File: | C:\Usersiuser 1\Desktop\Lab4C-DLLs\inject. exe

Entrypoint: | 00001976 EP Section: | .text 3

File Offset: [00000D76 FirstBytes: [E8,C4,03,00 [ > |
Linker Info: [14,23 Subsystem: | Win32 console ﬂ

Mothing found *
Multi Scan Task Viewer Cptions About | Exit |

v Stay on top ﬂ ﬂ

https://tuts4you.com/e107_plugins/download/download.phtips:dame/learninyns1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.24
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A1.4.2 Static Analysis Tools

C:/Utils/die_win32_portable/base/die.exe

Type: PE Size: = 2684928 Entropy

Export Import Resource

D et e Ct it E a S y EntryPoint: 005b7e80 > ImageBase: 00400000

D . E NumberOfSections: 0003 > SizeOfImage: 0064000
_(_I) packer UPX(3.95)[NRV brute] 7

library Qt(5.6.3.0)[-]
linker Microsoft Linker{12.0)[EXE32]

Options
Detect It Easy ¥  Signatures Info About

> 124 ms
Exit
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http://ntinfo.biz/index.html

A1.4.2 Static Analysis Tools

CFF Explorer

w CFF Explorer VI - [CFF Explorer.exe] L) e
File Settings 7
i1 CFF Explorer exe _vewi2 exe x
-
Name Vintual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers Redocations N...| Linenumbers ... | Characteristics
HET',:Z:"" — 0000018 000001F0 00000174 000001F8 000001FC 00000200 00000204 | 00000208 00000204 0000020C
8 N Headens Byte(s) Oword Dword Dword Dword Dword Dword | word Word Dword
o T teacwr tent 00102485 00001000 00103000 00001000 00000000 00000000 0000 0000 160000020
& Optional Header
i Dota Drectories k] rdata 0004B27A 00104000 0004000 00104000 00000000 00000000 0000 0000 40000040
}_ i Secton L data 000106€8 00150000 0000C000 00150000 00000000 00000000 0000 0000 C0000040
[— & import Drectory
t— (3 Resource Drectory rstc 000A7EL0 00161000 00048000 0015C000 00000000 00000000 0000 0000 40000040
F— 9, Address Converter
{— @, Dependency Walker This secton contains:
[— Code Entry Pont: 000047C6 .
-3 &), Quick Disassembler - [CFF Explorer.exe] Lo )
— A lmport Adder — Smsme —
— % Quick Disassembler h a9y o Owsassembler Pav ameters Vesuakzaton Opbons
o Qffpateuluslle 1 2 3 4 5 6 7 8 9 A B C D Disassembler: | x64 > Bage Address: 000000000
. Bl B s 24 04 65 CO 75 OE 50 8B 41 20 50 FF 1 =D
50 00 C2 04 00 BB 40 20 50 8B 41 20 50 Fi Offset: 1040 Show
47 S0 00 C2 04 00 CC CC CC CC CC CC CC ¢f
B 64 0B 00 c2 04 00 c —

<

Contains intalzed data

Contains Uninitislized data

Contains information

Contents won't become part of image

| I Contents comdat
« »
Algnment (Bytes) Default -
oK | Cancel

Copy

Write

Select All
Fill With...
Modify

Go To Offset

Disassemble

Hex

Ascii
Unicode
Editor Display
C/C++ Amay
C#/Java Array
Pascal Array

Asm Array

Lua Array

Into New File

Opcode

56

88F1

EB 38640800
83F8FF
7506

08Co

€

C20400

Instruction
push rsi

mov esl, ecx
call Oxb6440
omp eax, Ox1
ez ox13

or eax, eax
pop rsi
retOx4

https://ntcore.com/?page_id=388
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A1.4.2 Static Analysis Tools

B Dependency Walker - [Stooges.exe]

B File Edit View Options Profile Window Hel
P! B
= BB e & =S oEE BTN
[ STOOGES.EXE 1% | Ordinal Hint Function Entry Point
_ 1 LARRY.DLL M/ M/A IsKnucklehead Mot Bound
= [ KERMEL32.DLL N/ MN/A int SaySoitenly(char *,...) | Not Bound
O NTDLLDLL il
5| NTDLLDLL Ordinal Hint Function Entry Point
==t lf CURLY.DLL 4(0x0004) |1 (0x0001) | int SaySoitenly(char *,..) | SHEMP.?SaySaitenly@ @YAHP/
| 31 SHEMP.DLL 5(0x0005)) 2 (0:0002) | DoinkLarrysEye 0:00001010
#] MOEDLL 3(0x0003)| 0 (00000) | void SayPoifect(_int64) [ 000001020

E| & KERMEL32.DLL 1(0001) | N/A N/A 000001020
i SHEMP.DoinkMoesEye

DeDendenCV i 2(0:0002)|3(0:0003) DoinkM[?[esE)re '

Module * File Time Stamp | Link Time Stamp | File Size | Attr. | Link Checksumn | Real Checksum | CPU | Subsyste ~
Z8 | CURLY.DLL 11/14/2006 5:17p | 11/14/2006 5:13p 2,560 0:0000F7329 (0x0000F759 |xB6 |GUI
a e r [0 | KERNEL32.DLL | 08/30/2006 1:22a |08/30/2006 1:20a | 871,424 0000E388E |0«000E388E |x86 | Console|_
O | LARRY.DLL 11/14/2006 5:13p | 11/14/2006 5:13p 2,560 000005308 |0x000053DB |xB6 | GUI i
#] | MOEDLL 11/14/2006 5:15p | 11/14/2006 5:15p 2,560 000008191 |0x0000B191 |xB6 |GUI
g NTDLL.DLL 08/30/2006 1:23a | 08/30/2006 1:21a | 1,147,664 0:00125FA5 (0«00125FAS |x86 | Console

SHEMP.DLL  |11/14/2006 5:13p |11/14/2006 513p 2,560 0x00001CE7 |0«00001CE7 |x86 |GUI 4
| i

00:00:00.093: LoadLibraryA("Moe.dll") called from "STOOGES.EXE" at address 0:00401024 by thread 1.

00:00:00.093: Loaded "MOEDLL" at address 0x00020000 by thread 1. Successfully hooked module.

00:00:00.093: DIIMain(0x00020000, DLL_PROCESS_ATTACH, 0:00000000]) in "MOE.DLL" called by thread 1.

00:00:00.093: DIIMain(0x00020000, DLL_PROCESS_ATTACH, 0:00000000) in "MOE.DLL" returned 1 (0x1) by thread 1.

00:00:00.093: LoadLibraryA("Moe.dll") returned 0:00020000 by thread 1.

00:00:00.109: GetProcAddress(0x00020000 [MOE.DLL], "SmackCurly") called from "STOOGES.EXE" at address 0x0040102B and returne ~
4| i b

For Help, press F1
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A1.4.2 Static Analysis Tools

7 pesturho 8.54 - Mabware Initisl 4 - arvtze com o-l-ir 5@

Fide Help
vl XN TP
O T
"; ""’:'_"_'”'“‘.l( — CHIDECO2TOBFIAMSL CCITOIIDO0GEC

shal AMEXEIEBISOTISEICANORITII ARG IITAE

dos-stub (168 bytes)

file- header (20 byt imphash 203061 C1COCAICLAL EGFECRIATFFAI
le-header (20 bytes)

B 32-ba
optionat-header (224 bytes w

we

directonies (313)

sections (4 entropy 6.205
literies (5713 descrption Wastelands
imports (G8/155 vervion 79,228, 1946
date 02092015 - 120343
M type executable
u I O b subsystem Gul
' resources (14) signature Microwoft Visusl C++ 6.0

sirngs #3/3887
o strng
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A1.4.2 Static Analysis Tools

Resource Hacker - explorer.exe = O X

File Edit View Action Help Icon: 137: 1033

. ,. Ao [ = 3 Di 7
D) 10| B 4 ¥ 26 B 0 QL B B8O
....... ¢t 124 :1033 ~l
...... ¢ 125:1033
vvvvvvv 't 12611033
....... v 127 :1033
R ....... r 1281033
eSOU rce ....... ¢ 129:1033
....... 130 : 1023
H acker i 131 : 1033
....... v 132 : 1033
...... ¢ 133:1033
vvvvvvv Cr 13411033
-ty 1351033
vvvvvvv r 136: 1033
........ % 137 : 1033

------- . 138:1033 ol | Edtorview | Binary View

10AAD / 2EBAED 256 x 256 (png)

http://angusj.com/resourcehacker/ https://t. me/learningf)&®s/1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.29


http://angusj.com/resourcehacker/

A1.4.2 Static Analysis Tools

Additional Static Analysis tools include:
« TitanMist

« ASPack (trail)
« Reflective PE Packer: Amber

Go to slides 59 and 60 to check out the full URLS https://t. me/learningn®®&/1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.30


https://www.reversinglabs.com/open-source/titanmist
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A1.4.3 Dynamic Analysis Tools

Microsoft Sysinternals Suite Process Explorer

¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-7RNL43Thuser1] - m] X
File Options View Process Find DLL Users Help
FIEIE = R Y- el | ]
Process CPU  Private Bytes ~ Working Set  FID  Description Company Name 0
5] System Idle Process 96.14 0K 8K 1]
=5 System 023 136K 14,048 K 4
i Intemupts 0.83 0K 0K n/a Hardware Interrupts and DPCs
B.smss.exe 236K 730K 264
5| carss exe 812K 3232K 360
B wininit.exe 740 K 3684K 436
B |csrssexe 0.05 896 K 440K 444
[= B winlogon exe 1,508 K FABOK 56D
B dwm.exe 013 62,800 K 64548 K 200
[= -~ explorer exe 1.1 38028 K 79.564 K| 2844 Windows Explorer Microscft Corporation
] I 5340 VMware Tools Core Service  ViMware, Inc.
@ Oneliive exe 001 11,884 K 30456 K 5376 Microsoft Onelrive Microsoft Corporation
[ procexp exe 1.29 16,504 K 24708 K 5688 Sysintemals Process Explorer  Sysimtemals - www sysinter... w
Mame Description Company Name Path 0
glib-2.0.dll Glib The GLib developer comm... C:\Program Files\VMware \WMware Tools\glib-2.0.dll
glibmm-2.4 dil The official C++ wrapper for glib The glibmm development t.. C:\Program Files\VMware\VMware Tools'glibmm-2.4 di
gmodule-2 0.dll GModule The Glib developer comm.. C:\Program Files\VMware\VMware Tools\amodule-2.0.dll
gobject-2.0.dll GObject The GLib developer comm... C:\Program Files\\Mware\WMware Tools'gobject-2.0.dll
hgfs.dl ‘VMware Tools HGFS Librany WMware, Inc. C\Program Files"\VMware\WMware Tools hgfs dil
iconv.dil LGP Led libicony for Windows MT/... Free Software Foundation  C:\Program Files\VMware\VMware Toclsticonv.dll
icudtd4l dat C:\Program Files\VMware\VMware Toolsticudt44| dat
intl.dll LGPLed libintl for Windows NT/20... Free Software Foundation  C:\Program Files"VMware\WMware Tools"irtl.dll
peredl Per Compatible Regular Expressio...  WMware C:\Program FilesVMware\WMware Toolspcre.dll
hgfsServer.dl VMware Tools HGFS Server plugin -~ WMware, Inc. C\Program Files'WMwareWMware Tools"plugins\common’...
hgfsUsabilty dll VMware Tools HGFS Usability plugin WMware, Inc C:\Program Files'\WMware\WMware Tools'plugins\common’
viedll VMware Tools VIX plugin WMware, Inc. C:A\Program Files\VMware W Mware Tools'plugins\common’...
desktopEvents dll ‘VMware Tools Deskitop Everts plu... WMware, Inc. C:\Program FilesVMware\\WMware Tools'plugins‘wmusride...
dndcp dil VMware Tools DnD CopyPaste plu... YMware, Inc. C\Program Files'VMwareWMware Tools"plugins'wmusridn...
urity dil VMware Tools DnD Unity plugin =~~~ VMware, Inc C:\Program Files\VMware\VMware Tools'pluginsiwmusriwri v

CPU Usage: 3.86%  Commit Charge: 17.13% Processes: 47 Physical Usage: 24.11%
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A1.4.3 Dynamic Analysis Tools

Microsoft Sysinternals Suite Process Monitor

£7 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event

Filter

Tools  Options  Help

[ZRHIABE|vAS B A 25000

= Explorer. EXE

= Bxplorer EXE
2 Explorer EXE
- Explorer. EXE
3 Explorer EXE
2 Explorer EXE
= Bxplorer EXE
2 Explorer EXE
- Explorer. EXE
3 Explorer EXE
2 Explorer EXE
1 BExplorer EXE
2 Explorer EXE

2844 @¥RegOpenKey

2844 @ ReqOpenkey
2844 @ ReqQueryKey
2844 @ ReqOpenkey
2844 ﬁRegOueryValue
2344 ﬁRegOueryKey
2844 @ ReqOpenkey
2844 @ ReqOpenkey
2844 @ ReqQuenyKey
2844 ﬁRegOpenKey
2344 ﬁRegOuery\f’alue
2844 @ RegQueryKey
2844 @ ReqOpenkey

HKCLMSoftware\ClassesAll Filesystem( ..

"\ Directony . DocObject

"\Folder

\Software'Classes' Folder
‘Folder\DocCObject

“\Folder
\Software\Classes'\Folder\DocOb
HKCR\Folder'DocObject
HKCR\AllFilesystemObjects

HKCLM Software\ClassesAll FilesystemD ..

HKCRAllFilegystemObjects \DocObject
HKCR"AllFilesystemObjects

HKCLMSoftware\Classes All Filesystem( ..

Process Name FID  Operation Path Result Dietail
= Explorer. EXE 2844 @ ReqOpenkey  HKCR'\Folder\Shel Ex\lconHandler MAME NOT FOUND Desired Access:
=3 Explorer. EXE 2044 @ReqQueryKey  HKCUAScftware\Classes SUCCESS Guery: Name

3 Explorer EXE 2844 ﬁRegOpenKey HKCLM Software\ClassesAll FilesystemO. .. MAME NOT FOUND Desired Access:
2 Explorer EXE 2344 ﬁRegOpenKey HKCRAllFilesystemObjects SUCCESS Desired Access:
= Bxplorer EXE 2844 @ ReqQueryKey  HKCR\AlFiesystemObjects SUCCESS Query: Name

NAME NOT FOUND Desired Access:

- Explorer. EXE 2844 @¥ReqOpenkey  HKCR\AlFiesystemObjects\ShellEx\lco... NAME NOT FOUND Desired Access:
3 Explorer EXE 2844 ﬁRegOueryKey HKCLM Software\Classes™Directony SUCCESS Query: Name
. 3 Explorer. EXE 2344 ﬁRegOpenKey HKCR\Directory SUCCESS Desired Access:
= Bxplorer EXE 2844 @ ReaQuenyValue Software \Classes"Directony Doc... NAME NOT FOUND Length: 144
= Explorer. EXE 2844 @ RegQuenyValue "\ Directony\DocObject MAME NOT FOUND Length: 144
- Explorer. EXE 2844 @ ReqCloseKey "\Directory SUCCESS
3 Explorer EXE 2844 ﬁRegOueryKey "Software\Classes Directory SUCCESS Query: Name
2 Explorer EXE 2344 ﬁRegOpenKey " SoftwareClasses"Directony Doc... NAME NOT FOUND Desired Access:

MNAME NOT FOLUND Desired Access:
SUCCESS Guery: Name
NAME NOT FOUND Desired Access:
NAME NOT FOUND Length: 144
SUCCESS Query: Name
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
SUCCESS Guery: Name
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Length: 144
SUCCESS Guery: Name
NAME NOT FOUND Desired Access:

Showing 24,761 of 109,183 events (22%) Backed by virtual memory
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Microsoft Sysinternals Suite VMMap
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A1.4.3 Dynamic Analysis Tools

Microsoft SysInternals Suite Autoruns

5] Autoruns - Sysinternals: www.sysinternals.com — [m] 4

File Entry Options Help

d xi] H Iﬂ X L)( Fitter: l:l
Codecs Iﬁ Boot Execute E Image Hijacks |2 Applnit |%] KnownDLLs . Winlogon &‘\ Winsock Providers
2 Print Monitors Q) LSA Providers & Network Providers :ﬁ WML l‘] Office
&7 Everything é Logon ‘J Explorer 4 Internet Explorer hj Scheduled Tasks % Services % Drivers
Autorun Entry Description Publisher Image Path al
Q HKLM\SYSTEM\CurertControl Set\Control'.Safe Boot \Atemate Shell 1
=] cmd exe Windows Command Processor (Werffied) Microsoft Windows ciwindows\system32\ocmd .exe
Q HKLM\SOFTWARE \Microsoft \Windows\Current Version\Run 1
ﬁ VMware User Process WVhware Tools Core Service (Verfied) Viware, Inc. cprogram files\wmware wmware toal... =
@’ HKCUNSOFTWARE \Microsaft\Windows\CurentVersion.Run 1
@ Onelrive Microsoft OneDrive {Verfied) Microsoft Corporation cusers'userl\appdatatlocal\micros . ©
Q HKLM\SOFTWARE \Microsoft\Active Setuphinstalled Components 1
l_] na Windows host process (Rundll32) {Verfied) Microsoft Windows ciwindows \system 32\undll32 exe 1
Q HKLM\Software'Classes\™\Shel EX\Context MenuHandlers 1
|2 #-dp 7-Zip Shell Extension {Not verified) Igor Paviov cprogram files'\7-zip".7-zip dll Z
Q HKLM\Software\Classes\Directory' Shell B\ CortextMenuHandlers 1
|2 #dp 7-Zip Shell Extension {Not Verified) lgor Paviov cvprogram files\7-zip\7-zip dll z
Q HKLMSoftware"Classes"\DirectoryShellex'.DragDropHandlers 1
|2 7-dp 7-Zip Shell Exension (Not Verffied) Igor Paviow cprogram files\7-zip"\7-zip dll 2
@’ HKLM\Software"Classes'\Folder'.ShellBx'\ContextMenuHandlers 1
A [ 2.7n 7Fin Chall Ftancinn Nt \laifiad) Lnne Posdas ~Arenaram flaet Trind Tosin Al e
< >
cmd.exe Size: 197K
Windows Command Processor Time:  10/29/20159:32PM
Microsoft Corporation Wersion: 10.0.10586.0
and. exe I
Ready. Signed Windows Entries Hidden.
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A1.4.3 Dynamic Analysis Tools

@ Regshot 1.8.3-betalVs — x
Compare logs save as: _
1st shot
(® Plain TXT () HTML document _
2nd shot
[ scan dir 1[;dir2;dir3;. . .;dir nn]: Compare
C:\Windows - ‘
Clear !
1
Reg S h Ot Output path: Quit f
C:\Wsersiuser 1\AppData'Lo e
ou
Add comment into the log:
Enalish e
—
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A1.4.3 Dynamic Analysis Tools

T

55 bl X 43 [A1Mogules v| 5 X 23 [AnModuies
5[] #l] Messaging and Collaboration « | @[] B Component Development -
o ] l Monitor Configuration 4[] [l Data Access and Storage
@ - [l Metscape Portable Runtime #-[] I} Detta Compression
#[¥] Bl Network Security Services (NSS) ¢ [] [ iagnostics
23 D m Networking + [:] m Documents and Printing -
o @) [ N7 Native (W) J Graphics and Muttimedia i
w-[] m Office Development -] m Audio and Video
o [ W security (@) | Direatx
= @ m System Services £ ¥ : m Direct3D 11
@[] B Device Senvices # ] | Oirect30 9
. + E] m DLLs, Processes, and Threads = E m DirectX Audio
A P I M O n Ito r = (@] [ Fite Services = (@) ] Owectsound
v ] I} Backup #-[J [l Functions
=-[®] { Local File Systems 5 [W] [l interfaces
- m Directory Management 3 [¥] % Directsouna
=1 | Disk Management - ]1%2 IDirectSound30Buffer
(8] [ File Management w [[]¥3 DireaSound3DListener
= [®] (3 Advapi32.all 1 [1%42 IDirectSoundd
[¥] (3] AddusersToEncryptedFile - []43 DirecsoundButter
[ 3 CloseEncryptedFileRaw =[] #3 IDirectSoundButterd
Caf] Occoypteies) (€Y quiceresources
[ [E] DecryptFitew ] ¢ AddRet
{1 [Z] ouplicateEncryptioninfoFile [v] ¢ GetCaps
[ F] encryptFitea [] ¢ GetCurrentPosition
[ @ encryptruew Z [] ¢ GetFormat S
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A1.4.3 Dynamic Analysis Tools

PE Capture

= NoVirusThanks PE Capture v1.0 - [www,.novirusthanks.org] | o || ® |
File Options Help
G5889E2DAB29150DCCE 1DSEOBF 1458F 3 -

1/25/2016 1:10:33 PM
C:\Program Files\Foxit Software\Foxit Reader\plugins \adrmsPlugnDll, fix
DEFEAEDB 5466 1DFAFEESDDG0 1CSDE9F2

1/25/2016 1:10:34 PM
C:\Program Files\Foxit Software\Foxit Reader\plugins\Updater, fpi

77D 1883490 7FFED 1D873 120FD 4663023 CJU | » Intercepted
1/25/2016 1:10:39 PM Organize = __| Open Share with = Burn MNew folder
C:'Program Files\Foxit Software\Foudt Reader\Foxit Updater.exe 2
882E035D2AA363DB376303841A68A706 - MName
Favorites
OF A4 &) L
1/25/2016 1:10:41 PM = 364553408 CBEBAQTOE3182658DE3
C:\Windows \System 32TTPVMW 32.dil o Libranes || 30EB8CO6ES6TBIGFBBEACSEBDC244B55
N I | | 77BF11D375787047BCF326941 BSEADS
" Computer I 77018834907 FFED1 D873120FD4663023 I
1/25/2016 1:11:46 PM =
o g i i S S | JRNFANAN3TCLAAR1GRR1SOTCRIRENR |
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A1.4.3 Dynamic Analysis Tools

File View Oebug Phugins Options Help
OB S tTH YT H w9 +« B ~

Heo Log | ® Breskporss | e Mewery Mao Sopt | @) symbois References | i Tivesss

<kerneldl. BaseThreadinisThest>

v rap,
EREY czacimets.137A0384R
ass z3p,

% cxackmedd . 137N

000137A01L:

crackeméé

‘aptareContexts]

crackmedd

i
23000001 ITAOLELS toopni
T .
1 |
cracimefd
1.
i “
gl
§, ez
< (13FASEL00)
i
3
AL
|ascrz i AS:
' L * L
Le .1, AN
Aw s A303AX.J
S T N &SP
c0dédi 3ix . A >
$.3A%¢. 02 3
t.o7 » A
9 0o T.DATéN - " %A
¢ o6 m é.v
o¢ 00 £. 4 . ¥ ¥,
66 33 o W .4
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e
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A1.4.3 Dynamic Analysis Tools

li#= 1l emtwhocecPkbzr

FUSH EEF

MOy EBF, ESF

SlE ESF, 238 stack wars total - size 5E8 butes
FUUSH EE=

FUUSH ESI

FUUSH EDI

LEA EDI, stackuwar_2 - size: &4 butes

MO ECH, 2E

MOL ERX, CCCCCCCC

I m m u n It y EEEHSIEE DUORD FTR ES:[EDT n égﬂi [EEE, ]

FUSH @ Il
LEA ERX, stackwar_1 - size: 5EE butes

D e bu e r =i EE§1 «_MEMSEL ENENEE“?

AOO ESP, AC

hgﬂ ECH, stackwar_1 - size: 5E@ butes

MO EDE, arg_to_function_2 - size: SHEA butes

FUSH ED® LHS

MO ERH, ara_to_function_1 - sizes 488 butes

FUSH ERA LHsF

FIUSH HOF1.R@E421E61C format = "My name is ¥s, X=gA"

LEA ECX, stackwar_1 - size: 568 butes

FUSH ECX =

MOF1l._sprintf _sprintf —-> POSSIELE SPRIMTF STHCE QUERFLOW
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IDA Pro

S|~ ~||mme Bl |f= oot =] 5

SHK=- /#l: s |eSm S| ms s * b A x| 8w Ax|rAaf|eT|f=|FRe|E

I— — —— I

3] IDAViewa | N Names| - Stings | ) HexView| T Types| 48 Linaies | & Seguentaion| & Swctures 24 Noteosd | Uy Calers ané Collees | (2] Frcblems | E K
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373766E3 1oe_a73769Ea: 3 CODE KREF: sub_37376815+831] pr— [ Typa [ Sting =]| e £ fotereor A/ © create structure
373768E9 1ea nx, [espe42Bhe Humber DFBYteswritTen] F Dbl C WokigSa e n tonamarseen H : rename structur
7enc7 push ; 1pouerla ot T ilme * delete structure
ext:973768E8 push i 1pHunberOfBytesiritten F o € %PudegedTine lnnnnnmn BYTES. COLLAPSED STRUCT _s¥s1
.te:t 973768E9 push nflset aMimeUersiond_B : “MIME-Uersion @\ rinContent hoviid C % Frocessu Tae 00PN ; [00ORA09H BYTES. COLLAPSED STRUCT _DSUE
S79THEE call  strle F wien € Prcen |5
373768FS pop  id € Corme i i
97780k n = § ey tesTourite [ . 000D _PROGESS_INFORMATION struc ; (sizeaf-0xi0
text ia7arsnrs wversiont 0 1psir . :
text:a70768F Fi s CRT_MTEe sigix| | 0008 herocess aa
men sl i njecy
Gl gaiClostndl dd
O % WMO0U |5 i 1ehans. aa 7
e
7347 K210,-304) 10 nodes, 53 edos seqments, 0 aossivs THENRMATINN #nds

=10l x|
53-50 68 80 91 47 7 EB 51 ru_HOSESPRRCTT 4
91-37 37 FF 74 24 20 FF 15 "B._VPREC77 t§
10-FF 15 60 88 37 37 8D
FE-FF 59 8D 44 24 24 59
81 37 37 53 55-60 Ok 53 53 65 00 OB
D7 BB F& 83 FE-FF 75 OB 56 FF 15 10 y g
€O EB 3n 6 02-53 53 57 FF 15 68 BO 37 “779LuhjRSSH §h
24 14 58 BE ED-D3 37 37 50 56 BU 5C 2h "mDS“ pumun
o 08 08 50 59-56 57 FF 15 6k 89 97 97 * W §dh
o0 80 37 37 4A-91 58 SF SE 50 5B 81 Ch W § umix )
6 C3 81 EC W4-01 89 60 53 55 56 57 BF "R, .+BuDh. 500
0 57 60 B8 FF-35 14 AD 37 37 " ii 5977

Eiag

=

Loaded Type Lib
Fio Descighion
-

+ 1pFileHane

: niemplaterile
dwFlagsAndAttributes
uuCreationdisposition

IpSecurityattributes

Pcial dooked 1 Mciozoll Vieual O

8B F0 85 F& OF-84 BD 4D 80 80

ext:araravas I 38 nodes, 104 dge seguerks, 11 crosangs 55 56 FF 15 30-81 56 £8 77U §OBT7VNH
-textiaratipsz ateFilen - - ——— 70 ©A 0O DO BB-1D 5% B1 37 a7 Uu}EAETEZ7A
ext:37376934 edi, AT DN G relrRueR RO et . BC A3 97 97 56-FF cu 2o LOh-r 770 LT~ 1
.:ex: 27376936 edi, WFFFFFFFFR | I FE 15 8 80 37-37 FF 89 hu 2 18 “4PU GIATIC AD
short loc_37376946 EL: OR 88 FF 35 14-RD FF 15 ]
x yrrem e = IR0 TV
esi : Lo B R 700 57 55 56 FF 15-30 81 87 87 50
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7C 80 37 97 6A-U1 5B SF SE 50 58 B1
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7R sub_STHEAICHLIA

FaiTe
Searcring nnm EASE-SENSITIVELY for binary sEring ... |
Zearch fas
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A1.4.3 Dynamic Analysis Tools

Additional Dynamic Analysis tools include:
* Noriben

« Rundll32 (LOLBIn)

* Injector (Reflective DLL Injection)

« Ghidra
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A1.4.4 Memory Forensics Tools

MagnetForensics RAM Capture

Magnet RAM Capture =

RAM Capture v1
M AGN E T Copyright @ 2014 Maegnet Forensics Inc.
FOREN

Segment sizer  [Don't Split

http:/ fwww.magnetforensics.com

Save RAM capture to...
CiUsers\Jaime McQuaidiDesktop\jmram.dmp Browse

Cancel 7,018 of 8,946 MB
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A1.4.4 Memory Forensics Tools

r*’!' Belkasoft Live RAM Capturer { = I‘i:h‘1

Select output folder path:
D:\MemDumps\Suspecta|

Bel kaSOf't Live Loading device driver ... "

Physical Memory Page Size = 4096

RAM Ca Dtu re Total Physical Memory Size = 4095 MB
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A1.4.4 Memory Forensics Tools

Additional Memory Forensics tools include:
« Comae Dumplt

* Nirsoft Memdump

« Mandiant Redline
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A1.4.4 Memory Forensics Tools

Additional Memory Forensics tools include (cont.):
« Rekall WinPmem

« Volatility3, Volatility 2.6.x, Plugins, etc.
 MalHunt, AutoTimeliner, etc.

 Rekall
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A1.4.5 Incident Response Tools

Mame: SYCHOST.EXE T.. R.
Authar:

GUID: &5824333-d53b-4295-ae2a-933£0e0204

Description:
Initial indicator of compromise for "svchost exe” downloader

Mandiant I0C P
Editor - EEY

AND Lo

i~ Process Name contains swchost.exe

]

i + Process arguments contains not -k
E- AND
?"File Name contains svchost.exe
E- oR
?uFile Full Path contains not system3z
E----File Digital Signature Verified contains False
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A1.4.5 Incident Response Tools

GRR and
Velociraptor

O

(2]

&,
2,

C A Notsecure

x  +

ptor | C.388fdf:

Q

[ [ $Extend
[+ [ $Recycle Bin
[ [ $Secure:$SDH
[+ [ $Secure:5SII
[+ [ Boot
[#- [ DOCUME~1
[+ [ Documents and Settings
[+ [ PROGRA~1
[#- [ PROGRA~2
[ [ PROGRA-3
[+ [ PerfLogs
[ [ Program Files
[ [ Program Files (x86)
[+}- [7] ProgramData
[+ [J Recovery
[ [ SYSTEM~1
[+ [ System Velume Information
[} [ Users
[+ [ Windows
1 WG
] registry

| artifacts

kitps://localhost:8889/app.htmi#/clients/C.388fdf98a6f26ea’

Velocidex-01 @ connected
B  ER
$Bitmap 3261744
$Boot 8192
$Extend 656
$LogFile 67108864
L] SMFT 391643136
SMFTMirr 4096
$Recycle.Bin 56
£Sarura-8SNH 112
ntfs = WAC: SMFT
TextV HexView CSVView

First  Previous n 2.3 4 5 6 T

Offset

0x00000000 4
0x00000014 33
0x0D0000028
0xD000003c
0xD0000050
0x0D0000064
0x00000078
0x0000008c
0x000000a0
0x000000b4
0xD00000c8
0xD00000de 00

-TWXI-XT-X
-TWKT-XT-X
dirvinar-xr-x
-TWXT-XT-X
-TWKT-XT-X
-rUXIr-Xr-x
drwor-xr-x

Anarer-xr-:

Reports

@
@

2017-02-03103:16:542

2017-02-03T03:16:542
2017-02-03T03:16:547
2017-02-03T03:16:542
2017-02-03T03:16:542
2017-02-03T03:16:542
2017-02-03T03:16:592

x__2017.02.03TN1-1R-547
. ———

20M17-02-03103.16542L
2017-02-03T03:16:547
2017-02-03T03:16:547
2017-02-03T03:16:54Z
2017-02-03T03:16:547
2017-02-03T03:16:547
2017-02-03T03:16:59Z

2017-02-N13TN21R-547

- x
o
ﬁ nick
o

201/-02-0310316:544 ~
2017-02-03T03:16:547.
2017-02-03T03:16:547
2017-02-03T03:16:54Z
2017-02-03T03:16:547.
2017-02-03T03:16:547
2017-02-03T03:16:59Z

2017-02-N3ATN1R-FA7

2019-07-23 09:30:40 UT(]

https://github.com/google/grr
https://github.com/Velocidex/velociraptor
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A1.4.5 Incident Response Tools

Additional Incident Response tools include:

* The Yara Family:
« Yara, Rules, Yara-Merger, Yara-Endpoint, etc.

 Loki Scanner
« Facebook OSQuery
« ClamAV

Go to slides 64 and 65 to check out the full URLs https://t. me/learningn®®&/1: Section 01, Module 01, Appendix A - Caendra Inc. © 2020 | p.48


http://virustotal.github.io/yara/
https://github.com/Yara-Rules
https://github.com/lsoumille/Yara_Merger
https://github.com/Yara-Rules/yara-endpoint
https://github.com/Neo23x0/Loki
https://osquery.io/
https://www.clamav.net/

A1.4.6 Network Tools

j§ Fiddler Web Debugger
File Edit Rules Teools MView Help GET /bocok
':-J +4 Replay %~ b Resume ‘ Stream H% Decode | Keep: All sessions - @An}r Process 33 Find [l Save | [

Web Sessions << ] I3 FiddlerSeript | [] Filters
# Result  Protocol Host URL (3) Statistics | £ Inspectors
El 1 200 www. fiddler2.com  ffiddler2fupdatechede.asf [ Hoaders | Textview | SyntaxView | WebFd
[&] 2 302 download.mozila.org  ffproduct=firefox-19.0. 150N ML

HTTP
HTTP
Fid d | er B 200 HTTP download.cdn.mozil... fpub/mozilla.org/ffirefox)
§£#4 200 HTTP fiddler2.com  fiddler2/
HTTP
HTTP

ess{ 5 200 fiddler2.com  /Fiddler2/Fiddler.css GET Aiddler?/updatecheck asp¥isBeta=False HT
i 200 www . google-analyt. .. j Cache

(=7 200 HTTF fiddler2.com s Pragma: no-cache

[==]3 200  HTTP fide - Client

[Eife] 00 HTTP fiddler2.com e, Accept-Language: en-Us

10 00 HTTP fddler?. com . User-Agent: Fiddler/2.4.2.6 (.NET 2.0,5072;
= . . . — P . Miscellaneous

|ESw) 11 <lU Hl1TF QalEr 2. Com 25 i

= - . . - . - Referer: http://fiddler2.com/dient/2.4.2.6
(=] 12 200 HTTP ddler2.com s/

Transformer Headers Text\View Synt=
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A1.4.6 Network Tools

Xplico Interface

User: deft

Help Logout

(Pc ap set]

Sols Case name case 2 Add new pcap file:
Session Name day 2 | | Browse...
Emall start Time 0000-00-00 00:00:00
- End Time 0000-00-00 00:00:00 Upload
P Status EMPTY List of all pcap files
Web
Images  (‘Related HTTP (" Related MMs ("Related siP [ Related RTPNoIP )
Printer Post 0 Number o] Calls 0
Get 0 Contents 0
Ftp Video 0 Video 0
MMS Images 0 Images 0
GeoMap
( Related Emails ( Related F1P ( Related nNTP ) (Relatedire J
Received 4] Connections 4]
sended 0 Downloaded 0O
Unreaded 0/0 Uploaded 0

( Related Printed files

Pdf 0

[ plico Jora J|[crscenr TN verson [oc]

https://www.xplico.org/
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A1.4.6 Network Tools

Additional Network tools include:
 Mandiant AptDNS
 WinDump

o CaptureBAT

* NetworkMiner

« PassiveDNS

« Stenographer
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A1.4.7 Visualization Tools

@ ProcDOT - CUsers\userl\.procdot\default.pd

File Edit View Filtters Plugins 7
Monitoring Logs Render Corfiguration

CERTat o
- Windump I:I [Jnopaths  [Jcompressed  []dumb °Q

ProcDOT or
here

B W« b = B W 10fps @
Status: OK Frame: - Time: - | |
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A1.4.7 Visualization Tools

Additional Visualization tools include:
e XDot
« Graphiz
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A1.4.8 Framework Tools

The main Framework
tool is Viper.

LVIPERSS
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References

Here’s a list of all references linked or used in this course.

Awesome Malware Analysis

https://github.com/rshipp/awesome-malware-analysis

Malware Analysis List of Useful Stuff

https://github.com/P3t3rp4rk3r/Malware-Analysis

Security Onion

https://securityonion.net/

Tsurugi Linux

https://tsurugi-linux.org/downloads.php

Windows 10

https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
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https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

References
VMWare

https://www.vmware.com/products/workstation-pro.html

VirtualBox

https://www.virtualbox.org/

Exiftool

https://www.sno.phy.queensu.ca/~phil/exiftool/

HxD Hex Editor
https://mh-nexus.de/en/hxd/

Free Hex Editor Neo

https://www.hhdsoftware.com/free-hex-editor

bstrings

https://ericzimmerman.github.io/#.index.md
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References

Bin Text

http://b2b-download.mcafee.com/products/tools/foundstone/bintext303.zip

StringSifter

https://www.fireeye.com/blog/threat-research/2019/09/open-sourcing-stringsifter.html

Exeinfo PE (latest version)

http://www.exeinfo.xn.pl/

ExeinfoPE (older version)

https://tuts4you.com/download/3565/

PEiD
https://tuts4you.com/e107_plugins/download/download.php?view.398

signatures
https://github.com/wolfram77web/app-peid
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References

Detect it Easy (DiE)
http://ntinfo.biz/index.html

CFF Explorer
https://ntcore.com/?page_id=388

Dependency Walker

http://dependencywalker.com/

PE Studio

https://winitor.com/

Resource Hacker

http://angusj.com/resourcehacker/

TitanMist
https://www.reversinglabs.com/open-source/titanmist
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References

ASPack (trail)

http://www.aspack.com/downloads.html

Reflective PE Packer: Amber
https://github.com/EgeBalci/Amber

Microsoft Sysinternals Suite

https://docs.microsoft.com/en-us/sysinternals/

RegShot

https://sourceforge.net/projects/regshot/

API Monitor

http://www.rohitab.com/apimonitor#Download

PE Capture

https://www.novirusthanks.org/products/pe-capture/
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References

X64dbg
https://x64dbg.com/#start

Immunity Debugger

https://www.immunityinc.com/products/debugger/

IDA Pro

https://www.hex-rays.com/products/ida/

Noriben
https://github.com/Rurik/Noriben

Injector (Reflective DLL Injection)

https://github.com/stephenfewer/ReflectiveDLLInjection

Ghidra
https://www.ghidra-sre.org/
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References

MagnetForensics RAM Capture

https://www.magnetforensics.com/resources/magnet-ram-capture/

Belkasoft Live RAP Capture

https://belkasoft.com/ram-capturer

Comae Dumplt

https://www.comae.com/dumpit/

Nirsoft Memedump

https://nircmd.nirsoft.net/memdump.html

Rekall WimPmem

https://rekall.readthedocs.io/en/gh-pages/Tools/pmem.html

Mandiant Redline

https://www.fireeye.com/services/freeware/redline.html
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Volatility 3
https://github.com/volatilityfoundation/volatility3/

Volatility 2.6.x

https://github.com/volatilityfoundation/volatility

Volatility Plugins

https://github.com/volatilityfoundation

MalHunt

https://github.com/andreafortuna/malhunt

AutoTimeliner

https://github.com/andreafortuna/autotimeliner

Rekall
http://www.rekall-forensic.com/
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Mandiant I0C Editor

https://www.fireeye.com/services/freeware/ioc-editor.html

GRR
https://github.com/google/grr

Velociraptor

https://github.com/Velocidex/velociraptor

Yara
http://virustotal.github.io/yara/

Yara Rules
https://github.com/Yara-Rules

Yara-Merger
https://github.com/Isoumille/Yara_Merger
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Yara-Endpoint

https://github.com/Yara-Rules/yara-endpoint

Loki Scanner

https://github.com/Neo23x0/Loki

Facebook OSQuery
https://osquery.io/

ClamAV

https://www.clamav.net/

Fiddler

https://www.telerik.com/fiddler

Xplico
https://www.xplico.org/
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Mandiant AptDNS

https://www.mandiant.com/assets/ApateDNS.zip

WinDump

https://www.winpcap.org/windump/install/default.htm

CaptureBAT
https://www.honeynet.org/projects/old/capture-bat/

NetworkMiner

https://www.netresec.com/?page=NetworkMiner

PassiveDNS

https://github.com/gamelinux/passivedns

Stenographer

https://github.com/google/stenographer
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ProcDot

https://procdot.com/index.htm

ProcDOT

https://www.cert.at/en/downloads/software/software-procdot

XDot
http://gecos.gforge.inria.fr/doku/doku.php?id=doc:faq:opendotfiles

Graphiz
https://graphviz.org/download/

Viper
https://viper.li/en/latest/
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