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Project Objectives:

e To successfully upload the website's files to the S3 bucket using
various methods.

e To ensure that the upload process is secure, efficient, and aligns
with best practices.

e To lay the groundwork for future updates and maintenance through
automated CI/CD processes.

ICON KEY

Throughout this Project, we use various icons to highlight different types

of instructions and notes. Here's what each icon signifies:

Note: Offers a helpful hint, tip, or piece of crucial guidance.

e [ 1| Learn More: Directs you to additional sources for more detailed
information.

e | Caution: Points out information that, while not critical, is
important and missing it might necessitate redoing steps.

e & WARNING: Indicates an action that's permanent with potential
consequences that could cause process failure or irreversible
changes.

e [ Expected Output: Shows a sample of the expected result to

help confirm correct execution of a command or file edit.
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e m Command: Denotes a specific command that you're required to
execute.

e . Consider: Encourages you to reflect on how to apply a concept
in your scenario or to spark a discussion related to the topic at
hand.

COMMON ERRORS

e Command not found errors

e The "aws --version" command returns a different version than you
installed

e The "aws --version" command returns a version after uninstalling
the AWS CLI

e The AWS CLI processed a command with an incomplete parameter
name

e Access denied errors

e Invalid credentials and key errors

e Signature does not match errors

e SSL certificate errors

e I'm using the Amazon S3 static website feature but getting an
Access Denied error. Why is this happening?

Refer to COMMON ERRORS - EXPLANATION SECTION for the solution.

Start Project:

Welcome back to Project 10 Solution page!

In Project 9 you were able to deploy a Static website in Amazon S3.

In this Project 10. As a Cloud Solutions Architect at EpicReads, your task
is to deploy the company's main website with a customised website

template to Amazon S3 bucket.

You will involve the task using different methods such as the
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e AWS Management Console,
AWS CLI, and

e Automated CI/CD pipeline, ensuring a smooth and efficient upload
process.

Let’s start right now!

Task 1.Upload the website's files using AWS
Management Console

STEP 1: Create Amazon S3 Bucket

Navigate to S3 bucket by just typing the service on to the Search box in
the Navigation bar (Figure 10.1: Navigate to S3 bucket)

aWws i services | Q S3 X/ B & ® & Nvignav Pravinmishra @ thecloudadvisory2061 ¥

83 RDS
Search results for 'S3'
Services

Features (30)
& S3 &

Scalable Storage in the Cloud

Resources ' New

Documentation (24,140)

Top feat

Knowledge Articles (292) RPULLID
Buckets Access points Storage Lens dashboards Batch Operations

Marketplace (1,539)

Figure 10.1: Navigate to S3 bucket

Click on Create bucket (Figure 10.2: Create bucket)

(2] L ® & Global v Pravinmishra @ thecloudadvisory2061 ¥

Create a bucket

Amazon S3
Store and retrieve any amount of
data from anywhere

Every object in 53 is stored in a bucket. To upload
files and folders to 53, you'll need to create a
bucket where the objects will be stored.

ct storage service that offers industry-leading scalability, data availal

Figure 10.2: Create bucket
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Under general configuration Choose AWS region, give the Bucket name
(Figure 10.3: General configuration)

1] Learn More: To check the guidelines for Bucket naming rules you may
check here

Option+S] 2] sy ® (O] Global v Pravinmishra @ thecloudadvisory2061 v

Amazon$3 > Buckets > Create bucket

Buckets are containers for data stored in $3. Learn more [

General configuration

AWS Region

| sia Pacific (Mumbai) ap-south-1 v

Bucket name  Info

I epicready I

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

‘ Choose bucket

Format: s3://bucket/prefix

Figure 10.3: General configuration

Scrolling down uncheck the checkbox Block Public Access settings for this
bucket. So that the files in the S3 bucket will be Publicly accessible.

Click on the checkbox that you acknowledge the current settings (Figure
10.4: Uncheck Block all public access)

3 ervices Searct Option+S: obal ¥ Pravinmishra @ thecloudadvisory2061 v
aws S Q r Global ishra @ thecloudadvisory206°

%63 RO

Block Public Access settings for this bucket

Public access s granted to buckets and objects through access control lists (ACLS), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [4

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

(7] Block public access to buckets and objects granted through new access control lists (ACLs)
53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLS for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to 53 resources
using ACLs.

[7] Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to S3 resources.

[ Block public and cross-account access to buckets and objects through any public bucket or access point
policies

53 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and
objects.

Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

acknowledge that the current settings might result in this bucket and the
bjects within becoming public.
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Figure 10.4: Uncheck Block all public access

Click on the button Create bucket (Figure 10.5: Create bucket)

Services Q. search [Option+S]

No tags associated with this bucket.

Add tag

Default encryption info
Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
© Server-side encryption with Amazon S3 managed keys (SSE-S3)
> Server-side encryption with AWS Key Management Service keys (SSE-KMS)

<> Dual-layer server-side encryption with AWS Key Management Ser
Secure your objects with two separate layers of encryption. For details on pi
Amazon S3 pricing page. [}

e keys (DSSE-KMS)
9. see DSSE-KMS pricing on the Storage tab of the

Bucket Key
Using an S3 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 53 Bucket Keys aren't supported for DSSE-
KMS. Learn more [Z

O Disable
© Enable

» Advanced settings

(@) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel

Figure 10.5: Create bucket
You will find a success message on top, and thus you have created a S3
bucket for EpicReads. (Figure 10.6: EpicReads S3 bucket)

aws Services S h [Option+S B 4& @ & Globalv Pravinmishra @ thecloudadvisory2061 v

03 RDS

© Sucestutycrated ket el x

To upload files and folders, or to configure additional bucket settings, choose View details.

Amazon S3 > Buckets

¥ Account snapshot View Storage Lens dashboard

Storage lens provides visibility into storage usage and activity trends. Learn more [

Total storage Object count Average object size You can enable advanced metrics in the

@ Pending @ Pending @ Pending "default-account-dashboard" configuration.
General purpose buckets Directory buckets

General purpose buckets (1) info C Create bucket

Buckets are containers for data stored in 3. Learn more [4

Q Find buckets by name 1 (o]
Name - AWS Region v Access v Creation date v
) epicreads Asia Pacific (Mumbai) ap-south-1 Objects can be public January 10, 2024, 15:57:11 (UTC+05:30)

Figure 10.6: EpicReads S3 bucket

STEP 2: Upload Object on S3 bucket
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The bucket is all set, as you are going to deploy a static website, upload
the website's files - including HTML, CSS, JavaScript, and media files - to
the designated epicreads S3 bucket configured for website hosting.

Click on the S3 bucket name ‘epicread’ (Figure 10.7: Click on ‘epicreads’)

L ® & Global v Pravinmishra @ thecloudadvisory2061 v

Amazon S3 > Buckets

v Account snapshot View Storage Lens dashboard

Storage lens provides visibility into storage usage and activity trends. Learn more [

Total storage Object count Average object size You can enable advanced metrics in the

@ Pending @ Pending @ Pending "default-account-dashboard" configuration.
General purpose buckets Directory buckets
General purpose buckets (1) info C Create bucket
Buckets are containers for data stored in S3. Learn more @
Q_ Find buckets by name 1 &
Name 4 | AWS Region v | Access v | Creation date v

(@] Asia Pacific (Mumbai) ap-south-1 Objects can be public January 10, 2024, 15:57:11 (UTC+05:30)

Figure 10.7: Click on ‘epicreads’

Choose the 'Upload’ option (Figure 10.8: Choose Upload)

L4 @ &  Globvalv Pravinmishra @ thecloudadvisory2061 v

Amazon S3 > Buckets > epicreads

®
- ®
epicreads e

Objects Properties Permissions Metrics Management | Access Points

Objects (0) info

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventon

[ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

c Actions ¥ Create folder [ Upload
Q Find objects by prefix
Name a | Type v | Lastmodified v | size v | storage class v

No objects

You don't have any objects in this bucket.

Figure 10.8: Choose Upload

Click on Add Folder and locate your files that you have to upload to S3
bucket.(Figure 10.9: Add Folder)
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® L ® & Global v Pravinmishra @ thecloudadvisory2061 ¥

Amazon S3 > Buckets > epicreads > Upload

®
@

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) add iles |

Al files and folders in this table will be uploaded.

Q Find by name 1
Name v | Folder v | Type v | size v

No files or folders

You have not chosen any files or folders to upload.

Figure 10.9: Add Folder

Click on the folder and click on the Upload button. Once again click on
Upload (Figure 10.10: Upload epicreads Images)

~ T epicreds images Q.

Bm epicreds images >

Cancel Upload

Figure 10.10: Upload epicreads Images

You can see that there are files to get uploaded. Click on Upload button
now (Figure 10.11: Upload objects)
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® & ® @ oy Pravinmisha @ thecloudadvisory2061 v

®
Upload . ®

Add the files and folders you want to upload to $3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (7 Total, 58.2 KB) Remove Add files

All files and folders in this table will be uploaded.

Q Find by name 1

a Name v Folder v Type v Size v
a images5.jpeg epicreds images/ image/jpeg 8.0KB

a image1.jpeg epicreds images/ image/jpeg 6.0KB

[m] images4.jpeg epicreds images/ image/jpeg 8.8KB

a images3.jpeg epicreds images/ image/jpeg 11.3KB

(] images2jpeg epicreds images/ image/jpeg 6.8K8

[m] images7.jpeg epicreds images/ image/jpeg 7.4KB

() imagesé jpeg epicreds images/ image/jpeg 9.8K8

Destination info

Destination
53/ /epicreads

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

» Properties
Specify storage class, encryption settings, tags, and more.

Cancel

Figure 10.11: Upload objects

You will find the Success message on top and click on Close button
(Figure 10.12: Uploaded successfully)

R R R L e ————

© Upload succeeded
View details below.

Upload: status Close

@ The information below will no longer be available after you navigate away from this page.

Summary

Destination Succeeded Failed
s3:/fepicreads @ 7 files, 58.2 KB (100.00%) © Ofiles, 0B (0%)
Files and folders Configuration

Files and folders (7 Total, 58.2 KB)

Q_ Find by name 1
Name Folder v | Type v | size v | status v | Eror v
images5.jpeg epicreds images/ image/jpeg 8.0KB © Succeeded -
image1.jpeg epicreds images/ image/jpeg 6.0KB © Succeeded -
images4.jpeg epicreds images/ image/jpeg 8.8KB @ Succeeded -
images3.jpeg epicreds images/ image/jpeg 11.3KB © Succeeded
images2.jpeg epicreds images/ image/jpeg 6.8KB © Succeeded -
images7.jpeg epicreds images/ image/jpeg 7.4KB @ Succeeded -
images6.jpeg epicreds images/ image/jpeg 9.8KB © Succeeded -

Figure 10.12: Uploaded successfully
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STEP 3: Access the Object URL on S3 Bucket

When you save your files into S3 bucket, you will find list of objects that
you have uploaded a while ago.

Click on any of the image files (Figure 10.13: Imagel)

Pravinmishra @ thecloudadvisory2061 ¥

Amazon S3 X Amazon S3 > Buckets > epicreads ) epicreds images/

suckets epicreds images/ Copy 53 URI

Access Grants
Access Points Objects | Properties

Object Lambda Access Points

Multi-Region Access Points

Batch Operations. Objects (7) o
1AM Access Analyzer for S3 Objects are the fundamental entities stored in Amazon 3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explictly grant them permissions. Learn more [}
Cc Actions ¥ Create folder [l Upload
Block Public Access settings for
this account t ‘ Q Find objects by prefix 1 @
¥ Storage Lens [ Name a | Type v | Lastmodified v | size v | storage class v
Dashboards ‘ s ; ) January 11, 2024, 06:46:18 60KB  Standard
Storage Lens groups imageJpeg Jpeg (UTC+05:30) near
AWS Organizations settings o n January 11, 2024, 06:46:19 "
images2 jpet e 68KB  Standar
9e2ipeg Jpes (UTC+05:30)
January 11, 2024, 06:46:18
Feature spotlight @) [ images3.jpeg ipeg (UTC+05:30) 113k8 Standard
J 11,2024, 06:46:18
O O imagesd.jpeg jeg anen Y 8.8KB Standard

UTC+05:30
» AWS Marketplace for S3 ( d

January 11, 2024, 06:46:17

D imagess jpeg ipeg (UTC+05:30) 80KB  Standard

January 11, 2024, 06:46:19
[ O imagesé.jpeg jpeg (UTC+05:30) 9.8KB Standard

Januar 'y 11, 2024, 06:46:19
O D images7jpeg ipeg (UTcs08:30) 74K8  Standard

Figure 10.13: Imagel

There is a unique URI created for each object, which includes the bucket
name as the domain.

Now click on the Object URL to access the Website on the web browser
(Figure 10.14:0bject URL )
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©® & ® @ oy Pravinmisha @ thecloudadvisory2061 v

X Amazon $3 > Buckets > epicreads > epicredsimages/ > imagel.jpeg ]
" N Copy 53 URI 1 Download | [ open [2 Obiject actions v [c]
image.jpeg e
Properti Permi Ve
Object overview
Owner S3 URI
1729a7766 s3://epicreads/epicreds images/image1.jpeg
Block Public Access settings for
HoleAd ings for AWS Region Amazon Resource Name (ARN)
this account t Asia Pacific (Mumbai) ap-south-1
.
¥ Storage Lens Last modified
Dashboards January 11, 2024, 06:46:18 (UTC+05:30) Entity tag (Etag)
(9 1287033e4bab21882e024{7d6466079
Storage Lens groups Size
AWS Organizations settings 6.0KB Object URL
Type https://epicreads.s3.ap-south-1.amazonaws.com/epicreds+images/image1.jpeg
Feature spotlight @) ipeg
Key
» AWS Marketplace for 53 epicreds images/image1 jpeg

Figure 10.14:0bject URL

By default, the permissions on an object are private (Figure 10.15: Error
page)

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Error>
<Code>AccessDenied</Code>
<Message>Access Denied</Nessage>
<RequestId>PBDD3VX7HASTZ1D5</RequestId>
<HostId>1BzRhZkpeEIt5e02X/Le+ntD175s]zNgtoTvw6EIzLANrAIdqQ4INDDII 0do00cnG1A] ufG/uB4=</Host d>
</Error>

Figure 10.15: Error page

Note: You can set up access control policies to grant permissions to
others. You can create a public object using individual Actions.

But this is not often necessary compared to enabling the S3 bucket. When
an object is uploaded to the bucket your object is automatically accessible
publicly.

STEP 4: Enable S3 Bucket on Public Access

Get back to Buckets, click on ‘epicreads’ bucket name.

Select Bucket Policy under Permissions tab
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Use the following S3 policy below on the editor area and then enter your
bucket name ‘epicreads’ for Resource key and click on Save changes
(Figure 10.16: epicreads Permission)

= Command:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Public S3 Bucket",
"Effect": "Allow",
"Principal”: "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::epicreads/*"
}
]
}

Figure 10.16: epicreads Permission

STEP 5: Verify the Object URL for Public Access

Now click on the Objects, click on epicread images/, Select any of the
images (Figure 10.17: Objects of epicreads)
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& 4 0 ®

Global ¥ Pravinmishra @ thecloudadvisory2061 ¥

Amazon S3 X

Access Grants

Access Points
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

1AM Access Analyzer for 53
Block Public Access settings for
this account

v Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight (@)

» AWS Marketplace for 3

AmazonS3 > Buckets > epicreads > epicreds images/

epicreds images/

Objects Properties

Objects (7) mfo

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to gt alistof al objectsin your bucket. For others to access your objects, you'll need to expliily grant them permissions. Leam more [

[c]

Q_ Find objects by prefix

] Name
0
] D images2 jpeg

] D images3.jpeg

] [ imagesdipeg

] [ imagesSjpeg

] D imagessjpeg

] B images7.jpeg

a | Type
ipeg
ipeg
ipeg
ipeg
ipeg
ipeg

ipeg

A

v Create folder

Last modified v |
January 11, 2024, 06:46:18 (UTC+05:30)
January 11, 2024, 06:46:19 (UTC+05:30)
January 11, 2024, 06:46:18 (UTC+05:30)
January 11, 2024, 06:46:18 (UTC+05:30)
January 11, 2024, 06:46:17 (UTC+05:30)
January 11, 2024, 06:46:19 (UTC+05:30)

January 11, 2024, 06:46:19 (UTC+05:30)

A Upload

size

6.0KB

68KB

113KB

88KB

8.0KB

9.8KB

7.4K8

comssunt |

Storage class v
Standard
Standard
Standard
Standard
Standard
Standard

Standard

Figure 10.17: Objects of epicreads

You will find the Object URL link. Now click on the Object URL to access

the Website on the web browser (Figure 10.18: imagel URL)

Services | Q Searc

Amazon S3

Access Grants

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
this account

¥ Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight °

» AWS Marketplace for S3

X Amazon S3 > Buckets » epicreads > epicredsimages/ » imagel.jpeg

imagel.jpeg e

Fermissons

Object overview

Owner

cea2a29eddfa7467363fe974

AWS Region

Asia Pacific (Mumbai) ap-south-1

Last modified
January 11, 2024, 06:46:18 (UTC+05:30)

Size
6.0KB

Type
ipeg

Key

epicreds images/image1.jpeg

4 O ®©

Global v

Pravinmishra @ thecloudadvisory2061 v

Copy S3 URI H M Download

|| open &2 ][ obiectactions v ®

S3 URI

0717a9a7766

Amazon Resource Name (ARN)

arn:aws:s3::

Entity tag (Etag)

$3:/ /epicreads/epicreds images/image1.jpeg

epicreads/epicreds images/image1.jpeg

1a87033e4bab21882e024f7d6d6f6079

Object URL

gel.jpeg

https://epicreads.s3.ap-south-1.amazonaws.com/epicreds+images/ima

Figure 10.18: imagel URL

Well you will be able to see the imagel being publicly accessible (Figure
10.19: imagel)
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< C M °5 epicreads.s3.ap-south-1.amazonaws.com/epicreds+images/imagel.jpeg Px g

Figure 10.19: imagel

So here ends TASK 1. Let's see how AWS CLI can be used to HOST static
website content

Task 2. Upload and verify that the files are
correctly uploaded using AWS CLI

STEP 6: Install and configure the AWS CLI

1] Learn More: Well explained video to install and configure AWS CLI is
already there in the

Module 2. Getting Started with AWS -

Project 4: Installing and Verifying AWS CLI for EpicReads

Following the above project you are all set to do TASK 2.
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STEP 7: Download website template for EpicReads

Click on the link TemplateMo to download free website templates.

Scrolling down, choose any one of the templates for EpicReads and click
on it. (Figure 10.20: Website template)

23 templatemo.com

E——— o

Discover. Learn. Enjoy

BEST GAMING SITE EVER!

==
HURRY!
GET/THE BEST
VILLA FOR YOU

About The Book
Tronding Games =
ek
Villa Agency Topic Listing Lugx Gaming Ebook Landing

Villa Agency is a professional HTML Topic Listing includes 4 HTML pages Lugx Gaming Shop Template is based This template is an ebook landing
CSS template with Bootstrap v5.3.0 for home, listing, detail and contact on Bootstrap 5 CSS library. This blue page or one-page layout for digital
responsive framework. There are Homepage features many sections color layout used Bootstrap v5.3.0 books. There are 6 different sections
Property Listing page and.. such as search bar... alpha 1 specifically.... including content...

Figure 10.20: Website template

Scroll down to the bottom of the page and click on the Download button
(Figure 10.21: Website templateTemplate Download)

s By CerEto oo

Free Templates > 588 Ebook Landing
Tags: landing-page. bootstrap-5. digital-marketing. css

Ebook Landing Template is 100% free to download for anyone. You are allowed to download. edit and use this Ebook Landing HTML CSsS

layout for your commercial or non-commercial sites. Please share Ebook Landing Template to your friends. Thank you.
54 =

Added: 29 March 2023 Views: 65,044 Downloads: 9.044

Download Full-size Screenshot Contact Form PHP Script
HTML Templates

Figure 10.21: Website templateTemplate Download

STEP 8: Locate the downloaded file in your terminal
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Open your terminal, check for the downloaded file with command given
below (Figure 10.22: Locate the downloaded file)

PravinMishra: pwd
/Users/user/Downloads/templatemo_588_ebook_landing

PravinMishra: 1s

css fonts images index.html js
PravinMishra: [

Figure 10.22: Locate the downloaded file

STEP 9: Create Amazon S3 bucket

In your terminal use the command below to see the list of buckets you
have created in S3

m Command: aws s3 Is

Expected Output: It would give list of buckets created else it would
go to the next command line.

Now use the below command to create the command

m Command: aws s3 mb s3://epicreads

Note: Refer the /ink to know the guidelines for naming the bucket

Expected Output: make_bucket: epicreads (Figure 10.23: Create
bucket)

PravinMishra:

PravinMishra:jlaws s3 mb s3: EpicReads

make_bucket failed: s3: //EplcReads An error occurred (InvalidBucketName) when ca
1lling the CreateB he specified bucket is not valid.
PravinMishra:
make_bucket: eplcreads

PravinMishra: aws s3 1s

2024-01-08 11:41:04fepicreads |

PravinMishra:

Figure 10.23: Create bucket
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STEP 10: Edit static website hosting

Navigate back to S3 bucket from your console (Figure 10.24: Navigate to
S3 bucket)

aWws 232 services | Q s3 B £ ® &  stokhomv pravinmishra @ thecloudadvisory2050 ¥

Search results for 's3' o default layout + Add widgets
Services See 2 est ®
Features (30) Create application :
Resources ' New & S3 %
Scalable Storage in the Cloud
Documentation (24,133)
@ Knowledge Articles (292) JLopifscturss jcati l
Marketplace (1,539) 1
@ Blogs (1,343)
Events (25) chive Storage in the Cloud Region v | Originating account
Tutorials (13)
v Family Y¢
Large Scale Data Tral ::Sapplicatmn
B
@ St
Hybrid Storage Integration
Figure 10.24: Navigate to S3 bucket
You will find the bucket that has been created, click on the bucket nhame
epicread (Figure 10.25: epicreads bucket)
Amazon S3 X Amazon S3
[l
S T
Access Grants Storage lens provides visibility into storage usage and activity trends. Learn more [}

Access Points

Object Lambda Access Points Total storage Object count Average object size
@ Pending @ Pending @ Pending
Multi-Region Access Points
Batch Operations You can enable advanced metrics in the
1AM Access Analyzer for 53 ‘default-account-dashboard" configuration.
Block Public Access settings for General purpose buckets Directory buckets
this account
v Storage Lens
General purpose buckets (1) info C Create bucket

Dashboard:
shboards Buckets are containers for data stored in $3. Learn more [

Storage Lens groups

AWS Organizations settings ‘ Q Find buckets by name ‘ 1 @

Name A | AWS Region v Access v | Ccreation date v

Featt tlight
eature spotlight @) - o _ : : January 8, 2024, 11:41:03
O | epicreads Asia Pacific (Mumbai) ap-south-1 Bucket and objects not public (UTC+05:30)

Figure 10.25: epicreads bucket

As you click you will find there is nothing in the Objects’ section (Figure
10.26: EpicReads Objects).

https://t.me/learningnets



Amazon S3

Buckets

Access Grants

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
this account

v Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight @)

Amazon S3 > Buckets > epicreads

epicreads i

Objects (0) info

Objects are the fundamental entities stored in Amazon S3. You can use Amazon

Management Access Points

53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more [

[ Actions v H Create folder ‘ [ upload

| e

‘ Q. Find objects by prefix

Name a | Type v Last modified v Size v Storage class v
No objects

You don't have any objects in this bucket.

@ Upload

Figure 10.26: EpicReads Objects

Choose Properties and scroll down to the option Static website hosting
and click on Edit button. ( Figure 10.27: Static website hosting)

Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
this account

v Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight (@)

> AWS Marketplace for S3

'UDJECT LOCK

EQT

Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed amount of time or indefinitely. Object Lock works only in
versioned buckets, Learn more

Object Lock
Disabled

Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [}

Requester pays
Disabled

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [4

Static website hosting
Disabled

Figure 10.27: Static website hosting

Click on Enable radio button, choose Host a static website for the option

Hosting Type.

To specify the home or default page of the website, copy paste
‘index.html’ in the download folder from the terminal to the index
document option in Properties (Figure 10.28: index.html)
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/Users/user/Downloads/templatemo_588_ebook_landing
PravinMishra: aws s3 1ls
2024-01-08 11:41:04 epicreads
PravinMishra: 1s

- aws css
awscliv2.zip fonts
PravinMishra: [

images js
I index.html I

Figure 10.28: index.html

When the webpage faces an error, give 404.html to display the error page
and click on Save changes button (Figure 10.29: Edit static web hosting)

Amazon S3 X Amazon S3 > Buckets > epicreads > Edit static website hosting

| suckets | |Edit static website hosting

Access Grants
Access Points Static website hosting

i i i e]
Object Lambda Access Points Use this bucket to host a website or redirect requests. Learn more [/}

Multi-Region Access Points
Static website hosting

(O Disable

IAM Access Analyzer for S3 O Enable

Hosting type

Batch Operations

Block Public Access settings for

this account

Vv Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight °

Io Host a static website I
Use the bucket endpoint as the web address. Learn more [4

O Redirect requests for an object
Redirect requests to another bucket or domain. Learn more [/}

@ For your customers to access content at the website endpoint, you must make all your content publicly
readable. To do so, you can edit the S3 Block Public Access settings for the bucket. For more information, see
Using Amazon S3 Block Public Access [4

Index document

Specify the home or default page of the website.

I index.html ‘I

» AWS Marketplace for S3
Error document - optional
This is returned when an error occurs.

I 404.html ||

Redirection rules - optional
Redirection rules, written in JSON, automatically redirect webpage requests for specific content. Learn more E

Figure 10.29: Edit static web hosting
You will find the success message on top. Scrolling down to the Static

website hosting section you will find the /ink of you bucket, click on it to
open the link (Figure 10.30: Static website link)
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Amazon S3 X © Successfully edited static website hosting. %
Use an accelerated endpoint for faster data transfers. Learn more [

Access Grants Transfer acceleration
Disabled

Access Points

Object Lambda Access Points

Multi-Region Access Points . i
Object Lock Edit

Batch Operations
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed amount of time or indefinitely. Object Lock works only in versioned buckets. Learn more [

1AM Access Analyzer for $3

Object Lock
Block Public Access settings for Disabled
this account
¥ Storage Lens |
N Requester pays -

Dashboards When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [4
Storage Lens groups
AWS Organizations settings Requester pays

Disabled

Static website hosting Edit

» AWS Marketplace for S3 Use this bucket to host a website or redirect requests. Learn more [4

Feature spotlight (@)

Static website hosting
Enabled

Hosting type

Bucket hosting

Bucket website endpoint

‘When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more [4

I {3 http://epicreads.s3-website.ap-south-1 com [4 I

Figure 10.30: Static website link

STEP 11: Edit bucket settings

Now you will find webpage 403 Forbidden (Figure 10.31: 403 Forbidden)

403 Forbidden

* Code: AccessDenied

* Message: Access Denied

¢ Requestld: 64086Z8TKE2QYTRY

e Hostld: 2fFPQsUdBKspZUhWMiK48k1GCB4Y0b/JyogWaHry06MEhwLp/9FiO/bmMIH7rTs3irVa2a6bHOg=

An Error Occurred While Attempting to Retrieve a Custom Error Document

e Code: AccessDenied
e Message: Access Denied

Figure 10.31: 403 Forbidden

Note: By default you create any bucket, it is not publicly accessible.
To make the bucket accessible, click on Permissions and you will find that

Block all public access is ON. Click on Edit button (Figure 10.32: Bucket
settings)
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Amazon S3 X Amazon 3 > Buckets ) epicreads

epicreads i

Access Grants

Access Points Objects Properties Metrics Management Access Points

Object Lambda Access Points

Multi-Region Access Points O q
Permissions overview
Batch Operations

1AM Access Analyzer for S3
Access

Bucket and objects not public

Block Public Access settings for
this account

I Block public access (bucket settings) I

v Storage Lens

Public access is granted to buckets and objects through access control lists (ACLS), bucket policies, access point policies, or all. In order to ensure that public access to all your 53 buckets and objects is blocked, turn on Block all

Dashboards public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

Storage Lens groups

AWS Organizations settings

Feature spotlight @) » Individual Block Public Access settings for this bucket

Figure 10.32: Bucket settings

Uncheck the checkbox Block all public access, click on Save changes,type
confirm and click on Confirm button (Figure 10.33: Unblock public access)

Amazon S3 X Amazon S3 > Buckets > epicreads > Edit Block public access (bucket settings)

Buckets |Edit Block public access (bucket settings)

Access Grants

Access Points Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to

Object Lambda Access Points ensure that public access to all your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this

Multi-Region Access Points bucket and its .accfass pnl.ntsA AWS recomme.nds that yo}J turn on Block all p.ubllc access, but befo.re applying any of these settln?s, ens!JreV
that your applications will work correctly without public access. If you require some level of public access to your buckets or objects within,
Batch Operations you can customize the individual settings below to suit your specific storage use cases. Learn more [4

IAM Access Analyzer for S3

L Block all public access I
urning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.
Block Public Access settings for
this account [} Block public access to buck and obj g d through new access control lists (ACLs)

S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access

ACLs for existing buckets and objects. This setting doesn’t change any existing permissions that allow public access to S3 resources
v Storage Lens

using ACLs.
Dashboards
= [J Block public access to buckets and objects granted through any access control lists (ACLs)
Storage Lens groups S3 will ignore all ACLs that grant public access to buckets and objects.
AWS Organizations settings [C] Block public access to buckets and objects granted through new public bucket or access point policies
S3 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to S3 resources.
Feature spotlight e ["] Block public and cross-account access to buckets and objects through any public bucket or access point

policies
S3 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and

objects.
Cancel ;

» AWS Marketplace for S3

Figure 9.19: Unblock public access

Clicking once again the bucket link you will the same 403 Forbidden page
(Figure 10.33: Bucket link)
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Amazon S3 X Transfer acceleration ‘ Edit ‘

Use an accelerated endpoint for faster data transfers. Learn more [

"Access Grants Transfer acceleration
Access Points Disabled
Object Lambda Access Points
Multi-Region Access Points
Object Lock ‘ Edit ‘

Batch Operations
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed amount of time or indefinitely. Object Lock works only in versioned buckets. Learn more [

1AM Access Analyzer for 53

Obiject Lock
Block Public Access settings for Disabled
this account
v Storage Lens
g Requester pays ‘ — ‘

Dashboards When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket s disabled. Learn more [7}
Storage Lens groups
AWS Organizations settings Requester pays

Disabled

Feature spotlight (@)

Static website hosting ‘ Edit ‘

» AWS Marketplace for 3 Use this bucket to host a website or redirect requests. Learn more [}

Static website hosting
Enabled
Hosting type
Bucket hosting
Bucket website endpoint
beoou configuie vour bucket 252 siatic webaite dhie wiebsitg isvailablo gt the AWS Region-specific website endpoint of the bucket. Learn more [4

http://epicreads.s3-website.ap-south-1 om [4

Figure 10.33: Bucket link

Once again you will find the same 403 Forbidden page (Figure 10.34:
Forbidden page)

403 Forbidden

e Code: AccessDenied

e Message: Access Denied

* Requestld: WECN4D3NP71PN632

¢ Hostld: E3HhEeTG/JvOS7PcKvUHE3vjsOxe7AqlbqlDmDWCO0bbUFtCc+iCtKOdHagDPFceuuegJOU97Mq8=

An Error Occurred While Attempting to Retrieve a Custom Error Document

e Code: AccessDenied
e Message: Access Denied

Figure 10.34: Forbidden page

Note: The best part of S3 is that it gives multiple level of blocking to
make your bucket public both bucket level and account level.

STEP 12: Add Bucket policy

Here let’s edit the bucket policy so that the bucket is accessible. Under
Permissions, scroll down to the Bucket policy and click on the Edit button
(Figure 10.35: Edit Bucket policy)
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Amazon S3 X Amazon $3 > Buckets > epicreads

epicreads i

‘Access Grants,

acces boints Objects | propertes Metrics | Management | AccessPoints

Object Lambda Access Points
Multi-Region Access Points - :

Permissions overview
Batch Operations

IAM Access Analyzer for 53
Access

Objects can be public

Block Public Access settings for

Block public access (bucket settings) Edit

ure that public access to all your $3 buckets and objects is blocked, turn on Block all public access. These settings apply only to
that your applications will work public access. If you req of public access. or

v Storage Lens

Dashboards

Storage Lens groups

AWS Organizations settings

Block all public access
Aoff

Feature spotlight (@) » Individual Block Public Access settings for this bucket

» AWS Marketplace for 53 .
Bucket policy

The bucket policy,written in JSON, provides access to the objectsstored i the bucket. Bucket polices don't apply to objects owned by other accounts. Lear more (2

No policy to display. ‘

Figure 10.35: Edit Bucket policy

Copy paste the below script and replace the Bucket-Name with ‘epicreads’
and click on Save changes (Figure 10.36: Bucket Policy)

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "PublicReadGetObject",

"Effect": "Allow",

"Principal": "*",

"Action": [
"s3:GetObject"

1

"Resource": [
"arn:aws:s3:::Bucket-Name/*"
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aws HHE Search & L O @& Global v Pravinmishra @ thecloudadvisory2061 v

03| RDS

Edit bucket policy . ®

Amazon S3 X

Bucket policy
Buckets Policy examples [2 i Policy generator [4
Access Grants The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [

Access Points

Object Lambda Access Points Bucket ARN

Multi-Region Access Points
9 arn:aws:s3::epicreads

Batch Operations

IAM Access Analyzer for S3 Policy

1v { d

" sopn. w _10-17" Edit statement
Block Public Access settings for z Versites IR
) 3v "Statement": [

this account

4v {

5 "Sid": "PublicReadGetObject",

V¥ Storage Lens 6 "Effect”: "Allow"
7 "Principal": "*",

Dashboards - "Actionf' : Select a statement
Storage Lens groups 9 "s3:GetObject" Select an existing statement in the policy or
AWS Organizations settings 10 1, add a new statement.

11v "Resource": [

1 warn:aws:s3: : jepicreads] " <+ Add new statement

13 1
Feature spotlight e 14 }

15 ]

16}

> AWS Marketplace for 53 |17 ||

Figure 10.36: Bucket Policy

¢ Consider: If you notice the Action: "s3:GetObject" allows the action of

retrieving (reading) objects from the bucket, means the users can only
see, read the data and can never ever attempt to delete the data.

Now you will find that your S3 bucket is Publicly accessible (Figure 10.37:
Publicly accessible)

Amazon S3 X Amazon S3 > Buckets > epicreads

epicreads - CEETTD

Access Grants

Access Points Objects Properties Metrics Management Access Points

Object Lambda Access Points

Multi-Region Access Points . . .
Permissions overview

Batch Operations

IAM Access Analyzer for S3
Access

A Public

Figure 10.37: Publicly accessible

Now Click on Properties, scroll down and click on the S3 bucket /ink that is
in Static website hosting section (Figure 10.38: S3 bucket link)
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522 Services | Q Search [Option+S] ® PaN (0} (o) Global ¥ Pravinmishra @ thecloudadvisory2061 v

%03 RDS

Amazon S3 X

Object Lock ®
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed amount of time or indefinitely.
Object Lock works only in versioned buckets. Learn more [4

Access Grants

Access Points Object Lock
Object Lambda Access Points Disabled
Multi-Region Access Points

Batch Operations

IAM Access Analyzer for S3 Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [4

Block Public Access settings for Requester pays
this account Disabled

v Storage Lens

Dashboards

Static website hosting
Storage Lens groups

Use this bucket to host a website or redirect requests. Learn more [

AWS Organizations settings

Static website hosting
Feature spotlight o Enabled
Hosting type
Bucket hosting
Bucket website endpoint

» AWS Marketplace for S3
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more [

I http://epicreads.s3-website.ap-south-1.amazonaws.com [4 I

Figure 10.38: S3 bucket link

The link displays 404 Not Found, with message Code: NoSuchKey and
the key mentioned there was Key: index.html

. Consider: Navigating back to the epicreads S3 bucket you will find
there is no object that has to be uploaded. Well that is the reason it
displays 404 Not Found (Figure 10.39: 404 Not Found)

404 Not Found

e Code: NoSuchKe

¢ Message: The specified key does not exist.

e ndesdinl

¢ Requestld: 5SQKBFISQEYZTFDGF

» Hostld: TWgH+4ZNhRTj2f11pYINgDKpA3CGTFZUIPIGN/uRXiFWgnA8FL IsiQfjqK/LzvIB51+X YkofoFI=

An Error Occurred While Attempting to Retrieve a Custom Error Document

¢ Code: NoSuchKey
* Message: The specified key does not exist.
+ Key: 404 html

Figure 10.39: 404 Not Found
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Editor will be opened where you can customise your page with the
message as given below and type :wq to save the editor and enter.
(Figure 10.40: vi editor)

Hi I am an error page!

Sorry, I will be back soon!

Hi L am an error pager
Sorry, I will be back soon!
o~

Figure 10.40: vi editor

Use the command given below to list out the files

m Command: /s

You will find out 404.html that we created. Now copy this 404.html/ file to
the epicreads S3 bucket using the command given below (Figure 10.41:
Copy error file to S3)

m Command: aws s3 ¢cp 404.html s3://epicreads

PV VO MIUDILCT AFF . UOUCKX

PravinMishra: cd templatemo_588_ebook_landing
PravinMishra: 1s

aws css images is
awscliv2.zip fonts index.html
PravinMishra: vi 4@4.html

PravinMishra: vi 4@4.html

PravinMishra: 1s

404 . html awscliv2.zip fonts index.html
aws css images js
PravinMishra: flaws s3 cp 494.htm£ sS://ep%creagaJ

upload: ./484.html to s3://epicreads/404.html |
ravinMishra:

Figure 10.41: Copy error file to S3
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Refreshing the browser you will find the customised message instead of
404 Not found (Figure 10.42: error page)

C m /\ Not Secure  epicreads.s3-website.ap-south-1.amazonaws.com

Hi I am an error page! Sorry, I will be back soon!

Figure 10.42: error page

¢ Consider: In the other way to understand, this link displays error
page as there is no other files available in the bucket for the user to
access.

STEP 13: Sync the files to S3 bucket

With no delay let’s upload the files to the S3 Bucket by using the
command that is given below
m Command: aws s3 sync . s3://epicreads

Note:

sync: This is the command used for synchronising directories and objects
to Amazon S3.

. : Represents the source directory on your local machine. In this case,
it's the current directory (where you are running the command).

s3://epicreads: Specifies the destination S3 bucket where you want to
sync the files.

"4 Expected Output: Navigate back to the epicreads S3 bucket in the
AWS Management Console and you can see all the files have been
uploaded (Figure 10.43: Objects in S3)
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Amazon S3 X Amazon S3 > Buckets > epicreads

Buckets epicreads ..IRETTD

Access Grants

Access Points. Objects Properties Permissions Metrics Management Access Points
Object Lambda Access Points

Multi-Region Access Points

Batch Operations Objects (8) info
Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them
permissions. Learn more [4

c actons v || cresetoaer | [JESIGRIGSAN
Block Public Access settings for

this account Q. Find objects by prefix U @

IAM Access Analyzer for S3

v Storage Lens
O Name a | Type v Last modified v Size v Storage class v

Dashboards
St L January 9, 2024,
orage Lens groups ] B 404.html html 11:56:21 5208 Standard
AWS Organizations settings (UTC+05:30)
O D aws/ Folder -
Feature spotlight (@) January 9, 2024,
(] D awscliv2.zip zip 12:30:59 57.2MB Standard
(UTC+05:30)
» AWS Marketplace for S3 ] 0 css/ Folder -
O D fonts/ Folder -
O [3 images/ Folder -
January 9, 2024,
(] O indexhtml html 12:31:00 25.3KB Standard
(UTC+05:30)
O D s/ Folder -

Figure 10.43: Objects in S3

As the files have been uploaded, all set to give a test run now!

STEP 14: Refresh the browser

Now click refresh in your browser and you should see the Static website is
ready (Figure 10.44: EpicReads Static website)

< G @ A NotsSecure  epi y i 1. i html A 3% O = o

</ Download

Introducing ebook

- EDUCATION
ebook Ic!ndlng page for SN S e e
professionals

e )

é ® ﬁvg A5 x &K Kir 256areviews

Figure 10.44: EpicReads Static website
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Thus Task 2 ends here!!!
Task 3. Setting Up Automated CI/CD

Continuous Integration (CI) and Continuous Deployment (CD) pipelines
have become indispensable tools for automating the process, ensuring
code quality, and accelerating development cycles.

] Learn More: Setting up an automated CI/CD pipeline to create an
AWS S3 bucket involves using various AWS services such as AWS
CodePipeline, AWS CodeBuild, and AWS CloudFormation.

DevOps is not merely a set of tools; it's a cultural shift that advances the
collaboration between development and operations teams. As this topic is
pretty deep to dive-in I have a suggestion that you can definitely have a
look on the course by clicking the link below.

Mastering AWS DevOps - For Cloud Engineers

~
udemy Categories CD\ Search for anything ) Udemy Business ~ Teachon Udemy ~ Mylearning Q) ’Q Q.

IT & Software > OtherIT & Software > AWS DevOps

Mastering AWS DevOps - For Cloud Engineers

Your Path to Success: A Practical Guide to Building, Deploying, and Scaling

Applications with AWS DevOps

4.6 % % % K ¥ (74 ratings) 1,806 students Preview this course

Created by Pravin Mishra
# Lastupdated 12/2023 @ English B8 English [Auto] Personal

T389 =999 81% off

© 6 hours left at this price!

Hnetoutl e N |
Go to cart

v Key Principles of DevOps methodology v How to use various DevOps services to build
and deploy scalable applications

v How to automate and streamline the v Implementation of DevOps practices such as
software deployment process using AWS Continuous Integration /Continuous Share  Gift this course  Apply Coupon
DevOps services Deployment.

v Learn Linux fundamentals through a project-
based approach essential for a Cloud
engineer. Subscribe to Udemy’s top
courses

Get this course, plus 11,000+ of our top-rated
courses, with Personal Plan. Learn more

This course includes:

21 15 hours on-demand video O Access on mobile and TV Start subscription ‘

® 2 practice tests @ Certificate of completion Starting at €750 per month

Hands-On with AWS CodeDeploy: Setup,Demonstration and Security
Module 14 topic explains the way to achieve this task.
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https://www.udemy.com/course/mastering-aws-devops-for-cloud-engineers/?kw=Mastering+AWS+DevOps&src=sac

Mastering AWS DevOps - For Cloud Engineers

Bestseller LN gVZ¥e! Personal

T389 999 81% off
v AWS CodeBuild: Real-Time Projects, Logging, and Monitoring 4 lectures + 59min © 6 hours left at this price!
v Deployment Automation with AWS CodeDeploy 6 lectures + thr 23min E‘
~ Hands-On with AWS CodeDeploy: Setup, Demonstration, and 2 lectures + 24min 30-Day Money-Back Guarantee
Security Full Lifetime Access

Share Gift this course Apply Coupon

) Setting Up AWS CodeDeploy 21:16
or

Q  Module 14 Quiz: Hands-On with AWS CodeDeploy 10 questions

Subscribe to Udemy’s top

Module 14: Hands-On with AWS CodeDeploy - Summary Notes 02:15 courses

Get this course, plus 11,000+ of our top-rated
v Continuous Integration with AWS CodePipeline 7 lectures * 1hr 5min courses, with Personal Plan. Learn more
v Exploring Other AWS Developer Tools 4 lectures * 49min Start subscription

Starting at ¥750 per month
v Live Project 1lecture + 32min e
ancel anytime

v Test your Knowledge: 120 DevOps Focused MCQs Practice Sets 0 lectures + Omin

Figure 10.44: AWS CodeDeploy
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COMMON ERRORS - Explanation

Before starting to explain the common errors,I would like to suggest you
try the General troubleshooting.

Il Learn More: Refer here for troubleshooting the common errors.

1) Check your AWS CLI command formatting

Check your command for spelling and formatting errors.
e Confirm all quotes and escaping appropriate for your terminal is
correct in your command.

e Generate an AWS CLI skeleton to confirm your command structure.
{1l Learn More: Check the link to know the details on AWS CLI
skeleton

e For JSON, see the additional troubleshooting for JSON values. If
you're having issues with your terminal processing JSON formatting,
we suggest skipping past the terminal's quoting rules by using Blobs
to pass JSON data directly to the AWS CLI.

{1l Learn More: To know details on parameter-type-blob, check here

2) Confirm that you're running a recent version of the
AWS CLI

Updated versions of the AWS CLI are released almost every business day.
New AWS services, features, and parameters are introduced in those new
versions of the AWS CLI. The only way to get access to those new
services, features, or parameters is to upgrade to a version that was
released after that element was first introduced.

1] Learn More: To install CLI recent version click here
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#general-formatting
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-types.html#parameter-type-blob
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

3) Enable and review the AWS CLI command history
logs

e You can enable the AWS CLI command history logs using the
cli_history file setting. After enabling this setting, the AWS CLI
records the history of aws commands.

e You can list your history using the aws history list command, and
use the resulting command_ids in the aws history show command
for details. For more information see aws history in the AWS CLI

reference guide.

] Learn More: To know more about CLI history and AWS history
click on respective links.

4) Confirm that your AWS CLI is configured

Various errors can occur if your config and credentials files or your IAM
user or role is not configured correctly. For more information on resolving
errors with config and credentials files or your IAM user or roles, see

Access denied errors and Invalid credentials and key errors.

] Learn More: Check here for Access denied errors and Invalid
credentials

5) I'm using the Amazon S3 static website feature but
getting an Access Denied error

If you're trying to host a static website using Amazon S3, but you're
getting an Access Denied error, check the following requirements:

e Objects in the bucket must be publicly accessible

S3 static website endpoint supports only publicly accessible
content. To verify whether an object in your S3 bucket is publicly
accessible, open the object's URL in a web browser. Or, you can run a
cURL command on the URL.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-config-cli_history
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/history/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-access-denied
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-permissions-wrongcreds
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-permissions-wrongcreds

= Command:
http://doc-example-bucket.s3-website-us-east-1.amazonaws.com/index.
html

If an Access Denied error is returned by the web browser or cURL
command, then the object isn't publicly accessible. To allow public read
access to your S3 object, create a bucket policy that allows public read
access for all objects in the bucket.

e S3 bucket policy must allow access to the s3:GetObject
action

Review your bucket policy, and make sure that there aren't any
deny statements that block public read access to the s3:GetObject action.

e The AWS account that owns the bucket must also own the
object

To allow public read access to objects, the AWS account that owns
the bucket must also own the objects. A bucket or object is owned by the
account of the AWS Identity and Access Management (IAM) identity that
created the bucket or object.

Note: The object-ownership requirement applies to public read access
granted by a bucket policy. It doesn't apply to public read access granted
by the object's access control list (ACL).

i1l Learn More: To know more about this click here

e Objects that are requested must exist in the S3 bucket

If the user performing the request doesn’t have s3:ListBucket
permissions, then the user gets an Access Denied error for missing
objects.

You can run the head-object AWS CLI command to check if an object
exists in the bucket.

Note: S3 object names are case-sensitive. If the request doesn't have a
valid object name, then Amazon S3 will report that the object is missing.

If the object exists in the bucket, then the Access Denied error isn't
masking a 404 Not Found error. Verify other configuration requirements to
resolve the Access Denied error.
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If the object doesn't exist in the bucket, then the Access Denied error is
masking a 404 Not Found error. Resolve the issue related to the missing
object.

e Amazon S3 Block Public Access must be disabled on the
bucket and account level

Amazon S3 Block Public Access settings can apply to individual
buckets or AWS accounts. Confirm that there aren't any Amazon S3 Block
Public Access settings applied to either your S3 bucket or AWS account.
These settings can override permissions that allow public read access.

Il Learn More: To know more click here

CONCLUSION:

In conclusion, mastering the art of uploading website files to an S3 bucket
is a fundamental skill for any web developer or cloud engineer leveraging
Amazon Web Services (AWS). Throughout this Project 10, we explored
various methods to achieve this task, each offering its unique advantages

From the simplicity of the AWS Management Console to the flexibility of
the AWS Command Line Interface (CLI) and the use of AWS CodePipeline
and CodeBuild provides a more advanced and automated approach, ideal
for continuous integration and deployment scenarios.

By understanding these methods as a learner I make sure that you can
approach any of your projects based on the requirements, collaboration

needs, and the level of automation desired

Happy Learning!! Cheers that you have completed Project 10 with great
understanding.

See you in the next Project solving page!!
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