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Port Channels

Configure the task "WVLANs & Trunking” prior to beginning this lab

with Port Channels

ye configured as follo
1k to the firs in YLAMN 10 with addr
‘s link to the sec . 5 im VLAMN 20 with adt
"s link to the firs in WVLAR 20 with addre
in VLAMN 10 v
ith IF add
» 5Ks have ports vers and trunk ports to the 7
Disable the diagonal links from the ! 1 the
Configure a port channel betwe ‘5 as follow

ould be aggregated together in Port-Channel &
o Do not use dynamic negotiation for the port channel.
o The port channel should be a trunk, but only allow VLAN 10 traffic
.5 as follo

v If the port channel has han 2 member ports it should be disabled.

o The port channel should be a trunk, but only allow VLAN 20 traffic
Once complete you 5

Verify that VLAN 10 traffic is b 22N the SKs, being load balanced on the port channel between the TKs

Configuration

switchport mode access

switchport mode access
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interface Ethernetly: 4
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switchport

switchport mode trunk
switchport trunk allowed vlan 1€

channel-group 5

LT A -
na sRUTJdown

port-channels
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switchport mode trunk

sty
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switchport trunk allowed vlan 1€

switchport trunk allowed vlian 18,28

LA
no nutdown

: :

interface Ethernetl/e

: S e

interface Ethernetl/1
SR o
switchport

switchport mode access

switchport acCess vlan 26

switchport mode access



switchport

switchport mode trunk

switchport trunk allowed wlan 18
channel-group 5

no shutdown

i

1terface port-channels
switchport mode trunk
switchport trunk allowed wlan 18

speed 18688

interface Ethernetl/s
shutdown

-

interface Ethernetl/6

switchport

switchport mode trunk

[z
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switchport trunk allowed vlan 1@,

no shutdown

N7K1:

feature lacp

!

vlian 16,28

!

interface Ethernetl/1 - 2
lacp rate fast
switchport
switchport mode trunk
switchport trunk allowed wlan 2@
channel-group 7 mode active

no shutdown

i

Tterface port-channely

switchport

switchport mode trunk

switchport trunk allowed wlan 28

lacp min-links 2

interface Ethernetl/3 - 4
switchport
switchport mode trunk
switchport trunk allowed vlan 18,28

no shutdown

N7K2:

feature lacp

:

vlian 16,28

:

interface Ethernetl/1l - 2
lacp rate fast
switchport
switchport mode trunk
switchport trunk allowed vlan 2@
channel-group 7 mode active

no shutdown

i

1terface port-channely

switchport

switchport mode trunk

switchport trunk allowed vlan 28

lacp min-links 2

interface Ethernetl/3 - 4
switchport
switchport mode trunk
switchport trunk allowed wlan 1@,28

no shutdown

Verification

The Flags in the below output indicate that N5K1's channel to M5K2 has formed with no negotiation

NSK1# show port-channel summary
I - Individual H - Hot-standby (LACP only)
5 - Suspended r - Module-removed
5 - Switched R - Routed
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
NSK2# show port-channel summary

- Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

Flags:

5 - Suspended r - Module-removed
5 - Switched R - Routed
U - Up {(port-channel)

I - Not in use. Min-links not met

Group Port- Type Protocol Member Ports



From STP's point of view, the port channel is one logical link, as the lower level member interface details are hidden from the STP pro The result of thi that act forwarding
can be achieved acr all member ports

i spanning-tree vlan 1@
VLANSS1a
Spanning tree enabled protocol rstp
Root ID Priority

Address

ort 41 (port-channels)
Hello Time 2 sec Max
Bridge ID Priority 32778
Address 88de.fbl2.1a7c
Hello Time 2 sec Max Age 28 sec

Interface Role 5ts Cos Prio.Nbr Type

4 mac address-table wvlan 18
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
MAC Address ype Secure NTFY Ports/SWID.S55ID.

dynamic F Ethl/1
dynamic Pos
Po

4 mac address-table wvlan 18
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
MAC Address ype Secure NTFY Ports/SWID.SSID.LID

dynamic 428 PoS
dynamic 118 F Ethl/f2

dynamic 456 Po5

et to listen for TCP connections. Server 1 then sends 8 TCP flows to Server 2, each with unique source ports

Server 2:

C:WwWUsershAdministrator\Desktop\iperf3riperf3.exe -s

Server 1:
C:WZUsershAdministrator\Desktop\iperf3riperf3.exe
Connecting to host 18.8.8.12, port 5281
4] local 18.8.8.11 to 1
6] local 18.8.8.11 9 c to 1
2] local 16.9.8.1) 9774 connected to 1
18] local 18.8.8.1] 1775 connected to 18.
12] local 10.9.8.1) 1776 connected to 18.
local 16.6.6.1] 9777 connected to 18.
local 16.6.8.1] 9778 connected to 18@.
local 16.6.6.1] 1779 connected to 18.
Interw st width
8. 1. sec B7.8 MByte: 07 Mbits/s
8. 1. -1 1 MBy z 821 Mbits/
8. 1. SeC 0.4 MBytes Mbits/
Mbits/
Mbits/
Mbits/
Mbits/

Mbits/sec

A . 58 Gbits/sec

The end result is that traffic is load balanced on a near 1:1 basis, as seen in both the counters of show interface , and the traffic percentages of show port-channel

NSK1# show int 1/3 - 4 | in "output rate®

38 seconds output rate 1473548712 bits/sec, 121143 packets/sec

input rate 6.91 Mbps, 12.45 Kpps; [Ldafder-id-eN-rldEd, 178.27 Kpps

38 seconds output rate 1535883448 bits/sec, 126277 packets/sec

input rate 6.94 Mbps, 12.51 Kpps; [LUdafidr-id-ael:T000, 168,

NSK1# show port-channel traffic
ChanId ort Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bost

;]

1 Kpps



For VLAMN 20 traffic, the 5Ks must first layer 2 switch the traffic to the TKs, as the East/West trunk link between them

w mac address-table

- primary entry, G

age - seconds since last seen,+ - primary entry

NSK2# show mac address-table
Legend:

- primary entry,

age - seconds since

N7K1# show mac
Note:
Use the "hardware-age'
Legend:

- primary entry,
age - seconds since
-}

(T) - True, |

MAC Address
68bd.abd7.6842

e . peee.Bell

N7K2# show mac
Note:
Use the 'hardware-age'
Legend:

- primary entry,
- seconds since

- True, f

Server 2:

address-table
MAC table entries displayved are getting read from

2

a

- False ,

address-table
MAC table entries displayved are getting read from

e

a

- False ,

vlian 28

- Gateway MAC, (R) - Routed MAC, O - Owverlay MAC

vPC Peer-Link
Ports/SWID.S55ID.

using

vpe Secure NTFY LID
F

F

Ethl/5
Ethlsf2
Ethl/5
Ethl/5

dynamic

dynamic

vlan 2@

- Gateway MAC, (R} - Routed MAC, O - Overlay MAC

vPC Peer-Link

Ports/SWID.55ID.

last seen,+ - primary entry using

ype Secure NTFY LID
F

F

Ethl/f1
Ethl/6
Ethl/6

Ethl/6

dynamic
dynamic

dynamic

vlian 28

2

ard to get information related to

- Gateway MAC, (R} - Routed MAC, O - Overlay MAC

last seen,+ - primary entry using vPC Peer-Link, E - EVPN ent

word to retrieve age info

LID

'hardware-age'
Secure NTFY Ports/SWID.SSID.

- uUse KEY

Type

static

dynamic
dynamic
dynamic
dynamic

dynamic

vlian 28
softw

ord to get information related to

- Gateway MAC, (R} - Routed MAC, O - Overlay MAC

last seen,+ - primary entry using vPC Peer-Link, E - EVPN ent

"hardware-age’ word to retrieve age info

Secure NTFY Ports/SWID.SSID.LID

- uUse KEY

sup-ethl({R)
dynamic Ethl/4
dynamic
dynamic

dynamic

end TCP flows to each other to test load balancing

C:WUsershAdministratori\Desktop\iperf3riperf3.exe

C:WUsershAdministratori\Desktop\iperf3riperf3.exe

Connecting to host
local 2
local 2
local 2
local
local
local
local 2
local 2

A &8 11
oL

4 &a 1
L o

A &8 11
oL

Interv
a.

P
L

Like the 5Ks, the traffic across the |

port 5281
connected
connected
connected
connected
connected
connected
connected

 connected
ster

MBytes

} MBytes
3 MBytes
B MBytes

MBytes

MBytes

MBytes

MBytes

3 MBytes 3.

ort channel is load balanced nearly 1:1 betwe
https://t.me/learningnets

only allowed VLAN 10




N7K2# show interface elf1 - 2 in "output rate’

I
38 seconds output rate 2483984728 bits/sec, 197615 packets/sec
input rate 8.53 Mbps, 15.39 Kpps; [ipdaiie-id-ae - WlJadd, 197 .62 Kpps

388 seconds output rate 1243238768 bits/sec, 182146 packets/sec

input rate 4.43 Mbps, 15 Kpps; output rate 1.24 Gbps, 182.15 Kpps

o —
o

38 seconds output rate 2416879528 bits/sec, 198697 packets/sec
input rate 8.52 Mbps, 15.39 Kpps; [ijdaiier- S i:-v 04, 195.78 Kpps
388 seconds output rate 1267232944 bits/sec, 184114 packets/sec

input rate 4.49 Mbps, 5.87 Kpps; output rate 1.27 Gbps, 184.11 Kpps

N7K2# show port-channel traffic

MOTE: Clear the port-channel member counters to get accurate statistics

hannel are . cond hellos and a 9 E T aen on the 5 ow. Mote that the channel sho walid since MSK1
sent and received, but the default timer valu

NSK1# show lacp interface el/3
Interface Ethernetl/3 is inwvalid
Channel group is @ port channel is
POUs sent: &
PDUs recwd: 8
Markers sent: 8
Markers rcwd: 8
Marker response
Marker response
Unknown packets
Illegal packets
Lag Id: [ [(a, a-a-@, a, 8,

Operational as aggregated link since Thu Jan

Local Port: Ethl/3 MAC Address= 8-de-ftb-12-1a-7c
System Identifier=8x8888, Port Identifier=8ux3
Operational key=8

LACP Activity=passive

LACP_Timeout=Long Timeout (3@8s)

Synchronization=NOT_IN_SYNC

Collecting=false
Distributing=false

Partner information refresh timeout=Long Timeout (98s)

Actor Admin State=(Ac-@8:To-8:4g-8:5y-8:Co-8:Di-8:De-8:Ex-8)
Actor Oper State=(Ac-8:To-8:Ag-8:5y-8:Co-8:D01i-8:De-8:Ex-8)
Neighbor: 8x@
MAC Address= 8-8-8-8-8-8
System Identifier=8x8, Port Identifier=8x@,8xe
Operational key=8
LACP _Activity=unknown
LACP Timeout=Long Timeout (38s)
Synchronization=NOT_IN_SYNC
Collecting=false
Distributing=false
Partner Admin State=(Ac-8:
Partner Oper State=(Ac-8:To-

Aggregate or Individual(True=1)

The "fast” LACP timers send hellos every . 5, i en on the 7K be Iso note that LACP PDUs are being both sent and rece

N7K1# show lacp interface el/1
Interface Ethernetl/1l is up
Channel group is 7 port channel is Pao7
POUs sent: 994
PDUs rewd: 18681
Markers sent: 8
Markers rcwd: 8
Marker response sent: @

Marker response rcvd: @

=]

Unknown packets rcwvd:

(=
[«

Illegal packets rcv

lag Id: [ [(8e98, B-25-98-c-21-42, 5, 2008, 181), (888, 63-bd-ab-d7-68-42, 6, 8088, 181)] 1]
Operational as aggregated link since Wed Jan 18 @4:37:89 2817
Local Port: Ethl/1 MAC Address= bB-bd-ab-d7-o08-42

System Identifier=ex8eea, ort Identifier=ex3006,8x181

Operational key=6

LACP _Activity=active

synchronization=IM_SYNC

Collecting=true

Distributing=true

Partner information refresh timeout=Short Timeout (3s)

Actor Admin State=63
Actor Oper State=63
Neighbor: 8xl@l
MAC Address= 8-26-9
System Identifier=8x8808, Port Identifier=8x3066,8x181
Operational key=6
LACP _Activity=active
LACP _Timeout=short Timeout (1s)
Synchronization=IN_SYNC
Collecting=true
Distributing=true
Partner Admin State=g&3
Partner Oper State=63

Acoraogata Aar TRrAdTwutTAal1 f Triia=1 Y=



To werify the "min-links" configuration on the ¥Ks, shut down one of the member ports. The end result should be that the other member port is suspended, as seen below

tion commands, one
# int el/1

=% shutdown

el?
ernetl/2 1s
et1/2, operational sp
t1/2, operational duplex mode changed to Full
ONTROL: Interface ernetl/2, operational Receive Flow Control s
OMTROL: Interface ernetl/2, oper re w Control
erface port-channel?, operational speed change
Face port-channel?, operational duplex

Interfac ) 7,

i WVLANs & Trunking | Rapid Spanning Tree (RSTP) Traffic Engineering @
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