SSL Inspection Lab:

10.0.2.2124
E , VLAN 40
l A VLAN 50 ' LT
Z =0 e JRERaE () _lro s o
= SRV2 L. +
10.0.4.1124 l
et 10.0.5.2/24

Internet

254 (portz
Tl 0/0
* 172.29.129.0/24
D & ||
MGMT-PC B P2

192.168.100.210

[wanz|—(gor)

192.168.3.0/24

10.0.1.1/24

MGMT-PC
192.168.100.240

A
g
MGMT-PC
192.168.100.230
.ch | —————
B Attacker B MGHTEW ,*_,
B Remote-SW
E ) 10.0.6.0/24
N
BPC3 & Q \] - (o)
10.0.3.3/24 —
MGMT-PC M Remote-PC1 B Remote-PC2
192.168.100.16 WFAZ M AD 10.0.6.1/24 10.0.6.2124
g s e 192.168.100.250/24  192.168.100.230

Go to System -> Certificates>Create/Import and select Generate CSR. Create CSRs, Which will
be used to issue Subordinate Certification Authority certificate.

[ Fw1

+ Create/Import~ | & Edit = [ Delete @ ViewDetails &% Download Search

Administrators Certificate
Subject =
Admin Profiles Generate CSR

Firmware CA Certificate

e @
C = US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisisthe

Fabric Management Remote Certificate
C = US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisis the

Settings CRL
[E] Local Certificate

B¥ Fortigate-CSR C=SA, ST =Riyadh, L = Riyadh, O =Test, OU = IT,CN =...

HA
SNMP

Replacement Messages ¥ Fortinet_Factory C=USs, ST = California, L = Sunnyvale, O = Fortinet, O...  This certif

FortiGuard B¥ Fortinet_Factory_Backup C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certif

F
¥ Fortinet SSL C = US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certif
F

Feature Visibility

ortinet_SSL_DSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certif
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Provide Certificate Name, ID Type, Optional Information and Click OK.

@ Dashboard Generate Certificate Signing Request

@ Network Certificate Name | Fortigate-CSR |
B Policy & Objects
& security Profiles Subject Information

8 VPN IDType MECEAIN Domain Name  E-Mail
& User & Authentication P |192»168-100.200

-
= WiFi Controller

Optional Information
f Systom |

Administrators Organization Unit T
: 4]
Admin Profiles
_ Organization Test
Firmware
Locality(City) Riyadh
Fabric Management
State / Province Riyadh
Settings .
Country / Region [ ® Saudi Arabia v
HA
E-Mail | test@test.locall
SNMP Subject Alternative Name
fEckizie il Password for private key @

FortiGuard
Feature Visibility Key Type Elliptic Curve
KeySize  1024Bit 1536 Bit 4096 Bit
NX Security Fabric

Enroliment Method WEIEREHM Online SCEP
L Log & Report -

After creating CSRs, it will be visible in the Certificates view. Select the CSRs created in previous
step and select Download.

@ Dashboard + Create/lmport~ || & Edit | W Delete @ Vie Search

b Network
Name & Subject Comments ¢
Policy & Objects

Local CA Certificat:
Security Profiles E Loca AT

VPN B9 Fortinet_CA_SSL C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisis the default CA certificate the
Ve @ Ay s B9 Fortinet CA Untrusted C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisis the default CA certificate the
= WiFi Controller [ Local Certificate
¥ Fortigate-CSR <:|
Administrators 9 Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the t
Admin Profiles B9 Fortinet Factory Backup C=US,ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the
Firmware B9 Fortinet SSL C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the t
Fabric Management W§ Fortinet SSL_DSA1024  C=US,ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the
Settings E¥ Fortinet_SSL_DSA2048 C = US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the
HA B9 Fortinet_SSL_ECDSA256 C =US,ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the
SNMP i¥ Fortinet SSL ECDSA384  C=US, ST = California, L = Sunnyvale, O = Fortinet, ... This certificate is embedded in the

Replacement Messages

|

Fortinet_SSL_ECDSA521 C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the |

FortiGuard

E¥ Fortinet_SSL_ED448 C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the t
Feature Visibility

E¥ Fortinet_SSL_ED25519 C =US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the t

B9 Fortinet SSL RSA1024 C=US.ST = California. L = Sunnvvale. O = Fortinet. O...  This certificate is embedded in the
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Open CSR request with notepad or notepad++ select all text The copied text must include the
header and footer line as well.

[l Fortigate-CSR.csr 4 |

1 F————BEGIN CERTIFICATE REQUEST-————-—
2 MIICYDCCAAwCRAQAWgYUxCzAJBgNVBAYTAINBMOSwWDQYDVQQIEWZSaX1hZGgxDzAN
5 BgNVBAcCTBlJpeWFkaDENMAsGAlUEChMEVGVzdDELMAKGAIUECXMCSVQxGDAWBgNV
4  BAMTDzESMi4dxNjguMTAWL ] IwMDEeMBWwGCSgGSIb3DQEJARYPAGVZzdEBOZXNOLmxv
5 YZFsMIIBIjANBgkghkiGOwOBAQEFAAROCAQS8AMITIBCgKCAQEAXAPOKSRAWVxVVOAS
6 ztpRWsIfc/igGQIfT7lgyiv+JToRcNLOZ+Nj2yGOVr2714NkP+mOjDUNwHAZgJhdeG
7  S5KDPgSIAWPTSImDmloM31gX/eG3G3vEPUTumyt6egDwo]34mUIS5IKQDoMebgCBNS
2 0dOJfANGtd5gC+BSB8tNTb/rl/PPS0+3vgTbhbzLNJI%0UvScZdUowkwBfeKeZI82aevE
9  ©TMdzyaXsZkpmEoEWMO3wwbwrNumdmWlungXtoeU9xMsbPSM/zYDDIT12dY6X1HZwW
10  vOTRFDanduX4YhZGhVOIZh442KsC4NHiPoMGOUvdBUnwMOKs+UImGEL6T7x1P1vBe
11  8ME+/QIDAQABoCkwIWYJKoZIhvcNAQkOMROWGDAJBgNVHRMEA JAAMASGA1UdDWOE
12 AwIFoDANBgkghkiG9wOBAQsFAAOCAQEANSIg8uz9jNOEUYVORAZpgB2ZNaRdcyfrlt
15 3fDOBDorvag/wMK+uE/W/e¥Yza+Ch91lAzanXkANimEWonIigrtoXthtwIlMht8Mgr
14  6ek8ADTRcGSsrN1EidgEl1ladh7F8QUx1ldbhfzr3Wgz9TgtpgwNZkbESRepmPwQHO
15 agegGn3Z/6+Ejp/AvimbJIgbhTVLkLxKXqQ/VRr7NjCzfvSQIWLXBwTYoJdclsdJlal
16 u92UZeXpcwG3FJZC3]/88UYC/Q6XKRsSJstibHIg/Can3YAodpTViTkIeiZELVES
17 dHiiKsl1lbZzZ351XHubMEm6oxweSqxOR6cXajN1IKVALspteVKCpFEXQ==
18 ——— END CERTIFICATE REQUEST-———-

Go to Microsoft Certification Authority server on the link http://192.168.100.230/certsrv and
sign in with administrative account. Select Request a Certificate

& C' A Notsecure | 192.168.100.230/certsrv/

Microsoft Active Directory Certificate Services -- test-SRV-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you i
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can alsa use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation
For more informati@aboutActive Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

Request a certificate

View the status of a pending_certificate request
Download a CA certificate, certificate chain, or CRL

On next page select advanced certificate request.

< C A Not secure | 192.168.100.230/certsrv/certrqus.asp

Microsoft Active Directory Cerdificate Services — test-SRV-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an!advanced certificate request. |
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Paste the copied CSR request, select Subordinate Certification Authority in Certificate Template:
field and select Submit.

< C A Notsecure || 192.168.100.230/certsrv/certrgxt.asp

Microsoft Active Directory Certificate Services - test-SRV-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or |
box.

Saved Request:

AdOJFANGtdS5gC+BS8tN7b/rl/PPSB+svg7bzLN]9oUvSc2dUowkwBfekKeZIE o
67MdzyaXs2kpmEoEwMO3wwbwrNumdmWlungXt6U9xMsbPSM/ zYDDI712dY6X
vOTRFDanduX4YhZGhV0OIZh442KsCANHIPoMGOUvdBUNWMOKs+UImGEL67X1F

Base-64-encoded | g1y, /(0 7DAQABOCKWIWY IK0Z ThycNAQKOMROWGDA JBgNVHRMEAAAMASGATUC

certificate request

MG AwIFoDANBgkghkiGOWOBAQs FAROCAQEANSI g8uz9 NOEUYVOA2pgB2haAdcy
LKCS 321 0 3fDOBDErvag7wMK+uE/W/eYza+C591AzanXkANimEWonIigrtoXthtwl 1IMht
PKCS #7). or 6ek8ADTRcGSsril1EidgElladh7F8QUx1dbhfzr3kgz9TgtpgwhNZkbESRe pmF

agegGn3Z/6+Ejp/AvImbIebTVLkLxKXgQ/VRr7NjCzfvSQLWLXBwTYoIclsc
u92UZeXpcwG3FIZC35/88UYC/Q6XKRsSIsti5H]g/Can3YAodp7ViTkIei2E ™

4 » #~

Certificate Template:
|| Subordinate Certification Authority M <::|

Additional Attributes:

Attributes:

: U

Select Base64 encoded and select Download certificate.
< C A Notsecure | 192.168.100.230/certsrv/certfnsh.asp

Microsoft Active Directory Certificate Services - test-SRV-CA

Certificate Issued

The certificate you requested was issued to you.

| ® DER encoded |or O Base 64 encoded

g Download certificate <3=
Download certificate chain

r ~ D Fortigate-CSR.csr ~
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Now the CSR Request is read to import it to FortiGate Firewall in System -> Certificates
>Create/Import >Certificate.

Administrators + Create/lmport~ | & Edit = T Delete @ View Details = & Download Search

Admin Profiles

Subject % Comments %

Firmware B Generate CSR
: e @

CA Certificate
- . C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisis the default CA certificate the S
Settings Remote Certificate | -~ SRR R, R S S e s

HA CRL
[E Local Certificate

C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  Thisis the default CA certificate the S

SNMP

Replacement ¥ Fortigate-CSR

Messages B¥ Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the hal
FeiEEE B¥ Fortinet_Factory Backup C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the hai
Feature Visibility F¥ Fortinet_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  This certificate is embedded in the hal
¥ Fortinet SSL DSA1024  C=US.ST = California. L = Sunnvvale. O = Fortinet. O...  This certificate is embedded in the ha

Select Import Certificate down the page it will open a new window.

id Create Certificate x

I Choose Method Certificate Details Create Certificate Review

# Automatically Provision Certificate

Use Let's Encrypt and the ACME protocol to automate certificate creation and maintenance. You will need to enable DDNS or purchase a domain.

Use Let's Encrypt

& Generate New Certificate

FortiGate can generate a certificate using our self-signed CA: Fortinet CA SSL
Using a server certificate from a trusted CAis strongly recommended.

Generate Certificate

B Import Certificate

Import an existing certificate via file upload.

Import Certificate <:l
1 Cancel
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Make sure Local Certificate is selected and select Upload. Browse to the folder where the
certificates is downloaded, select the certificate and select Open and click Create to upload
certificate to FortiGate.

Create Certificate X

o ®

Choose Method Certificate Details Create Certificate Review

A Import CertiﬁcateG

Type IGT ReClaiiilec 0 PKCS #12 Certificate = Certificate
Certificate file | © Fortigate-Win.cer |<:|

To confirm the certificate has been imported and installed successfully visible below.

‘ + Create/Import~ | # Edit | [ Delete @ View Details = <% Download Search

Name + Subject = Issuer = Expires = Status
B Local CA Certificate @
¥ Fortinet CA_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  Fortinet 2032/05/2416:58:18 @ Valid
¥ Fortinet CA_Untrusted C=US, ST = California, L = Sunnyvale, O = Fortinet, O...  Fortinet 2032/05/2221:11:48 @ Valid

[E Local Certificate
¥ Fortigate-CSR C =SA, ST =Riyadh, L = Riyadh, O = Test, OU = IT,CN =... test-SRV-CA 2024/05/27 15:55:44 @& Valid
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Create SSL Inspection Profile:
Go to Security Profiles > SSL/SSH Inspection. Create a new profile, or clone the default profile.

Configure the remaining setting as needed select CA certificate create previously Click OK.
B Policy & Objects Edit SSL/SSH Inspection Profile

B Security Profiles
Name

AntiVirus

WIN-Deep-Inspection

Comments  Win CRT deep inspection
Web Filter profile. #032/255

Video Filter

DNS Filter SSL Inspection Options

Application Control Enable SSL inspection of Multiple Clients Connecting to Multiple Servers

Protecting SSL Server

Inspection method SSL Certificate Inspection QTR B ella el

Intrusion Prevention

File Filter . — -
CA certificate |::>| ¥ Fortigate-CSR 'l & Download
SSL/SSH | ti —

& Ll Blocked certificates @ Allow BEllle @ = View Blocked Certificates
Application . Pr— .
gl Untrusted SSL certificates IR Block  lgnore | i= View Trusted CAs List

Server certificate SNl check € m Strict Disable

IPS Signatures
Enforce SSL cipher compliance @ ]

Web Rating
Overrides Enforce SSL negotiation compliance C

Web Profile RPC over HTTPS »

Go to Security Policy & Objects>Firewall Policy and select the newly created SSL Inspection
Profile from the dropdown_and click OK to apply the setting.

M Policy & Objects
Security Profiles
Firewall Policy
AntiVirus »
IPv4 DoS Policy
Web Filter »
Addresses ) .
Video Filter © [E&l voutube-Profile v &
Internet Service i
Database DNS Filter © B3 Custom-DNS - 4
Rt Application Control © [EZ3 Custom-Apps - &
Cehediles IPS O Custom-IPS v &
File Filt _Fi a
Virtual IPs ile Filter © 3 custom-File v &
IP Pools SSL Inspection WIN-Deep-Inspection v &

Internal Clients will still give Certificate error need to install root CA to work.
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