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SSL Inspection Lab: 

 
 

Go to System -> Certificates>Create/Import and select Generate CSR. Create CSRs, Which will 

be used to issue Subordinate Certification Authority certificate.
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Provide Certificate Name, ID Type, Optional Information and Click OK. 

 
 

After creating CSRs, it will be visible in the Certificates view. Select the CSRs created in previous 

step and select Download.
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Open CSR request with notepad or notepad++ select all text The copied text must include the 

header and footer line as well. 

 
 

Go to Microsoft Certification Authority server on the link http://192.168.100.230/certsrv and 

sign in with administrative account. Select Request a Certificate 

 
 

On next page select advanced certificate request. 
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Paste the copied CSR request, select Subordinate Certification Authority in Certificate Template: 

field and select Submit. 

 
 

Select Base64 encoded and select Download certificate. 
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Now the CSR Request is read to import it to FortiGate Firewall in System -> Certificates 

>Create/Import >Certificate.

 
 

Select Import Certificate down the page it will open a new window. 
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Make sure Local Certificate is selected and select Upload. Browse to the folder where the 

certificates is downloaded, select the certificate and select Open and click Create to upload 

certificate to FortiGate. 

 
 

To confirm the certificate has been imported and installed successfully visible below. 
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Create SSL Inspection Profile: 
Go to Security Profiles > SSL/SSH Inspection. Create a new profile, or clone the default profile. 

Configure the remaining setting as needed select CA certificate create previously Click OK. 

 
 

Go to Security Policy & Objects>Firewall Policy and select the newly created SSL Inspection 

Profile from the dropdown and click OK to apply the setting. 

 
 

Internal Clients will still give Certificate error need to install root CA to work. 
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