Local User and Policy:
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Let’s Create a new user, go to User & Authentication > User Definition this account is called

local-user. In the User Type section, select Local User. Click Next.
@ Dashboard Users/Groups Creation Wizard

P Network @ Login Credentials » @ Contact Info » @ ExtraInfo
B Policy & Objects
<=

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User
FSSO

FortiNAC User

& Security Profiles
&2 VPN

Dashboard Users/Groups Creation Wizard

% Network v @ Login Credentials » @ ContactInfo » @ Extra Info

B Policy & Objects

Username | local-user =

& Security Profiles
2 VPN

User & Authentication
User Definition

Password soe -]
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In the Contact info section, set off Two-factor Authentication.

& Dashboard Users/Groups Creation Wizard
 Network ® Contact Info

& Policy & Objects
& Security Profiles (® Two-factor Authentication |

8 VPN

; User & Authentication

User Definition

& Dashboard Users/Groups Creation Wizard

.3’ N @ Extra Info

& Policy & Objects
Y ! User Account Status A RHEGEGN @ Disabled
S ity Profil
& Security Profiles User Group o
0 VPN

= User & Authentication

User Definition

Your FortiGate Firewall now lists the new user.

*+CreateNew | #" Edit [m Clone @ W Delete Search Q

Name = Type Two-factor... = Groups = Status ¢ Ref =
& guest & LOCAL o £ Guest-group @ Enabled 1
& local-user & LOCAL %] @ Enabled 0

To create a new user group, go to User & Authentication > User Groups this group is called
local-group. Add user local-user to the Members list. Click OK to apply.

& Dashboard New User Group
& Network .
_ _ Name | local-group | Select Entries
B Policy & Objects
. Qe
e Fortinet Single Sign-On (FSSO) 8 USER (2]
0 VPN RADIUS Single Sign-On (RSSQO)

Local (2)

User & Authentication Guest & guest
+
User Definition Members | <::I & local-user

Guest Management

LDAP Servers
RADIUS Servers
Single Sign-On

Authentication Settings “ Cancel
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The FortiGate now lists the newly created user group with the named local-group.

@ Dashboard # Edit @ Clone | W Delete Search

& Network

B Policy & Object Group Name = Group Type = Members =
A S:ct:ity Pr(j:ez Guest-group £ Firewall & guest 0
Q VPN SSO Guest Users E§ Fortinet Single Sign-On (FSSO) 1
& User & Authentication local-group &2 Firewall & local-user 0

User Definition

User Groups

Create a policy, go to Policy & Objects > Firewall Policy. For Source, set Address to all and User
to the local-group group. Under Security Profiles, set both to use the default profile.

= Fw1 = Q
@ Dashboard New Palicy
b Network Select Entries x
B|P Name @ Local-User Policy Address Internet Service
Firewall Policy Incoming Interface | [ LAN (port3) x ‘QSear'ch ‘ # Create
+
IPv4 DoS Policy
Add Outgoing Interface | [ WAN-1 (port1) x & USER(2)
ddresses i WAN-2 (port2) ® Local (2)
Internet Service + & guest &
Database Source = al s & local-user
Services & |ocal-user ® 2 USER GROUP (3)
Schedules + E'.: Guest-group
. Destination = all X = local-group
Virtual IPs + EE SSO Guest Users
IP Pool
00ls Schedule @ always -
Protocol Options Service @ AL x
Traffic Shaping +
& Security Profiles Action LAy eeul @ DENY
VPN
L Inspection Mode WELINEEEGN Proxy-based
User & Authentication

£ System

Firewall / Network Options

NX Security Fabric NAT o

To properly test disable all LAN to WAN Policies and Create Separate DNS policy on the top.

ID Name From To Source Hit Count
9  Allow-DNS [# LAN (port3) M WAN-1(portl) 1 all 54
[#_WAN-2 (port2)
8 Local-User Policy [ LAN (port3) [ WAN-1(portl) & local-user 28
M WAN-2(port2) & all
7 MAC-Based-Policy LAN (port3 B PC1-y 7-MA
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Test and Verification:

From any PC in the internal network, attempt to browse the Internet. A log in screen will
appear. Use the local-user account to log in. After authentication, you can connect to the
Internet and access the services.

@ Firewall Authentication

< C a

Authentication Required

Please enter your username and password to continue
Username
Password :::l

After authentication, you can connect to the Internet and can browse.

Authentication Required

Please enter your username and password to continue

Username | local-user

oy

Password
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Go to Dashboard>FortiView Sources to see the login and authenticated user.
m FW1

#3 Dashboard

FortiView Sources by Bytes

Status
— | © AddFilter
Network Source Device Bytes » Sessions «
Users & Devices 28 USER-PC 36.55kB W 6
+ local-user
— 10.0.1.1

FortiView Destinations

Go to Dashboard>FortiView Sessions to see the login and authenticated user sessions details.

@8 Dashboard

FortiView Sessions

Status
Sa— | © AddFilter
Network Source Device Destination Destination Interface Application
Users & Devices local-user-10.0.1.1 |48 USER-PC E= 31.13.69.35 M WAN-2 (port2) UDP/443
+
local-user - 10.0.1.1 |2 USER-PC E=5 31.13.69.35 ¥ WAN-2 (port2) TCP/443
FortiView Sources
local-user-10.0.1.1 |38 USER-PC [1172217.18.234 [ WAN-2 (port2) TCP/443
FortiView Destinations
local-user-10.0.1.1 |2 USER-PC =5 142.251.37.36 M WAN-2 (port2) TCP/80
FortiView Applications
local-user - 10.0.1.1 |=& USER-PC M WAN-2 (port2) UDP/53
FortiView Web Sites
_ - local-user - 10.0.1.1 |E® USER-PC M WAN-2 (port2) UDP/53
FortiView Policies
local-user - 10.0.1.1 !IUS_ER’PC_ M WAN-2 (port2) UDP/443
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Go to Log & Report > Forward Traffic to verify the login and authenticated User (local-user).

[ Fw1 = Q
& Dashboard 2 & | o AddFilter
« Network
i Date/Time Source Destination Interface Policy ID Device
B Policy & Objects
& Security Profiles 10 seconds ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) 5@ USER-PC
O VPN 25 seconds ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) =@ USER-PC
o User& 47 seconds ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) =@ USER-PC
- ..
Authentication 2 minutes ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) 5@ USER-PC
& System 2 minutes ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) 5@ USER-PC
. . .
ol 3 minutes ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) =& USER-PC
4 minutes ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8) =@ USER-PC
4 minutes ago local-user (10.0.1.1) | WAN-2 (port2) Local-User Policy (8)  &@ USER-PC
Go to Dashboard>Users & Devices to see the login and authenticated users
Status
Security € Firewall Users
Network Method Use
—
+
FortiView Sources Ne
FortiView Destinations
FortiView Applications
FortiView Web Sites
€ ® Deauthenticate Search Q
FortiView Policies
User Name ¢ IP Address = User Group Duration Traffic Volume %

FortiView Sessions

S | local-user 10.0.1.1 40 minute(s) and... 4.96 MB I

Incase want to De-authenticate the user go to Dashboard>Users & Devices right click on
username and click Deauthneticate or above button Deauthneticate

Status

Security € Firewall Users

Network

+

Method Use

M Firewall

FortiView Sources Ne¢

FortiView Destinations

FortiView Applications

FortiView Web Sites

(® Deauthenticate Search Q

IP Address = User Group =

FortiView Policies

User Name = Duration = Traffic Volume %

FortiView Sessions

+ I

local-user 100.11 498 ME .

40 minute(s) and...
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