Upload FortiGate Firewall in EVE-NG:

Register and Download the FortiGate image at the following link.
https://support.fortinet.com/Download/VMImages.aspx

Once at the site, Click on Download > VM Images. Select Product: FortiGate. Select Platform:
KVM. Downloading the Latest Version (7.0.5). Be sure to click Download under the New
deployment of FortiGate for KVM FGT_VM64-_KVM-v7.0.5-build0304-FORTINET.out.kvm.zip
(69.71 MB) if this is a new installation.

Select Product

FortiGate v

Select Platform

KVM v

-- Latest Version

7.2.0

-- Earlier Versions

7.04

6.4.8

FortiGate for KVM platform Version 7.0.5

File Information

Upgrade from
previous version of
FortiGate for KVM
FGT_VM64_KVM-
v7.0.5-build0304-
FORTINET.out (70.3
MB)

New deployment of
FortiGate for KVM
FGT_VMe4_KVM-
v7.0.5-build0304-
FORTINET.out.kvm.zip
(69.71 MB)

Checksum

41f9b459babb267e7cbdc13ca9d24a04 (Regular)
2b265bd09d4e711b002480aa3f1420fe839397150d064bf13bb6486dc
(SHA-512)

d4b62433b04ed2b455f06f075669081f (Regular)
d413530dd379ab538170847ea1c9ab358242fe754bcd111f63ed63aT1d:
(SHA-512)

<

After download use any zip application to unzip it here | use free 7-Zip software.

¢ FGT_VM64_KVM-v7.0.5-build0304

i FMG_VMB4_KVM-v7.2.0-build 11z
5 FAZ VMB4 KVM-v7.2.0-build112
; mutillidae.zip

5 Instructor PowerPoints.zip

'B Share with Skype

Open

Open in new window

; Introduction to Cybersecurity v2.

Extract All...

7-Zip

>

ThisPC > WIN(C) * Users » USER > Downloads * Compressed *> FGT_VM&64_KVM-v7.0.5-build0304-FORTINET.outkvm

~

Name

0 fortios.gcow?2

Date modified Type Size

2/9/2022 2:23 AM QCOW?2 File 73,344 KB
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Open WinSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

— = . 201 F= e
By Login — >
L New Site Session
B root@192.168.17.128 File protocol;
SFTP b
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - I Login hd Close Help

= Mew ~

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ Queue ~ Transfer Settings Default = ﬁ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
=4 New + 4 New »
FAEVE\ I Local Machine Jroot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
t Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_| L2-ADVIPSERVICESKS-MS,HIGH_IRON_20160622.bin 102,579 KB BINFile
_| L2-adventerprise-13.1b.bin 65,045KB  BIN File
_] i86bi-linux-12-adventerprisek9-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.

& gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[ % @ Synchronize | Bl g? = {E} @ Cueue ~ Transfer Settings Default < Fé‘ <
& root@192.168,17.128 X |ﬁ Mew Session
=D -E-F- - BEEME %= gernu <[22 -[F- =~ B & Q2 | B FindFiles | B
» » B New -
DA\EVE\ /opt/unetlab/addons/qemu/ |  Path to enter
Marne N - Changed Rights Qwner
. 6/9/2018 10:51:25 AM PWKF-XF-X root
vios|2-adventerprisek8-m.03.2017 asa-913-16-k8-CL-L 10/18/2019 9:01:20 AM PWKF-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 9:01:10 AM PWKF-XT-X root
FortiGate-VMB4-KWVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM PWKF-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWKF-XT-X root
EVE-Working-Ready coeus-10-1-3-039-5000V 10/18/2019 9:34:29 AM PWKF-XT-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWKF-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM MWK T=XT=X root
[ ] L2-ADVIPSERVICESK-MS,HIGH_IRON_20160628.bin nxosvdk-Cisco 10/18/2019 8:57:56 AM PARLT=X =X root
|J L2-adventerprise-15.1b.bin vwlc-8.7.102 10/18/20199:31:33 AM MWK T=XT=X root
|J i86bi-linux-12-adventerprisek-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root
ﬁ!EVE-NG-Win-CIient-Pack.exe winserver-52008-R2-x64d 10/18/20199:27:31 AM MWK T=XT=X root
|J c7200-advsecuritykd-mz. 150-1.M.bin xrv-k9-6.0.1 10/18/2019 8:58:12 AM MWK T=XT=X root
Create a directory in remote location /opt/unetlab/addons/gemu using the folder name:
fortinet-FGT-v7.0.5-build0304
gemu B - BEMmE E FindFiles Fy
@ Download - b 4 é Properties <: =1
fopt/unetlab/addons/gemu/
Create folder > Size Changed Rights
Mew folder name: 3/3/2022 12:20:39 PM PWXP-XT-X
|forﬁnet—FGT—u?.D.5—bui|dD304{ 4/30/2021 4:41:21 PM PWIF-XT-X
Atiributes 4/30/2021 10:55:46 PM PWH =X =X
Set permissions 4/30/2021 4:41:50 PM PWHF-XT-X
Owner Flr Flw Fx [Fsetum 37372022 12:20:13 PM PWXT-XT-X
Group Flr Fw Fx [Flsetco 1/28/2022 11:37:04 AM PWST-5F-X
Others [R [#lw [#% [ sticky bit 1172772021 12:03:37 AM PWHF-XT-X
Octal: 7777 4/30/2021 10:51:11 PM P =X -3
473072021 10:52:51 PM PWH =X =X
D Use same setlings next time
5/24/2021 10:10:34 AM P =X -3
4/25/2022 1:06:56 PM PWSF-5F-X
4/1272022 11:15:32 AM PWST-ST-X
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Drag the file (forties.qcow2) downloaded to fortinet-FGT-v7.0.5-build0304 folder rename

fortios.qcow2>> virtioa.qcow?2 the name must be: virtioa.qcow?2
R FGT_VME4_KVIM-v7.0.5-build0304-FORTINET.out.kvm - root@192.168.114.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[ &2 3 synchronize B & | [ @ | 5 Queue - Transfer Settings Default - & -

& root@192.168.114.128 X [ New Session

2. cw - = -F- DR - fortinet-FGT-v7.0.5-build03 ~ (= - [F] ~ 2 & | [, Find Files
? £ New -

ChuACompressed FGT_VMEA_KVM-v7.0.5-build0304-FORTINET.out.kvm', fopt/unetlab/addons/gemu/fortinet-FGT-v7.0.5-build0304/

Name Size Type | Name

b Pare| | + .

fortios.qcow?2 A 73,344 KB QCC virtioa.gcow?
L] i Drag it q

fortinet-FGT-v7.0.5- ~ [ ~ [T ~ D2 B FindFiles | T - €= ~
@ Download - r_f Edit + ¥ Ef Properties lfj’ New ~
Joptfunetlab/addons/qemu/fortinet-FGT-v7.0.5-build0304/

Name Size Changed Rights Owner
4/12/2022 11:14:28 AM TWXT-XT-X root

<: Rename 73,344 KB 2/9/2022 2:23:20 AM rW-r--r-- root

T .

Save the configuration by fixing the permissions using the following command on EVE-NG.
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

{ry Home [ EVE [C] BNs3 M [C] Pa-8 [C] wsa-s [C] PAFwWa

rootPeve—ng: "#
rootPeve—ng:"#
i

rootPeve—ng: sopt-unetlab urappers-unl_uwrapper -a fixpermissions)

Open the EVE-NG in the browser then ‘Add an Object’ and select the Node.

Template

Mothing selected

Right Click to Add new object

I Fortinet FortiGate I New Fortinet Fortigate is visible

Huawei USG6000v
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Add an object’ and select the Network make Type Management(Cloud0) and press Save button.

A C Y @ Notsecure |[192.168.17.128/legacy/ |

Add a new object

ADD A NEW NETWORK

B \ode

tim+

_ - Number of 1 [
= &l Picture networks to add
O Custom Shape
Name/Prefix Net
2as A Text
4y 5 Auto Align Type IManagement(Cloud0) -
a Left 886
o
Top 244
0 Right Click Add a new object
Network Choose Type: Cancel
® Management(Cloud0) and press Save
>
Connect Network Object to Fortinet Port1.
T
i
ST T e
I Fortinet Net

At the login prompt type admin and press Enter. The password area is blank by default.
It may prompt to immediately change the password. Provide the password twice.

FortiGate-vM64-KvM Tlogin: |admin
Password:
You are forced to change your password, please input a new password.
New Password:# %%
Confirm Password:***
welcome !

It will get the IP address from DHCP server if available or you can set static IP address. Type the

command to see IP Address: FortiGate-VM64-KVM#Diagnose ip address list

FortiGate-vM64-KVM #| diagnose ip address [ist
IP=192.168.122.134}>192.168.122.134/255.255.255.0 index=3 devname=portl
IP=127.0.0.1-5127.0.0.1/255.0.0.0 index=7 devnhame=root
IP=127.0.0.1->127.0.0.1/255.0.0.0 index=9 devname=vsys_ha
IP=127.0.0.1->127.0.0.1/255.0.0.0 index=11 devname=vsys_fgfm
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Now can manage the PA-VM node via GUI, Use the computer that connected to management
network; then use web browser to navigate http://192.168.122.134/ Login using admin/123

You will be prompted to complete the setup of FortiGate. For this | have chosen to do so Later.

FortiGate Setup

Perform the following steps to complete the setup of this
FortiGate.

« Specify Hostname
« Change your password +

Once logged in, the Dashboard status appears. FortiGate gives you 14-day trial access to VM.
(& FortiGate-VM64-KVM =

@ Dashboard + Add Widget

Status
Security System Information i~ | Licenses®
Network Hostname FortiGate-VM64-KVM © FortiCare Support
Users & Devices Serial Number FGVMEVFG33IHSODé © Firmware & General Updates
il Firmware v7.0.5 build0304 (GA)
- @ IPS
FortiView Sources
Mode NAT o
FortiView Destinations © AntiVirus
e e System Time  2022/04/23 06:37:57
FortiView Applications © Web Filtering
FortiView Web Sites Hotime . FortiToken
FortiView Policies e Unknown P
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