Training Prerequisite & Lab Setup Guide

This training consists of two parts: malware analysis and memory forensics. The malware analysis
involves analyzing the malware samples in an isolated virtualized environment and memory forensics is
the analysis of computer’s RAM to identify forensic artifacts.

Since this is a hands-on training, the students attending the training are required to read this document
carefully and make sure the below requirements are met before attending the training. This is to ensure
that students have the required lab environment to perform lab exercises.

1) Hardware Pre-requisites

Minimum hardware requirements are as follows:

e 2.0 GHZ CPU and 6GB of RAM (more memory the better) — you will be performing processor and
memory intensive operations during the lab assignments.

e 40 GB of disk space (more space the better) — you will receive approximately 5GB compressed
memory dumps and malware samples for labs. When uncompressed, it can take up close to
double that amount of disk space. You will also receive a pre-built Linux VMware image which is
approximately 5 GB when uncompressed.

e USB2.0/3.0 ports — the lab files, course materials & lab solution manual will initially be supplied
to you via USB sticks, thus you must ensure that you have at least one of these external USB
slots available.

2) Mandatory Software Pre-requisites

a) VMware Workstation (for Windows/Linux)/VMware Fusion (for Mac OSX): There are no restrictions
on the host operating system (OS) of the laptop that you bring to the class — Host OS can be Windows,
Linux or Mac. It is mandatory to have access to the following resources.

e Download and Install VMware Workstation/Fusion. VMware Workstation/Fusion can be
commercial or trial version (VMware offers 30 day free trial, you can download it if you don’t
have the commercial version)

VMware Workstation (For Windows or Linux) Trial version can be downloaded from the below
link
https://www.vmware.com/products/workstation/workstation-evaluation.html

VMware Fusion (For Mac operating system) Trial version can be downloaded from the below link
https.//www.vmware.com/products/fusion/fusion-evaluation.htm|

e Please make sure to install a virtualized instance of Windows operating system inside VMware
Workstation/ VMware Fusion. You are free to install anything from Windows 7 (64-bit) to
Windows 10 (64-bit) versions inside the VM, most malware samples used in this training are
tested on Windows 10 but should work on other versions as well. In addition to installing
Windows inside VMware, you must also have full Administrator access to the Windows installed
inside the VMware.
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Note: We do not distribute Windows Operating system due to licensing terms, so its student’s
responsibility to install Windows operating system inside the Virtual machine. If you wish you can use
the free Windows 10 x64 virtual machines (MSEdge on Win10 x64) for VMware distributed by Microsoft
here: https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

e Ability to transfer files from your Host OS into your Virtual Machines (this can be achieved by
installing VMware tools). Once Windows OS is installed on your Virtual machine make sure to
install VMware tools, this can be done by powering on Windows VM and then by clicking on VM
(or Virtual Machine) tab and by choosing Install VMware Tools and then follow the instructions.

Note: VMware player or VirtualBox is not recommended for this training, as it lacks some of the features
required for the training.

The reason why we ask to do this:

e The reason why we suggest installing Windows in Virtualized environment is because you will be
analyzing the real world Windows malware samples by running them in a virtual environment.

e A Linux VM will be provided. You are asked to open the Linux VM in the virtualization software
(VMware Workstation or VMware Fusion). This Linux VM contains all the necessary tools pre-
installed.

e Most of the labs require you to analyze malware samples or dump malicious content from the
memory image; there is a possibility that this malicious content can be deleted by the Antivirus
software. Thus it may be best for you to install and run tools within a VM and also make sure
that all the security products are disabled on the Windows VM (as the security products can
interfere with your analysis)

b) Python 3.x: Some of the analysis tools rely on python. In order to run these tools Python 3.x version is
required (not Python 2.x). Download and install the latest 3.x Python on the Windows machine which is
installed inside the VMware Workstation/Fusion.

Python Windows installer can be downloaded from the below link:

https://www.python.org

When installing Python, make sure to add Python to the PATH by checking the option shown in the
following screenshot.

 Python 3.9.6 (64-bit) Setup — *®
i .
/ Install Python 3.9.6 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

® Install Now
Ci\Users\blah\AppData\Local\Programs'PythonPython39
Includes IDLE, pip and decumentation

Creates shortcuts and file associations

— Customize installation
Choose location and features

python
for Install launcher for all users (recommended)

windows [ Add Python 3.9 to PATH é Cancel
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c) Tools & Softwares:

The attendees are required to install/copy the below mentioned softwares inside Windows VM (running
on VMware Workstation/Fusion) before attending the training. The below mentioned tools will be used
throughout the training and it would save time if students install these softwares beforehand.

We have bundled all the tools/softwares required for this training into a single zip file, this should save
time from downloading all the tools individually. This bundle can be downloaded from the below link:

Download Link: https://www.dropbox.com/s/d3rk513z9If6r1l/softwares.zip ?dI=0

In case you wish to download these tools individually then it can downloaded from the links mentioned
below.

Once the tools/softwares are downloaded please make sure that these tools/softwares are copied
inside the Windows VM.

o IDA Freeware for Windows: We will be using IDA freeware version to analyze (disassemble and
debug) malware sample. It can downloaded from the below link

https://www.hex-rays.com/products/ida/support/download freeware/

o IDA Demo (Evaluation) Version: The evaluation version allows you to explore the latest features
of IDA but it has limited functionality (we recommend using IDA Freeware mentioned above,
instead of this version). If you have the commercial version of IDA then you are free to use that
in the training. If you wish to use the evaluation version of IDA then it can be requested from the
below link:

https://out7.hex-rays.com/demo

e X64dbg: is an open source 32-bit and 64-bit debugger for Windows. You will also be using this
tool for debugging malicious binary. The latest version of x64dbg can be downloaded from the
below link:
https://x64dbg.com/

e Sysinternals Suite:
The sysinternals suite is a set of utilities for system administration, troubleshooting and analysis
of windows system. SysInternals suite can be downloaded from
http://technet.microsoft.com/en-in/sysinternals/bb842062.aspx
These tools doesn't require any installation, just unzip into the desired folder.

e Process Hacker: This tool allows you to inspect various process related attributes. You can
download either the installer or the portable version from the below link
http://processhacker.sourceforge.net/downloads.php

e CFF Explorer Suite: This tool allows you to inspect portable executable (PE) file attributes. This
can be downloaded from the below link
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e Pestudio Free Version: This tool allows you to inspect portable executable (PE) file attributes
and also allows you to perform malware initial assessment. This tool can be downloaded from
the link below.
https.//www.winitor.com/features

e Noriben: Noriben is a Python-based script that works in conjunction with Sysinternals Procmon
to automatically collect, analyze, and report on runtime indicators of malware. Please
download and unzip into the desired folder.

https://github.com/Rurik/Noriben

e Resource Hacker: This program allows you to examine the resources in the Windows
executable. It can be downloaded from the following link
http.//www.anqusj.com/resourcehacker/

Training Lab Setup Guide

This section contains the details of the lab setup required for the training. Since this is a hands-on
training the students attending the training are required to read this section carefully and make sure the
below requirements are met before attending the training. This is to ensure that students have the
required lab environment to perform lab exercises.

Lab Architecture

The lab setup consists of two virtual machines, one running Linux VM (provided by us) and a Windows
Virtual machine (installed by you on VMware Workstation/fusion). Both Linux VM and Windows VM
should be configured to use host-only mode. The IP address of the Linux VM is pre-configured to be
192.168.1.100 (please don’t change it) and the IP address of Windows VM need to be set to 192.168.1.x
(where x is any number between 1 to 254). The default gateway and the DNS server address on Windows
VM should be set to the IP address of the Linux VM (i.e. 192.168.1.100) as shown in the below
screenshot

Linux VM Windows VM

Both Linux &

windows VM

running in host I I
mode

IP:192.168.1.x
IP:192.168.1.100 Gw: 192.168.1.100
Dns: 192.168.1.100
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1) Setting & Configuring Linux VM

Below is the link to download the zip file containing Linux VM image. Please download and follow the
procedure mentioned below

Download Link: https://www.dropbox.com/s/zbhc47xwarcof2x/LinuxVM.zip?dI=0

e Unzip the file (LinuxVM.zip) to a desired folder.
e Open VMware Workstation, click on File -> open (or File -> import on Mac OS X) and then
navigate to the folder where you have extracted the file containing Linux VM.
[ ]

Select the LinuxVM.ovf file and click on open as shown in the below screenshot

[ Linu/M - Viiware Workstation " ——
File Edit View VM Tabs Help

-@ Open
e

Organize ~ New folder

|. » Computer » New Volume (K) » LinuxVM

S ———

-
7 Favorites = Name Date modified
I Deskiap W LinuxVM.ovf

Type Size
15-11-2016 21:32 Open Virtualizatio...
)3 Downloads

7KB
24 Recent Places

m

5 Libraries

:‘,L Documents
! Music

&, Pictures

B videos

& Computer
&= Local Disk (C)

< Local Disk (D) - q ‘

[ | »
File name:

- |AII supported files - J

I Open l | Cancel |

e Choose the path where your virtual machine needs to installed and click on import.

T8 LinuxVM - VMware Workstation T
File Edit View VM Tabs Help | b ~ £ O 0] I

x
Ubrery {2} Home W) My Computer LinuxVM
Q  Type here to search M ="
frs
] LinuxVM
i WM My Computer L
L} Shared VMs P> Power on this v
SDEdit virtual mac
w Devices
. Memory Import Virtual Machine
[ Processors Store the new Virtual Machine
p Provide a name and local storage path for the new
A Hard Disk (SCSI) i e
€)co/ovD (DB
BiINetwork Adaptd)| Name for the new virtual machine:
s Controller || LinowM
@) Sound Card Storage path for the new virtual machine:
Moisplay 3\
tion Help Import
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When importing the image, VMware Workstation/Fusion might give a warning prompt as shown
below, if you get this prompt just click on retry

| LinuxVM - VMware Workstation
| File Edit View VM Tabs Help | B ~ e 0O | [l\ o |

Library X

‘ {0} Home > || M My Computer > | [ LinuxvM X
‘ Q Type here to search v )
ﬁ LinuxVM
& ™8 My Computer
(0 Shared VMs P> Power on this virtual machine

Jj'?.'lEdit virtual machine settings

¥ Devices
5 Memory 168 MR
[ Processors VMware Workstation
Hard Disk (SCS
SHard Disk (SCs1) @ The import failed because K:\LinuxVM\LinuxVM.ovf
£JCD/DVD (IDE) did not pass OVF specification conformance or
E Network Adaptel virtual hardware compliance checks.
USB Controller Click Retry to relax OVF specification and virtual
0” Sound Card hardware compliance checks and try the import
vaounc:an again, or click Cancel to cancel the import. If you
!Disp!ay retry the import, you might not be able to use the

virtual machine in VMware Workstation.

- Description "1 Do not show this message again

T.ype here to. enter Cancel |
virtual machine. :

e Once the import is successful the setup is complete.
e Now you are ready to power on the Linux VM.

The IP address of this Linux machine is pre-configured to 192.168.1.100 and it is set to run in the
host only mode as shown in the below screenshots. Please do not change IP address of the Linux VM
because some configuration depends on this IP address.

@ LinuxVM

P> Power on dcaschi

e ol Vit octige Setos ————————

ﬁUpgmde 1 Hardware | Options
¥ Devices Device Summary Device status
% \emory 888 Memory 768 MB " Connected
[ Processor = Process.ors 1 [¥! Connect at power on
A ! SHard Disk (SCSI) ~ 25GB
Herd Disg £, CD/DVD (IDE) Auto detect Network connection
ECD/DVD Hethuckects . os ol © Bridged: Connected directly to the physical network
2]
Network Jy A v Aty [ Replicate physical network connection state
USB Cont{il ) Sound Card Auto detect
@) sound Callf Biisplay Auto detect {) NAT: Used to share the host's IP address
{! Display g/ Host-only: A private network shared with the host
© Custom: Specific virtual network
~ Description] (vMneto M|

Type here to © LAN segment:
virtual machifil ‘

-

et be e
remnux@remnux:~$ ipconfig

ethe Link encap:Ethernet HWaddr 00:0c:29:2c:b2:b5

inet addr:192.168.1.100 Bcast:0.0.0.0 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe2c:b2b5/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:l

RX packets:0 errors:0 dropped:® overruns:® frame:0

TX packets:1l errors:0 dropped:0 overruns:0 carrier:0
collisions:@ txqueuelen:1600

RX bytes:0 (0.6 B) TX bytes:650 (656.60 B)

Interrupt:19 Base address:0x2000
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2) Setting & Configuring Windows VM

This section assumes that you have already installed the Windows Operating system in the VMware
Workstation/Fusion, and have downloaded and copied the tools & softwares (mentioned earlier in this
document) inside the Windows VM.

Note: If you are looking for Windows VM then you can get the free Windows 10 x64 virtual machine
(MSEdge on Win10 x64) for VMware distributed by Microsoft here:

https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

After the Windows operating system is installed in the VMware Workstation/Fusion, Please make sure

to configure your Windows VM to run in the Host-only mode from the Virtual Machine settings as
shown below.

10r Home ‘ B vy Computer I j‘\win?_analysis X

ﬁ Win?_ Virtual Machine Settings “
Hardware | O
P> Power on \Oions
’5.‘1 Edit virtual Device Summary Device status
[ Memory 1GB [] Connected
~ Devices [ Processors 1 [¥] Connet at power on
8 \emory | || | SHard Disk (SCSD) 60 GB
) CD/DVD (SATA) Auto detect Network connection
B processol
B tard Di sy S EONDE ARy 0ERSI1IY) (©) Bridged: Connected directly to the physical network
pard DS 3 use controlle Present | Replicate physical network connection state
©)co/ovo |l | | @) sound card Auto detect pilcate phy
F@Network printer Present ©) NAT: Used to share the host's IP address
B uss confi Bpisplay Auto detect @ Host-only: A private network shared with the host
@) Sound 4| © Custom: Specific virtual network
(®Printer VMnet0 -
[ Display (@) LAN segment:
~ Descriptiol
Type here LAN Segments... | | Advanced...
virtual machi}|

Configure the IP address of the Windows VM to 192.168.1.x (choose any IP address except
192.168.1.100 because the Linux VM will be using this IP) and set the Default gateway and the Preferred
DNS server to the IP address of Linux VM (i.e. 192.168.1.100) as shown below.

™| Local Area Connection > 5
&E Unidentified network e T =]

@7 Intel(R) PRO/1000 MT Network ([ Neworking |

Connectusing
¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:
& 0 Clientfor Microsoft Networks
¥ QoS Packet Scheduler
& JBFile and Printer Sharing for Microsoft Ny
1 - Intemet Protocol Version 6 (TCP/IPv6)
~- Intemet Protocol Version 4 (TCP/IPv4) You can get IP settings assigned automatically if your network
i Link-Layer Topology Discovery Mapp ‘supports this capability. Otherwise, you need to ask your network
9 i Link-Layer Topology Discovery Respq |  2miistrator for the appropriate IP settings.

General

(© Obtain an TP address automatically
nstall Uninstall @ Use the fllowing IP address:
Description

P address: 192.168. 1 .50
Transmission Control Protocolntemet Protd

255.255.255. 0
diverse intarconnected networks.

Default gateway: 192.168 . 1 .100

) Obtain DNS server address automatically

(@ Use the following DNS server addresses

Preferred DNS server: 192.168. 1 . 100

Alternate DNS server:

[Cvaiidate settings upon ext
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Now power on both the Linux VM and Window VM and make sure they are able to communicate with
each other. You can check for the connectivity by logging into the Windows VM and running the ping
command as shown below.

C:\Windows\system32\cmd.exe

C:\Users\training>ping 192.168.1.100

Pinging 192.168.1.100 with 32 bytes of data:

Reply from 192.168.1.100: bytes=32 time<ims TTL=64
Reply from 192.168.1.100: bytes=32 time<lms TTL=64
Reply from 192.168.1.100: bytes=32 time=1ms TTL=64
Reply from 192.168.1.100: bytes=32 time<ims TTL=64

Ping statistics for 192.168.1.100:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = ems

C:\Users\training>

After the connectivity between Windows & Linux VM is verified. Please make sure that all the security
products are disabled on the Window VM as you will be running malware samples on this machine.

Also please disable Windows Defender Antivirus (or Windows Defender) Service on your Windows VM
using the procedure mentioned below:

Launch the Local Group Policy Editor by Searching for “edit group policy” in the search box as shown in
the following screenshot:

All Apps Documents Web More ¥
Best match
D Edit group policy
Control panel \ B
W
Search the web . .
Edit group policy
edit group policy - See web results Control panel

edit group policy control panel
edit group policy windows 10

edit group policy windows 10
update

edit group policy windows 10
download

edit group policy windows 10 install

edit group policy editor command

o v v v v v o

edit group policy not found in
windows 10

edit group policyi
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In the left pane of Local Group Policy Editor, navigate to the location mentioned below

Computer Configuration\Administrative Templates\Windows Components\Windows Defender
Antivirus

Note: On some older versions of Windows 10, “Windows Defender Antivirus” is just called “Windows
Defender”. In that case, navigate to Computer Configuration\Administrative Templates\Windows
Components\Windows Defender and turn off “Windows Defender” using similar procedure.

Z[ Local Group Policy Editor
File Action View Help

e nm = HBm T

1 RS Feeds e = A - AL

[ search . L ; "

(= Security Center Select an item to view its description. St:.nmg State Comment

[Z) shutdown Options [Z] Client Interface

=1 smart Card [ Exclusions

[ Software Protection Platform I maps

[ Sound Recorder (=] MpEngine

X1 speech [ Network Inspection System

[ store [ Quarantine

[ Syncyour settings [ Real-time Protection

> [2] Tablet PC [ Remediation

(2] Task Scheduler [ Reporting

[ Text Input = Scan

(=1 Windows Calendar [ signature Updates

(=] Windows Color System & Threats

— Ganceymprove [] Windows Defender Exploit Guard

] y!'md-:vws Defendes At 2] Allow antimalware service to startup with normal priority Not configured No
5 E;du;i:::‘ - [2) Turn off Windows Defender Antivirus ‘-— Not configured No
=] Maps 2] Configure local administrator merge behavior for lists Not configured No
B MpEngine [2] Turn off routine remediation Not configured No
[ Network Inspection System !3, Eefme addresses to byfas,s pmty server ) . [qlot cun:igurei No

On the right pane of the “Windows Defender Antivirus”, double click on the “Turn off Windows Defender
Antivirus” policy to edit it and then select Enabled and click on OK button. This setting will disable
Windows Defender Antivirus service.

& Local Group Policy Editor

File Action View Help
e 2@ B A 4
] RS Feeds [ Widowsoetender vtris
M Swrch Turn off Windows Defende! Setti S
[ Security Center A::‘v o} indows Defender "fg tate
] Shutdown Options g Client Interface
] Smart Card Edit poli : Exclusions
= policy setting -
(2] Software Protection Platform (=] MAPs
[] Sound Recorder Requirements: (] MpEngine
[ Speech At least Windows Vista [] Network Inspection System
(X1 Store it [ Quarantine
x ’ Description: k
£ syncyour settings This policy setting turns off Wind [Z] Real-time P
> [ Tablet PC Defender Antivirus. =] Remediation
[Z] Task Scheduler =] Reportin
[ Text Input If you enable this policy setting, = Scapo 9
5 Windows Calendar Windows Defender Antivirus does not n
! run, and computers are not scanned (] signature Updates
j Windows Color System for malware or other potentially ] Threats
i E ience STy =
g y ;:::‘:er Xper Ilmprove [ Windows Defender Exploit Guard
v §nclm lnterfac: St If you disable or do not config 5] Allow service to startup with normal priority Not configured
B Exdlusions this policy setting, by default [ Turn off Windows Defender Antivirus < Not configured
= Wind
1 MAPS comp| & Turn off Windows Defender Antivirus [m] X -:ur:
] MpEngine and of "
[] Network Inspection System softw. E Turn off Windows Defender Antivirus " " figured
1 Quarantine Previous Setting ‘ | Next Setting foured
[Z] Real-time Protection figured
[Z1 Remediation O Not Configured ~ Comment ~ | figured
£ Reporting @ Enabled <fm— figured
21 Scan . figured
[ signature Updates O Disabled 3
(X1 Threats Supportedon: [ 5 least Windows Vista 2
> [1 Windows Defender Exoloit Guard
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On some newer build versions of Windows, you are also required to disable Real-time protection (In
addition to disabling Windows Defender Antivirus). To do that, bring up "Virus & threat protection" by
searching for it in the search box.

Best match

s Virus & threat protection

]
Wi L[4
Settings . .
\ Virus & threat protection

¥ Check security status System settings

¥ Windows Security
Search the web

L viru - see web results

Select "Manage Settings" located under "Virus & threat protection settings" and then turn off "Real-time
protection" as shown in the following screenshots. (Note: On some older build versions of Windows you
will not see these settings, in that case, skip this step and proceed with the next step)

Windows Security

€ . .
O Virus & threat protection

i Protection for your device against threats.

@ Home

8 Account protection No current threats.

Last scan: Not available
) Firewall & network protection
Quick scan
B App & browser centrol

Scan options
Device security

Allowed threats

a

Device performance & health
& 2 Protection history
dh

Family options

I ®s Virus & threat protection settings I

No action needed.

P —

<= Virus & threat protection updates
Security intelligence is up to date.
Last update: 7/5/2021 8:55 PM

Check for updates
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Windows Security

@ Home
| O Virus & threat protection
A Account protection
) Firewall & network protection
1 App & browser control
B Device security
P Device performance & health
dh

Family options

®s Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

Real-time protection
ocates ana stops malware trom installing or running on your device. You

can turn off this setting for a short time before it turns back on
automatically.

@ Real-time protection is off, leaving your device vulnerable.

@off(—

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

3) Download the Malware samples & Memory Images

During the training you will be analyzing various malware samples and investigating memory images. We
recommend you download them in advance and keep them on your host-machine or copy it to your VM
instance of Windows. The following are the download links to the malware samples and memory images

Malware Samples: https://www.dropbox.com/s/u5vtigveq847yun/malware samples.zip?dI=0
Memory Images: https://www.dropbox.com/s/ojaauwlpe4ppkyx/memory images.zip?dI=0

At this point the lab environment is ready; please take a clean snapshot so that you can revert the VM
back to the pristine/clean state after each analysis. Snapshot can be taken by clicking on VM ->
Snapshot->Take Snapshot and give the snapshot a name of your choice (In the following screenshot we

have chosen “cleansnapshot” as the snapshot name)

Snapshot Manager X
@ ¢ |57 =

©]

Take Snapshot - Windows10 X

©)

ap

Name:

Description:
(optional)

cleansnapshot

& cancel Q ok

Now your lab setup is ready for the training. Thank you for taking time to setup the lab environment.

We look forward to meeting you at the training.
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