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MPLS

Lab Guide

Overview

This guide presents the instructions and other information concerning the activities for this
course. You can find the solutions in the activity Answer Key.

Outline

This guide includes these activities:

m Lab 2-1: Establishing the Service Provider IGP Routing Environment
m Lab 3-1: Establishing the Core MPLS Environment

m  Lab 5-1: Configuring Initial MPLS VPN Setup

m  Lab 5-2: Running EIGRP Between PE and CE Routers

m  Lab 5-3: Running OSPF Between PE and CE Routers

m Lab 5-4: Running BGP Between PE and CE Routers

m  Lab 6-1: Establishing Overlapping VPNs

m Lab 6-2: Merging Service Providers

m Lab 6-3: Establishing a Common Services VPN

m Lab 7-1: Establishing Central Site Internet Connectivity with an MPLS VPN
m Lab 8-1: Implementing Basic MPLS TE

®  Answer Key
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Lab 2-1: Establishing the Service Provider IGP
Routing Environment

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will use the tasks and commands necessary to implement the service
provider IGP and routing environment. After completing this activity, you will be able to meet
these objectives:

m  Verify the service provider IP addressing scheme, DLCI assignment, and interface status

m  Enable the service provider IGP and configure appropriate [P addressing

Visual Objective

The figure illustrates what you will accomplish in this activity. This activity contains
information about your laboratory setup, details of the physical and logical connectivity in the
laboratory, and information about the addressing scheme and IGP routing. The class will be
divided into service providers, or SPs, (where x represents your assigned SP number). Each SP
will contain the router types as defined in the table.

The names of all routers in your SP follow the naming convention detailed in this table.

Router Naming Convention

Router Role Description
P (provider) Px1 and Px2 are core routers in the network of the provider.
PE(provider edge) PEx1 and PEx2 are provider edge routers connecting from the

provider to the customer network.

CE(customer edge) | CEx1A and CEx2A and CEx1B and CEx2B are customer edge
routers for customer A and customer B, respectively.

SP numbering will be provided by your instructor. SP 3, 4, 5, and 6 will be used for this course.
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switch. The DLCI values for all Frame Relay virtual circuits are shown in the DLCI
identification table and the logical connection diagram figure. The subinterface number
matches the DLCI values for all Frame Relay virtual circuits.

DLCI Identification

Source Router Destination Router DLCI Interface
CEx1A PEx1 101 $0/0.101
CEx1B PEx1 102 $0/0.102
CEx2A PEx2 101 S0/0.101
CEx2B PEx2 102 S0/0.102
PEx1 CEx1A 101 S0/0.101
PEx1 CEx1B 102 S0/0.102
PEx1 Px1 111 S0/0.111
PEx2 CEx2A 101 S0/0.101
PEx2 CEx2B 102 S0/0.102
PEx2 Px2 111 S0/0.111
Px1 PEx1 111 S0/0.111
Px1 Px2 112 S0/0.112
Px2 PEx2 111 S0/0.111
Px2 Px1 112 S0/0.112
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MPLS Lab Logical Connection Diagram
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This figure represents the logical connection of two service providers. The Frame Relay DLCI
information is included from the DLCI identification table. Note that the serial subinterface
number matches the DLCI number.

Each SP has two P routers creating the core of the service provider network. Each P router
connects to the PE router that supports the POP, which is the interface between the service
provider network and the customer network. The PE routers interconnect two different
customers (A and B).

Each SP is further divided into two POPs. Each POP should configure its respective left or right
side of the SP. For example, SP 3 POP 1 (or POP 31) should configure P31, PE31, CE31A, and
CE31B. This leaves SP 3 POP 2 (or POP 32) to configure P32, PE32, CE32A, and CE32B.

Your POP will still depend on the other POP in your SP network to complete end-to-end
connectivity for customer A and customer B. Each customer has a location on each side of the
POPs. An example is customer A with sites CE31A and CE32A. Site CE31A is connected to
PE31 within POP 31; site CE32A is connected to the other PE32 router within POP 32.
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MPLS Lab IP Addressing Scheme
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The IP addressing of routers has been performed using the allocation scheme detailed in the IP
host address table. Note that x equals your SP number.

For all exercises, there are three distinct [P address ranges.

The 10.1.0.0 and 10.2.0.0 ranges are used to provide network addressing for the networks of
customers A and B respectively. The second octet indicates the customer. The third octet of the
address indicates the SP POP.

m  For example, 10.1.41.16/28 is a customer A subnet on POP 41 for SP 4.

The 150.0.0.0 range is used to provide addressing for the links between the CE routers and the
PE routers. The second octet of the address indicates the SP, and the third octet indicates the SP

POP.
m  For example, 150.5.51.16/28 is a link between a CE router (CE51) and POP 51 (or router
PES1) for SP 5.

The 192.168.0.0 range is used to provide addressing for the core MPLS network of the SP. The
third octet of the address indicates the SP number.

m  For example, 192.168.6.64/28 is a link between a PE router (PE62) and a core router (P62)
for SP 6.
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IP Host Address

Parameter

Value

CEx1A (S0/0.101)

150.x.x1.17/28

CEx1A (loopback0)

10.1.x1.49/32

CEx1A (E0/0)

10.1.x1.17/28

CEx2A (S0/0.101)

150.x.x2.17/28

CEx2A (loopback0)

10.1.x2.49/32

CEx2A (E0/0)

10.1.x2.17/28

CEx1B (S0/0.102)

150.x.x1.33/28

CEx1B (loopback0)

10.2.x1.49/32

CEx1B (E0/0)

10.2.x1.17/28

CEx2B (S0/0.102)

150.x.x2.33/28

CEx2B (loopback0)

10.2.x2.49/32

CEx2B (E0/0)

10.2.x2.17/28

PEx1 (S0/0.101)

150.x.x1.18/28

PEx1 (S0/0.102)

150.x.x1.34/28

PEx1 (loopback0)

192.168.x.17/32

PEx1 (S0/0.111)

192.168.x.49/28

PEX2 (S0/0.101)

150.x.x2.18/28

PEX2 (S0/0.102)

150.x.x2.34/28

PEXx2 (loopback0)

192.168.x.33/32

PEx2 (S0/0.111)

192.168.x.65/28

Px1 (S0/0.111)

192.168.x.50/28

Px1 (S0/0.112)

192.168.x.113/28

Px1 (loopback0)

192.168.x.81/32

Px2 (S0/0.111)

192.168.x.66/28

Px2 (S0/0.112)

192.168.x.114/28

Px2 (loopback0)

192.168.x.97/32

Note This addressing scheme has been selected for ease of use in the labs; it does not optimize
the use of the address space.
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Required Resources

This is the resource that is required to complete this activity:

m  Cisco IOS documentation

Command List

The table describes the commands that are used in this activity.

IP, IGP, and Interface Commands

Command

Description

network network-number [network-mask]

To specify a list of networks for the
EIGRP routing process, use the network
router configuration command. To
remove an entry, use the no form of this
command.

router eigrp as-number

To configure the EIGRP routing process,
use the router eigrp global configuration
command. To shut down a routing
process, use the no form of this
command.

interface serial
[slot/port] .subinterface point-to-point

To define a logical point-to-point
subinterface on a physical serial
interface.

encapsulation frame-relay

Enables Frame Relay encapsulation..

frame-relay interface-dlci dici

Specifies the DLCI associated with its
point-to-point link.

show frame-relay pvc

To display statistics about PVCs for
Frame Relay interfaces, use the show
frame-relay pvc privileged EXEC
command.

show interfaces serial [slot/port]

To display information about a serial
interface, use the show interfaces
serial command in privileged EXEC
mode. When using Frame Relay
encapsulation, use the show interfaces
serial command in EXEC mode to
display information about the multicast
DLCI, the DLCIs used on the interface,
and the DLCI used for the LMI.

show ip protocols

To display the parameters and current
state of the active routing protocol
process, use the show ip protocols
EXEC command.

show ip route [ip-address [mask]
[longer-prefixes]] | [protocol
[process-1id] ]

To display the current state of the routing
table, use the show ip route EXEC
command.

© 2006 Cisco Systems, Inc.
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Task 1: Configure the Service Provider IP Interfaces

Your task is to configure Layer 2 and Layer 3 addressing and ensure that the proper interfaces
are enabled.

Note

The enable password on all routers is “mpls.”

Activity Procedure

Complete these steps with reference to the preceding MPLS logical connection diagram and IP
addressing scheme. POP 1 and 2 of each SP should configure their respective group of routers.

Step 1 Configure and enable each P router interface, subinterface, and loopback for its
appropriate DLCI and IP addressing.

Step 2 Configure and enable each PE router interface, subinterface, and loopback for its
appropriate DLCI and IP addressing.

Step 3 Configure and enable each CE router interface, subinterface, and loopback for
appropriate DLCI and [P addressing. Configure the Ethernet interfaces to be half-
duplex with no keepalives.

Activity Verification

You have completed this task when you attain these results:

®  You have pinged the remote end of each serial link from each router to verify that each link
is operational.

Task 2: Configure the Service Provider IGP

Your next task is to establish the service provider IGP routing environment. This task will
involve enabling the EIGRP routing protocol.

Activity Procedure

Complete these steps for POP 1 and 2 of each SP:

Step 1

Step 2

Step 3

On each CE router, enable the RIP version 2 (RIPv2) routing process. Advertise the
10.0.0.0 and the 150.x.0.0 networks. Disable the autosummarization feature of this
routing protocol.

On each P and PE router, enable the EIGRP routing process, using 1 as the AS
number, and ensure that the service provider networks are configured and are being
advertised by the EIGRP process. Disable the autosummarization feature of this
routing protocol.

Ensure that the other POP has completed its configuration tasks.
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Activity Verification

You have completed this task when you attain these results:

®  On each P and PE router, you have verified that the EIGRP router process is active.
®  On each P and PE router, you have verified that the EIGRP router process is enabled on all
serial interfaces.
®  On each P and PE router, you have verified that the loopback interfaces of all P and PE
routers are displayed in the I[P routing table.
®  On each P and PE router, you have verified that the 192.168.x.0 subnetworks of all P and
PE routers are displayed in the IP routing table.
®  On each PE router, you have verified that the 150.x.0.0 subnetworks of all P and PE routers
are displayed in the IP routing table.
PEx1#sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route
Gateway of last resort is not set
192.168.x.0/24 is variably subnetted, 7 subnets, 2 masks
D 192.168.x.97/32 [90/2809856] via 192.168.x.50, 00:06:29, Serial0/0.111
D 192.168.x.112/28
[90/2681856] via 192.168.x.50, 00:06:29, Serial0/0.111
D 192.168.x.64/28 [90/3193856] via 192.168.x.50, 00:06:29, Serial0/0.111
D 192.168.x.81/32 [90/2297856] via 192.168.x.50, 00:06:29, Serial0/0.111
D 192.168.x.33/32 [90/3321856] via 192.168.x.50, 00:06:29, Serial0/0.111
c 192.168.x.48/28 is directly connected, Serial0/0.111
c 192.168.x.17/32 is directly connected, Loopback0
150.%x.0.0/28 is subnetted, 4 subnets
c 150.x.%x1.32 is directly connected, Serial0/0.102
D 150.x.x2.32 [90/3705856] via 192.168.x.50, 00:06:30, Serial0/0.111
c 150.x.%x1.16 is directly connected, Serial0/0.101
D 150.x.x2.16 [90/3705856] via 192.168.x.50, 00:06:30, Serial0/0.111
PEx1#
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Px2#sh ip route

Codes: C - connected,

D - EIGRP, EX

S - static,

R -

RIP,

- EIGRP external, O

N1 - OSPF NSSA external type 1, N2

E1l - OSPF external type 1,

i - Is-IS,

su

E2

- IS-IS summary,

ia - IS-IS inter area, *

M - mobile, B - BGP

- OSPF, IA - OSPF inter area

- OSPF NSSA external type 2

- OSPF external type 2

L1

- IS-IS level-1, L2 - IS-IS level-2

candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.x.0/24 is variably subnetted,

7 subnets, 2 masks

c 192.168.%x.97/32 is directly connected, Loopback0
c 192.168.%x.112/28 is directly connected, Serial0/0.112
C 192.168.%x.64/28 is directly connected, Serial0/0.111
D 192.168.x.81/32
[90/2297856] via 192.168.x.113, 00:10:55, Serial0/0.112
D 192.168.x.33/32 [90/2297856] wvia 192.168.x.65, 00:10:55, Serial0/0.111
D 192.168.x.48/28
[90/2681856] wvia 192.168.x.113, 00:07:56, Serial0/0.112
D 192.168.x.17/32
[90/2809856] via 192.168.x.113, 00:07:47, Serial0/0.112

150.%x.0.0/28 is subnetted, 4 subnets

D 150.x%.
D 150.x%.
D 150.x.
D 150.x%.
Px2#

x1

x2

x1.

X2.

.32

.32

16

16

[90/3193856]
[90/2681856]
[90/3193856]

[90/2681856]

via
via
via

via

192.

192.

192.

192.

168

168

168.

168

WX

X

WX

113, 00:07:47, Serial0/0.112
65, 00:10:56, Serial0/0.111
.113, 00:07:20, Serial0/0.112

65, 00:10:56, Serial0/0.111
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Lab 3-1: Establishing the Core MPLS
Environment

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will use the tasks and commands necessary to implement MPLS on frame-
mode Cisco 10S platforms. After completing this activity, you will be able to meet these
objectives:

m  Enable LDP on your PE and P routers
m  Enable and disable MPLS TTL propagation
m  Configure conditional label distribution

m  Remove conditional label distribution

Visual Objective

The figure illustrates what you will accomplish in this activity.

MPLS Lab Core LDP Scheme

$0/0.112 $0/0.112

Core

020G_867

Required Resources

This is the resource that is required to complete this activity:

m  Cisco IOS documentation
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Command List

The table describes the commands that are used in this activity.

MPLS Commands

Command

Description

access-list access-
list-number {permit |
deny} {type-code wild-
mask | address mask}

To configure the access list mechanism for filtering frames by
protocol type or vendor code, use the access-list global
configuration command. To remove the single specified entry
from the access list, use the no form of this command.

ip cef

To enable CEF, use the ip cef command in global configuration
mode. To disable CEF, use the no form of this command.

mpls ip

To enable MPLS forwarding of IPv4 packets along normally
routed paths for the platform, the mpls ip command can be used
in global configuration mode (for TE) but must be used at the
interface configuration mode for LDP to become active. To
disable this feature, use the no form of this command.

mpls ip propagate-ttl
[forwarded | local]

To control the generation of the TTL field in the MPLS header
when labels are first added to an IP packet, use the mpls ip
propagate-ttl global configuration command. To use a fixed TTL
value (255) for the first label of the IP packet, use the no form of
this command.

mpls label protocol
{1dp | tdp | both }

To specify the label distribution protocol to be used on a given
interface, use the mpls label protocol interface configuration
command. Use the no form of the command to disable this
feature.

show mpls interfaces
[interface] [detaill]

To display information about one or more interfaces that have
been configured for label switching, use the show mpls
interfaces privileged EXEC command.

show mpls 1dp
discovery

To display the status of the LDP discovery process, use the
show mpls Idp discovery privileged EXEC command. This
command generates a list of interfaces over which the LDP

discovery process is running.

show mpls 1ldp neighbor
laddress | interface]
[detail]

To display the status of LDP sessions, issue the show mpls Idp
neighbor privileged EXEC command.

show mpls 1ldp bindings
[network {mask

length}
[longer-prefixes]]
[local-label label

[- Iabelll
[remote-label Iabel

[- labell]l [neighbor
address] [local]

To display the contents of the LIB, use the show mpls Idp
bindings privileged EXEC command.

mpls 1ldp advertise-
labels [for prefix-
access-list [to peer-
access-1ist]]

To control the distribution of locally assigned (incoming) labels by
means of LDP, use the mpls Idp advertise-labels command in
global configuration mode. This command is used to control
which labels are advertised to which LDP neighbors. To prevent
the distribution of locally assigned labels, use the no form of this
command.
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Task 1: Enable LDP on Your PE and P Routers

Your next task is to establish MPLS within the service provider routing environment. This task
will involve enabling CEF and MPLS.

Activity Procedure

Complete these steps:

Step 1 On your assigned PE router, do the following:
®  Enable CEF.
m  Enable LDP on the subinterface that is connected to your assigned P router.
Step 2 On your assigned P router, do the following:
m  Enable CEF.
m  Enable LDP on the subinterface that is connected to your assigned PE router.
m  Enable LDP on the subinterface that is connected to the P router of the other
POP.
Note The mpls label protocol Idp command can be issued at the global configuration level.
Step 3 Verify that the other POP has completed its configuration.
Step 4 On your assigned PE router, determine the default TTL propagation status by using
the traceroute command to the loopback address of the PE router of the other POP.
Note The mpls ip command is issued to enable MPLS on an interface, but it will be displayed in
the show running-config command output as the tag-switching ip command.
Activity Verification

You have completed this task when you attain these results:

®  On each of your routers, you have verified that the interfaces in question have been
configured to use LDP.

Pxl#show mpls interface

Interface IP Tunnel Operational
Serial0/0.111 Yes (1ldp) No Yes
Serial0/0.112 Yes (1ldp) No Yes
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®  On each of your routers, you have verified that the interface is up and has established an
LDP neighbor relationship.
Pxl#show mpls 1ldp discovery
Local LDP Identifier:
192.168.1.81:0
Discovery Sources:
Interfaces:
Serial0/0.111 (1ldp): xmit/recv
LDP Id: 192.168.x.17:0
Serial0/0.112 (1ldp): xmit/recv

LDP Id: 192.168.x.97:0

Pxl#show mpls 1ldp neighbor
Peer LDP Ident: 192.168.x.17:0; Local LDP Ident 192.168.x.81:0

TCP connection: 192.168.x.17.646 192.168.x.81.11000
State: Oper; Msgs sent/rcvd: 20/23; Downstream
Up time: 00:08:03
LDP discovery sources:
Serial0/0.111, Src IP addr: 192.168.1.49
Addresses bound to peer LDP Ident:
192.168.x.17 192.168.x.49 150.x.x1.18 150.x.x1.34
Peer LDP Ident: 192.168.1.97:0; Local LDP Ident 192.168.x.81:0
TCP connection: 192.168.x.97.11000 - 192.168.x.81.646
State: Oper; Msgs sent/rcvd: 18/18; Downstream
Up time: 00:06:15
LDP discovery sources:
Serial0/0.112, Src IP addr: 192.168.x.114
Addresses bound to peer LDP Ident:

192.168.x.97 192.168.x.66 192.168.x.114
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m  On each of your routers, you have verified that LDP has allocated a label for each prefix in
its IP routing table.

PExl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

192.168.x.0/24 is varienably subnetted, 7 subnets, 2 masks

D 192.168.x.97/32 [90/2809856] via 192.168.x.50, 00:49:50, Serial0/0.111

o

192.168.x.112/28

[90/2681856] via 192.168.x.50, 00:49:50, Serial0/0.111

D 192.168.x.64/28 [90/3193856] via 192.168.x.50, 00:49:50, Serial0/0.111
D 192.168.x.81/32 [90/659968] wvia 192.168.x.50, 00:49:50, Serial0/0.111
D 192.168.x.33/32 [90/3321856] via 192.168.1.50, 00:47:00, Serial0/0.111
C 192.168.x.48/28 is directly connected, Serial0/0.111
c 192.168.x.17/32 is directly connected, Loopback0

150.x.0.0 is subnetted, 4 subnets
D 150.x.x2.32 [90/3705856] via 192.168.3.50, 00:50:06, Serial0/0.111
C 150.x.x1.16 is directly connected, Serial0/0.101
D 150.x.x2.16 [90/3705856] via 192.168.3.50, 00:50:06, Serial0/0.111
C 150.x.x1.32 is directly connected, Serial0/0.102

®  On each of your routers, you have verified the LDP bindings for all prefixes of the other
core routers.
Pxl#show mpls 1ldp bindings
tib entry: 150.x.x1.16/28, rev 10

local binding: tag: 17
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 22

tib entry: 150.x.x1.32/28, rev 12
local binding: tag: 18
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 23

tib entry: 150.x.x2.16/28, rev 21
local binding: tag: 22
remote binding: tsr: 192.168.x.17:0, tag: 17
remote binding: tsr: 192.168.x.97:0, tag: 17

tib entry: 150.x.x2.32/28, rev 22
local binding: tag: 23

remote binding: tsr: 192.168.x.17:0, tag: 16
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remote binding: tsr: 192.168.x.97:0, tag: 18
tib entry: 192.168.x.17/32, rev 8
local binding: tag: 16
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 21
tib entry: 192.168.x.33/32, rev 20
local binding: tag: 21
remote binding: tsr: 192.168.x.17:0, tag: 22
remote binding: tsr: 192.168.x.97:0, tag: 16
tib entry: 192.168.x.48/28, rev 6
local binding: tag: imp-null
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 19
tib entry: 192.168.x.64/28, rev 18
local binding: tag: 19
remote binding: tsr: 192.168.x.17:0, tag: 20
remote binding: tsr: 192.168.x.97:0, tag: imp-null
tib entry: 192.168.x.81/32, rev 5
local binding: tag: imp-null
remote binding: tsr: 192.168.x.17:0, tag: 21
remote binding: tsr: 192.168.x.97:0, tag: 20
tib entry: 192.168.x.97/32, rev 19
local binding: tag: 20
remote binding: tsr: 192.168.x.17:0, tag: 18
remote binding: tsr: 192.168.x.97:0, tag: imp-null
tib entry: 192.168.x.112/28, rev 4
local binding: tag: imp-null
remote binding: tsr: 192.168.x.17:0, tag: 19

remote binding: tsr: 192.168.x.97:0, tag: imp-null

®  On your PE router, you have determined TTL propagation status by performing a
traceroute to the loopback address of the PE router of the other POP.

PEx2#traceroute 192.168.x.17

Type escape sequence to abort.

Tracing the route to 192.168.x.17

1 192.168.x.49 40 msec 40 msec *

PEx2#
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Task 2: Experiment with TTL Propagation

In this task, you will enable MPLS TTL propagation and verify the results. POP 1 will
configure PEx1 and Px1. POP 2 will configure PEx2 and Px2.

Activity Procedure

Complete these steps:

Step 1 On your assigned PE router, enable MPLS TTL propagation.
Step 2 On your assigned P router, enable MPLS TTL propagation.
Step 3 Verify that the other POP has completed its configuration.
Step 4 Verify that the MPLS TTL propagation is working.

Step 5 On your assigned PE router, disable MPLS TTL propagation.

Step 6 On your assigned P router, disable MPLS TTL propagation.

Activity Verification

You have completed this task when you attain these results while MPLS TTL propagation is
enabled:

®  You have performed a traceroute from your PE router to the loopback address of the PE
router of the other POP and verified that the results display the associated labels.
PExl#trace 192.168.x.33
Type escape sequence to abort.

Tracing the route to 192.168.x.33

1 192.168.x.50 [MPLS: Label 18 Exp 0] 196 msec 196 msec 204 msec
2 192.168.x.114 [MPLS: Label 17 Exp 0] 100 msec 104 msec 100 msec

3 192.168.x.65 44 msec * 40 msec

PEx2#traceroute 192.168.x.17
Type escape sequence to abort.

Tracing the route to 192.168.x.17

1 192.168.x.66 [MPLS: Label 21 Exp 0] 184 msec 200 msec 200 msec
2 192.168.x.113 [MPLS: Label 16 Exp 0] 100 msec 100 msec 104 msec

3 192.168.x.49 40 msec 40 msec *

Note When you are troubleshooting, it may become necessary to view the core routes when
doing traces. If so, it will be necessary to enable TTL propagation.

For this course, enabling TTL propagation will affect the results of some of the traces shown
in the lab activity verification because additional hops and labels will be displayed.
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Task 3: Configure Conditional Label Distribution

For the label binding displays that you did in Task 1, you can see that a label is assigned to
every prefix that is in the IP routing table of a router. This label assignment results in wasting
label space and resources to build unused LSPs. In this task, you will use conditional label
advertising to restrict the distribution of labels related to the WAN interfaces in the core.

POP 1 will configure PEx1 and Px1. POP 2 will configure PEx2 and Px2.

Activity Procedure

Complete these steps:

Step 1 On your PE router, display the LSPs that are being built.

PExl#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

16 23 150.x.x2.32/28 0 Se0/0.111 point2point
17 22 150.x.x2.16/28 0 Se0/0.111 point2point
18 20 192.168.%x.97/32 0 Se0/0.111 point2point
19 Pop tag 192.168.x.112/28 0 Se0/0.111 point2point
20 19 192.168.x.64/28 0 Se0/0.111 point2point
21 Pop tag 192.168.x.81/32 0 Se0/0.111 point2point
22 21 192.168.x.33/32 0 Se0/0.111 point2point

Step 2 Note that an LSP has been built to the WAN interfaces that connect the PE and P
routers. This LSP will never be used because traffic will not normally terminate at
this point.

Step 3 On your assigned P and PE routers, configure conditional label distribution to allow
only the distribution of labels related to the core loopback addresses and the
interfaces that provide direct customer support.

Step 4 Verify that the other POP has completed its configuration tasks.

Activity Verification
You have completed this task when you attain these results:

®  On your PE router, you have confirmed that LSPs are not being built for the links between
the PE and P routers.

PExl#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

16 23 150.x.x2.32/28 0 Se0/0.111 point2point
17 22 150.x.x2.16/28 0 Se0/0.111 point2point
18 20 192.168.%x.97/32 0 Se0/0.111 point2point
19 Untagged 192.168.x.112/28 0 Se0/0.111 point2point
20 Untagged 192.168.x.64/28 0 Se0/0.111 point2point
21 Pop tag 192.168.x.81/32 0 Se0/0.111 point2point
22 21 192.168.x.33/32 0 Se0/0.111 point2point
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Note An LSP is no longer built to the WAN interface that connects the other PE and P routers.

®  On your P router, you have verified the LDP bindings.

Pxl#show mpls 1ldp bindings
tib entry: 150.x.x1.16/28, rev 34
local binding: tag: 17
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 22
tib entry: 150.x.x1.32/28, rev 35
local binding: tag: 18
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 23
tib entry: 150.x.x2.16/28, rev 36
local binding: tag: 22
remote binding: tsr: 192.168.x.17:0, tag: 17
remote binding: tsr: 192.168.x.97:0, tag: 17
tib entry: 150.x.x2.32/28, rev 37
local binding: tag: 23
remote binding: tsr: 192.168.x.17:0, tag: 16
remote binding: tsr: 192.168.x.97:0, tag: 18
tib entry: 192.168.x.17/32, rev 38
local binding: tag: 16
remote binding: tsr: 192.168.x.17:0, tag: imp-null
remote binding: tsr: 192.168.x.97:0, tag: 21
tib entry: 192.168.x.33/32, rev 39
local binding: tag: 21
remote binding: tsr: 192.168.x.17:0, tag: 22
remote binding: tsr: 192.168.x.97:0, tag: 16
tib entry: 192.168.x.48/28, rev 29
local binding: tag: imp-null
tib entry: 192.168.x.64/28, rev 30
local binding: tag: 19
tib entry: 192.168.x.81/32, rev 40
local binding: tag: imp-null
remote binding: tsr: 192.168.x.17:0, tag: 21
remote binding: tsr: 192.168.x.97:0, tag: 20
tib entry: 192.168.x.97/32, rev 41
local binding: tag: 20
remote binding: tsr: 192.168.x.17:0, tag: 18
remote binding: tsr: 192.168.x.97:0, tag: imp-null
tib entry: 192.168.x.112/28, rev 33
local binding: tag: imp-null

Px1#
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Note The prefixes assigned to the WAN interfaces connecting the other P and PE routers no
longer have a remote label assigned. Further, none of the core WAN interfaces have remote
labels assigned. This lessening of assignments results in a reduced label space, which
saves memory resources.

Task 4: Remove Conditional Label Distribution

For the conditional label distribution displays that you did in Task 3, you can see that a label is
not assigned to every prefix that is in the IP routing table of a router. In this task, you will
remove conditional label advertising so that there are no restrictions on the distribution of
labels related to the WAN interfaces in the core.

Note For this simple lab environment, there are no memory constraints that would lead you to
implement conditional label distribution.

POP 1 will configure PEx1 and Px1. POP 2 will configure PEx2 and Px2.

Activity Procedure
Complete these steps:

Step 1 Remove conditional label distribution and the access list that supported it.

Step 2 Verify that the other POP has completed its configuration task.

Activity Verification
You have completed this task when you attain these results:
®  On your PE router, you have confirmed that all the LSPs that are being built.

PExl#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

16 16 192.168.x.97/32 0 Se0/0.111 point2point
17 Pop tag 192.168.x.112/28 0 Se0/0.111 point2point
18 17 192.168.x.64/28 0 Se0/0.111 point2point
19 Pop tag 192.168.x.81/32 0 Se0/0.111 point2point
20 18 192.168.x.33/32 0 Se0/0.111 point2point
21 21 150.x.x2.32/28 0 Se0/0.111 point2point
22 23 150.x.x2.16/28 0 Se0/0.111 point2point

PEx2#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

16 Pop tag 192.168.5.97/32 0 Se0/0.111 point2point
17 Pop tag 192.168.5.112/28 0 Se0/0.111 point2point
18 16 192.168.5.81/32 0 Se0/0.111 point2point
19 18 192.168.5.48/28 0 Se0/0.111 point2point
20 19 192.168.5.17/32 0 Se0/0.111 point2point
21 20 150.5.x1.32/28 0 Se0/0.111 point2point
22 22 150.5.x1.16/28 0 Se0/0.111 point2point
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Lab 5-1: Configuring Initial MPLS VPN Setup

Complete this lab activity to practice what you learned in the related module.

Activity Objective

The company that you work for is a small service provider. Your SP has been given the task of

creating two simple VPNs to support two new customers (customer A and customer B) that
have just signed with you.

In this activity, you will create a simple VPN for your customer. After completing this activity,
you will be able to meet these objectives:

m  Configure MP-BGP to establish routing between the PE routers of your POP

m  Configure the VRF tables necessary to support your customer and establish your customer
RIP routing using a simple VPN

Visual Objective

The figure illustrates what you will accomplish in this activity.

Two Simple VPNs with a BGP Core

AS 65001

$0/0.112

Core

0G_867

These activities rely on Lab 3-1, “Establishing the Core MPLS Environment”, in which you
established MPLS connectivity in your backbone.

Please verify that MPLS has been enabled on all core interfaces in your backbone and that it
has not been enabled on interfaces toward the customer POP routers or other SPs.
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For your reference, the figure shows the addresses in use in the network.

MPLS Lab IP Addressing Scheme

10.1.x1.16/28 10.2.x1.16/28

A A

Lo O
PoP 1 A 192.168.x.17/32

Lo 0O
7~} 10.2.x1.49/32

10.1.x2.16/28

10.2.x2.16/28

A
Lo O
10.1.x2.49/32 (55—

PoP 2

Lo O
192.168.x.33/32

192.168.x.48/28

LoO
192.168.x.81/32

192.168.x.112/28

Core

.2

192.168.x.64/28

Lo O
192.168.x.97/32

020G_702

This activity contains tasks that enable you to configure your core MPLS VPN infrastructure
and to establish a simple any-to-any VPN service for a customer.

You will also test various PE-CE routing options, ranging from RIP and OSPF to running BGP

between the PE and the CE routers.

Required Resources

This is the resource that is required to complete this activity:

m  Cisco IOS documentation

Command List

The table describes the commands that are used in this activity.

VPN-Related Commands

Command

Description

address-family ipv4 vrf
vrf-name

Selects a per-VRF instance of a routing protocol.

address-family vpnv4

Selects VPNv4 address family configuration.

ip vrf forwarding vrf-
name

Assigns an interface to a VRF.

ip vrf vrf-name

Creates a VRF table.
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Command

Description

neighbor ip-address
activate

Activates an exchange of routes from address family under
the configuration for the specified neighbor.

neighbor ip-address
route-reflector-client

Configures a route reflector client on a route reflector.

neighbor next-hop-self

To configure the router as the next hop for a BGP-speaking
neighbor or peer group, use the neighbor next-hop-self
router configuration command. To disable this feature, use
the no form of this command.

neighbor remote-as

To add an entry to the BGP or MP-BGP neighbor table, use
the neighbor remote-as router configuration command. To
remove an entry from the table, use the no form of this
command.

neighbor send-community

To specify that a community attribute should be sent to a
BGP neighbor, use the neighbor send-community
command in address family or router configuration mode. To
remove the entry, use the no form of this command.

neighbor update-source

To have Cisco I0S software allow IBGP sessions to use any
operational interface for TCP connections, use the neighbor
update-source router configuration command. To restore the
interface assignment to the closest interface, which is called
the “best local address,” use the no form of this command.

ping vrf vrf-name host

Pings a host reachable through the specified VRF.

rd value

Assigns an RD to a VRF.

redistribute bgp as-
number metric transparent

Redistributes BGP routes into RIP with propagation of the
MED into the RIP hop count.

router bgp as-number

Selects BGP configuration.

route-target import |
export value

Assigns an RT to a VRF.

show ip bgp neighbor

Displays information on global BGP neighbors.

show ip bgp vpnv4 vrf
vrf-name

Displays VPNv4 routes associated with the specified VRF.

show ip route vrf
vrf-name

Displays an IP routing table of the specified VRF.

show ip vrf detail

Displays detailed VRF information.

show mpls forwarding vrf
vrf-name

Displays the MPLS forwarding table for a specific VRF

Task 1: Configure MP-BGP

In this task, you will configure MP-BGP between the PE routers in your POP.

POP 1 will configure MP-BGP on PEx1, and POP 2 will perform the same task on PEx2.
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Activity Procedure

Complete these steps:

Step 1 Activate the BGP process on your assigned router using AS 65001 as the AS
number. Disable the autosummarization feature.

Step 2 Activate VPNv4 BGP sessions between your assigned PE router and the PE router
being configured by the other POP. Disable the autosummarization feature.

Step 3 Verify that the other POP has completed its configuration tasks.

Activity Verification
You have completed this task when you attain these results:

B You have displayed the BGP neighbor information and ensured that BGP sessions have
been established between the two PE routers.
PEx2#show ip bgp summary
BGP router identifier 192.168.x.33, local AS number 65001
BGP table version is 1, main routing table version 1
Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd

192.168.x.17 4 65001 9 9 1 0 0 00:05:24 0

PExl#show ip bgp summary
BGP router identifier 192.168.x.17, local AS number 65001
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.x%x.33 4 65001 6 6 1 0 0 00:02:23 0

PExl#show bgp neighbors
BGP neighbor is 192.168.x.33, remote AS 65001, internal link
BGP version 4, remote router ID 192.168.x.33
BGP state = Established, up for 00:03:39
Last read 00:00:39, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
IPv4 MPLS Label capability:
Received 7 messages, 0 notifications, 0 in queue
Sent 7 messages, 0 notifications, 0 in queue

Default minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2

Route refresh request: received 0, sent 0
0 accepted prefixes consume 0 bytes

Prefix advertised 0, suppressed 0, withdrawn 0
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Connections established 1; dropped 0

Last reset never
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 192.168.x.17, Local port: 11022

Foreign host: 192.168.x.33, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is O0xA12E784) :

Timer Starts Wakeups Next
Retrans 8 0 0x0
TimeWait 0 0 0x0
AckHold 7 5 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1596106025 snduna: 1596106185 sndnxt: 1596106185 sndwnd : 16225
irs: 2134453172 rcvnxt: 2134453332 rcvwnd: 16225 delrcvwnd: 159

SRTT: 197 ms, RTTO: 984 ms, RTV: 787 ms, KRTT: 0 ms
minRTT: 44 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 536 bytes):
Rcvd: 8 (out of order: 0), with data: 7, total data bytes: 159

Sent: 14 (retransmit: 0, fastretransmit: 0), with data: 7, total data bytes:
159

Task 2: Configure VRF Tables

In this task and the following task, you will establish simple VPNs for customer A and
customer B. POP 1 will establish a VPN between CEx1A and CEx2A, and POP 2 will establish
a VPN between CEx1B and CEx2B. Each POP is responsible for all PE router configurations
related to its customer. This division of work between POPs applies to all future exercises.

Activity Procedure

Complete these steps:

Step 1

Design your VPN networks—decide on the RD and the RT numbering. Coordinate
your number with the other POP.

Note

The easiest numbering plan would be to use the same values for the RD and the RT. Use
simple values—for example, x:10 for customer A and x:20 for customer B.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Create VRFs on the PE routers and associate the PE-CE interfaces into the proper
VREFs; use simple yet descriptive VRF names (for example, CustA and CustB).

Your customer is using RIP as its IGP, so enable RIP for the VRF that you have
created.

Configure redistribution of RIP into BGP from the address-family ipv4 vrf
vrf-name command mode.

Configure redistribution of BGP into RIP from the address-family ipv4 vrf
vrf-name command mode.

Configure RIP metric propagation through MP-BGP by using the redistribute bgp
as-number metric transparent command in the RIP process.

Ensure that RIP is enabled on all of the CE routers. Make sure that all of the
networks (including loopbacks) are active in the RIP process.

Activity Verification

You have completed this task when you attain these results:

®  On a CE router, using the show ip route command, you have verified that the router is
receiving all VPN routes. Also, you have verified that no routes from the other customer or
the MPLS core are being received. On CEx1A, the printout should be similar to this
example:

CEx1A#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

R 10.1.x2.49/32 [120/2] wvia 150.x.x1.18, 00:00:14, Serial0/0.101
C 10.1.x1.49/32 is directly connected, LoopbackO
R 10.1.x2.16/28 [120/2] via 150.x.x1.18, 00:00:14, Serial0/0.101
C 10.1.x1.16/28 is directly connected, Ethernet0/0
150.x.0.0/28 is subnetted, 2 subnets
R 150.x.x2.16 [120/1] via 150.x.x1.18, 00:00:14, Serial0/0.101
C 150.x.x1.16 is directly connected, Serial0/0.101
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B You have used ping and trace on the CE routers to verify connectivity across the VPN.

CEx1A#traceroute 150.x.x2.17

Type escape sequence to abort.

Tracing the route to 150.x.x2.17

1 150.x.x1.18 12 msec 12 msec 12 msec
2 150.x.x2.18 60 msec 60 msec 60 msec

3 150.x.x2.17 77 msec 72 msec *

CEx1A#ping 150.x.x2.17
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 150.x.x2.17, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 148/148/149 ms

B You have verified that you have the proper configuration of your VRF tables with the show
ip vrf detail command. Your printout should be similar to this example:
PExl#show ip vrf detail
VRF CustA; default RD x:10; default VPNID <not set>
Interfaces:
Se0/0.101
Connected addresses are not in global routing table
Export VPN route-target communities
RT:x:10
Import VPN route-target communities
RT:x:10
No import route-map
No export route-map
VRF CustB; default RD x:20; default VPNID <not set>
Interfaces:
Se0/0.102
Connected addresses are not in global routing table
Export VPN route-target communities
RT:x:20
Import VPN route-target communities
RT:x:20
No import route-map

No export route-map
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PEx2#sh ip vrf det
VRF CustA; default RD 5:10; default VPNID <not set>
Interfaces:
Se0/0.101
Connected addresses are not in global routing table
Export VPN route-target communities
RT:x:10
Import VPN route-target communities
RT:x10
No import route-map
No export route-map
VRF label distribution protocol: not configured
VRF CustB; default RD x:20; default VPNID <not set>
Interfaces:
Se0/0.102
Connected addresses are not in global routing table
Export VPN route-target communities
RT:x:20
Import VPN route-target communities
RT:x:20
No import route-map
No export route-map

VRF label distribution protocol: not configured

B You have checked the routing protocols running in your VRF with the show ip protocols
vrf command. When executed on PEx1, your printout should be similar to this example:
PExl#show ip protocols vrf CustaA
Routing Protocol is "bgp 65001"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
IGP synchronization is disabled
Automatic route summarization is disabled
Redistributing: rip
Maximum path: 1
Routing Information Sources:
Gateway Distance Last Update
192.168.x.33 200 15:05:06

Distance: external 20 internal 200 local 200

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 26 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: bgp 65001, rip

Default version control: send version 2, receive version 2
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Interface

Send Recv Triggered RIP

Key-chain

Serial0/0.101 2 2

Maximum path: 4

Routing for Networks:
Interface
150.x.0.0

Routing Information Sources:

Gateway Distance
150.x.x1.17 120
Distance: (default is 120)

PExl#show ip protocols vrf CustB

Routing Protocol is "bgp 65001"
Outgoing update filter list for
Incoming update filter list for

IGP synchronization is disabled

Send Recv Triggered RIP

Key-chain

Last Update

00:00:27

all interfaces is not set

all interfaces is not set

Automatic route summarization is disabled

Redistributing: rip

Maximum path: 1

Routing Information Sources:
Gateway Distance

192.168.x.33 200

Distance: external 20 internal

Routing Protocol is "rip"

Last Update
15:04:27

200 local 200

Sending updates every 30 seconds, next due in 20 seconds

Invalid after 180 seconds, hol

d down 180, flushed after 240

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing: bgp 65001, rip

Default version control: send version 2, receive version 2

Interface Send
Serial0/0.102 2
Maximum path: 4
Routing for Networks:
Interface Send
150.x.0.0

Routing Information Sources:

Gateway Distance
150.x.x1.33 120
Distance: (default is 120)

Recv Triggered RIP Key-chain

2

Key-chain

Recv Triggered RIP

Last Update

00:00:07
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B You have verified the per-VRF routing table on the PE router with the show ip route vrf
command. Your printout should be similar to this example:

PExl#show ip route vrf CustA

Codes: C
D
N1
E1l
i
area

*

connected, S - static, R - RIP, M

- mobile, B - BGP

EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

- OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type 2

IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter

candidate default,

P - periodic downloaded static route

Gateway of last resort is not set

U - per-user static route, o - ODR

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

B

R 10.

B 10.

R 10.
150.x%.

B

Cc

1

1

1.

0.

150.x.x1.16 is directly connected,

10.1.x2.49/32 [200/1] via 192.168.x.33, 15:10:04
.x1.49/32 [120/1] via 150.x.x1.17, 00:00:24, Serial0/0.101

.x2.16/28 [200/1] wvia 192.168.x.33, 15:10:04

x1.16/28 [120/1] via 150.x.x1.17, 00:00:24, Serial0/0.101

0/28 is subnetted, 2 subnets

150.x.x2.16 [200/0] wvia 192.168.x.33,

PExl#show ip route vrf CustB

Codes: C
D
N1
E1l
i
area

*

connected, S - static, R - RIP, M

15:46:04

Serial0/0.101

- mobile, B - BGP

EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

- OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type 2

IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter

candidate default,

P - periodic downloaded static route

Gateway of last resort is not set

U - per-user static route, o - ODR

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

00:00:01, Serial0/0.102
15:09:26
00:00:01, Serial0/0.102

15:09:26

R 10.2.x1.49/32 [120/1] via 150.x.x1.33,

B 10.2.x2.49/32 [200/1] via 192.168.x.33,

R 10.2.x1.16/28 [120/1] wvia 150.x.x1.33,

B 10.2.x2.16/28 [200/1] wvia 192.168.x.33,
150.x.0.0/28 is subnetted, 2 subnets

B 150.x.x2.32 [200/0] via 192.168.x.33, 15:46:11

¢ 150.x.x1.32 1s directly connected,

Serial0/0.102
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®  You have used the show ip bgp vpnv4 vrf command to display the BGP routing table
associated with a VRF. The printout from the PEx1 router is shown here:

PExl#show ip bgp vpnv4 vrf CustA

BGP table version is 47,

Status c¢
internal

Origin c

Netwo

Route Distinguisher: x:10 (default for vrf Custad)

odes: s suppressed, d damped, h history,

l

r RIB-failure

odes: i -

rk

*> 10.1.x1.16/28

*> 10.1.x1.49/32

*>110.1.x2.16/28

*>110.1.x2.49/32

*> 150.x.x1.16/28

*>1150.x%

.x2.16/28

IGP, e - EGP,

Next Hop

150.x.x1.17
150.x.x1.17
192.168.x.33
192.168.x.33
0.0.0.0

192.168.x.33

PExl#show ip bgp vpnv4 vrf CustB

BGP table version is 47,

Status codes:

internal

1

r RIB-failure

Origin codes: i -

IGP, e - EGP,

- incomplete

1

1

s suppressed, d damped, h history,

- incomplete

* valid,

100

100

* valid,

local router ID is 192.168.x.17

Metric LocPrf Weight

32768

32768

32768

local router ID is 192.168.x.17

> best, i1 -

Path

> best, 1 -

Network Next Hop Metric LocPrf Weight Path

Route Distinguisher: x:20 (default for vrf CustB)

*> 10.2.x1.16/28 150.x.x1.33 1 32768 7
*> 10.2.x1.49/32 150.x.x1.33 1 32768 ?
*>110.2.%x2.16/28 192.168.x.33 1 100 o7
*>110.2.%2.49/32 192.168.x.33 1 100 o7
*> 150.x.x1.32/28 0.0.0.0 0 32768 7
*>1150.x.%x2.32/28 192.168.x.33 0 100 0 ?
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®  You have used the show mpls forwarding vrf vrf-name command on the PE routers to
verify the forwarding table for each VRF.

PExl#show mpls forwarding-table vrf CustA

Local Outgoing

tag tag or VC
23 Untagged
24 Untagged
25 Aggregate

Prefix Bytes tag Outgoing
or Tunnel Id switched interface
10.1.x1.16/28[V] 0 Se0/0.101
10.1.x1.49/32[V] 520 Se0/0.101
150.x.x1.16/28[V] 0

PExl#show mpls forwarding-table vrf CustB

Local Outgoing

tag tag or VC
27 Untagged
28 Untagged
29 Aggregate
PEx1#

Prefix Bytes tag Outgoing
or Tunnel Id switched interface
10.2.x1.16/28[V] 0 Se0/0.102
10.2.x1.49/32[V] 0 Se0/0.102
150.x.x1.32/28[V] 0

Next Hop

point2point

point2point

Next Hop

point2point

point2point

®  You have used the show ip route command on the PE routers to verify that the customer
routes are not in the global IP routing table.

PExl#show ip route

Codes: C -

D -

connected, S

EIGRP,

EX -

- static, R - RIP, M - mobile, B

- BGP

EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type

i -

* -

IS-IS,

L1l -

IS-IS level-1, L2 - IS-IS level-2,

candidate default, U - per-user static route,

P - periodic downloaded static route

Gateway of last resort is not set

2

ia - IS-IS inter area

o - ODR

192.168.x.0/24 is variably subnetted, 7 subnets, 2 masks

192

192

192

192

192

192

n o U u u u o

192

.168.x.97/32

.168

.168

.168.

.168.

.168.

.168.

X

X

112/2

.64/28
.81/32
.33/32
.48/28

.17/32

[90/2809856] via 192.168.x.50, 19
8 [90/2681856] via 192.168.x.50, 1
[90/3193856] via 192.168.x.50, 19
[90/2297856] wvia 192.168.x.50, 19

[90/3321856] via 192.168.x.50, 19

:14:54, Serial0/0.111
9:14:54, Serial0/0.111
:14:54, Serial0/0.111
:14:54, Serial0/0.111

:14:54, Serial0/0.111

is directly connected, Serial0/0.111

is directly connected, LoopbackO
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B You have used the ping and trace commands on the PE routers to verify that you cannot

reach your customer networks from global address space.

PEx1l#ping 150.x.x1.17
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 150.x.x1.17, timeout is 2 seconds:

Success rate is 0 percent (0/5)

PExl#ping 150.x.x1.33
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 150.x.x1.33, timeout is 2 seconds:

B You have used the ping vrf command on the PE routers to verify that you can reach your

customer networks from global address space.

PEx1#ping vrf CustA 150.x.x1.17
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 150.x.x1.17, timeout is 2 seconds:

et

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/31/36 ms

PEx1#ping vrf CustB 150.x.x1.33
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 150.x.x1.33, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
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Lab 5-2: Running EIGRP Between PE and CE
Routers

Complete this lab activity to practice what you learned in the related module.

Activity Objective

Some customers use EIGRP as the routing protocol in their VPN; sometimes, EIGRP is even
combined with RIP or BGP at other sites. In this activity, the customers of the service provider
have decided to migrate some of their sites to EIGRP.

In this activity, you will deploy EIGRP as the PE-CE routing protocol in the VPN of your
customer. After completing this activity, you will be able to meet this objective:

m  Convert one of each of the customer sites to EIGRP (from RIP) and establish VPN routing
using EIGRP. The other site will continue running RIP as the IGP.

Visual Objective

The figure illustrates what you will accomplish in this activity.

MPLS Lab Customer EIGRP Scheme

e Sy =_~ 2
CEx1A CEx1B CEx2A CEx2B
=
)
% L ' $0/0.102

AS 65001

Core

020G_669
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For your reference, the figure shows the addresses in use in the network.

MPLS Lab IP Addressing Scheme

10.1.x1.16/28

PoP 1 A

10.2.x1.16/28

A
Lo 0O
7~} 10.2.x1.49/32

Lo O
192.168.x.17/32

10.1.x2.16/28

Lo O
10.1.x2.49/32

PoP 2

10.2.x2.16/28

Lo 0
-0 10.2.x2.49/32

Lo O
A 192.168.x.33/32

LoO
192.168.x.81/32

192.168.x.48/28

192.168.x.112/28

Core

192.168.x.64/28
.2

Lo O
192.168.x.97/32

020G_702

Required Resources

This is the resource that is required to complete this activity:

m  Cisco IOS documentation
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Command List

The table describes the commands that are used in this activity.

Task 1: Enable an EIGRP VPN

OSPF Commands

Command

Description

address-family ipv4
[multicast | unicast | vrf
vrf-name]

Enters address family configuration mode and specifies the
name of the VRF to associate with submode commands.

network ip-address network-
mask

Specifies the network for the VRF. The network statement is
used to identify which interfaces to include in EIGRP. The
VRF must be configured with addresses that fall within the
subnetwork range of the configured network statement.

redistribute protocol
[process-id] {level-1 |
level-1-2 | level-2} [as-
number] [metric metric-
value] [metric-type type-
value]l [route-map map-
name] [match {internal |
external 1 | external 2}]
[tag tag-value] [route-map
map-tagl]l [subnets]

Redistributes BGP into the EIGRP. The AS number and
metric of the BGP network are configured in this step. BGP
must be redistributed into EIGRP for the CE site to accept the
BGP routes that carry the EIGRP information. A metric must
also be specified for the BGP network and is configured in

this step.

router eigrp as-number

Enters router configuration mode and creates an EIGRP

routing process.

show ip eigrp vrf vrf-name
interfaces

Displays EIGRP interfaces that are defined under the
specified VRF. If an interface is specified, only that interface
is displayed. Otherwise, all interfaces on which EIGRP is
running as part of the specified VRF are displayed.

show ip eigrp vrf vrf-name
neighbors

Displays when VRF neighbors become active and inactive.
This command can be used to help debug transport

problems.

show ip eigrp vrf vrf-name
topology

Displays VRF entries in the EIGRP topology table. This
command can be used to determine Diffusing Update
Algorithm (DUAL) states and to debug possible DUAL

problems.

show ip vrf

Displays the set of defined VRFs and associated interfaces.
This command is used to verify that the correct RDs are

configured for the VRF.

In this task, your customer has decided to convert only one of its two locations from RIP to
EIGRP. POP 1 will convert the customer A site, CEx1A, from RIP to EIGRP and establish a

simple VPN.

POP 2 will convert the customer B site, CEx2B, from RIP to EIGRP and establish a simple

VPN.

Each POP is responsible for all PE router configurations related to its customer.
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Activity Procedure

Complete these steps:

Step 1 Disable RIP and configure EIGRP on one of the two routers of your customer.
POP 1 will configure CEx1A, and POP 2 will configure CEx2B. Use your SP
number as the AS number for EIGRP. Because both customers are connected via the
same 150.x.0.0 network, be specific on the EIGRP statement to match the
appropriate interface.

Step 2 Remove the appropriate address family from the RIP routing process on your PE
router.

Step 3 Configure EIGRP on your PE router.

Step 4 On your assigned PE router, configure redistribution of EIGRP into BGP with the
address-family ipv4 vrf vif~-name command. Because the source EIGRP metric is
incompatible with the destination RIP metric, set the default metric to 1.

Step 5 On your assigned PE router, configure redistribution of BGP into EIRGP with the
address-family ipv4 vrf vif-name command. Disable the autosummarization feature
of EIGRP.

Activity Verification
You have completed this task when you attain these results:
®  You have verified that EIGRP has been activated on the proper interfaces.

PExl#show ip eigrp interfaces
IP-EIGRP interfaces for process 1

Xmit Queue Mean Pacing Time Multicast

Pending

Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
Se0/0.111 1 0/0 600 0/15 2991 0
Lo0 0 0/0 0 0/10 0 0

®  You have verified that EIGRP adjacencies have been established between the CE and PE
routers.

PExl#show ip eigrp vrf CustA neighbors

IP-EIGRP neighbors for process 4

H Address Interface Hold Uptime SRTT RTO Q Seqg Type
(sec) (ms) Cnt Num
0 150.x.x1.17 Se0/0.101 14 00:02:51 340 2040 0 4

PEx2#show ip eigrp vrf CustB neighbors

IP-EIGRP neighbors for process 4

H Address Interface Hold Uptime SRTT RTO Q Seqg Type
(sec) (ms) Cnt Num
0 150.x.x2.33 Se0/0.102 14 00:02:29 1050 5000 O 2
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®  You have checked the EIGRP topology database on the CE routers.

PExl#show ip eigrp vrf CustA topology

IP-EIGRP Topology Table for AS(4)/ID(150.x.x1.18) Routing Table: CustA

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,

r - reply Status, s - sia Status

P 10.1.x2.49/32, 1 successors, FD is 281600
via Redistributed (281600/0)

P 10.1.x1.49/32, 1 successors, FD is 2297856

via 150.x.x1.17 (2297856/128256), Serial0/0.101

P 10.1.x2.16/28, 1 successors, FD is 281600
via Redistributed (281600/0)

P 10.1.x1.16/28, 1 successors, FD is 2195456

via 150.x.x1.17 (2195456/281600), Serial0/0.101

P 150.x.x2.16/28, 1 successors, FD is 281600
via Redistributed (281600/0)
P 150.x.x1.16/28, 1 successors, FD is 2169856

via Connected, Serial0/0.101

PEx2#show ip eigrp vrf CustB topology

IP-EIGRP Topology Table for AS(4)/ID(150.x.x2.34) Routing Table: CustB

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,

r - reply Status, s - sia Status

P 10.2.x1.49/32, 1 successors, FD is 281600
via Redistributed (281600/0)

P 10.2.x1.49/32, 1 successors, FD is 2297856

via 150.x.x2.33 (2297856/128256), Serial0/0.102

P 10.2.x1.16/28, 1 successors, FD is 281600
via Redistributed (281600/0)

P 10.2.x2.16/28, 1 successors, FD is 2195456

via 150.x.x2.33 (2195456/281600), Serial0/0.102

P 150.x.x2.32/28, 1 successors, FD is 2169856
via Connected, Serial0/0.102
P 150.x.x1.32/28, 1 successors, FD is 281600

via Redistributed (281600/0)
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®  You have verified connectivity across the VPN by using ping and trace commands on the

CE routers and ping vrf and trace vrf commands on the PE routers.

CEx1B#ping 10.2.x2.17

Type escape sequence to abort.

Sending 5,

Success rate is 100 percent

CEx1A#ping 10.1.x2.17

100-byte ICMP Echos to 10.2.x1.17,

(5/5),

Type escape sequence to abort.

Sending 5,

Success rate is 100 percent

CEx1B#ftrace 10.2.x2.49

100-byte ICMP Echos to 150.x.x2.17,

(5/5),

Type escape sequence to abort.

Tracing the route to 150.x.x2.49

1 150.x.x1.34 16 msec 12 msec 12 msec

2 150.x.x2.34 [MPLS:

Label 29 Exp 0]

3 150.x.x2.33 77 msec 76 msec *

CEx1A#trace 10.1.x2.49

Type escape sequence to abort.

Tracing the route to 150.x.x2.17

1 150.x.x1.18 12 msec 12 msec 12 msec

2 150.x.x2.18 [MPLS:

Label 25 Exp 0]

3 150.x.x2.17 76 msec 76 msec *

PEx1l#ping vrf CustA 10.1.x2.49

Type escape sequence to abort.

Sending 5,

Success rate is 100 percent

100-byte ICMP Echos to 10.1.x2.49,

(5/5),

PExl#ftrace vrf CustB 10.2.x2.49

Type escape sequence to abort.

Tracing the route to 10.2.x2.49

1 150.x.x2.34 [MPLS:

2 150.x.x2.33 60 msec *

Label 26 Exp 0]

60 msec

timeout is 2 seconds:

round-trip min/avg/max = 144/146/149 ms

timeout is 2 seconds:

round-trip min/avg/max = 144/147/152 ms

64 msec 60 msec 60 msec

64 msec 60 msec 64 msec

timeout is 2 seconds:

round-trip min/avg/max = 116/119/120 ms

92 msec 88 msec 88 msec
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PEx2#ping vrf CustA 10.1.x1.49
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.x1.49, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/29/32 ms

PEx2#trace vrf CustA 10.1.x1.49
Type escape sequence to abort.

Tracing the route to 10.1.x1.49

1 150.x.x1.18 [MPLS: Label 22 Exp 0] 88 msec 88 msec 88 msec

2 150.x.x1.17 60 msec * 60 msec
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Lab 5-3: Running OSPF Between PE and CE
Routers

Complete this lab activity to practice what you learned in the related module.

Activity Objective

Some customers insist on using OSPF as the routing protocol in their VPN, sometimes even
combined with RIP or BGP at other sites. In this activity, you will migrate the CE-to-PE
routing protocol to OSPF. After completing this activity, you will be able to meet these

objectives:
m  Convert one of each of the customer sites to OSPF (from RIP) and establish VPN routing
using OSPF

Visual Objective

The figure illustrates what you will accomplish in this activity.

MPLS Lab Customer OSPF Scheme

7
-
CEx2B

AS 65001

Core

020G_670.
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For your reference, the figure shows the addresses in use in the network.

MPLS Lab IP Addressing Scheme

10.1.x1.16/28

10.2.x1.16/28

PoP 1 A

A
Lo 0O
7~} 10.2.x1.49/32

Lo O
192.168.x.17/32

10.1.x2.16/28

10.2.x2.16/28

Lo O
10.1.x2.49/32

PoP 2

Lo O
A 192.168.x.33/32

Lo 0
-0 10.2.x2.49/32

LoO
192.168.x.81/32

192.168.x.48/28

192.168.x.112/28

Core

.2

192.168.x.64/28

Lo O
192.168.x.97/32

020G_702

Required Resources

This is the resource that is required to complete this activity:

m  Cisco IOS documentation

42

Implementing Cisco MPLS (MPLS) v2.2

for the sole use by Cisd LhS oLt DRURAEATITEAE

© 2006 Cisco Systems, Inc.

property of Cisco Systems, Inc.,
printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual study.



Command List

The table describes the commands that are used in this activity.

OSPF Commands

Command

Description

address-family ipv4
vrf vrf-name

Selects a per-VRF instance of a routing protocol

default-information
originate always

Generates a default route into OSPF

ip vrf forwarding vrf-
name

Assigns an interface to a VRF

ip vrf vrf-name

Creates a VRF table

ping vrf vrf-name host

Pings a host reachable through the specified VRF

rd value

Assigns an RD to a VRF

redistribute bgp as-
number subnets

Redistributes BGP routes (including subnetwork routes) into
OSPF

router bgp as-number

Selects BGP configuration

router ospf process
vrf vrf-name

Starts an OSPF process within the specified VRF

route-target import |
export value

Assigns an RT to a VRF

show ip bgp vpnv4 vrf
vrf-name

Displays VPNv4 routes associated with the specified VRF

show ip ospf database

Displays OSPF database information

show ip route vrf vrf-
name

Displays an IP routing table of the specified VRF

show ip vrf detail

Displays detailed VRF information

telnet host /vrf vrf-
name

Makes a Telnet connection to a CE router connected to the
specified VRF

Task 1: Configure OSPF as the PE-CE Routing Pr