Lab 16 Solutions - The Case of Taidoor Espionage



Lab 16 - The Case of Taidoor Espionage

Your security device alerts on a malware callback connection from 192.168.1.60 to
200.2.126.61 on port 443. you suspect the host 192.168.1.60 to be infected. you collect the

memory image from the host (taidoor.vmem). Analyze the memory image and answer the below
questions

e Can you confirm if the host made the connection to the C2 server?

* What is the process id of the malicious process?

e Can you determine the full path of the malicious process and based on the path do you think
its a legitimate operating system process?

o |f this is a legitimate process, is there is anything that makes it different from the legitimate
processé¢

e Dump the process onto disk, can you recognize any interesting strings¢

* Based on your observation, what code injection technique malware is using?



01. Can you confirm if the host
made the connection to the C2
server?

Running the netscan plugin shows a
closed connection to the C2 server on
port 443, this confirms that the host
had established a network connection
with the C2 server and associated
process is svchost.exe (pid 1412)

02. What is the process id of the
malicious process?

The process id of the malicious process
is 1412 and it is associated with
svchost.exe as shown in the
screenshot.
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03. Can you determine the full path
of the malicious process and based

] L
on the path do you think its a
oy e . :~/Volatility# python vol.py -f taidoor.vmem --profile=Win75P0x86 dlllist -p 1412
legll'lmafe ﬂp&l’ﬂﬂl’lg SYS"GI'I'I Volatility Foundation Volatility Framework 2.5
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svchost.exe pid: 1412
Command 1line : svchost.exe

The full path of the process is

. Base Size LoadCount Path
C:\Windows\system32\svchostexe. -......... ........._ .......... ...
B d '|'|'I I'h 1_ I kS II( bx06400000 Bx5000 Oxffff C:\Windows\system32\svchost.exe
ased on e pain 1T I00KS like a 0x76760000 0x13c000 oxTfff C:\Windows\SYSTEM32\ntdll.d1ll
e H 0x755306000 0xd4000 Oxffff C:\Windows\system32\kernel32.dll
|eglhmute process b"" thls process dOBS 6x75160000 0x4ab00 Oxffff C:\Windows\system32\KERNELBASE.dll

not have any command line parameters,
normally the svchost.exe processes
running on a clean system has command
line parameters.



04. If this is a legitimate process,
is there is anything that makes it
different from the legitimate
process?

Process listing shows a suspicious
svchost.exe process (pid 1412)
which was not started by services.exe
but this process was started by some
process with process id 2504 (which is
terminated), whereas other legitimate
svchost.exe processes were started by
services.exe (pid 448)
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root@kratos:~/Volatility# python vol.py -f taidoor.umem --profile=Win75PBx86 pslist -p 448
Volatility Foundation Veolatility Framework 2.5

root@kratos:~/Volatility# python vol.py -f taidoor.vmem --profile=Win75P0x86 pslist -p 25084
Volatility Foundation Volatility Framework 2.5 0ffset(V) MName PID PPID Thds Hnds  Sess Wowbd4 Start
: Cannot find PID 2504. If its terminated or unlinked, use psscan and then Exit

ERROR  : volatility.debug

supply --offset=0FFSET
rooti@kratos =~/ Volatilitv# -
d [ 6xB80980d40 services.exe 448 386

9 221 e 6 2017-03-04 09:44:57 UTC+0088



:~/Volatility# python vol.py -f taidoor.vmem --profile=Win75P8x86 malfind -p 1412

Running the malfind plugin shows that the address e i ety framepc 22,
x w ere svc os .exe' ls ou e us Flags: l;nm:itth;?g:f ;?“I';E-Enm;.l.t: 1, ﬁrlvateﬂemur}r: 1, Protection: 6
o 4m h h '. . I d d h Vad Tag: Vad5 Protect PAGE_EXECUTE_READWRITE
suspicious memory protection 9x00400010 b8 00 00 60 00 00 00 0D 40 00 00 00 00 00 00 00 ... .... 3. ...,
6x00400020 00 0O OO0 OO OO OO0 0D OO GO OO OO OO OO BB DD BB .....iccovuvnnans

"PAGE_EXECUTE_READWR'TE“ I'I: an execumHe 0x00460030 00 00 06 60 00 60 00 60 60 60 00 60 6 60 00 680  ................

is normally loaded it should have a memory
protection of "PAGE_EXECUTE_WRITECOPY".



1~/Volatility# python vol.py -f taidoor.vmem --profile=Win75P8x86 procdump -p 1412 -D dum
p/

05. Dump the process onto disk, canyou iy iz sy m=n iz,
recognize any interesting strings?

Ox85adad458 Ox00400008 svchost.exe OK: executable.ld4l?.exe

Dumping the process from memory to disk and e R

. . 128.91.197.123
extracting the strings show references to the 206.2.126. 61

.y . . /%S . php?71d=%06d%s&ext="%s
c:ddlhonc:ll . domalns Whlch can be used as http://%s:%d/%s.php?id=2%06d%s&ext="%s
. . a “stemp%\
network |nd|cc:|tor, apart from that strings also ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/
. http://%s:%d/%s.php?id=2%06d%s
contain references to some of the http patterns R CHCuC
%ssystemroot%\system32\sprxx.dll
used by the malware and references to the file /%5 . php?id=%06d%s
“stemp®%\%u
name. Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Content-Type: application/X-www-form-urlencoded
POST
HTTP/1.1
%02X -%02X -%02X -%02X -%02X -%02X



= Analysis @, File deta € Additional information

Submitting the dumped

executable to VirusTotal
confirms it to be malicious as 8
shown in the screenshot.

Antiy-AVL rrojan[Downloader])'Win32.Rubinurd

Arcabit Generic. Malware.Fdld!.05C5C27

Avast Win32:Malware-gen




06. Based on your observation, what code injection technique
malware is using?

Looking at the parent-child relationship and the anomaly in the memory protection
of executable section of svchost.exe suggests that this svchost.exe was started by
another process (not services.exe) and then the executable section was replaced
with malicious executable. This suggests the use of hollow process injection (also
called as process hollowing)



