Lab 15 Solutions - The Case of Zegost



Lab 15 - The Case of Zegost

Your security device alerts on a malware callback connection from 192.168.1.60 to the
C2 domain "xntk0520.9966.org" on port 8000 (as shown in the screenshot), the C2

domain resolves to IP 192.168.1.22. You suspect the host 192.168.1.60 to be infected.
You collect the memory image from the host (zegost.vmem).

e Which process is connecting to the C2 server?
e What is the full path of the process?
e |s this a legitimate process?

e |fitis alegitimate process then why is the process connecting to the C2 ip and can you
identify the component that is malicious and dump it to disk?

e Can you establish any relationship between the dumped component and the C2 domain?



Answers

:~/Volatility# python vol.py -f zegost.vmem --profile=Win75P0x86 netscan
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02. What is the full path of the process?

The full path of the process is
"C:\Windows\ System32\svchost.exe" s iy fomastior iisliie fopilary S50 Profilesiarsronss aitie -p o
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. svchost.exe pid: 880
S Own N 'I' e screens OII. Command line : C:\Windows\system32\svchost.exe -k netsvcs
Base Size LoadCount Path
Ox00f300080 OxB000 Oxffff C:\Windows\system32\svchost.exe
Ox76fe0000 0x13c000 OxFFff C:\Windows \SYSTEM3Z2\ntdlL.dLL
Bx7553000808 Bxd4000 Oxffff C:\Windows‘\system32'kernel32.dll
0x75160000 Dx4a000 Oxffff C:\Windows'\system32  KERNELBASE.dll

03. Is this a legitimate process?

The output from the dlllist plugin shows that this is
a legitimate executable loaded from the standard
path.



04. If it is a legitimate process
then why is the process
connecting to the C2 ip and
can you identify the
component that is malicious
and dump it to disk?

Even though this is a legitimate
svchost.exe process but it is
possible that svchost.exe is loading
a DLL which is running as service.
Running the dlllist plugin shows a
suspicious module (with .ddf
extension) as shown below.
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:\windows\system32\aelupsvc.dll
:\Windows\system32\apphelp.dll
:\windows\system32\appinfo.dll

:\users\test\application data\acd systems\acdsee\imageik.ddf
:\Windows\system32\WINMM. d1l1l

:\Windows\system32\psapi.dll

:\Windows\system32\wininet.dll



:~/Volatility# python vol.py -f zegost.vmem --profile=Win75P0x86 dlldump -p 880
-b 0x10000000 -D dump/

Volatility Foundation Volatility Framework 2.5
Process(V) Name Module Base Module Name Result

Ix86213030 svchost.exe Bx010000000 imageik.ddf
100000 .dL1

Dumping this module to disk and B 7

submitting to VirusTotal confirms it to be
the malicious component.

OK: module.880.2a3l1l3038.10




:~/Volatility/dump# strings -a module.880.eal3030.10000000.d11
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