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Part1 

Basic of Windows Error Reporting
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Start WerSvc By ETWUser Process

WerpReportFault

SignalStartWerSvc

Kernel ETW

Send Signal

…

…

Start Service
WerSvc

DWORD* a = NULL;
*a = 1;
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Collect User Process Memory Dump

User Process

WerpReportFault

WerSvc

CWerService::LpcServerThread

CreateProcess with User Token

WerFault.exe

ALPC \WindowsErrorReportingServicePort

Collect Dump
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WerFault.exe

Collecting User-Mode Dumps
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps
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WerFault.exe
Memory Dump

Other files
Generate Memory Dump files and
other files containing crash 
information.

C:\ProgramData\Microsoft\Windows\WER
\Temp

Collect and upload crash information for all the process
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Memory Dump

Other files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue

\Temp

Other files

ReportQueue

Report.wer
Create Report

\ReportQueue\AppCrash_{AppName}_*_*_*_*

WerFault.exe
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WerFault.exe

\Temp

Other files

Report.wer

Move to 
ReportArchive

\ReportQueue\AppCrash_{AppName}_*_*_*_*

\ReportArchive\AppCrash_{AppName}_*_*_*_*

Final Report

MS Cloud

Upload Report

With Internet Connection
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No Internet Connection?

• WerFault.exe remains the reports in \ReportQueue

• WER trigger the schedule task QueueReporting(wermgr.exe -upload) to handle the reports

wermgr.exe(SYSTEM)
Query and handle all the 
reports under \ReportQueue

\ReportQueue\AppCrash_{AppName}_*_*_*_*

\ReportArchive\AppCrash_{AppName}_*_*_*_*

Move to 
ReportArchieve
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Attack Surface for WER

CWerService::LpcServerThread

CWerService::DispatchPortRequestWorkItem

Dispatch User Request

Forward to 
handler
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Attack Surface for WER

wermgr.exe (SYSTEM)
Operate without Impersonation

C:\ProgramData\Microsoft\Windows\WER\*

writable for everyone
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Part 2

Vulnerabilities history of Windows Error 

Reporting
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More than 25 vulnerabilities in Windows Error Reporting

Almost all of them are related to path redirection attacks.
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Why WER is the good target for logic bug hunting?

• WER ALPC port allows everyone to communicate with it.

• Multiple message handler

• Running as SYSTEM IL and the main working directory 
C:\ProgramData\Microsoft\Windows\WER is writable for unprivileged 
user

• File system access without impersonation
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CWerService::SvcMergeETWLogs

C:\TestFolder\WER****.tmp

****: a random value from 0000 to FFFF

UtilGetTempFile

GetTempFileNameW(LogDirectory, L"WER", 0, &TempFileName)

DeleteFileW(TempFileName)

StringCchCatW(TempFileName, 0x104ui64, L".etl")

DeleteFileW(TempFileName)

C:\TestFolder

C:\TestFolder\WER****.tmp.etl

User specify

...

No Impersonation

Vulnerability Sample
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Trouble:

• We must know the filename to perform path redirection attack

\RPC CONTROL

C:\TestFolder\

\WER****.tmp.etl

C:\windows\victim.txt

Junction SymbolicLink

DeleteFile(C:\TestFolder\WER****.tmp) DeleteFile(C:\windows\victim.txt)
Redirect
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Must be a unique file name under 
"C:\TestFolder"

GetTempFileNameW(L"C:\TestFolder", L"WER", 0, &TempFileName)
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GetTempFileNameW(L"C:\TestFolder", L"WER", 0, &TempFileName)

Generate random value

CreateFileW(C:\TestFolder\WER{RandomValue}.tmp, ...)

Repeat
noyes

RandomValue++

RandomValue = 0xABC0

Check if the file exits?

How to make sure the filename is unique?

Create a new one
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Make GetTempFileName returns a unique filename

GetTempFileNameW(L"C:\TestFolder", L"WER", 0, &TempFileName)

Fill C:\TestFolder with files WER0000.tmp -> WERFFFE.tmp

We’ll always get WERFFFF.tmp
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Exploit 

C:\TestFolder   C:\FakeTemp\

WER0000.tmp

WER0001.tmp

...

WERFFFE.tmpAttacker

Create

Junction

Fill C:\FakeTemp with 
reqired files

Create 
Junction

Stage 0
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GetTempFileNameW
Create

Time Window Attacker
Win the race and set Oplock

DeleteFile(C:\TestFolder\WERFFFF.tmp)

Stage 1 Attacker

C:\TestFolder\WERFFFF.tmp  

C:\FakeTemp\WERFFFF.tmp  

C:\FakeTemp\WERFFFF.tmp  
keep trying to set oplock

File does not exist at this period.

Blocked

Stage 2

Stage 3

Stage 4

Stage 5 AttackerSymlink C:\TestFolder\WERFFFF.tmp.etl to C:\Windows\Victim.txt
Switch Symlink

DeleteFile(C:\TestFolder\WERFFFF.tmp.etl) DeleteFile(C:\Windows\Victim.txt)
Redirect

Stage 6

Even if we used the oplock, we still need to win the race . We can trigger 
the bug repeatedly to win the race.

C:\FakeTemp\WERFFFF.tmp  
Redirect
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From Arbitrary Deletes to SYSTEM:

Abusing Windows Installer services to get EOP 

By researcher: Abdelhamid Naceri
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First Patch 

• Replace DeleteFile with UtilDeleteFilePath

GetFinalPathNameByHandleW

UtilDeleteFilePath

CreateFileW

C:\TestFolder\WERFFFF.tmp.etl

C:\Windows\Victim.txt

Not Equal -> return error

SetFileInformationByHandle(Handle, FileDispositionInfo, …)
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Bypass with UNC Path

\??\UNC\localhost\C$\TestFolder\WERFFFF.tmp.etl

GetFinalPathNameByHandleW

• Convert the LogDirectory into UNC format: C:\TestFolder ->  \??\UNC\localhost\C$\TestFolder

• Symlink C:\TestFolder\WERFFFF.tmp.etl -> C:\Windows\Victim.txt

\??\UNC\localhost\C$\TestFolder\WERFFFF.tmp.etl

CreateFileW
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Final Patch

Add function WerpGetPathOfWERTempDirectory and restrict the LogDirectory

C:\ProgramData\Microsoft\Windows\WER\Temp

WerpGetPathOfWERTempDirectory

Return WER path

C:\ProgramData\Microsoft\Windows\WER\Temp\{LogDirectory}

Append the input directory behind the temp directory

No UNC path anymore
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General Mitigation
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Mitigation is not enabled to all the processes except the 

vulnerable process. 

• New mitigation policy ProcessRedirectionTrustPolicy

• SetProcessMitigationPolicy(ProcessRedirectionTrustPolicy, &policy, 4)

• Enable EnforceRedirectionTrust

Ways to enable mitigation:

https://t.me/learningnets



Open junction will get error when EnforceRedirectionTrust is enabled

Install-Module -Name 
NtObjectManager
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Set Process->Token->TokenFlagsnt!SeTokenSetRedirectionTrustPolicy

SetProcessMitigationPolicy

nt!PspSetRedirectionTrustPolicy

How mitigation works?
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TrustLevel 1 : Created by Untrusted User (Medium User)

TrustLevel 2 : Created by Trusted User (Privileged User)

Create Junction -> … -> ntfs.sys!NtfsSetReparsePointInternal -> nt!IoComputeRedirectionTrustLevel

How mitigation works?
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KeGetCurrentThread()->ApcState.Process Tokennt!SeCaptureSubjectContext

nt!SeTokenGetRedirectionTrustPolicy

Context->PrimaryToken

Powershell.exe

EnforceRedirectionTrust is enabled for powershell.exe PrimaryToken

nt!IoCheckRedirectionTrustLevel

ntfs!NtfsGetReparsePointValue

Open untrusted 
junction

Error

…

…

TrustLevel 2: junction created by trusted user

How mitigation works?

TrustLevel 1: junction created by untrusted user

Successnt!IoCheckRedirectionTrustLevel

ntfs!NtfsGetReparsePointValue

…

Success
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Mitigation bypass when impersonating another user

Install-Module -Name NtObjectManager
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nt!SeCaptureSubjectContext

nt!SeTokenGetRedirectionTrustPolicy

Context->ClientToken

Check if EnforceRedirectionTrust is enabled for both PrimaryToken and ClientToken

Open untrusted junction with impersonation

…

If impersonating a user

Context->PrimaryToken

nt!SeTokenGetRedirectionTrustPolicy

• EnforceRedirectionTrust is enabled for PrimaryToken (Process Token)

• EnforceRedirectionTrust is disabled for ClientToken (Thread Impersonation Token)

Why mitigation fails?

nt!IoCheckRedirectionTrustLevel
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Mitigation bypass when using UNC Path

Install-Module -Name NtObjectManager
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Call stack when open junction with UNC path

Switch thread context

Why mitigation fails?
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KeGetCurrentThread()->ApcState.Process Tokennt!SeCaptureSubjectContext

nt!SeTokenGetRedirectionTrustPolicy

Context->PrimaryToken

System – ntoskrnl.exe
(Not powershell.exe)

EnforceRedirectionTrust is disabled for ntoskrnl.exe PrimaryToken

nt!IoCheckRedirectionTrustLevel

ntfs!NtfsGetReparsePointValue

Open junction with UNC path

SMB driver : srv2.sys 

Success

…

Switch thread context

Why mitigation fails?
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Install-Module -Name NtObjectManager

Is the Mitigation Enabled for the process?
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Path Redirection Attacks with Symlink in the Future

• More and more services enable mitigations

• Although the mitigation has weakness, but it can still block most of the attacks

• Path Redirection Attacks with Symlink are dying

Any different logical bugs in WER?
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Part 3

Incorrect Handle Duplicate Lead to EOP 

- CVE-2022-35795
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nonElevatedProcessStart

wersvc

user (medium IL)
wermgr.exe (medium IL)

Send message through ALPC

CreateProcess with client token (wermgr.exe –nonelevated)
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wersvc

user (medium IL)

CreateFileMapping WerSvc\WerSvcNonElevationInfoSectionName{wermgr.exe pid}

Write into bufferMapViewBuffer

EventHandle

FileMappingHandle

Pass into WER without any check

Any Value
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wersvc

wermgr (medium IL)

FileMappingHandle

user (medium IL)

Any Value Handle

DuplicateHandle(UserProcess, FileMappingHandle, WermgrProces, &TargetHandle)
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Get MapViewBuffer

OpenFileMapping:  WerSvc\WerSvcNonElevationInfoSectionName{wermgr.exe pid}

Read FileMappingHandle value from buffer

MapViewOfFile: FileMappingHandle

Get user command line from buffer Execute User Command

wermgr (medium IL)

Medium to Medium : No Security Boundary
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• Create Non-Elevated process wermgr.exe with client token.
• Duplicate FileMappingHandle from client process to wermgr.exe process.
• No Check for FileMappingHandle

Vulnerable Code Snippet
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Weakness of DuplicateHandle

Special Handle Value:

CurrentProcess :  -1
CurrentThread :  -2

StandardInput :  -10
StandardOutput :  -11
StandardError :  -12
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How to process special handle value?
• GetCurrentProcess() --> (HANDLE)-1 
• GetCurrentThread()  --> (HANDLE)-2
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• Handle > 0 :  Object from source process
• Handle == -1 : Source process object 
• Handle == -2 : Caller thread object
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Caller: WER(SYSTEM IL)

DuplicateHandle(ClientProcess, (HANDLE)-2, TargetProcess, &TargetHandle, 0, 0 , DUPLICATE_SAME_ACCESS)

ClientProcess: Attacker(Medium IL)

CurThreadHandle

CurThreadHandle

TargetProcess: wermgr.exe(Medium IL)

TargetHandle

steal the handle

duplicate

WER ThreadHandle
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Exploit Leaked Handle

Process Handle with PROCESS_ALL_ACCESS

• VirtualAllocEx -> WriteProcessMemory -> CreateRemoteThread -> EOP

Thread Handle with THREAD_ALL_ACCESS

• No directly memory read/write
• No directly memory allocate
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Read/Write Thread Register

Exploit SYSTEM Thread Handle

https://t.me/learningnets



Find the ROP Gadget to get Read-What-Where and Write-What-Where primitive 

Arbitrary Read

Arbitrary Write
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Write the return address to the stack

• rdi = rsp – 0x60 – 0x8

• rbx = return address
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Steps to complete a WWW primitive

Backup register value  

SuspendThread

GetThreadContext

SetThreadContext
Set RIP to the gadget and set the other 
registers to the required value

ResumeThread Restore Execution

…

SuspendThread

Enter the dead loop to avoid crash

Check if ThreadContext->Rip == &(jmp self)

Repeat
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From WWW to code execution

• Write malicious DLL path into the stack

• Call LoadLibraryW with the path
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Demo Time
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Conclusion

• More and more services enable mitigations for path redirection attack

• Path Redirection Attacks with Symlink will become less and less

• It’s time to hunt for other type of logic bugs
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Thanks for listening!

Any Questions?
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