CySA+
CYBERSECURITY
ANALYST

CERTIFICATION PASSPORT

Ersn L0000




CompTlA

CySA+

CYBERSECURITY
ANALYST

CERTIFICATION PASSPORT

Exam CS0-002

FIRST » Concise overview of all current exam objectives
« 200+ practice exam questions

+ Includes an offer for a 10% discount on your
EDITION

exam voucher

BOBBY E. ROGERS

CISSP®-ISSEP®, CRISC™, CEH™, CompTIA CySA+

Mc
Graw
Hill

ACCELERATED REVIEW FOR QUICK EXAM PREPARATION

https://t.mel/learningnets



About the Author

Bobby Rogers is a cybersecurity professional with over 30 years in the
information technology and cybersecurity fields. He currently works with a
major engineering company in Huntsville, Alabama, helping to secure networks
and manage cyber risk for its customers. Bobby’s customers include the U.S.
Army, NASA, the State of Tennessee, and private/commercial companies and
organizations. His specialties are cybersecurity engineering, security
compliance, and cyber risk management, but he has worked in almost every area
of cybersecurity, including network defense, computer forensics and incident
response, and penetration testing.

Bobby is a retired Master Sergeant from the U.S. Air Force, having served for
over 21 years. He has built and secured networks in the U.S., Chad, Uganda,
South Africa, Germany, Saudi Arabia, Pakistan, Afghanistan, and several other
remote locations. His decorations include two Meritorious Service medals, three
Air Force Commendation medals, the National Defense Service medal, and
several Air Force Achievement medals. He retired from active duty in 2006.

Bobby has a Master of Science in Information Assurance and is currently
writing his dissertation for a doctoral degree in cybersecurity. He also has a
Bachelor of Science in Computer Information Systems (with a dual
concentration in Russian Language) and two Associate of Science degrees. His
many certifications include CISSP-ISSEP, CRISC, CySA+, CEH, and MCSE:
Security.

He has narrated and produced over 30 computer training videos for several
training companies, and currently produces them for Pluralsight
(www.pluralsight.com). He is also the author of CompTIA Mobility+ All-in-One
Exam Guide (Exam MBO0-001), Certified in Risk and Information Systems
Control (CRISC) All-in-One Certification Guide, Mike Meyers’ CompTIA
Security+ Certification Guide (Exam SY0-401), and contributing
author/technical editor for the popular CISSP All-in-One Exam Guide, Eighth
Edition, all from McGraw Hill.

About the Technical Editor

https://t.mel/learningnets


http://www.pluralsight.com

Dawn Dunkerley, Ph.D., CISSP®, CSSLP®, CRISC™, Security+®, is a
leading cyberwarfare and cybersecurity researcher and author. She is an editor
for the U.S. Army Cyber Institute’s Cyber Defense Review and a Fellow of the
America’s Institute for Cybersecurity Leadership.

https://t.mel/learningnets



CompTIA

CySA+

GYBERSECURITY
ANALYST

CERTIFICATION PASSPORT

(Exam CS0-002)

Bobby Rogers

L

NewYork Chicago San Francisco Athens
London Madrid Mexico City  Milan
New Delhi Singapare Sydney Toronto

McGraw Hill is an independent entity from CompTIA" and is not affiliated with CompTIA in any manner. This publication and accompanying media may be
used in assisting students to prepare for the CompTIA CySA+ exam. Neither CompTIA nor McGraw Hill warrants that use of this publication and accompanying
media will ensure passing any exam. CompTIA and CompTIA CySA+" are trademarks or registered trademarks of CompTIA in the United States and/or other
countries. All other trademarks are trademarks of their respective owners, The CompTIA Marks are the proprictary trademarks and/or service marks of CompT1A
and its affiliates used under license from CompTIA.

https://t.mel/learningnets



Copyright © 2021 by McGraw Hill. All rights reserved. Except as permitted
under the United States Copyright Act of 1976, no part of this publication may
be reproduced or distributed in any form or by any means, or stored in a database
or retrieval system, without the prior written permission of the publisher, with
the exception that the program listings may be entered, stored, and executed in a
computer system, but they may not be reproduced for publication.

ISBN: 978-1-26-046225-8
MHID: 1-26-046225-0

The material in this eBook also appears in the print version of this title: ISBN:
978-1-26-046226-5, MHID: 1-26-046226-9.

eBook conversion by codeMantra
Version 1.0

All trademarks are trademarks of their respective owners. Rather than put a
trademark symbol after every occurrence of a trademarked name, we use names
in an editorial fashion only, and to the benefit of the trademark owner, with no
intention of infringement of the trademark. Where such designations appear in
this book, they have been printed with initial caps.

McGraw-Hill Education eBooks are available at special quantity discounts to use
as premiums and sales promotions or for use in corporate training programs. To
contact a representative, please visit the Contact Us page at
www.mhprofessional.com.

Information has been obtained by McGraw Hill from sources believed to be
reliable. However, because of the possibility of human or mechanical error by
our sources, McGraw Hill, or others, McGraw Hill does not guarantee the
accuracy, adequacy, or completeness of any information and is not responsible
for any errors or omissions or the results obtained from the use of such
information.

TERMS OF USE

This is a copyrighted work and McGraw-Hill Education and its licensors reserve
all rights in and to the work. Use of this work is subject to these terms. Except as
permitted under the Copyright Act of 1976 and the right to store and retrieve one

https://t.mel/learningnets


http://www.mhprofessional.com

copy ot the work, you may not decompile, disassemble, reverse engineer,
reproduce, modify, create derivative works based upon, transmit, distribute,
disseminate, sell, publish or sublicense the work or any part of it without
McGraw-Hill Education’s prior consent. You may use the work for your own
noncommercial and personal use; any other use of the work is strictly prohibited.
Your right to use the work may be terminated if you fail to comply with these
terms.

THE WORK IS PROVIDED “AS IS.” McGRAW-HILL EDUCATION AND
ITS LICENSORS MAKE NO GUARANTEES OR WARRANTIES AS TO
THE ACCURACY, ADEQUACY OR COMPLETENESS OF OR RESULTS
TO BE OBTAINED FROM USING THE WORK, INCLUDING ANY
INFORMATION THAT CAN BE ACCESSED THROUGH THE WORK VIA
HYPERLINK OR OTHERWISE, AND EXPRESSLY DISCLAIM ANY
WARRANTY, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR
A PARTICULAR PURPOSE. McGraw-Hill Education and its licensors do not
warrant or guarantee that the functions contained in the work will meet your
requirements or that its operation will be uninterrupted or error free. Neither
McGraw-Hill Education nor its licensors shall be liable to you or anyone else for
any inaccuracy, error or omission, regardless of cause, in the work or for any
damages resulting therefrom. McGraw-Hill Education has no responsibility for
the content of any information accessed through the work. Under no
circumstances shall McGraw-Hill Education and/or its licensors be liable for any
indirect, incidental, special, punitive, consequential or similar damages that
result from the use of or inability to use the work, even if any of them has been
advised of the possibility of such damages. This limitation of liability shall apply
to any claim or cause whatsoever whether such claim or cause arises in contract,
tort or otherwise.

https://t.mel/learningnets



I’d like to dedicate this book to the cybersecurity professionals who
tirelessly, and sometimes thanklessly, protect our information and systems
from all who would do them harm. I also dedicate this book to the people
who serve in uniform as military personnel, public safety professionals,
police, firefighters, and medical professionals, sacrificing sometimes all
that they are and have so that we may all live in peace, security, and safety.

https://t.mel/learningnets



Contents at a Glance

Threat and Vulnerability Management
Software and Systems Security
Security Operations and Monitoring
Incident Response

Compliance and Assessment

About the Online Content

Glossary

Index

https://t.mel/learningnets



Contents

Acknowledgments
Introduction

Threat and Vulnerability Management

Explain the importance of threat data and intelligence
Intelligence Sources
Open-Source Intelligence
Proprietary and Closed-Source Intelligence
Timeliness
Relevancy
Accuracy
Confidence Levels
Indicator Management
Structured Threat Information eXpression (STIX)

Trusted Automated eXchange of Indicator Intelligence
(TAXII)

OpenlIOC
Threat Classification
Known Threats vs. Unknown Threats
Zero-Day Threats
Advanced Persistent Threats
Threat Actors
Nation-States
Hacktivists
Organized Crime
Insider Threats

https://t.mel/learningnets



Intelligence Cycle
Requirements
Collection
Analysis
Dissemination
Feedback

Commodity Malware

Information Sharing and Analysis Communities
Healthcare
Financial
Aviation
Government
Critical Infrastructure

REVIEW
1.1 QUESTIONS
1.1 ANSWERS

01))[Jai\7-W WA Given a scenario, utilize threat intelligence to support
organizational security

Attack Frameworks
MITRE ATT&CK
The Diamond Model of Intrusion Analysis
Cyber Kill Chain
Threat Research
Reputational
Behavioral
Indicators of Compromise (IOCs)
Common Vulnerability Scoring System (CVSS)
Threat Modeling Methodologies
Common Threat Modeling Methodologies
Adversary Capability
Total Attack Surface

https://t.mel/learningnets



Attack Vector
Impact
Likelihood
Threat Intelligence Sharing with Supported Functions
Incident Response
Vulnerability Management
Risk Management
Security Engineering
Detection and Monitoring
REVIEW
1.2 QUESTIONS
1.2 ANSWERS

Given a scenario, perform vulnerability management
activities
Vulnerability Identification
Asset Criticality
Active vs. Passive Scanning
Mapping/Enumeration
Validation
True Positive
False Positive
True Negative
False Negative
Remediation/Mitigation
Configuration Baseline
Patching
Hardening
Compensating Controls
Risk Acceptance
Verification of Mitigation

Scanning Parameters and Criteria

https://t.mel/learningnets



Risks Associated with Scanning Activities
Vulnerability Feed
Scope
Credentialed vs. Non-Credentialed
Server-Based vs. Agent-Based
Internal vs. External
Special Considerations

Inhibitors to Remediation
Memorandum of Understanding (MOU)
Service Level Agreement (SLA)
Organizational Governance
Business Process Interruption
Degrading Functionality
Legacy Systems
Proprietary Systems

REVIEW
1.3 QUESTIONS
1.3 ANSWERS

0))[Jui\ W ¥ Given a scenario, analyze the output from common
vulnerability assessment tools

Vulnerability Assessment Tools
Application Tools

Web Application Scanners

Software Assessment Tools and Techniques
Infrastructure Tools

Network Enumeration

Network Vulnerability Scanners

Wireless Assessment

Cloud Infrastructure Assessment
REVIEW

1.4 QUESTIONS

https://t.mel/learningnets



1.4 ANSWERS
Explain the threats and vulnerabilities associated with
specialized technology

Mobile Devices
Mobile Device Threats and Vulnerabilities
Corporate Device Considerations
Mobile Device Protections

Internet of Things (IoT)
Embedded Devices
Physical Access Controls
Building Automation Systems
Vehicles and Drones

Industrial Control Systems
Workflow and Process Automation Systems
Supervisory Control and Data Acquisition (SCADA)

REVIEW
1.5 QUESTIONS
1.5 ANSWERS

Explain the threats and vulnerabilities associated with
operating in the cloud

Cloud Service Models
Software as a Service (SaaS)
Platform as a Service (PaaS)
Infrastructure as a Service (IaaS)
Serverless Architecture and Function as a Service (FaaS)
Infrastructure as Code (IaC)

Cloud Deployment Models
Public
Private
Community
Hybrid

https://t.mel/learningnets



Cloud Vulnerabilities
Insecure Application Programming Interface (API)
Improper Key Management
Unprotected Storage
Insufficient Logging and Monitoring
Inability to Access
REVIEW
1.6 QUESTIONS
1.6 ANSWERS

01} [Ji\ W WA Given a scenario, implement controls to mitigate
attacks and software vulnerabilities

Vulnerabilities
Improper Error Handling
Dereferencing
Insecure Object Reference
Race Condition
Broken Authentication
Sensitive Data Exposure
Insecure Components
Insufficient Logging and Monitoring
Weak or Default Configurations
Use of Insecure Functions
Attack Types
Injection Attacks
Authentication Attacks
Overflow Attacks
REVIEW
1.7 QUESTIONS
1.7 ANSWERS

Software and Systems Security

https://t.mel/learningnets



01))[Jai\7 WA Given a scenario, apply security solutions for
infrastructure management

Infrastructure Management
Cloud vs. On-Premises
Asset Management
Segmentation
Network Architecture
Change Management
Virtualization
Containerization

Identity and Access Management
Authentication Methods
Access Control Models
Cloud Access Security Broker (CASB)
Honeypot
Monitoring and Logging
Encryption
Certificate Management
Active Defense

REVIEW
2.1 QUESTIONS
2.1 ANSWERS

Explain software assurance best practices
Platforms
Mobile
Web Application
Client/Server
Embedded Platforms
Firmware
System-on-Chip (SoC)
Service-Oriented Architecture

https://t.mel/learningnets



Security Assertions Markup Language (SAML)
Simple Object Access Protocol (SOAP)
Representational State Transfer (REST)
Microservices
Software Development Lifecycle (SDLC) Integration
DevSecOps
Secure Coding Best Practices
Input Validation
Output Encoding
Session Management
Authentication
Data Protection
Parameterized Queries
Software Assessment Methods
User Acceptance Testing
Stress Testing
Security Regression Testing
Code Review
Static Analysis Tools
Dynamic Analysis Tools
Formal Methods for Verification of Critical Software
REVIEW
2.2 QUESTIONS
2.2 ANSWERS

Explain hardware assurance best practices
Hardware Root of Trust
Trusted Platform Module (TPM)
Hardware Security Module (HSM)
eFuse
Unified Extensible Firmware Interface (UEFI)
Trusted Foundry

https://t.mel/learningnets



Secure Processing
Trusted Execution and Secure Enclave
Processor Security Extensions
Atomic Execution
Bus Encryption
Anti-Tamper
Self-Encrypting Drive (SED)
Trusted Firmware Updates
Measured Boot and Attestation
REVIEW
2.3 QUESTIONS
2.3 ANSWERS

Security Operations and Monitoring
Given a scenario, analyze data as part of security
monitoring activities
Heuristics
Trend Analysis
Endpoint Data
Known-Good vs. Anomalous Behavior Analysis
Malware Analysis and Reverse Engineering
Memory Analysis
File System Analysis
System and Application Behavior
User and Entity Behavior Analytics (UEBA)
Analysis of Endpoint Exploitation Techniques
Network

Uniform Resource Locator (URL) and Domain Name System
(DNS) Analysis

Domain Generation Algorithm
Flow Analysis

https://t.mel/learningnets



Packet and Protocol Analysis

Network-Based Malware Analysis
Log Review

Event Logs

Syslog

Firewall Logs

Web Application Firewall (WAF)

Proxy

Intrusion Detection System (IDS)/Intrusion Prevention
System (IPS)

Impact Analysis
Organization Impact vs. Localized Impact
Immediate vs. Total
Security Information and Event Management (SIEM) Review
Dashboard
Rule and Query Writing
String Search
Scripting and Piping
E-mail Analysis
Impersonation
Malicious Payload
Embedded Links
Phishing
Forwarding
Digital Signatures
Header
E-mail Signature Block
Domain Keys Identified Mail (DKIM)
Sender Policy Framework (SPF)

Domain-Based Message Authentication, Reporting, and
Conformance (DMARC)

https://t.mel/learningnets



REVIEW
3.1 QUESTIONS
3.1 ANSWERS

01 [Ji\ WA Given a scenario, implement configuration changes to
existing controls to improve security

Review of Control Concepts
Control Categories and Functions
Control Implementation and Risk
Permissions
Windows Permissions
Linux Permissions
Access Control Lists
Allow Lists
Deny Lists
Firewalls
Packet-Filtering Firewalls
Circuit-Level Gateways
Stateful Inspection Firewalls
Application-Level Gateways
Web Application Firewalls (WAFs)
Next-Generation Firewalls
Cloud-Based Firewalls
Intrusion Prevention System (IPS) Rules
Data Loss Prevention (DLP)
Endpoint Detection and Response (EDR)
Network Access Control (NAC)
Sinkholing
Malware Signatures
Development/Rule Writing
Sandboxing
Port Security

https://t.mel/learningnets



REVIEW
3.2 QUESTIONS
3.2 ANSWERS

Explain the importance of proactive threat hunting
Establishing a Hypothesis
Profiling Threat Actors and Activities
Threat Hunting Tactics
Executable Process Analysis
Reducing the Attack Surface Area
System Level
Network Level
Organization Level
Operating Environment
Bundling Critical Assets
Attack Vectors
Integrated Intelligence
Improving Detection Capabilities
REVIEW
3.3 QUESTIONS
3.3 ANSWERS

0] [Jui\/ K ¥ Y Compare and contrast automation concepts and
technologies

Automation Concepts
Workflow Orchestration
Security Orchestration, Automation, and Response (SOAR)
Scripting
Application Programming Interface (API) Integration
Automated Malware Signature Creation
Data Enrichment
Threat Feed Combination
Machine Learning

https://t.mel/learningnets



Use of Automation Protocols and Standards

Automating Software Integration, Delivery, and Deployment
REVIEW

3.4 QUESTIONS

3.4 ANSWERS

Incident Response
Explain the importance of the incident response
process
Critical Incident Response Processes
Communications Plan
Response Coordination with Relevant Entities
Factors Contributing to Data Criticality
REVIEW
4.1 QUESTIONS
4.1 ANSWERS

0))[Ju1\ X" WA Given a scenario, apply the appropriate incident
response procedure

Incident Response Procedures
Preparation
Detection and Analysis
Containment
Eradication and Recovery
Post-Incident Activities
REVIEW
4.2 QUESTIONS
4.2 ANSWERS

0))[Jui\/ X' MY Given an incident, analyze potential indicators of
compromise

Analyzing Indicators of Compromise
Network-Related I0Cs

https://t.mel/learningnets



Host-Related IOCs

Application-Related IOCs
REVIEW

4.3 QUESTIONS

4.3 ANSWERS

0))[Ju1\/ X' ¥} Given a scenario, utilize basic digital forensics
techniques

Forensics Considerations
Forensics Foundations
Network
Endpoint Forensics Considerations
Mobile Forensics
Cloud Forensics
Virtualization Forensics
Key Forensic Procedures

REVIEW
4.4 QUESTIONS
4.4 ANSWERS

Compliance and Assessment
Understand the importance of data privacy and
protection
Privacy vs. Security
Nontechnical Controls
Technical Controls
REVIEW

5.1 QUESTIONS
5.1 ANSWERS

0 1)) [Jui\ WA Given a scenario, apply security concepts in support of
organizational risk mitigation

Organizational Risk Mitigation

https://t.mel/learningnets



Business Impact Analysis (BIA)

Risk Identification Process

Risk Calculation

Communication of Risk Factors

Risk Prioritization

Systems Assessment

Documented Compensating Controls

Training and Exercises

Supply Chain Assessment
REVIEW

5.2 QUESTIONS

5.2 ANSWERS

Explain the importance of frameworks, policies,
procedures, and controls

Organizational Governance Flow

Frameworks

Policies and Procedures

Control Categories

Control Types

Audits and Assessments
REVIEW

5.3 QUESTIONS

5.3 ANSWERS

About the Online Content

System Requirements
Your Total Seminars Training Hub Account
Privacy Notice
Single User License Terms and Conditions
TotalTester Online
Performance-Based Questions

https://t.mel/learningnets



Technical Support

Glossary

Index

https://t.mel/learningnets



Acknowledgments

This book wasn’t simply written by one person; so many people had key roles in
the production of this guide, so I’d like to take this opportunity to acknowledge
and thank them. First and foremost, I would like to thank the folks at McGraw
Hill, and in particular Lisa McClain and Emily Walters. Both had the unenviable
role of keeping me on track and leading me to see their vision of what this book
is supposed to be. They are both awesome people to work with, and I’'m grateful
they had the faith to entrust this project to me!

I’d also like to thank Nicholas Lane for his great early work on the first three
objectives of Domain 1.0; he did a great job in helping set the tone for the book
and getting it off on the right track.

I owe a debt of thanks to the project manager, Garima Poddar of
KnowledgeWorks Global Ltd, and Bart Reed, the copy editor. Both were great
people to work with. Bart did a great job of turning my butchered attempts at
style and grammar into a smooth-flowing, understandable book.

I also want to thank my family for their patience and understanding as I took
time away from them to write this book. I owe them a great deal of time I can
never pay back, and I am very grateful for their love and support.

And last, but certainly not least, I want to thank the technical editor, Dr.
Dawn Dunkerley. Dawn has been my friend, partner-in-crime, and coworker at
times for 14 years now. I’ve lost count of how many projects she has suffered
through with me, yet she still immediately volunteers to work with me whenever
I get a hairbrained idea to do another project that neither one of us appears to
have the time or patience for. Dawn is truly the smartest person I know in
cybersecurity, and this book is scores better for having her there to correct my
mistakes, ask critical questions, make me do more research, and add a different
and unique perspective to the process. Thank you, my friend!

https://t.mel/learningnets



Introduction

The Certification Passport Series

The Certification Passports are self-study certification guides that take an
accelerated approach to reviewing the objectives and preparing to sit for the
exam. The Passport series is designed to provide a concise review of the key
information candidates need to know to pass the test, with learning elements that
enables readers to focus their studies and quickly drill down into specific exam
objectives.

In This Book

This Passport is divided into “Domains” that follow the exam domains. Each
Domain is divided into “Objective” modules covering each of the top-level
certification objectives.

We’ve created a set of learning elements that call your attention to important
items, reinforce important points, and provide helpful exam-taking hints. Take a
look at what you’ll find in every module:

Every domain and module begins with Certification Objectives—what
you need to know in order to pass the section on the exam dealing with the
module topic.

The following elements highlight key information throughout the modules:

.

EXAM TIP The Exam Tip element focuses on information that

pertains directly to the test, such as a wording preference that is a hint to an
answer These helpful hints are written by authors who have taken the exam
and received their certification—who better to tell you what to worry about?
They know what you’re about to go through!
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CAUTION These cautionary notes address common pitfalls or “real-
world” issues as well as warnings about the exam.

QA

KEY TERM This element highlights specific terms or acronyms that
are essential to know in order to pass the exam.

g

NOTE This element calls out any ancillary but pertinent information.

Cross-Reference

This element points to related topics covered in other Objective modules or
Domains.

Tables allow for a quick reference to help you quickly navigate
quantitative data or lists of technical information.
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Infrastructure

Advantages

Disadvantages

Cloud-based

On-premises

Efficiency; cost savings; less
required personnel and expertise;
less required equipment, facilities,
and resources; infrastructure is kept
up to date, secure, and modern;
some risk can be transferred to the
cloud service provider.

Control over infrastructure
and assets; visibility over how
infrastructure is employed.

Lack of control over asset and
infrastructure; contract or SLA
must be comprehensive and
written to cover all possible issues;
some liability, responsibility, and
accountability cannot be transferred;
the customer also sustains a
vulnerability or attack suffered by
the cloud service provider.

Cost; requires trained personnel;
requires extensive equipment and
facilities; incurs greater inherent
risk that is not transferred.

Each Objective module ends with a brief Review, which begins by
repeating the official exam objective number and text, followed by a
succinct and useful summary, geared toward quick review and retention.

Review Questions are intended to be similar to those found on the exam.
Explanations of the correct answer are provided.

Online Content

For more information on the practice exams included with the book, please see
the “About the Online Content” appendix at the back of the book.

Introduction

Welcome to the CompTIA CySA+™ Cybersecurity Analyst Certification
Passport! This book is focused on helping you pass CompTIA’s CySA+
certification examination. The idea behind the Passport series is to give you a
concise study guide for learning the key elements of the certification exam from
the perspective of the required objectives published by CompTIA. This book is
intended for mid-level cybersecurity analysts who have a few years of
experience under their belt. While CompTIA has no specific mandatory

https://t.mel/learningnets




experience or certification prerequisites, they do recommend that you have at
least four years of hands-on experience in a technical cybersecurity job role, as
well as the Security+ and Network+ certifications, or equivalent knowledge and
experience.

I recommend you use this book for learning key terms and concepts as well as
for studying in the final few days before your CySA+ exam, possibly after
you’ve done all of your “deep” studying. This guide will help you memorize fast
facts, as well as refresh you on topics you may not have studied for a while. This
book is meant to be a “no fluff” concise guide with quick facts, definitions,
memory aids, charts, and brief explanations, but nothing too in depth. This guide
assumes you have already studied long and hard for your exam, and you just
need a quick refresher before you test. Because it gives you the key concepts and
facts, and not necessarily the in-depth explanations surrounding those facts, it
should not be used as your only study source to prepare for the exam. There are
numerous books you can use for your deep studying, such as the CompTIA
CySA+ Cybersecurity Analyst Certification All-in-One Exam Guide, Second
Edition (Exam CS0-002), also from McGraw Hill.

This guide is organized around the most recent exam domains and objectives
released by CompTTA as of the publishing date of this book. Keep in mind that
CompTTIA reserves the right to change or update the exam objectives at its sole
discretion anytime without any prior notice, so you should check for the most
recent objectives before you take the exam to make sure you are studying the
most updated materials. CompTTA has published five domains for this exam;
they are organized in numerical order in the book, with individual domain
objectives also ordered by objective number in each domain. These domains are
equivalent to regular book “chapters,” so you have five considerably large
chapters in the book with individual sections devoted to the objective numbers.
Hopefully, this organization will help you learn and master each objective in a
logical way. Because domain objectives can overlap sometimes, you may see a
bit of redundancy in topics discussed throughout the book; where this is the case,
we have tried to put the topic in its proper context within the domain objective
where it resides and cross-reference it to the same topic discussed in other parts
of the book in other objectives.

I hope this book is helpful to you, not only in studying for the exam but also
as a quick reference guide you’ll use in your professional life. Thanks for
picking this book to help you study, and good luck on the exam!
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Threat and Vulnerability
Management

Domain Objectives

1.1
1.2

13
°14

1.5

* 1.6

*1.7

Explain the importance of threat data and intelligence.

Given a scenario, utilize threat intelligence to support organizational
security.

Given a scenario, perform vulnerability management activities.

Given a scenario, analyze the output from common vulnerability
assessment tools.

Explain the threats and vulnerabilities associated with specialized
technology.

Explain the threats and vulnerabilities associated with operating in the
cloud.

Given a scenario, implement controls to mitigate attacks and software
vulnerabilities.
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0)){Juivz¥8l Explain the importance of threat
data and intelligence

I t is an unfortunate reality that cybercriminals have some advantages over
their targets, chiefly with time and information. Like the white pieces in
chess, attackers get to make the first move. In other words, the attackers choose
the targets; targets don’t choose the attackers. The hacker’s first-move
advantage gives them considerable time to research their target’s security and
people long before an attack takes place.

Meanwhile, unprepared organizations have no idea what’s coming. Their
security defenses will exist in a generalized state rather than aligning more
strategically with potential and imminent threats. Compounding this
cybersecurity imbalance is the fact that today’s cybercriminals are considerably
more numerous, intelligent, well-equipped, well-funded, and ambitious than ever
before. Advantage bad guys.

g

NOTE Cybersecurity experts estimate that 75 percent of a hacker’s

overall attack effort is spent gathering target information. You can count on
them knowing a great deal about your organization before striking. One of the
oldest truisms of war remains as pertinent as ever—know your enemy.

Despite the challenges, organizations aren’t helpless. Having recognized the
rise in cybercriminal attacks, businesses are hiring cybersecurity analysts to
reduce the time and information advantages afforded to attackers. Among other
things, cybersecurity analysts spend a lot of time collecting and analyzing threat
intelligence to identify threats that have, will, or are currently targeting their
organization. While scouting out threats in the wild, these analysts are equally
engaged in the continuous monitoring of their organization’s in-house operations
to identify any attacks in progress. Using this inside-out approach, organizations
are deriving enough threat intelligence to better align their security defenses with
probable threat tactics.

Ultimately, cybersecurity analysts share the same goal as other cybersecurity
roles: help prevent, detect, and mitigate cybersecurity incidents. In doing so,
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organizations can focus on what’s most important, and that is organizational
objectives.

g

NOTE The modern era of targeted attacks must be met with targeted

defenses. Although we can’t expect to know all attacker specifics before an
attack, we can narrow down the possibilities, which permits us to better align
our defenses.

Having said that, you need to key in on the concept of threat intelligence,
which we discuss in the upcoming sections. This includes several key concepts:

Explain how we collect and analyze information from various intelligence
sources.

Explain how we assign confidence levels to intelligence findings.

Explain how we use indicator management to share intelligence
information with others in cybersecurity.

Explain the different threat classifications and threat actors.
Explain how intelligence cycles work.

Explain how commodity malware works.

Explain information sharing and analysis communities.

KEY TERMS Cyber threat intelligence is the collection and analysis

of threat trends to identify potential or actual threats to the organization. As a
result, organizations will be better prepared to create preventative and
detective cybersecurity measures.

Although much of this book is about collecting information about the bad
guys, we’ll briefly highlight how hackers collect information about their victims.
Unlike the two-hour hacking wizardry you see in movies, attackers prefer to take
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their time to perform some reconnaissance on their targets before the attack. This
simultaneously maximizes their chances of success while minimizing the odds of
being detected. The initial reconnaissance effort by the attackers is often called
footprinting. Through footprinting, attackers attempt to collect as much
information about targets as possible.

EXAM TIP Passive footprinting collects information about the target

without directly interacting with it. This typically involves combing through
the target’s website, job sites, forums, among other sites. Active footprinting
collects information about the target through direct interaction, such as e-
mailing, calling, and visiting the target’s physical location.

Through various footprinting and network-scanning activities, attackers are
likely to acquire several types of information:

Organizational details (employee details, telephone numbers, location,
organizational background, and so on)

Network details (domains, subdomains, IP address ranges, WHOIS
records, DNS records, and so on)

Open ports

Installed operating systems, services, and applications
Hardware and software vulnerabilities

Network map

Usernames

Cross-References

Vulnerability scanning will be covered in more detail in Objectives 1.3 and
1.4.

Having discussed some of the basics of hackers footprinting their targets,
we’ll now direct our focus to the types of intelligence sources and how they can
help us prepare for cybercriminal activities.
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Intelligence Sources

To stay abreast of the latest security threats, threat actors, and vulnerabilities,
cybersecurity analysts are tethered to accurate and up-to-date intelligence
sources. They use a variety of security tools and web browsers to harvest this
threat data via multiple open-source and closed-source intelligence feeds. Keep
in mind, however, that the goal isn’t simply to collect as much threat data as
possible; instead, they must focus on acquiring data that is relevant, accurate,
timely, and presented to the organization in a useful way.

Although terms like threat data and threat intelligence are often used
interchangeably, they’re not identical. Threat data is merely raw information
about known malicious domains, URLs, IP addresses, and hash values. No
context is provided. Think of them as individual puzzle pieces—important yet
generic on their own. In contrast, threat intelligence is the enhanced version of
threat data that has been analyzed, refined, and, by extension, creates the crucial
context that organizations need to understand the threat landscape. Threat
intelligence is the outcome of puzzle pieces connected to form a partial or
complete picture of the puzzle.

This section goes through multiple intelligence sources, so you’ll have a
better idea of how cybersecurity analysts gather information about threats.

Open-Source Intelligence

If attackers are using open-source intelligence (OSINT) to learn about us, we’d
be wise to follow suit. OSINT involves the collection of any information
available on public sources. For example, you can learn a lot about CompTIA
via its website and social media channels. Although cybersecurity analysts and
hackers utilize OSINT, the information desired by both camps will be quite
different. For instance, hackers collect information about their organizational
targets from the following sources:

Google hacking Advanced Google searches to find target data
Internet registries ARIN, AFRINIC, APNIC, LACNIC, RIPE NCC
Job sites Monster, LinkedIn, Indeed, CareerBuilder

Social media LinkedIn, Facebook, Twitter, YouTube

WHOIS [P address range, company contact, company address, phone
number, e-mail address
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Except for social media channels, cybersecurity analysts won’t learn much, if
anything, about potential attackers via these sources. Instead, they’ll need to
utilize various “good guy” OSINT sources listed in Table 1.1-1.

VAV IR DRMBE OSINT Sources

OSINT Categories

Types

Public media sources
[nternet

Public government data
Specialized publications
Geospatial

TV, books, magazines, radio channels

Website threat feeds, social media networks, Google hacking,
Shodan, Censys, forums, blogs, YouTube, WHOIS records, wikis
Government website announcements, directories, records, hearings
Academic thesis, dissertations, journals, conferences

Maps, images, metadata tags

Not surprisingly, cybersecurity analysts will concentrate on threat feeds
found throughout the Internet. Threat feeds are real-time data streams that
publish large volumes of potential and actual threats. These feeds are typically
hosted on security vendor websites and also shared by a global community of
independent threat researchers and security professionals. Unlike closed-source
intelligence feeds, OSINT feeds contain free-to-use information. Shown next are
just a few good examples of organizations with public threat feeds:

AT&T Cybersecurity (formerly AlienVault)
Department of Homeland Security: Automated Indicator Sharing

FBI: InfraGard

MITRE Corporation ATT&CK
SANS: Internet Storm Center

The U.S. Computer Emergency Readiness Team (US-CERT), which was
recently absorbed into the U.S. Cybersecurity and Infrastructure Security
Agency (CISA): VirusShare and VirusTotal

CAUTION Cybersecurity analysts often drown in threat data. If your
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security tools are collecting threat data from multiple OSINT sources, super
repositories may be created. If you’re unable to isolate useful threat data and
generate intelligence from it, you’re more likely to miss true threats (known as
false negatives) and to label benign traffic as a threat (a false positive).

The types of data to keep an eye out for in OSINT sources can be found in

Table 1.1-2.

VAV RO WMEBYE Threat Data Types

Threat Data Type

Description

Advanced persistent
threats (APTs)

Exploits
General malware
Zero-day threats

Ransomware

A threat actor, typically state-sponsored, that gains long-term
unauthorized access to a network or system to continuously steal
sensitive information

A piece of code used by threat actors to take advantage of a
vulnerability in a target system

Malware (with hashes) such as viruses, worms, Trojans, spyware,
greyware, rootkits, adware, and logic bombs

A type of threat that attacks a vulnerability for which a solution has
not yet been created by the hardware or software vendor

A type of malware that demands payment from a victim to prevent their
files from being perpetually encrypted or published online (doxed)

Proprietary and Closed-Source Intelligence

Often superior to its OSINT counterpart, closed-source intelligence involves the
collection of information from restricted, covert, or fee-based sources. In other
words, the information found in these sources is not available to the general
public. These closed sources can range from “underground” dark web sites to
classified government systems, which are only accessible to individuals with

security clearances.

g

NOTE A good example of a fee-based closed source comes from
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FireEye, a leading cybersecurity and threat intelligence organization. FireEye
provides various subscription-based threat intelligence services.

Although not always the case, OSINT threat feeds tend to share threat data as
opposed to threat intelligence. Closed-source intelligence groups will generally
review the accuracy and authenticity of threat data, plus enhance it wherever
possible, before posting it online. The following are some closed-source
intelligence sources:

Threat intelligence platforms

Classified government systems

Dark web materials only available to “black market” customers
Private intelligence sharing communities

Whereas closed-source intelligence focuses on data not being available to the
general public, proprietary data refers to the more secretive or confidential
nature of business data that, if unlawfully disclosed, could severely damage an
organization’s competitive edge. For example, research and development
departments often have proprietary data in the form of technical and
performance specifications, product plans, code names, and technical reports.

Timeliness

In the context of threat intelligence, timeliness is described as a relationship
between the time that threat data is collected, organized, and finally reported.
Since most threat data loses value over time, data must be quickly received and
acted upon to make a difference. Yet, data collected too early or too late will
either tell the wrong story or tell an old one. In either case, the lack of timeliness
of data will likely result in ineffective decision making and, by extension, threat
mitigations. Given the importance of timeliness, here are a few questions to keep
in mind regarding the determination of timeliness requirements?

How is the threat data delivered to ensure efficient use?
How much time passes between threat detection and customer notification?

Is threat data delivered immediately for expediency or eventually for
completeness? Some customers may prefer one over the other.
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EXAM TIP Organizations should develop a well-defined schedule for

data collection and reporting frequencies, in addition to prioritizing urgent
data types that have time sensitivities.

Relevancy

Not every organization is at risk for the same kinds of threats. For example, if
your organization doesn’t use Mozilla Firefox, don’t collect threat data about it.
With organizations already full to bursting with data, be sure to exercise data
frugality. We should concentrate on only collecting data that enlightens us into
the probabilities and impacts of threats against actual technologies used at our
companies.

Efforts to collect threat data will be hampered if businesses lack
understanding about their hardware and software. Updating inventories would
certainly help, but it’s also important for cybersecurity teams to conduct
comprehensive risk assessments on those inventoried assets to ensure
appropriate technologies are incorporated into threat intelligence efforts.

EXAM TIP Threat data is best obtained from intelligence sources that

align with your sector, industry, and organization. Yet, priority should be
granted to internally sourced threat data since it will represent former, actual,
and potential indicators of compromise (IOCs) coming from within the
organization itself.

Accuracy

In some cases, inaccurate threat data can be worse than no threat data.
Inaccuracy usually takes the form of threat data corruption, spoofing, or
improper analysis, and one should not ignore the role played by false positives.
False positives are inevitable, but too many indicate an ineffective threat
intelligence program. Being flooded with false positives will prevent you from
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Keying 1n on important threat data—and may even help create data Inaccuracies
by starving a system of its resources.

EXAM TIP Being able to corroborate threat data via multiple
intelligence sources will go a long way in determining its accuracy.

Confidence Levels

Organizations often subscribe to multiple threat intelligence sources to enhance
their threat knowledge, and, by extension, implement the cybersecurity
prevention, detection, and mitigation capabilities that were recommended. Yet,
collecting more data means organizations will have more false positives to weed
through, which may increase the difficulty of distinguishing real threat indicators
from normal data.

Once threat indicators have been analyzed, analysts will often assign them
threat and confidence ratings to determine the threat’s level of nastiness and the
company’s confidence in that determination.

KEY TERMS Threat rating is a ranking of a threat’s potential

danger level. This is often measured on a scale of 0 to 5, with 5 representing
the most critical type of threat.

Confidence rating (level) is a ranking of how confident we are that a threat
rating is accurate. This is often measured on a scale of 0 to 100, with 100
representing the highest level of confidence. Note that confidence levels only
apply to our trust in the source of threat information, not the likelihood that a
threat will materialize.

Table 1.1-3 provides a generalized version of threat ratings that organizations
may use.
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VAV MO MEBRN Threat Ratings

Level Label

0 Baseline

1 Suspicious
2 Low

3 Medium

4 High

5 Critical

In addition to the ratings, other threat characteristics may be described,
including the threat’s capabilities, whether it’s an opportunistic or targeted
threat, and the phase or phases of the kill chain the threat currently occupies.
Most threats are opportunistic in that the attacker came upon a target by chance
and was motivated simply by the target’s weak security state alone. However,
threats by themselves may not be enough to motivate decision-makers into
spending time, resources, and dollars on countermeasures. We have to convince
decision-makers that our confidence in potential and actual threats is well-
founded. Table 1.1-4 shows a generalized version of confidence ratings that
organizations may use.

VAV IO WEYY Confidence Ratings

Type Rating
Unknown 0
Discredited 1
Improbable 2-29
Doubtful 30-49
Possible 50-69
Probable 70-89
Confirmed 90-100

Our ability to classify threats into confidence levels is largely dependent on
three things:
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Our ability to directly observe the threat
The threat’s feasibility
Whether or not the threat can be corroborated with legitimate sources.

A higher confidence rating in a threat grants us reasonable assurance that our
cybersecurity response to the threat will not be in vain.

Indicator Management

Organizations can’t acquire sufficient threat data and intelligence in a vacuum.
Maximizing cyber threat readiness requires our businesses, intelligence sharing
communities, and security researchers to voluntarily share their threat intel with
the global community. However, information sharing on a global scale will
naturally raise some standardization concerns:

What should the shared threat data look like?
What’s the best way to share threat data?

What formatting should the threat data use to ensure efficient processing
by recipients?

Fortunately, some cyber threat sharing protocols already exist to address these
concerns. The three in particular we’re going to look at are Structured Threat
Information eXpression (STIX), Trusted Automated eXchange of Indicator
Information (TAXII), and OpenlOC.

Structured Threat Information eXpression (STIX)

You need a universal way to describe threat intel, so what language should you
use? Enter STIX. STIX is a standardized language for describing the “what” of
threat data. Like TAXII, it was developed by MITRE and is now maintained by
the OASIS Cyber Threat Intelligence (CTI) Technical Committee. STIX is
maintained in an ad-hoc fashion by various intelligence-sharing communities
and organizations across the globe. Due to STIX’s structure, intelligence sharers
are able to convey multiple characteristics about each threat:

Threat motivations
Threat capabilities
Threat response
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Table 1.1-5 shows the various components of the updated STIX 2.0
architecture in terms of all the threat information that can be conveyed to others.

VAV IR RBSY STIX Architecture

Course of Action
[dentity

[ndicator
[ntrusion Set
Malware
Observed Data
Report

Threat Actor
Tool

Vulnerability

Domain Object Description

Attack Pattern The tactics, techniques, and procedures (TTPs) used by a threat actor to
compromise targets.

Campaign The sequence of attack behaviors exhibited by threat actors against targets

over a period of time.
A target’s security response to an attack.

Represents entities that may be targeted or are doing the targeting. It may
also identify a source of information.

Indicates a pattern of malicious or potentially malicious activities.

A group of malicious behaviors and resources caused by one threat actor.

Malicious software designed to compromise systems or data.

Describes data observed on a network or system.

Collection of threat intel, including the attacker, method, and target details.

Individual, group, or organization operating maliciously.

Software used by a threat actor to perform attacks.

Weakness in hardware or software subject to exploitation by threat actors.

So, if STIX describes the “what” of threat data, what do you suppose
describes how to transfer that threat data to others? That is where TAXII comes
in, which we’re going to look at next.

Trusted Automated eXchange of Indicator
Intelligence (TAXII)

TAXII is a free cyber threat standard that describes how threat data can be
shared. Designed to work directly with STIX, it uses a flexible communications
API to make it compatible with the following multiple cyber threat sharing

models:

Hub-and-spoke A two-way sharing model where a central organization
(hub) manages threat data synchronization between itself and partner
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organizations (spokes). The hub and spokes can synchronize threat data in
either direction only if the hub approves. This model is depicted in Figure
1.1-1.

Spoke
(Consumer)

Spoke Spoke
(Producer & (Producer &
Consumer) Consumer)

Spoke
(Producer)

ISR NEE Hub-and-spoke sharing model
Source/subscriber A one-way sharing model where a central organization

serves as the single source of threat data for other organizations. This is
illustrated in Figure 1.1-2.
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Threat Data
Subscriber

Threat Data
Subscriber

Threat Data
Subscriber

Threat Data
Source

IS0 WEYE  Source/subscriber sharing model

Peer-to-peer A two-way sharing model where all participating
organizations can send/receive threat data with each other without
centralized approval requirements. Take a look at Figure 1.1-3 for a visual.
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IS0 DMWERY Peer-to-peer sharing model

.

EXAM TIP Previous cyber threat sharing models were less efficient at

sharing data. Since STIX and TAXII are machine-readable, they’re easily
automated and more efficient at sharing.

OpenlOC

Although not as well-known as the aforementioned frameworks, OpenlOC is an
open cyber threat sharing framework designed for exchanging threat data with
other parties in a machine-readable format. It was developed by the American
cybersecurity company Mandiant in November 2011 (later acquired by FireEye
in 2013). OpenlOC is written in XML and is adaptable enough to permit incident
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responders easy translation of threat knowledge into a standard format.
Businesses use OpenlOC to share IOCs with other businesses that serve the
threat intelligence communities worldwide.

Threat Classification

Threats can be classified in many ways, depending on the methodology and the
organizations that produce it. One of the most widely accepted classifications of
threats comes from the National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-30 (revision 1), “Guide for Conducting Risk
Assessments.” In addition to providing an excellent methodology for conducting
risk assessments, SP 800-30 provides a solid taxonomy of classifying threats and
vulnerabilities and determining risk in general. Appendix D to this publication
states that there are four different types of threat sources (also known as threat
agents) that can cause or generate a threat event:

Adversarial Includes malicious persons, groups, organizations, and
nation-states

Accidental Users or administrators
Structural Equipment or software failure
Environmental Natural or man-made disasters and outages

Appendix E describes a plethora of potential threat events caused by these
sources and categorizes them based on adversarial or non-adversarial threat
events, as well as presents their confidence levels.

EXAM TIP The definitions of threat, threat source, and threat event

aren’t a CySA+ exam objective, although it is assumed that you are familiar
with these terms.

Threats can be categorized in multiple different ways, depending on several
factors. This can include the obvious, such as whether it’s environmental or
man-made, adversarial or non-adversarial, but we can also classify threats
according to the type of attack they represent, through which avenue of attack

https://t.mel/learningnets



(called a threat vector), and whether they are known or unknown.

Known Threats vs. Unknown Threats

Now let’s turn our attention to known threats and unknown threats. The idea of a
threat being “known” is subject to interpretation, as you can see in Table 1.1-6.

IVAVI ORI B Known vs. Unknown Threats

Category

Description

Known knowns
Known unknowns
Unknown knowns
Unknown unknowns

Threats we're aware of and understand

Threats we're aware of but don’t understand
Threats we understand but are not aware of
Threats we are neither aware of nor understand

Predictably, “known knowns” are the most common threats we deal with. An
example would be antimalware software detecting and eradicating a virus based
on that virus’s known signature. Most of the malware that we acquire will be
detected and remediated in this manner.

KEY TERM signature-based detection involves the detection of
attacks by looking for specific known types of information unique to a threat,
such as network traffic characteristics or malware code, and comparing its
“signature” with a well-known database of malicious signatures.

Just as predictably, our antimalware tools won’t have advance knowledge
about all malware. For example, if a known polymorphic virus (one that can
mutate) changes into an unknown variety, the new malware form will become
unknown for some time. Since signature-based detection engines won’t yet be
able to detect this malware, another method will be needed.

What if we use a technique that focuses on what a threat is doing as opposed
to what the threat looks like? Heuristic-based detection can detect previously
unknown malware by identifying unusual or suspicious properties within the
code. As malware continues to automatically mutate, heuristic-based detection is
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becoming increasingly important. You may need to “tune” the heuristic engine’s
detection level to a comfortable middle point. If the engine is too aggressive,
more false positives will result. Predictably, if the engine is too passive, more
false negatives will result.

EXAM TIP Heuristic analysis can work statically, where suspected

code is decompiled into source code for analysis, or dynamically, where the
suspected code is isolated into a virtual environment where it can run in real
time and be analyzed with less risk.

Zero-Day Threats

Microsoft has been warning us for years that after January 14, 2020, the
Windows 7 “Extended Support” period will finally come to an end. To minimize
any looming security exploitations, they’ve spent the past few years warning
businesses and residential customers to upgrade to Windows 10 ASAP. Why?
Zero-day threats. Zero-day threats are attacks against vulnerabilities that the
hardware/software vendors don’t know about or haven’t created a security
update for. A zero-day vulnerability refers to the time between when the
existence of a vulnerability is known (to an attacker or even the vendor) and an
exploit is produced for the vulnerability. In bad cases, this is zero days, meaning
that when a vulnerability is discovered, an exploit for it is also discovered or
known immediately as well.

However, when a vendor stops supporting a product—as in Microsoft’s case
with Windows 7—any vulnerabilities discovered thereafter will remain
indefinitely. That’s a major problem because a lot of businesses don’t want to, or
cannot, move on from Windows 7 for the foreseeable future.

g

NOTE Organizations that elect to pay Microsoft for “Extended Security

Updates” will be able to get patches—although the costs will be prohibitive,
and will steadily rise, as an incentive for businesses to upgrade to newer
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Microsoft products.

Advanced Persistent Threats

Advanced persistent threats (APTs) are essentially today’s digital spies. APTs
are covert threat actors, typically at a military or government-sponsored level,
who gain unauthorized access to systems with the goal of long-term data
extraction and invisibility.

Here is the lifecycle for APTs:

Define target.

Find and organize accomplices.

Build or acquire tools.

Research target infrastructure/employees.
Test for detection.

Deployment.

Initial intrusion.

Outbound connection initiated.

RN WDNRE

Expand access and obtain credentials.
Strengthen foothold.

Exfiltrate data.

Cover tracks and remain undetected.

—
N =2

Threat Actors

Although the general public typically generalizes them as just “hackers,” threat
actors are any entity that causes a threat to materialize. Although many people
immediately think of threat actors as malicious, they are not always so. Of
course, there are malicious threat actors, but there are accidental threat actors
and environmental threat actors. Earlier in the module, we discussed how NIST
SP 800-30 defines threat sources (synonymous with actors or agents) as
adversarial, accidental, structural, and environmental. Also, as mentioned before,
threats, along with the threat actors, can be classified in different ways. Some of
these include nation-state threats, hacktivists, organized crime, and malicious
insiders.
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Nation-States

Nation-states conduct all types of electronic warfare, intelligence,
counterintelligence, and even cyber attacks on enemies, and even sometimes
allies, to gain tactical or strategic advantages. Nation-states typically have entire
divisions of cybersecurity professionals who are acting as state-sponsored
hackers. Earlier we mentioned the advanced persistent threat, which is almost
always a nation-state—sponsored threat. The goal of nation-states is typically to
get any information that can give them an advantage over another country,
whether it is militarily or economically. Examples would be any information
regarding national defense, trade secrets or proprietary data, economic data, and
even data used to blackmail individuals in other countries.

Hacktivists

Creativity notwithstanding, if you put the words “hacker” and “activist”
together, you’ll arrive at the term “hacktivist.” Hacktivists are individuals who
use hacking as a vehicle to bring about political or social change. The causes
they typically fight for include human rights, free speech, information, and
societal change. Regardless of the means that hacktivists choose to achieve their
goals, they tend to view themselves as the “good guys.”

History has seen many notable hacktivist individuals and groups, but perhaps
two of the more “mainstream” variety deserve some mention:

Edward Snowden Formerly a CIA employee, Snowden became
notorious for leaking highly classified NSA information due to his
allegation that the NSA performed abusive surveillance practices
domestically and abroad.

WikiLeaks This whistleblowing organization, created by Julian Assange,
maintains a website that publishes secret or classified materials in an effort
to “fight societal corruption.”

—

CAUTION Although not an exam topic, if you’re a U.S. person

possessing a U.S. federal government security clearance, including both
federal workers and contractors, be advised that you might be banned by the
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U.S. government from viewing WikiLeaks due to it potentially possessing
classified materials. This rule does not apply to any U.S. citizen who does not
possess a security clearance.

Organized Crime

The stereotypical, lone-wolf, hacker-in-a-hoodie guy isn’t the norm anymore.
Hoodies are being replaced with suits, and lone wolves are increasingly working
for cybercriminal organizations. With historic sums of money to be made today,
huge global crime rings, hacker corporations, and state-sponsored groups have
been built around this new cybercriminal business model. Cybercrime is
definitely the next generation of organized crime.

With organized crime organizations spear-heading much of the hacking, we
must prepare our defenses for such organizations. Groups like Anonymous,
Syrian Electronic Army, Lizard Squad, and many others have the intelligence,
capital resources, business plans, and operational efficiencies similar to large
enterprises. It puts a whole new spin on cybersecurity to realize that we’re not
guarding our organization against mere hackers, but against organized crime
hacker organizations!

Many of these hacker groups have large social media followings, and they’re
not above threatening or announcing their plans on social media as a way to
taunt their targets. Do your homework as you would with any other threat vector.

g

NOTE Organized crime groups are known for conducting widespread

ransomware operations, cryptojacking, bribery, and blackmail, and they have
a particular affinity for hustling millions of dollars out of duped CEOs.
Collect whatever organized crime intel you can find and start raising
awareness within your organization before it’s too late.

Insider Threats

There’s a reason why physical security is still the most important kind—because
insider threats are still, on average, the most dangerous adversary to an
organization. Insider threats are typically people who work for an organization
and have privileged access and knowledge about that organization’s operation
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and assets. Skilled or unskilled, malicious or not, the fact that insiders have keys,
ID badges, and user accounts makes it easy for them to cause harm. However,
not all insider threats are created equal, as we’ll explore in the next section.

Intentional

Many insider threats fully intend on causing harm to the organization. Such staff
are typically disgruntled and perhaps are about to resign or get fired. Malicious
insiders are known for either sabotaging company assets or stealing confidential
data.

In other cases, professional insiders were installed by, perhaps, a state-
sponsor, competitor, or organized crime group for espionage purposes. They’re
looking to collect sensitive information to sell it to competitors or the black
market for financial gain.

Although not the most common, compromised insiders are compelled against
their will by an external threat actor. These individuals are manipulated by the
external threat into performing various theft and sabotage exercises on their
behalf.

Unintentional

Although research shows that most security incidents occur from insiders, what
often surprises people is that the majority of those insider threats are
unintentional. A significant risk to organizational data is accidents, which are
caused by a negligent or complacent employee. Their lack of education on
cybersecurity best practices and negligence on following company policies are
the most common root causes of unintentional insider threats. Unfortunately,
many organizations suffer both data and financial losses caused by the
“innocent” mistakes of their staff.

Negligent employees bear watching and can be characterized by their poor
password management habits, oversharing on social media sites, storing
confidential materials on network drives or flash drives, and sending such data
through conventional e-mail and IM messaging channels.

Intelligence Cycle

We’ve discussed various topics throughout this module, but let’s recall that this
exam objective focuses on the importance of threat data and intelligence. Getting
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such data, making it useful, and then basing cybersecurity decisions from it is
what cybersecurity analysis is all about. To that end, let’s talk about the
methodical way cybersecurity teams make this happen through what we call the
intelligence cycle.

The intelligence cycle is the never-ending process of collecting raw
information, generating actionable intelligence from it, and sending it to
stakeholders to make decisions that help the organization meet particular
cybersecurity objectives. These stakeholders can range from security operations
center (SOC) analysts to senior-level management. Through successful
intelligence cycles, organizations stand to gain several advantages:

Quick detection and remediation of threats

Better regulatory compliance

Reduction of confidentiality, integrity, and availability breaches
Increased efficiencies of cybersecurity implementations

Although you’ll see many variations of the intelligence cycle out there, we
can safely anchor them to five essential phases, which we’ll cover next.

Requirements

All cycles have beginnings, and, in the case of intelligence cycles, it starts with
requirements. Defining requirements simply means that we’re getting all our
ducks in a row to conduct an efficient and sustainable intelligence cycle. It starts
with the company stakeholders determining the cybersecurity goals of the
intelligence cycle—chiefly the identification of cybersecurity issues and
proposed resolutions. The following requirements will need to be defined to
achieve the goals:

Team roles and responsibilities
Resources allocated to team members
Timelines for meeting objectives
Prioritization of assets, risks, and threats
Sources for threat intelligence
Determination of threat intelligence types

Tools/techniques needed to collect, analyze, and report cybersecurity
intelligence

- i -®

https://t.mel/learningnets



Lollecuon

Guided by aforementioned requirements, we start collecting raw data from a
variety of open- and closed-source locations to help identify the current and most
likely threats facing the organization. We’ll use a range of tools to collect threat
data, including the following:

Security information event management (SIEM)
Threat intelligence platforms

Threat intelligence providers

User behavior analytics (UBA)

Network traffic analysis tool

Cybersecurity communities

Once all relevant raw data has been collected, it’ll need to be normalized and
formatted into contextually useful information for analysis in the next phase.

Analysis

With threat data now in an intelligible format, analysis will help us turn that data
into threat intelligence—which is when the data becomes contextually useful—
and we can truly understand what it says. Analysis helps us to determine the
significance and implications of the data, such as the following:

Does the data show indicators of compromise?
Does the data show that we’re being targeted?
What threat predictions can we draw from the data?

What threat solutions should we consider implementing to quell the
threats?

The last thing you should do in this phase is to make a report of all your
analyzed findings. Stakeholders have no patience for data that is unwieldy,
incomplete, inconsistent, or unreadable.

Dissemination

With the data carefully analyzed, we must disseminate that information to the
stakeholders. This will come in the form of a concise and actionable report that
someone can use to make effective and expedient decisions based on its
contents.
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Recall earlier that anyone, from cybersecurity personnel to senior
management, can be a stakeholder. Make sure you know who they are and that
you give careful consideration to how you disseminate intelligence to them.
Take a look at the following for some guidance:

Ensure the right stakeholder is given the data most relevant to their needs.
Ensure data is formatted in the most understandable and useful manner.
Ensure stakeholders are given updated information as it becomes available.

Feedback

The final phase of the intelligence cycle is feedback. As you can imagine, the
producers of the intelligence (us) and the consumers of the intelligence
(stakeholders) should discuss how well the intelligence efforts have met
stakeholder requirements. Whether the requirements are sufficiently met or not,
you can make some changes for subsequent threat collection and mitigation
cycles. New requirements may arise, threat data collected may change, and new
analysis and dissemination techniques may be needed to ensure requirements are
better met going forward.

Commodity Malware

Recall from earlier in the text that attackers often handpick a specific
organization, research its security defenses and people, and then carefully exploit
its vulnerabilities, whether through phishing e-mails or malware. In these
targeted instances, attackers are known for using malware specifically crafted for
that organization. Although more likely to succeed in such targeted attacks, the
malware’s custom design, scarcity, and high cost don’t make it a desirable fit for
more generalized and opportunistic types of attacks.

Most malware encountered by organizations will be of the more prevalent
sort—nowadays called commodity malware. Commodity malware is widely
available—either for free or purchase on the dark web—for use in opportunistic
and common attacks. Think of it as “off-the-shelf” malware akin to buying
general-purpose products from the local store. Granted, it has a relative lack of
precision, but that is mostly nullified by organizations softened up by poor patch
management as well as antimalware and antiphishing countermeasures. Since
most organizations fall under that banner, commodity malware is more common
than advanced malware.
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EXAM TIP Ransomware like WannaCry is a good example of

commodity malware due to its use all over the world across all major sectors
and industries.

Information Sharing and Analysis
Communities

The final section of this chapter covers formal information sharing communities
that serve federal and local governments. This is in contrast to the threat
intelligence sources discussed earlier, which are more likely consumed by
enterprises. As its more commonly known, an Information Sharing and Analysis
Center (ISAC) is a non-profit organization that collects, analyzes, and distributes
threat intelligence to public and private sector organizations with critical
infrastructures. Its goal is to help these organizations protect themselves from all
security threats, including cyber and physical threats.

Organizations with critical infrastructures are those that have systems,
networks, or assets that are crucial to federal and local governments, plus society
in general. These organizations may include the following:

Chemical and nuclear

Energy

Financial

Food and agriculture

Health

Public and legal order and safety
Space and research

Transport

Water

ISACs serve a vital role for their respective industries, which is evident by
having 24/7 threat warning and incident notification capabilities and may even
set threat levels for their respective industries. And many ISACs have a track
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record of responding to incidents and sharing pertinent threat information more
quickly than government partners. In the next several sections, we’ll go over
ISACs that are specific to certain sectors or industries.

Healthcare

Y ou probably wouldn’t think it, but healthcare data is one of the most sought-
after information categories by cybercriminals and other threat sources
worldwide. When money talks, data walks. Healthcare information fetches a
great deal more black-market dollars than credit cards and Social Security
numbers. Malware attacks, particularly ransomware and bots, are very common
in this industry. There has also been a significant increase in socially engineered
attacks in recent years, since healthcare users are an easy target for
confidentiality breaches. Table 1.1-7 provides a few key terms that you should
be aware of.

VAV IO NMEYE Healthcare Key Terms

Key Terms Description

Electronic medical record (EMR) | Digital version of traditional paper records; individual
records with a narrower focus

Electronic health record (EHR) A broader digital record containing all patient data across
all clinicians involved in a patient’s care

Electronic personal health record | Same as EHRs but designed to be set up, accessed, and
(ePHR) managed by patients

Health Information Portability and | A 1996 U.S. law that provides data privacy and security
Accountability Act (HIPAA) requirements for safeguarding medical information
Health Information Technology A 2009 US. law that expands the enforcement of HIPAA
for Economic and Clinical Health | by encouraging further adoption of electronic health
(HITECH) technology, in addition to strengthening the Security and
Privacy Rules of HIPAA

Health Information Sharing and Analysis Center (H-
ISAC)

With so many cyber attacks against healthcare organizations today, proactivity is
key. Healthcare organizations would be well-served to make frequent use of the
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Health Information Sharing and Analysis Center (H-ISAC) to obtain updated
health-related threat intelligence. According to H-ISAC’s official website, it is a
“global, non-profit, member-driven organization offering healthcare stakeholders
a trusted community and forum for coordinating, collaborating and sharing vital
physical and cyber threat intelligence and best practices with each other.”

H-ISAC’s community is focused on sharing timely and useful threat
intelligence, including incidents, vulnerabilities, tactics, techniques, mitigations,
and cybersecurity best practices.

Financial

The financial industry is also one of the more targeted industries due to the
tremendous value of informational and monetary assets up for grabs. These
organizations have been seeing a lot of DDoS, phishing, man-in-the-middle, and
credential-stuffing attacks (an attack where credentials stolen from one
organization are used to compromise accounts in a second organization).

.

EXAM TIP The Gramm-Leach—Bliley Act (GLBA) of 1999 plays an

important role in the financial industry. It requires financial organizations to
disclose how they share and protect their customers’ private information.

Financial Services Information Sharing and Analysis
Center (FS-ISAC)

Like it’s H-ISAC counterpart, the FS-ISAC is the global financial industry’s go-
to resource for all physical and cyber threat intelligence sharing. In the past 20
years, it has expanded its influence to include several industry initiatives to
increase protection and services for the global financial services industry.

Aviation

For a very different reason, cyber attacks against the aviation industry should
concern us all. As airplanes become more computerized, and Internet and Wi-Fi
capable, hackers will be looking to disrupt airline systems to create flight delays,
cancellations, and security alerts. Worse, airplanes can get hacked, which could

https://t.mel/learningnets



prevent takeott or landing, or the plane might be remotely controlled by
attackers. An attacker may ask for millions of dollars in ransom, or worse, to halt
an attack on an airborne craft and spare the lives of its passengers and crew, not
to mention potentially thousands of innocent victims on the ground.

Aviation Information Sharing and Analysis Center
(A-ISACQC)

Aviation cybersecurity concerns are significant enough that multiple ISACs have
sprouted around the globe. Of particular note is the A-ISAC, which, like most
other ISACs, seeks to exchange threats, vulnerabilities, incidents, and best
practices with its worldwide constituents. Europe has its own aviation-focused
ISAC as well, called the European Centre for Cyber Security in Aviation
(ECCSA). However, there is some concern that having multiple aviation ISACs
might cause standardization challenges.

Government

By most accounts, governments are both the most cyber-targeted “industry” and,
arguably, the least prepared to deal with it. Various reports reveal that U.S.
government infrastructure often contains unpatched systems, outdated Windows
XP and Windows Server 2003 systems, and even several-decades-old COBOL-
based systems for which very few experts remain today. This is a big problem
considering people’s reliance on government for obtaining passports, student
loans, Social Security numbers, and drivers’ licenses.

National Defense Information Sharing and Analysis
Center (ND-ISAC)

Although government ISACs are more plentiful and may have specific focuses,
the ND-ISAC is the U.S. national defense sector’s ISAC to enhance our national
cybersecurity. Like other ISACs, the ND-ISAC provides national defense sector
groups, such as the Defense Industrial Base (DIB) ISAC, for example, with a
community for sharing cyber and physical security threat intelligence, best
practices, and mitigations.

Critical Infrastructure

The healthcare, financial, aviation, government, and many more industries all

- —~ o~
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contain critical infrastructure. However, the CySA+ exam also considers critical
infrastructure in terms of utility and public organizations such as electricity,
nuclear, oil and gas, public transit, and water. Shown here are the ISACs for
those respective industries:

Electricity ISAC (E-ISAC)
Nuclear ISAC (NEI)

Oil and gas (ONG-ISAC)
Public transit (PT-ISAC)
Water ISAC (Water-ISAC)

g

NOTE The National Council of ISACs (NCI) was formed in 2003 and is
the ISAC “hub” for a few dozen different ISACs globally.

REVIEW

Objective 1.1: Explain the importance of threat data and intelligence
Intelligence sources are where much of our external threat data and,
ultimately, threat intelligence originates. Threat data must be acquired in a
timely manner, relevant to the organization’s needs, and accurate to bring
value to the collecting organization.

Once the threat data is analyzed, threat ratings are assigned to it to
determine its potential danger level, with confidence ratings assigned
afterward to indicate the organization’s assurance that the threat rating is
accurate.

Indicator management involves organizations packaging and distributing
threat data in a manner acceptable to other collecting parties. The STIX
language describes the “what” of threat data, and TAXII describes “how” to
transfer that data. OpenlOC is a lesser-known but open framework for
exchanging threat data with other parties in a machine-readable format.

Threat classification identifies different threat types, including known
threats versus unknown threats, zero-day attacks, and advanced persistent
threats.

Threat actors include the attackers that attempt to compromise our

https://t.mel/learningnets



systems, applications, and data. They come in many forms, including nation-
state hackers, hacktivists, organized crime, plus intentional and unintentional
insider threats.

An intelligence cycle is a continual process of collecting information,
refining it, and reporting it to stakeholders for making key cybersecurity
decisions. An intelligence cycle includes five stages: requirements,
collection, analysis, dissemination, and feedback on reported intelligence. If
this process is done properly, organizations will continue to improve their
ability to not only collect threat data but also improve their cybersecurity
defenses against cybercriminals.

Commodity malware was discussed as an “off-the-shelf” and generalized
form of malware used to attack systems with well-known vulnerabilities.
This is in contrast to the more advanced forms of malware that are crafted
specifically for handpicked targets.

Information Sharing and Analysis Communities, better known as
Information Sharing and Analysis Centers (ISACs), are non-profit
organizations that collect, analyze, and distribute threat intelligence to public
and private sector organizations with critical infrastructures. They exist all
over the world and serve many industries and sectors with cybersecurity
intelligence sharing, including healthcare, financial, aviation, government,
and critical infrastructure.

1.1 QUESTIONS

1. You’re a cybersecurity analyst who works for a large financial
organization based in the U.S. Your manager asks you how
cybercriminals collect information about their targets during the early
stages of an attack. Which of the following methods would you discuss
with your manager? (Choose all that apply.)

A. Footprinting
B. OpenlOC

C. Enumeration
D. Escalation

2. Barbara is a security operations center (SOC) analyst who works in an
SOC at a large international airport. Her threat intelligence sources
include both open- and closed-source intelligence. Which of the
following terms describes her trust in the information she receives
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through these intelligence feeds?
A. Timeliness

B. Relevance

C. Confidence

D. Fidelity

You are an IT security analyst working as a consultant for another
company. You have almost completed upgrades from Windows 7 to the
latest Windows 10 operating system (OS). You know that the Windows 7
“Extended Support” period ended on January 14, 2020. After that date,
Microsoft no longer creates and distributes OS patches for Windows 7.
Which of the following threats is Windows 7 now increasingly subjected
to?

A. Advanced persistent threat (APT)

B. Zero-day threat

C. Nation-state threat

D. Insider threat

Bob is a threat intelligence analyst who works at Goss Industries. He has
been tasked by Tom, the threat intelligence team lead, to document the
phases of the intelligence cycle to prepare a course outline for training a
group of recently hired threat intelligence analysts. What is the correct
order of phases for the intelligence cycle?

A. Collection, Requirements, Analysis, Dissemination, Feedback

B. Requirements, Collection, Analysis, Dissemination, Feedback

C. Collection, Requirements, Analysis, Feedback, Dissemination

D. Requirements, Collection, Analysis, Feedback, Dissemination

Sarah is a cybersecurity specialist who works at Stark Industries. Recent

threat intelligence, corroborated from multiple open-source intelligence

resources, suggests that a new wave of “mutating” malware has been

reported by other organizations in the industry. Sarah is concerned that

this malware will escape traditional antimalware detection techniques.

Which of the following techniques should she implement to best mitigate

the concern?

A. Update the antimalware tool with the latest signatures and then run a
scan utilizing signature-based detection.

B. Update the operating system and business applications with the latest
patches.
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C. Update the firmware on the perimeter firewall and ensure all
necessary ports are closed both inbound and outbound.

D. Run an antimalware scan utilizing heuristic-based detection.

1.1 ANSWERS

1.

Attackers begin many hacking attacks with footprinting, which seeks
to collect all available information about the target. These attackers will
look to collect information utilizing passive (non-interactive) and active
(interactive) footprinting techniques.

Confidence levels describe the trust an analyst can have in their
threat intelligence sources.

E Zero-day threats involve attacks against vulnerabilities for which the
hardware/software vendors haven’t created a security update.

E The correct order of steps is Requirements, Collection, Analysis,
Dissemination, Feedback.

m Running heuristic-based scans is the best choice since these scans
can potentially detect and mitigate malware that hasn’t been discovered
yet, such as mutating (polymorphic) malware.

0 ¥®] Given a scenario, utilize threat

intelligence to support
organizational security

Attack Frameworks

It’s often said that to beat a hacker, you need to think like one. Helping us to do
just that are attack frameworks. Frameworks are industry-proven methodologies
and overarching processes, and attack frameworks specifically detail how
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adversaries behave before, during, and after cybersecurity breaches based on
various circumstances. They help cybersecurity professionals acquire as much
knowledge as possible regarding a specific adversary’s tactics, techniques, and
procedures (TTPs), which are defined as follows:

Tactics The highest-level description of an adversary’s behavior. For
example, an attacker’s tactic may be the persistence of a connection to a
target or privilege escalation.

Techniques Describe in more detail the behaviors used in a tactic. For
example, creating a new service is a technique that will help achieve the
tactic of persistence.

Procedures Describe in detail the tools and steps taken to create the new
service to achieve persistence.

The CySA+ CS0-002 exam expects you to be familiar with three attack
frameworks in particula—MITRE ATT&CK, the Diamond Model of Analysis,
and the Cyber Kill Chain. Without further ado, let’s dig in.

MITRE ATT&CK

The MITRE Corporation is a nonprofit organization funded by the U.S.
government for multiple national research initiatives, including cybersecurity.
Best known for developing and maintaining the Common Vulnerabilities and
Exposures (CVE) database, it also created the MITRE ATT&CK framework in
2013. ATT&CK is a public knowledgebase of threat tactics and techniques
based on real-world observations of cyber attacks. It describes the many ways
threat actors penetrate networks, move laterally across the network, escalate
privileges, and evade target defenses.

Once a breach has been detected, organizations can use the framework to help
determine certain specific information about the breach:

How did threat actors penetrate the network?
How are they moving around?
What are they doing?

This framework also aids organizations in the development of their own
threat models. If an organization wants to build a threat model for advanced
persistent threats (APTs), it can easily reference the tactic and technique
information found in ATT&CK.
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NOTE The ATT&CK “tactics” describe the why of an adversary’s attack,

and the “techniques” describe the how for achieving the tactic’s goal. For
example, the adversary’s tactic might be Execution, and the technique could
be PowerShell.

For more examples of tactics and techniques, take a look at Figure 1.2-1 for a
partial view of the MITRE ATT&CK framework.
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A (CINRIMWEANE MITRE ATT&CK framework

Scenario: Exfiltration

To follow this scenario correctly, have the MITRE ATT&CK framework handy
to reference the tactics and techniques. Let’s say an adversary wants to steal
classified or sensitive files from a CEO. The adversary performs the Initial
Access tactic to acquire the credentials of the CEQ’s secretary using a spear-
phishing link delivered in an e-mail. Once they have the secretary’s credentials,
the adversary will look for a remote system in the Discovery tactic.

https://t.mel/learningnets



Tactics Initial Access and Discovery
Techniques Spearphishing Link and Remote System Discovery

Although various details are left out for brevity, analyzing attack scenarios
using ATT&CK would help us to flag the various attacker and system behaviors
as suspicious, and, ultimately, enable us to remediate the attempted breach.

The Diamond Model of Intrusion Analysis

Finalized in 2013, the Diamond Model of Intrusion Analysis serves as a practical
analytical methodology for cybersecurity analysts to utilize before, during, and
after cybersecurity intrusions. Aimed at strengthening our intrusion analysis, it’s
the first model of its kind that scientifically incorporates both the fundamentals
of threat actors/activities (offense) and the analytical techniques needed to
discover, understand, and counteract these threat actors/activities (defense).

The Diamond Model underscores the relationships and characteristics of an
attack’s four main components:

Adversary
Capabilities
Infrastructure
Victim
Figure 1.2-2 shows a basic depiction of the Diamond Model mapping out an
attacking adversary moving toward an intended goal by exercising a capability
over infrastructure against a victim. Although the finer aspects of the Diamond

Model are beyond the scope of the exam, cybersecurity analysts can use it to
create a repeatable way to do the following:
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Adversary

Capabilities Infrastructure

Victim

IS0 WEVE The Diamond Model of Intrusion Analysis

Characterizing organized threats
Consistently tracking events as they progress
Identifying and prioritizing one threat from another

Identifying and implementing the most effective preventative, detective,
and corrective countermeasures against such adversaries

Cyber Kill Chain

Militaries originally used the term “kill chain” to describe the stages of their
attacks against enemies. It began with finding the enemy’s general location,
fixing a more precise enemy location, tracking enemy movements, targeting the
enemy with a weapon, engaging the enemy with the weapon, and assessing the
weapon’s effect on the enemy.

Adapted into a cybersecurity context by the Lockheed Martin security and
aerospace organization, the Cyber Kill Chain framework identifies the various
stages of a cyberattack. Table 1.2-1 provides a summary.

IV:VIRIRWAE The Cyber Kill Chain
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Attack Phases Description

1. Reconnaissance Adversary researches target’s security.

2. Weaponization Adversary creates malware weapon.

3. Delivery Adversary delivers weapon to target.

4. Exploitation Adversary executes malware against target.

5. Installation Adversary installs backdoor on target.

6. Command and Control (C2) Adversary’s malware permits remote access to target.

7. Actions on Objective Adversary compromises target data or pivots to
another target.

That’s a little disconcerting so, perhaps, a list of countermeasures would do
nicely? Have a look at the “opposite” series of steps recommended to counter the
phases of the Cyber Kill Chain:

Detect Identify indicators of compromise.

Deny Prevent or halt imminent data breach.

Disrupt Minimize or redirect an attack away from key assets.
Degrade Counter-attack threat actor’s C2 server.

Deceive Confuse C2 server with misleading traffic.

Contain Isolate threat actor or threat to separate segment.

g

NOTE The Cyber Kill Chain is sometimes criticized for emphasizing

perimeter security countermeasures at the expense of internal security.
Accordingly, a stronger Unified Kill Chain—which is an extended hybrid of
the Cyber Kill Chain and MITRE’s ATT&CK framework—was created to
enhance and balance the perimeter/internal security zones.

Threat Research

The early-20th-century pioneering criminologist Dr. Edmond Locard famously
stated that every contact leaves a trace. A century later, cybercriminals are
inundating the world with countless millions of threat traces each vear. Awash in
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threat data, orgamzatlons face the unending challenge of researching the latest
threats to continuously figure out what security solutions are needed, how they
should be used, and how to respond to threats.

Regardless of the type of threat intelligence you acquire through research,
you can categorize the information in three general ways:

e mm e e e e e e s e — e s — e =

Strategic Intelligence that identifies the long-term and “big picture”
viewpoint about adversaries and threat trends, likely targets, plus
adversarial motivations.

Operational Intelligence that identifies threat methodologies, attacker
tools of the trade, and tactics, techniques, and procedures.

Tactical Intelligence that leads to the identification of current or
imminent IOCs, including malicious domain names, URLs, e-mail
addresses, IP addresses, and hash values.

Threat research is an important topic, so let’s dig into how it makes threat
data visible and knowable to us. We’ll explore threat reputations, behavioral
characteristics of threats, IOCs, and the hugely helpful Common Vulnerability
Scoring System (CVSS).

Reputational

One of the many things proffered through threat intelligence sources is threat
reputation. Like people, threats acquire reputations through direct observations
or interactions shared by other parties. These threat intelligence sources—which
may include researchers, security vendors, and governments—are painstakingly
sharing reputation data regarding the malicious activities of threats and their
origins. Using a combination of direct threat assessments and information
acquired through other intelligence sources, experts are determining which of
these Internet objects have good, bad, or unknown reputations.

EXAM TIP Reputation data tends to describe suspicious DNS names,

e-mail addresses, file hashes, IP addresses, URLs, and websites. Then,
because it’s now easier for us to determine “friend” or “foe,” threats are
formally assigned reputational scores. Higher scores indicate generally
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positive reputations, whereas lower scores indicate generally negative
reputations. This information can then be automatically or manually
distributed globally as part of threat intelligence sharing platforms.

Greatly aiding us in the distribution of threat reputation scores are services
often provided by cybersecurity vendors called Threat Reputation Services
(TRS). A TRS can automate the aggregation of threat data from other threat
intelligence platforms, contextualize and score the data based on observed
behaviors and shared intelligence, and notify subscribed members and devices
immediately.

Behavioral

According to MITRE, an adversary dwells on an organization’s network for an
average of 146 days before being detected. This is partly due to organizations
relying too much on tools and techniques that specialize in detecting known
threats. Discovering unknown threats is where behavioral methods come in.
Despite being unknown, threats are still exhibiting observable behaviors in the
environment. Behavioral threat detection involves first understanding how our
environment normally behaves over a period of time and then identifying
patterns of behavior that deviate from the norm. Although behavioral differences
can be a false positive, they may also signify a threat indicator. Such threat
behaviors may include the following:

DDOS/C2 traffic

Phishing

Unknown or unapproved devices
MAC/IP spoofing
MITM/hijacking

Malware

Autostart apps

Sandbox evasion

In a module about threat intelligence—which focuses on what we, or
someone else, knows—you may be wondering how the detection of unknown
threat behaviors is related. User behavior analytics (UBA), sometimes known as
user and entity behavior analytics (UEBA), bridges the gap. UBA focuses on
user behaviors, and how such behaviors may correlate with unusual behavior
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events in the environment in order to discover an insider threat. Unfortunately,
UBA isn’t great at assigning context to the discovered behaviors. So, what entity
is needed to provide context to threats? Threat intelligence. A threat intelligence
platform could generate an alert that a suspicious user’s IP address has been
previously flagged as malicious or of poor repute.

Cross-Reference

UBA will be covered in more detail in Objective 3.1.

Indicators of Compromise (I0Cs)

As the name implies, IOCs refer to events or data that identify potential or actual
malicious activities on a network or system. Examples of IOCs are shown in
Table 1.2-2.

TABLE 1.2-2 gule[ey
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I0C Possible Outcome

IOC Possible Cause

Excessive bandwidth usage
Rogue hardware
Service outage

Suspicious activity in administrator or
privileged accounts

Suspicious e-mails
Suspicious Registry and Startup entries
Unknown files, applications, and processes

Unknown port and protocol usage such as
pings and port scans

Unusual activities such as traffic flow with
countries the organization isn’t involved with

Unusual increases in requests for certain files

Unusual logins, requests, access, or any
activities that indicate probing

Website defacement

DDoS attack
Hacker laptop, wireless access point
DDoS$ attack

Compromised account from malicious insider
or hacker

Phishing
Malware
Malware

Hacker port scanner (Nmap, hping)
Hacker proxy server, C2/botnet connection

Compromised account from malicious insider
or hacker

Malicious insider or hacker attempting to gain
access to the system

System fully compromised by hacker

As I0Cs become known to your organization or others, they can be centrally
shared with intelligence communities or shared peer-to-peer with organizations
to enhance our global threat intelligence capabilities.

Common Vulnerability Scoring System (CVSS)

We know that threats are given reputation scores, but that can also apply to
vulnerabilities. Enter the Common Vulnerabilities and Exposures (CVE) and the
Common Vulnerability Scoring System (CVSS), which are discussed next.
Operated by MITRE, the CVE is a dictionary of publicly known
cybersecurity vulnerabilities that afflict widely used software. Each vulnerability
is given its own CVE entry, which includes a CVE ID, a brief vulnerability

description, and references.

Scenario: CVE-2019-1136
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On July 9, 2019, a Microsoft Exchange Server vulnerability was assigned a CVE
ID of CVE-2019-1136. The CVE ID structure is simple: CVE is a constant, 2019
is the year of release, and 1136 is an ID number assigned uniquely to the
vulnerability in question.

g

NOTE TheCVEIDis widely used by cybersecurity experts, vendors, and

researchers as a standard method for identifying vulnerabilities, even across
their own security tools, databases, and services.

For more information about the vulnerabilities documented in CVEs, take a
look at the National Vulnerability Database (NVD), which is separately
maintained by the National Institute of Standards and Technology (NIST). The
NVD stores a copy of all CVEs while adding analytical details:

Vulnerability’s severity scores
Impact ratings
Fix/patch information

In addition to CVEs, we also have the CVSS at our disposal. Since 2005,
CVSS has been owned and managed by the Forum of Incident Response and
Security Teams (FIRST). The CVSS is an open framework for scoring the
severity of vulnerabilities. Unlike the distributed nature of threat reputation
scoring, the CVSS scoring framework is centrally managed and standardized so
that organizations worldwide have a single reference for assessing the risk
presented by the vulnerability and, ultimately, determine the best course of
action to address the risk.

Although more severity details exist, CVSS simplifies the scoring process of
a CVE by assigning it a single Base Score. This score can range from None (0.0)
to Critical (10.0). See Table 1.2-3 for a list of the CVSS ratings and scores used
in CVSS Version 3.0 and 3.1.

VAV IR DMWY (CVSS Version 3.x
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Rating CVSS Score
None 0.0

Low 0.1-3.9
Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

Scenario: CVSS Base Score

Referencing our previous CVE-2019-1136 scenario mentioned earlier, it has a
CVSS Base Score of 8.1 out of a possible 10—which is considered “High
Severity.” See Figure 1.2-3 for a fuller look at the CVE-2019-1136 as it appears
in the NVD.

CVSS v3.0 Severity and Metrics:

Base Score: 5.1 HIGH

Vector: AV:N/ACH/PR:N/ULN/S:U/C:HfI:H/A:H
Impact Score: 5.9

Exploitability Score: 2.2

Attack Vector (AV): Network
Attack Complexity (AC): High
Privileges Required (PR): None
User Interaction (Ul): None
Scope (5): Unchanged
Confidentiality (C): High
Integrity (1): High

Availability (A): High

CVSS for CVE-2019-1136
Threat Modeling Methodologies

Threat modeling is something people do every day: generals preparing against
military foes, and cybersecurity analysts designing “attack trees” to identify
threats and mitigations against cybercriminals. From an organizational context,
threat modeling is most often annlied whenever businesses are develoning or
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acquiring new products, markets, and technologies, as well as the systems to
support them, such as the introduction of new software, systems, networks,
distributed systems, and even business processes. These are all qualifying
conditions for threat modeling.

In its most common usage, threat modeling is the practice of identifying,
prioritizing, and mitigating threats across all phases of a system’s lifecycle.
Unlike more reactive security practices, threat modeling seeks to address
potential threat events early in the process before they become realized.

Viewed from the “attacker’s point of view,” threat modeling aids us in
developing a deeper understanding of our organizational attack surface because
we’re simulating all possible threat causes and effects before actual attacks take
place.

When designing a new system or application, we might consider asking and
answering the following questions:

What are the most likely threats to attack us?

How will the threats attack us?

Where are we most vulnerable to attacks?

What assets are more likely to be targeted?

Why would a threat attack us?

What should we do to improve our security against the threats?

Common Threat Modeling Methodologies

Although there are several threat modeling methodologies out there, we’ll focus
on the most common ones here:

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability
Evaluation) A threat model methodology that focuses on organizational
risk, particularly operational risk, security practices, and technology.

Trike An open-source threat modeling methodology that focuses on the
security auditing process of risk management.

STRIDE (Spoofing Tampering Repudiation Information Message
Disclosure Denial of Service and Elevation of Privilege) A threat
model methodology created by Microsoft to ensure Microsoft Windows
developers incorporate security into the design phase of application
development.

https://t.mel/learningnets



VAST (Visual, Agile, and Simple Threat Modeling) A threat model
methodology designed for scaling across both the organizational
infrastructure and the entire Software Development Lifecycle (SDLC). It’s
designed for integration with Agile projects and provides actionable
outputs for various stakeholders, including developers, cybersecurity pros,
and senior leadership. VAST also utilizes an application and infrastructure
visualization scheme to encourage participation from non-SMEs (subject
matter experts).

PASTA (Process for Attack Simulation and Threat Analysis) A threat
model methodology designed to merge technical requirements with
business objectives. It uses an attacker’s perspective on potential threats
and produces an asset-centric output.

Adversary Capability

Organizations implement threat models in large part to understand threats and
how they might harm the organization. Our adversaries’ capabilities are
characterized in terms of their resources, methods, and attack vectors.

Resources How much expertise do they have? How well funded are
they? What technical resources can they employ? Adversarial resources
can range from severely limited to national-level sophistication and
strength.

Methods Are their methods simplistic or very sophisticated? Will our
adversaries use someone else’s tools and malware, or will they develop
their own specifically designed to attack us?

Attack vectors Will they use cyber-based attacks, human-based attacks, or
both? Will they attack us directly or go after our supply chain, which can
include our vendors, suppliers, partners, ISP, and customers? Will they
exploit our physical security? Wi-Fi? E-mail?

Total Attack Surface

Threat modeling provides an opportunity for us to analyze our attack surface
from the threat actor’s perspective. What are the total number of unlocked
“doors” and “windows” in our business for the bad guys to gain unauthorized
entry? Total attack surfaces are the sum of all areas of our network, systems, or
software that contain vulnerabilities accessible to threat actors for exploitation.

With cloud computing, mobile, and IoT permeating our business and personal
aenarece nnr attack anrfacec have increacad tremendniiclvy The mare anirfacre aren
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exposed to attackers, the greater the likelihood that we’ll experience a disastrous
cyber attack.

Attack Vector

If total attack surfaces are the sum, attack vectors make up its parts. Attack
vectors are individual pathways or methods by which threat actors can gain
unauthorized access to systems. The threat intelligence collected from threat
modeling will yield multiple cyber-based and human-based entrance points into
our organization, a few of which you’ll find summarized here:

Brute force A trial-and-error process of guessing usernames, passwords,
encryption keys, session ID numbers, and so on, in order to gain
unauthorized access to a system.

Buffer overflow Occurs when more data is written to a memory buffer
than it was designed to hold. This can lead to a cascading overflow effect
that crashes a program or permits privilege escalation attacks against it.

Cross-site scripting (XSS) Involves the injection of malicious scripts
into a vulnerable website, which are then run by a victim who visits the
website.

Distributed denial of service (DDoS) Malicious attempt to disrupt or
disable an application or hardware system from being able to provide its
services. Typically achieved by overwhelming the target with traffic from
hundreds or thousands of senders.

Malicious insiders Individuals inside an organization who may be
current or former employees, contractors, vendors, or suppliers that
intentionally breach organizational systems and data.

Malware Making up the majority of attack vectors used, malware is any
kind of malicious software designed to compromise systems or data.

Man in the middle Attacks where adversaries secretly intercept and
possibly alter the communications between two endpoints that believe they
are directly communicating with each other.

Misconfiguration Poor hardware or software configurations that make it
susceptible to compromise.

Phishing Malicious practice of sending legitimate-looking e-mails to
individuals in order to solicit confidential info.

Poor or missing encryption Lack of cryptography or continuing to use
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an older cryptographic algorithm like DES, Blowfish, or MD5 increases
the success rates of brute force attacks against data at rest, in use, and in
transit.

Ransomware A malicious program that either restricts victims from
accessing data, systems, or networks or threatens to publish confidential
information unless the attacker is paid a “ransom.”

Session hijacking Practice of taking control of another user’s session to
gain unauthorized access to the user’s account and data.

SQL injection A code injection attack in which the attacker inputs SQL
code into a website form input box to gain access to unauthorized
resources or make changes to sensitive data.

Supply chain attack A breach against any of your organization’s
producers, vendors, warehouses, transportation companies, distribution
centers, or retailers that leads to the compromise of your organization’s
data.

Vulnerabilities Weaknesses in hardware, software, people, or processes
that can be exploited by a threat actor.

Weak credentials A username, password, PIN, or other value used for
identification that is easy to detect both by humans and computers.

Impact

With potential threats and attack vectors identified, threat modeling shifts toward
the potential impacts such threat events can bring to the company. Impact
describes the degree of damage or costs to the organization resulting from
breaches. Organizations must carefully evaluate the degree of impact brought by
threats in order to align security controls in the most urgent directions first. Here
are some examples of organizational impacts:

Breaches of legal, regulatory, or contractual requirements

Classification level of impacted information (Confidential, Secret, Top
Secret)

Confidentiality, integrity, and availability requirements of breached assets
Damage of organizational reputation

Disruption of organizational plans and deadlines

Loss of business and financial value
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In Table 1.2-4, which originates from Federal Information Processing
Standards (FIPS) Publication 199, you can see how these threat impacts are
typically categorized as High, Moderate, or Low in terms of their effect on
security objectives such as confidentiality, integrity, and availability.

VIO WY FTPS 199 Potential Impact Definitions for Security Objectives
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Potential Impact

Security Objective | Low Moderate High

Confidentiality | The unauthorized The unauthorized The unauthorized
disclosure of disclosure of disclosure of
information could be | information could be | information could be
expected to have a expected to have a expected to have a
limited adverse effect | serious adverse effect | severe or catastrophic
on organizational on organizational adverse effect on
operations, operations, organizational
organizational assets, | organizational assets, | operations,
or individuals. or individuals. organizational assets,

or individuals.

Integrity The unauthorized The unauthorized The unauthorized
modification or modification or modification or
destruction of destruction of destruction of
information could be | information could be | information could be
expected to have a expected to have a expected to have a
limited adverse effect | serious adverse effect | severe or catastrophic
on organizational on organizational adverse effect on
operations, operations, organizational
organizational assets, | organizational assets, | operations,
or individuals. or individuals. organizational assets,

or individuals.
Availability The disruption of The disruption of The disruption of

access to or use of
information or an
information system
could be expected to
have a limited adverse
effect on organizational
operations,
organizational assets,
or individuals.

access to or use of
information or an
information system
could be expected to
have a serious adverse
effect on organizational
operations,
organizational assets,
or individuals

access to or use of
information or an
information system
could be expected

to have a severe or
catastrophic adverse
effect on organizational
operations,
organizational assets,
or individuals.
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Likelihood

Potential impacts must be balanced by the likelihood of occurring in the first
place. Although asteroids careening into our building would generate severe
impact, that’s very unlikely to happen. Malicious port scanning is highly likely
to occur, yet its immediate impact is minor or negligible at best. Impact or
likelihood by themselves don’t mean much, but, taken together, they help clarify
the degree of risk we should ascribe to threats.

Cross-Reference

Impact and likelihood are the two key components used when determining
risk to an organization, a system, or even a business process. These two
components, as well as risk, are covered much more in depth in Objective 5.2.

To better understand the likelihood of human threat actors, we must also
determine their motivation. Malicious hackers always have one or more
motivations for conducting their nefarious acts. These things don’t happen in a
vacuum; therefore, you should consider the following motivations:

Financial gain through information theft
Espionage (competitor/nation-states)
Egotistical or fun (challenge)

Ideological (religious/political)

Grudge (former employee/customer/partner)

Also important to plan for, threat sources may include natural disasters such
as tornados, hurricanes, earthquakes, volcanos, floods, tsunamis, blizzards, and
wildfires. An organization’s region, proximity to a threat source, emergency
procedures, awareness training, facility structure, as well as the time of year will
play key roles in exposures caused by natural disasters.

Threat Intelligence Sharing with Supported
Functions

Threat intelligence sharing involves organizations sharing their threat data with
other businesses and groups in the global cybersecurity community. The latest
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threat data empowers businesses to make better decisions regarding detensive
requirements, threat detection techniques, and remediation strategies. Plus,
through the correlation and analysis of threat data from multiple sources,
organizations can enhance existing threat information and make it more
actionable.

g

NOTE Organizations that receive threat data, use it to mitigate a threat,

and share that data with others are helping to prevent the spread of that threat.
Locally, it may not seem like much, but this process will allow organizations
to better detect campaigns that target specific industry sectors, industries, or
organizations.

For various reasons, including lack of awareness, resources, and know-how,
most organizations shy away from threat intelligence sharing. Fortunately, the
government and other non-profit groups are helping to create a more receptive
threat intelligence sharing ecosystem through laws and alliances, as detailed
here:

Cybersecurity Information Sharing Act of 2015 (CISA) A federal law
that seeks to “improve cybersecurity in the United States through enhanced
sharing of information about cybersecurity threats, and for other purposes.”
It authorizes businesses to monitor and implement security defenses on
their systems to counter cyber threats and provides certain protections to
encourage companies to share IOCs and mitigations with the federal
government, state and local governments, and other companies.

Cyber Threat Alliance (CTA) A non-profit organization working to
improve the cybersecurity of our global digital ecosystem by enabling
near-real-time, high-quality cyber threat information sharing among
companies and organizations in the cybersecurity field.

Threat intelligence sharing is accessible to all organizations, big and small,
and generally occurs in two different ways:

Unidirectional Instance where intelligence sharing occurs in one
direction only. For example, open-source and closed-source sharing groups
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generate and share intelligence, while other groups and individuals merely
consume it. Many entities elect not to share any intelligence due to lack of
resources, privacy and liability concerns, lack of expertise, belief of having
nothing valuable to share, or not wanting to disclose or give the impression
that they’ve been compromised.

Bidirectional Instance where intelligence sharing occurs in two directions.
The best examples of this are the Information Sharing and Analysis
Centers (ISACs) and other Information Sharing and Analysis
Organizations (ISAOs). These industry and government-based sharing
organizations both share intelligence and receive it from other partner
organizations.

Incident Response

Incident response focuses on detecting and responding to cybersecurity
incidents. Its reliance on cutting-edge threat data makes it a perfect candidate for
the information received through threat intelligence sharing mechanisms. As
updated threat data is fed into an organization’s security information event
management (SIEM) tool, such as Splunk Enterprise or LogRhythm, the
organization can accelerate its incident response and recovery actions much
earlier into an adversary’s attack cycle.

Vulnerability Management

Vulnerability management is the ongoing process of identifying, classifying,
prioritizing, and remediating software vulnerabilities. Threat intelligence sharing
is crucial to this effort through the acquisition of timely information on real-time
threats, which helps improve detection and mitigation response times. The
correlation of vulnerabilities found on your systems with real-time threats,
known exploits, malware, and available software patches can save your
organization considerable time with vulnerability remediation.

Scenario: Google Chrome Vulnerabilities

The Multi-State Information Sharing & Analysis Center (MS-ISAC) shared
threat intelligence on February 25, 2020, about multiple vulnerabilities in
Google chrome possibly allowing for arbitrary code execution. It reported that
CVE-2020-6418 (Google vulnerability) is being exploited in the wild. The risks
to government, businesses, and home users are outlined in Table 1.2-5.
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VAV RO WELY Risks to Government, Business, and Home Users

Entity Scale Risk
Government Large and medium government entities High
Government Small government entitles Medium
Businesses Large and medium business entities High
Businesses Small business entities Medium
Home users N/A Low

Recommended remediations are as follows (source:
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-google-chrome-
could-allow-for-arbitrary-code-execution_2020-025/):

Apply the stable channel update provided by Google to vulnerable systems
immediately after appropriate testing.

Run all software as a non-privileged user (one without administrative
privileges) to reduce the effects of a successful attack.

Remind users not to visit untrusted websites or follow links provided by
unknown or untrusted sources.

Educate users regarding the threats posed by hypertext links contained in
e-mails or attachments, especially from untrusted sources.

Apply the principle of least privilege to all systems and services.

Risk Management

Threat intelligence plays an important role in an organization’s overall risk
management strategy. The information gleaned from threat intelligence sharing
can help inform the security controls selected by an organization during its risk
management processes.

According to NIST SP 800-37 Rev. 2, risk management is the management of
security and privacy risks to organizational operations, assets, individuals, and
other affiliated organizations. It focuses on information security categorization;
control selection, implementation, and assessment; system and common control
authorizations; and continuous monitoring. In other words, risk management
seeks to reduce all security risks to the organization to an “acceptable level.”
Risk management processes can be broken down into seven unique phases:
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Prepare Get the organization ready for risk management by identifying
risk management roles and risk management strategy, conducting a risk
assessment, establishing baselines, identifying security controls,
prioritizing organization systems, and developing continuous monitoring
strategy.

Categorize Key organizational systems are identified and described, plus
the organization’s security and privacy requirements are defined.

Select Security controls are selected, adapted, and documented for the
protection of organizational systems.

Implement Selected security controls are implemented.

Assess Determine if selected security controls are implemented correctly
and provide desired security.

Authorize Executive leadership determines if the organization’s current
security posture, resulting from the applied security controls, is acceptable
and formally authorizes systems to operate if it is.

Monitor Continuous monitoring of organizational security posture and
risk to determine if changes have or need to take place to ensure residual
risks remain at an accepted level.

Security Engineering

Whereas cybersecurity analysis focuses more on the “offensive” side of security
—identifying security issues, threat hunting, performing vulnerability
assessments, and penetration tests—security engineering emphasizes the
“defensive” aspects by constructing security solutions. Informed through the
exchange of real-time threat information, organizations will respond by either
enriching their existing security controls or implementing more “targeted
defenses,” which include the following:

Harden platforms or systems targeted by the latest threats by strengthening
their configurations or installing patches.

Install new security tools designed to counteract the attacks detailed in the
latest threat reports.

Detection and Monitoring

Threat intelligence sharing enhances an organization’s detection and monitoring
capabilities by allowing an organization to anticipate potential or real threats
before they strike. Using shared threat information from reliable sources of
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threat intelligence, organizations can perform the following tasks proactively:

Create custom IDS and firewall rules linked to real-time threat data
Install more sensor equipment

Utilize file integrity monitoring (FIM)

Implement honeypots and honeynets

Monitor access to specific files/7URLs

Implement log management technology/SIEMs

Implement vulnerability scanners

REVIEW

Objective 1.2: Given a scenario, utilize threat intelligence to support
organizational security Attack frameworks are an important form of threat
intelligence because they are well-known methodologies created by the
cybersecurity industry to help us understand adversarial behaviors before,
during, and after cybersecurity breaches. The MITRE ATT&CK, Diamond
Model of Intrusion Analysis, and Cyber Kill Chain are some of the most
popular attack frameworks that help cybersecurity professionals around the
world analyze the tactics, techniques, and procedures of adversaries based on
specific attack scenarios.

For more up-to-date information about potential and real threats,
organizations conduct threat research to determine the reputations of threats,
their behavioral characteristics, and known IOCs in order to strategize an
effective cybersecurity response. Also, cybersecurity professionals research
the vulnerabilities targeted by such threats by first determining the CVE ID
number of the vulnerability and then determining the severity scores of the
vulnerability through the NIST NVD.

Threat modeling allows you to examine your organization’s security from
the hacker’s perspective. Various threat modeling methodologies exist,
including OCTAVE, VAST, STRIDE, Trike, VAST, and PASTA. By
employing these methodologies, you can better identify an adversary’s
capabilities, your total attack surface, attack vectors utilized by attackers, the
impact that breaches could have on your organization, and the likelihood that
the breach will occur in the first place.

Threat intelligence sharing, whether unidirectional or bidirectional,
permits an organization to either share its threat knowledge with others or
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acquire others’ knowledge for itself. The information obtained from the
collaborative efforts of threat intelligence sharing will help enhance your
incident response procedures, vulnerability management, risk management,
security engineering, and detection and monitoring capabilities.

1.2 QUESTIONS

1. Sam is a cybersecurity analyst who works in a security operations center
(SOC) at Rogers Enterprises. Part of his duties involves implementing
attack frameworks to better understand how adversarial behaviors operate
before, during, and after cyber attacks. Which of the following is the
correct order of attack phases in the Lockheed Martin Cyber Kill Chain
he should use when analyzing a threat?

A.

B.

C.

D.

Reconnaissance, Weaponization, Delivery, Exploitation, Installation,
Command and Control (C2), Actions on Objective

Reconnaissance, Actions on Objective, Delivery, Exploitation,
Installation, Command, and Control (C2), Weaponization
Reconnaissance, Weaponization, Installation, Delivery, Exploitation,
Command and Control (C2), Actions on Objective

Reconnaissance, Actions on Objective, Installation, Delivery,
Exploitation, Command, and Control (C2), Weaponization

2. Dawn is a cybersecurity analyst who works for a large corporation.
Through her vulnerability research, she’s discovered a “High” risk
vulnerability with Microsoft Exchange Server. Which of the following
resources should she access to discover the CVSS Base Score for this
vulnerability?

A.
B.
C.
D.

MITRE
CVE
NVD
STIX

3. Ben is a threat intelligence analyst. The DevOps team is developing an
application designed to remotely control unmanned aircraft. Ben wants
the application development team to incorporate a threat model to ensure
security objectives are integrated into the application development
lifecycle from the start. Which of the following threat models was created
by Microsoft to ensure developers incorporate security into application
development?
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OCTAVE
Trike
STRIDE
VAST

SOF P

4. Adam is a risk manager for a major financial services company. Having
recently collected a set of high-risk threat data from the threat
intelligence sharing community, Adam responded by implementing a
new intrusion prevention system (IPS) device. In which of the following
NIST Risk Management Framework phases does his executive leadership
determine that the IPS has provided adequate security protections to the
organization?

A. Prepare
B. Authorize
C. Assess
D. Monitor

1.2 ANSWERS

1. The correct order of phases for the Lockheed Martin Cyber Kill
Chain is Reconnaissance, Weaponization, Delivery, Exploitation,
Installation, Command and Control (C2), Actions on Objective.

2. The CVSS Base Score is found on the National Vulnerability
Database (NVD), which is stored on the NIST website.

3. STRIDE is a threat model methodology created by Microsoft to
ensure Microsoft Windows developers incorporate security into the
design phase of application development.

4. E The Authorize phase is when executive leadership determines if the
organization’s current security posture, resulting from the applied
security controls, is acceptable.

0li{Jdin\7F®] Given a scenario, perform
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vulnerability management
activities

Vulnerability Identification

As cybersecurity analysts, we’re tasked with performing vulnerability
identification to determine how exploitable our organization is as well as with
remediating discovered vulnerabilities before attackers find them first.

So, what is a vulnerability? As it relates to information security,
vulnerabilities are weaknesses in an information system’s design,
implementation, operation, or management that, when exploited, can lead to the
compromise of the confidentiality, integrity, or availability of that system.
Countless vulnerabilities exist, so we will need to define a broader selection of
vulnerabilities to get things started. Following are some examples of common
potential vulnerabilities:

Hardware Susceptibility to humidity, dust, moisture, electrostatic
discharge (ESD), and inadequate physical protection

Software Lack of testing and auditing, design flaws, missing patches,
legacy, and misconfiguration

Network Unprotected cables, insecure network architecture, poor or
missing encryption, poor segmentation, and poorly positioned network
appliances

Personnel Poor recruiting practices, lack of security policy adherence,
and poor cybersecurity awareness

Physical site Susceptibility to floods, fires, power outages, unauthorized
entry, lack of surveillance, and lack of security guards

Organizational Lack of business continuity plans and disaster recovery
plans

Vulnerability identification is a big undertaking that involves consistent
internal vulnerability assessments, in addition to the acquisition of vulnerability
intelligence from numerous vulnerability identification sources, as listed here:

CVE
Exploit Database
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IT system audit reports

National Vulnerability Database (NVD)

Open Web Application Security Project (OWASP)
Previous risk assessments

SANS Internet Storm Center

Security advisories

Security requirements checklist

System security testing

US-CERT

Vendor advisories (Cisco, IBM, Google, Microsoft)
Vulnerability listings

This module is about performing a variety of vulnerability management

activities. We’ll start by fleshing out some important vulnerability identification

considerations, including asset criticality, active and passing scanning, and
mapping and enumeration techniques.

Asset Criticality

Determining the criticality of organizational assets helps us prioritize our
vulnerability management efforts. Assets are anything of value to the
organization, including its people, facilities, networks, systems, information,

processes, and reputation. Asset values are usually described in quantitative or

qualitative terms:

Quantitative Measure of asset value expressed numerically. For
example, an organization values a firewall asset at $1,000 for its
replacement cost.

Qualitative Measure of asset value expressed in a more scenario-driven
or generalized way. For instance, the organization values that same firewall
asset as “critical” to its business processes.

Semi-quantitative Measure of asset value expressed in both quantitative
and qualitative terms.

Organizations often perform “asset valuations” as part of broader
cybersecurity initiatives like risk management and business continuity planning.
Central to these initiatives is the determination of which assets are most critical
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to the organization. Being able to answer the following questions will help with
this effort:

Criticality Which assets are most critical for the organization to continue
its normal operations?

Probability Which assets have the highest probability of being
compromised (lost, stolen, made obsolete, or experiencing a failure)?

Impact Which assets would cause the highest financial impact to the
organization if compromised? What would be the non-financial impacts to
the organization, such as loss of reputation?

g

NOTE Remember, the identification of critical assets helps anchor the
organization’s vulnerability remediation efforts to the most critical assets first.

Active vs. Passive Scanning

The most direct way to identify system vulnerabilities is through vulnerability
scanning. Vulnerability scanning is the process of scanning hardware and
software systems to identify weaknesses. These weaknesses can include the
following:

Application flaws
Buffer overflow
Default installations
Default passwords
Design flaws
Misconfigurations
Missing patches

Open services
Operating system flaws

In addition to being knowledgeable about the different types of
vulnerabilities, you should also be aware of the active and passive ways in which
scanning tools collect vulnerability data:
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Active scanning Occurs when a scanning tool identifies system
vulnerabilities by communicating directly with the system. For example,
the OpenVAS vulnerability scanner scans a system and identifies dozens
of well-known Windows 10 vulnerabilities officially tagged with CVE
IDs.

Passive scanning Occurs when a scanning tool indirectly identifies
system vulnerabilities but does not communicate with the system. Instead,
the scanner looks for