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Introduction

he CompTIA PenTest+ certification is a fast-growing cybersecurity certifi-

cation that security professionals attain to prove their security and penetra-

tion testing knowledge. The CompTIA PenTest+ certification is a well-
recognized certification that not only tests your knowledge on the common tools
used to perform a penetration test, but also it tests your knowledge on the process
to follow when performing a penetration test.

About This Book

CompTIA PenTest+ Certification For Dummies is designed to be a hands-on, practical
guide to help you pass the CompTIA PenTest+ certification exam. This book is
written in a way that helps you understand complex technical content and pre-
pares you to apply that knowledge to real-world scenarios.

I understand the value of a book that covers the points needed to pass the
PenTest+ certification exam, but I also understand the value of ensuring that the
information helps you perform IT-related tasks when you are on the job. That is
what this book offers — key points to pass the exam combined with practical
information to help you in the real world, which means that this book can be used
in more than one way:

3 As an exam preparation tool: Because my goal is to help you pass the
PenTest+ exam, this book is packed with exam-specific information. You
should understand everything that is in this book before taking the PenTest+
exam, but to help identify key points that you must know, look for icons called
For the Exam to help you prepare.

¥ As a reference: Rely on my extensive experience in the IT industry not only to
study for (and pass) the PenTest+ exam but also to help you perform common
pentest-related tasks on the job.

I hope you find this book a useful tool that you can refer to time and time again in
your career.

Introduction 1
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Conventions Used in This Book

Each chapter in this book has different elements that help you prepare to pass the
PenTest+ exam. Each chapter includes the following features:

3 Icons: Look for the icons used in each chapter to draw your attention to
information needed for the PenTest+ exam or in the real world. For more
details on the icons | use, check out the section, “Icons Used in This Book” later
in this introduction.

3 Reviewing Key Concepts: Found at the end of each chapter, the “Reviewing
Key Concepts” summary covers key points you should remember for the exam.

3 Prep Test: Following each chapter's “Reviewing Key Concepts” section, you will
find example questions to help you review the chapter content in preparation
for the PenTest+ certification exam. Be sure to do the review questions with
each chapter! Then, after you complete the book, check out the practice exam
that accompanies this book on the www . dummies . com website. This practice
exam is designed to function like the real exam, with the same level of
difficulty. (See the section, “Beyond the Book” later in this Introduction for
more information about how to access the online practice exam.)

Foolish Assumptions

I make a few assumptions about you as a reader and have written this book with
these assumptions in mind:

3 You are interested in obtaining the PenTest+ certification. After all, the
focus of this book is helping you pass the exam.

3 You have a computer to work on. To perform the lab exercises in this book,
you need a computer with virtualization software to run multiple virtual
machines. | recommend using virtualization software such as Hyper-V or
VMWare Player to run Kali Linux, Metasploitable2, a Windows Server, and a
Windows client.

3 You will study hard and do as much hands-on work as possible. There is a lot
of content covered by the PenTest+ certification exam, and you should read over
the information in this book a few times to ensure you understand everything.
You should also experiment as much as possible after you read about a particular
topic. For example, after you read about running a vulnerability scan, you should
try it. There are lab exercises to help you with this as well.

2 CompTIA PenTest+ Certification For Dummies
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How This Book Is Organized

Like all For Dummies books, chapters are organized into parts. The chapters in
each part are related by a specific theme or topic. For example, Part 1: Planning
and Information Gathering, contains all the information you need to know in the
initial stages of a penetration test.

Pre-assessment

Before you dive into the book, you’ll find a set of pre-assessment questions to test
your initial knowledge of the areas covered by the CompTIA PenTest+ certification
exam. Take time to review each question to see where you stand, and then verify
your work with the answers that follow. Use the chapter reference given to learn
more about the topic related to the question.

Part 1: Planning and Information Gathering

In this part, you discover what the PenTest+ certification is all about and what you
will be tested on when taking the CompTIA PenTest+ certification exam. You also
learn about how to plan and scope the penetration test and the tools used to per-
form information gathering and vulnerability identification.

Part 2: Exploiting Systems

In Part 2, you learn about how exploits are performed on systems to gain access to
those systems. You learn about exploiting systems, wireless networks, and how to
exploit common weaknesses in applications.

Part 3: Post-Exploitation and Reporting

Part 3 discusses common post-exploitation actions you can take after exploiting a
system and gaining access to that system. Part 3 also discusses scripting lan-
guages and how to create a penetration testing report.

Appendixes

Three appendixes provide helpful information about the PenTest+ exam and use-
ful information to help you create a hands-on lab environment to help with your
studies. Appendix A introduces you to the exam and gives you a good idea of what
you can expect when you go to take the exam. Appendix B includes an exam

Introduction 3
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objective mapping table that lets you know where in the book each of the exam
objectives are covered. This is very useful when you are preparing for the Comp-
TIA PenTest+ certification exam to ensure you know each point in the objectives.
Appendix C contains a list of the virtual machines (VMs) I use to create the lab
exercises and contains useful information to help you build a matching lab envi-
ronment to practice your penetration testing skills!

Practice exam

After you have read through the book multiple times, performed the lab exercises
a few times, and completed the end of chapter review questions, you should then
take the practice exam available for this book on www.dummies.com. The practice
exam gives you the opportunity to experience the feel of a live exam to help you
prepare for the Actual works exam. The practice exam also contains sample
performance-based questions, which are interactive questions you will find on
the real exam. See the section, “Beyond the Book” later in this introduction for
more information about how to access the online practice exam.

Icons Used in This Book

I use a number of icons in this book to draw your attention to pieces of useful
information.

This icon gives you a heads-up on information you should absolutely know for the
PenTest+ certification exam.

FOR THE
EXAM

Information that would be helpful to you in the real world is indicated with a Tip
icon. Expect to find shortcuts and timesavers here.

©

TIP

This icon is used to flag information that may be useful to remember on the job.

@

REMEMBER

Information that could cause problems to you or to the computer is indicated with
a Warning icon. If you see a Warning icon, make sure you read it. The computer
you save may be your own.

®

WARNING
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Beyond the Book

In addition to what you’re reading right now, this book comes with a free access-
anywhere Cheat Sheet that includes tips to help you prepare for the PenTest+ cer-
tification exam. To get this Cheat Sheet, simply go to www.dummies.com and type
CompTIA PenTest+ Certification For Dummies Cheat Sheet in the Search box.

You also get access to practice exam questions. To gain access to the online prac-
tice exam, all you have to do is register. Just follow these simple steps:

1. Register your book or ebook at Dummies.com to get your PIN. Go to
www . dummies.com/go/getaccess.

2. select your product from the drop-down list on that page.

3. Follow the prompts to validate your product, and then check your email
for a confirmation message that includes your PIN and instructions for

logging in.

If you do not receive this email within two hours, please check your spam folder
before contacting us through our Technical Support website at https: //support.
wiley.com or by phone at 877-762-2974.

Now you’re ready to go! You can come back to the practice material as often as you
want — simply log on with the username and password you created during your
initial login. No need to enter the access code a second time.

Your registration is good for one year from the day you activate your PIN.

Where to Go from Here

The CompTIA PenTest+ certification is one of the most popular security certifica-
tions for individuals new to ethical hacking and penetration testing. After you
pass the CompTIA PenTest+ certification exam, you might want to continue your
certification path by studying for the following certifications from CompTIA:

¥ Security+: If you haven't completed CompTIA's Security+ certification, this
could be the next step. Most candidates complete Security+ before doing
PenTest+, but if you haven't, there is no problem going back to do it. Security+
covers IT security topics that help you secure company assets.

Introduction 5
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¥ CySA+: The CySA+ certification is a vendor-neutral certification that ensures
the candidate knows how to respond to security incidents by covering security
analytics, intrusion detection, and incident response.

¥ CASP+: The final security certification in the CompTIA security track is the
CASP+ certification, which covers advanced technical IT security topics.

6  CompTIA PenTest+ Certification For Dummies
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Pre-Assessment

he following questions are designed to test you on areas of the CompTIA

PenTest+ certification exam that you may need to focus on when reading

through this book. Take time to review each question to come up with
the best answer for each question. Be sure to verify your work with the pre-
assessment answers that follow, and use the chapter reference given to learn
more about the topic related to the question.

Questions

1. You are performing a penetration test for a large customer. You are using Nmap to determine
the ports that are open on the target systems. What phase of the penetration testing process
are you currently on?

(A) Reporting and communication
(B) Attacks and exploits
(C) Planning and scoping

(D) Information gathering and vulnerability identification

2. You are preparing to perform a penetration test for a customer. What type of document does
the customer typically have the penetration tester sign before the penetration test begins?

(A) Authorization letter
(B) Service-level agreement
(C) Non-disclosure agreement

(D) Master service agreement

3. Which of the following penetration tools are considered OSINT tools? (Choose two.)
(A) Nmap
(B) Recon-ng
(C) Hydra
(D) Metasploit
(E) Maltego

Pre-Assessment 7/
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4. You are in the discovery phase of a penetration test and would like to do a port scan on the
network, but not perform a ping operation with the port scan. What Nmap switch would you
use to disable pings with the port scan?

(A) -Pn
(B) -p

(C) -sP
(D) -sT

5. You are looking to discover vulnerabilities on a group of systems that are target systems for
your penetration test. What tools would you use to identify vulnerabilities in the systems?
(Choose two.)

(A) OpenVAS
(B) Nessus
(C) Hydra

(D) Metasploit
(E) Nmap

6. During a penetration test you are looking to perform a MiTM attack. Which of the following
tools would you use to perform the attack?

(A) Hydra

(B) Metasploit
(C) arpspoof
(D) John

7. You are performing a penetration test on a wireless network. You would like to deauthenti-
cate the clients from the access point. What tool would you use?

(A) Aircrack-ng
(B) Aireplay-ng
(C) Airodump-ng
(D) Deauth-ng

8. While performing a penetration test on a wireless network, you decide to try to brute force
the WPS pin on the wireless access point. What command would you use in Kali Linux?

(A) aircrack-ng
(B) mimikatz
(C) reaver

(D) wpscrack-ng

8  CompTIA PenTest+ Certification For Dummies
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9. You are assessing the security of a web application running on a web server within the
DMZ. Which of the following represents an example of a command injection attack?

(A) http://site/showData.php?id=1;phpinfo()

(B) http://site/purchase.aspx?redirect=confirmation.aspx

(C) http://site/prodt.php?id=5;update%20products¥%20set%20price=.50
(D) http://site/showData.php?dir=%3Bcat%20/etc/passwd

10. You are performing a penetration test for a customer and have exploited a system and gained
a meterpreter session. What post-exploitation command was used to obtain the following
output?

Admin:500:b45a8125648cbddf2c4272¢ : bddf2c4272cb45a8125648¢
Guest : 501 : b45a8125648cbdd f2c4272¢ : bddf2c4272¢cb45a8125648¢
testUser :1024:b45a8125648cbddf2c4272¢ : bddf2c4272cb45a8125648¢

(A) hashdump
(B) hydra

(C) kill av
(D) truncate

11. You are assessing the security of a web application. What tool would you use to identify
vulnerabilities on a website?

(A) SQLdict
(B) Nmap
(C) Nikto
(D) Hydra

12. You have obtained the password hash for the administrator account on a system. What tool
would you use to crack the password hash?

(A) Hashdump
(B) Nmap

(C) Aircrack-ng
(D) Hashcat

Pre-Assessment 9
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13. During an authorized penetration test, you have used Nmap to locate systems on the network
running RDP. What command would you use to perform password cracking using RDP traffic
to the system?

(A) mimikatz
(B) hashcat
(C) hydra
(D) hashdump

14. What language was used to write the following code?

startTime = datetime.now()

try:
for port in range(1,1024):
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
result = sock.connect_ex((remoteSystemIP, port))
if result == 0:
print "Port {}: Open" . format(port)
sock.close()

(A) PowerShell
(B) Python

(C) Ruby

(D) Bash

15. While performing a penetration test for a customer, you notice there is evidence of a previous
security compromise on the web server. What should you do?

(A) Make a note of it and continue the pentest

(B) Continue the pentest and add evidence to the report

(C) Patch the system and continue the pentest

(D) Halt the pentest and discuss the findings with the stakeholder

10  CompTIA PenTest+ Certification For Dummies
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Answers

1. D. The information gathering and vulnerability identification phase uses tools to
discover systems, services running on those systems, and vulnerabilities that exist
on those systems. See Chapter 1.

2. C. Customers should have penetration testers sign a non-disclosure agreement
(NDA) before starting the penetration test. See Chapter 2.

3. B, E. Recon-ng and Maltego are examples of OSINT tools used to discover public
information about a customer. See Chapter 3.

4. A.You can use the -Pn parameter on Nmap to disable ping operations when
performing a port scan. See Chapter 3.

5. A, B. OpenVAS and Nessus are examples of vulnerability scanners that can be used
to discover vulnerabilities on a system. See Chapter 4.

6. C. arpspoof is an example of a tool that can be used during a MiTM attack. arpspoof
is used to poison the ARP cache of systems so that the attacker can place them-
selves in the middle of the communication. See Chapter 5.

7. B. Aireplay-ng is a tool used to generate different types of wireless traffic, includ-
ing a deauthentication packet that is used to instruct clients to disconnect. See
Chapter 6.

8. C. Reaver is a command-line tool in Kali Linux that allows you to perform a brute
force attack on the WPS pin. See Chapter 6.

9. D. When looking at the URL that is used in the attack, you want to identify what is
being injected. Choice D is injecting the cat command from the operating system
so it is considered a command-injection attack. See Chapter 7.

10. A. The hashdump command is used during post-exploitation to retrieve a list of
password hashes that can then be used in other attacks such as password cracking
or a pass-the-hash attack. See Chapter 8.

11. c. Nikto is an example of a web application vulnerability scanner. See Chapter 9.

12. D. Hashcat is a command-line tool in Kali Linux that can be used to crack the
password hash. See Chapter 9.
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13. C. Hydra is a tool used to crack passwords and can be used to crack passwords of a
remote system using protocols such as RDP. See Chapter 9.

14. B. You can tell that the script was created in Python because of the comparison
operator being used (==). PowerShell and Bash use -eq as the comparison operator.
Also notice the use of the print statement (instead of echo) and the fact variables
do not use $ in front of them. See Chapter 10.

15. D. If you notice evidence that a system has been hacked into already, you should
halt the penetration test and discuss the finding with the stakeholders right away.
See Chapter 11.
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IN THIS PART ...

Learn the basics of penetration testing and penetration
testing terminology.

Explore the four major phases to CompTIA's penetration
testing process: planning and scoping; information
gathering and vulnerability identification; attacks and
exploits; and reporting and communication.

Understand the importance of planning for the
penetration test and how not planning properly can
result in crashing the customer’s systems or network
and triggering intrusion detection systems, and create
legal problems.

Learn how to scope the project, identify rules of
engagement, define targets, and handle scope creep.

Discover the tools you can use to uncover information
about the organization or company for which you are
conducting a pentest, such as email addresses and
phone numbers of employees, public IP addresses,
target systems, and open ports.

Find out the difference between passive and active
information gathering.

Learn how to perform vulnerability scans to identify the
weaknesses that exist within your target systems and
how to exploit them.
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EXAM OBJECTIVES

» Understanding penetration testing

» Knowing penetration testing
terminology

» Being familiar with CompTIA's
penetration testing phases

Chapter 1

Introduction to
Penetration Testing

he CompTIA PenTest+ certification exam is designed to test your knowledge

of performing penetration tests either for third-party clients or for the

company that employs you as a security professional. Although the fun part
of penetration testing is diving in and trying to bypass the security controls put in
place to help protect company assets, you have much work to do before that can
happen. You have to make sure you take the time to prepare, which includes
defining the goals and restrictions for the penetration test.

In this chapter, you learn about the basics of penetration testing, starting with an
overview of penetration testing and penetration testing terminology. You then
learn the four major phases to CompTIA’s penetration testing process: planning
and scoping; information gathering and vulnerability identification; attacks and
exploits; and reporting and communication.

CHAPTER 1 Introduction to Penetration Testing 15
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Penetration Testing Overview

Penetration testing, also known as ethical hacking, involves an information tech-
nology (IT) professional using the techniques a hacker uses to bypass the security
controls of a network and its system. A security control is a protection element,
such as permissions or a firewall, that is designed to keep unauthorized individu-
als out of a system or network. The act the IT professionals are performing is
known as a penetration test, or pentest for short (which is where CompTIA’s term,
PenTest+, came from). The penetration test follows the process the hacker would
take, including the discovery of targets and the exploitation of targets.

From a company’s point of view, the ultimate goal of a penetration test is to have
an ethical person perform attacks on different assets to determine whether those
assets could be penetrated, and if the attacks are successful, what remediation
steps a company could take to prevent a real attack from being successful.

For the PenTest+ certification exam, remember that remediation steps within the
report are a must for any successful penetration test.
FOR THE

EXAM A key point to remember is that the person performing the penetration test — the
pentester — is taking the mindset of a hacker and following the process a hacker
takes. This involves much planning, as only 10 to 15 percent of the penetration test
is actually performing the attacks. Like hacking, penetration testing is 85 percent
preparation so that by the time the attack is performed, the hacker or pentester is
quite sure the attack will be successful. You can compare this process to robbing a
bank. A bank robber will spend the most time planning the robbery. When it comes
time to rob the bank, the actual act of robbing the bank is done in minutes (or so
I hear).

Reasons for a pentest

Why would a company conduct a penetration test? The purpose of a penetration
test is to obtain a real-world picture of the effectiveness of the security controls
put in place to protect the company’s assets. Instead of taking the word of the
security team that configured the security of the environment, you can put the
security to the test by having someone take the steps a hacker would take and see
if the security holds up. In performing such a test, the pentester can also obtain a
list of steps the company could take to prevent real attacks from being
successful.

Another reason to perform penetration testing is to be in compliance with regula-
tions. Depending on the industry a company services, organizations may be gov-
erned by regulations that require penetration testing to be performed on a regular
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basis to ensure the security of the organization. For example, companies that col-
lect and store sensitive payment card information are governed by the Payment
Card Industry Data Security Standard (PCI DSS). The PCI DSS has strict require-
ments for activities that must be performed to help keep sensitive payment card
information secure. Check out “Best Practices for Maintaining PCI DSS Compli-
ance” and “Penetration Testing Guidance” at www . pcisecuritystandards.org to
learn more about PCI DSS compliance requirements.

Table 1-1 summarizes two key requirements from the best practices document
published by the PCI Security Standards Council. These requirements specify that
organizations must perform an annual penetration test and implement any reme-
diation actions identified by the test. Organizations must also perform a network
segmentation penetration test every six months to maintain compliance.

TABLE 1-1 PCI DSS Best Practices Requirements
Requirement  Title Description
1.3 Penetration testing Perform annual penetration testing against preordinated use

cases/attack scenarios and perform remediation actions to
address any identified vulnerabilities

11.3.4.1 Six-month penetra- Bi-annual penetration testing conducted for network segmenta-
tion testing for tion controls
segmentation

Source: PCl Security Standards Council. Best Practices for Maintaining PCI DSS Compliance. January 2019: pp 46-47.
Available at www . pcisecuritystandards.org.

The PCI Security Standards Council’s “Penetration Testing Guidance” document
gives more detail on compliance requirements such as the fact that you must also
perform a penetration test any time major changes are made to the network infra-
structure or to applications within the organization (on top of doing annual pen-
etration testing).

The key point here is that compliance requirements could drive the need to per-
form penetration tests on a regular basis.

For the PenTest+ certification exam, remember the two main reasons to perform
a penetration test: (1) to get an accurate picture of the results of an attack, and (2)

ror THe O be in compliance with industry regulations.
EXAM
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Who should perform a pentest

Now that you know what a penetration test is, the next logical question is who
should perform the penetration test? You have two choices when it comes to who
performs the penetration test: internal staff or an external third-party company.

Internal staff

Many organizations opt to have their internal security staff perform penetration
testing. This is a good idea as it will save money, but you must make sure there
is no conflict of interest with the group performing the pentest. You must also
make sure the people performing the pentest are qualified to conduct a pentest.
(I discuss the qualifications needed by pentesters in “Qualified pentesters” later
in this chapter.)

part of the team who installed, configured, or manages the systems or networks
being assessed. They should also not be the persons responsible for implementing

TIP the security of the systems, as that is a direct conflict of interest. A separate team
should be dedicated to assessing security within the organization and performing
the penetration tests.

‘ The members of the internal team performing the penetration test should not be

Companies may also create separate internal teams — a red team and a blue
team — to help assess the security of assets within the organization. The red team
is an internal security group that performs attacks on company assets, such as a
penetration test and social engineering attacks to validate whether there is enough
protection on the company assets. The blue team is the internal security group
within the company that is focused on protecting the assets. This includes moni-
toring the security controls, the intrusion detection systems, and the logs to pro-
tect the asset and identify when a security breach occurs. It is important to note
that the red team’s job is to stay up-to-date on any new attack methods, while the
blue team must be current on any new technologies used to protect assets from
attacks. The red team and blue team should also meet regularly to update the
other team on lessons learned so that both teams are fully aware of current attacks
and mitigation strategies.

Penetration testing can be a costly affair, so having an internal team can save the
company lots of money and allow for more regular pentests.

TIP

External third party

Going with a third-party company to perform the penetration test also has its
benefits. For example, the third-party company is most likely not familiar with
the organization’s environment (as a hacker would not be), so it can provide an
even better picture of an attack because the third party would have to discover all
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the systems (depending on the type of pentest, which I talk about later in this
chapter). Using third-party external testers is also beneficial because you have a
fresh set of eyes looking at your network and systems. Internal staff have designed
the defensive posture based on the attack vectors they are aware of; while external
testers may have knowledge of different attack vectors and may take a totally dif-
ferent approach to exploiting systems.

However, using a third-party company also raises some concerns. For example,
what are the qualifications of the consultants doing the pentest? And how will the
details and results of the pentest be kept confidential? With a third-party com-
pany involved, confidentiality can be a bit more challenging than if a company
used internal testers.

A final concern is cost. Going with a third-party company can be very costly, as
penetration testing is a time-consuming process and requires a specialized skill.

Qualified pentesters

Whether you choose to use internal staff or an external third-party company to
perform the penetration test, it is critical you validate the qualifications of the
individuals performing the penetration test prior to the engagement.

The first qualification to look for in a pentester is whether or not that person holds
industry-standard certifications that prove his or her penetration testing knowl-
edge. For example, you may require that all individuals performing a penetration
test have their CompTIA PenTest+ certification.

However, certification is not enough. The pentester should also have prior experi-
ence performing penetration testing. Following are some questions to ask when
hiring a third-party company to perform a penetration test:

3 Does the penetration testing team have experience with prior penetration tests?

¥ Has the penetration testing team performed a penetration test against a
similarly sized organization before?

3 Does the penetration testing team have experience with the types of systems
and platforms being used by the company?

¥ Does the penetration testing team have experience with network-layer testing
(networking systems and configuration)?

¥ Does the penetration testing team have experience with performing applica-
tion layer testing, and is it familiar with Open Web Application Security Project
(OWASP) Top 10 validation techniques? (OWASP Top 10 is the top ten methods
hackers are using to exploit web applications.)

CHAPTER 1 Introduction to Penetration Testing 19
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How often a pentest should be performed

There is no concrete answer to how frequently you should perform a penetration
test; however, it’s best to perform a pentest annually and after any major change
to the infrastructure.

Standards such as the PCI DSS state that in order to be compliant, organizations
should perform external testing once a year, plus after making any major changes
to the network infrastructure or application environments. The PCI DSS also states
that you should perform internal testing once a year and after any major changes.

Regular schedule

If your organization is not governed by regulations that dictate when you need to
perform a penetration test, you can create your own schedule that works for you.
Hiring an external team of penetration testers can be expensive, so one option
may be to create a schedule that uses internal staff to test internal and external
assets more frequently than an external company. For example, a schedule could
look like this:

3 Every 12 months: Penetration testing of internal assets is performed by
internal staff.

3 Every 12 months: Penetration testing of external assets is performed by
internal staff.

3 Every 24 months: Penetration testing of internal and external assets is
performed by a third-party company.

Using internal staff for penetration testing can help you reduce costs of penetra-
@ tion testing while still performing them on a regular basis. However, you should
have a third-party company perform a penetration test at some point because it is

TP a great way to get a real-world picture of your assets’ vulnerabilities.

After major changes

You should also perform a penetration test after making any major changes to the
network infrastructure or application environments, such as upgrades to soft-
ware. Some examples of infrastructure changes could be adding a new server to
the network, replacing a server with a new server, or adding a new network seg-
ment. These changes could introduce new ways for hackers to get into the net-
work, so you want to make sure you perform a penetration test to verify all is
secure.
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In addition, any changes to the software configuration, such as a piece of software
being upgraded, should result in a penetration test of that component so that you
can verify there are no vulnerabilities in the new software.

For the PenTest+ certification exam, remember that a penetration test should be
performed annually and after any major change to the infrastructure.

FOR THE
EXAM

Other considerations

A few additional considerations should be taken into account when discussing
when a penetration test should occur. For example, one of the risks of a penetra-
tion test is that you could end up crashing a system or network. So, to ensure your
pentests are successful in providing you with the information you want, you want
to make sure you follow these recommendations when possible:

3 Perform pentests in a mockup environment. When performing penetra-
tion testing, you run the risk of crashing systems or networks due to the
nature of the attacks. If possible, create copies of systems inside a test
environment and perform the penetration test on the test system. It is critical
that the test systems are an exact copy so that the penetration test accurately
reflects the test of the real system.

3 Perform pentests before deploying the system or application into
production. If possible, before a system or application is put into production,
perform a penetration test on that component before it goes live. This will
help reduce the cost of maintaining the system, as it is more costly to fix
security issues once the system or application is in production.

3 Perform pentests on a regular basis. Penetration testing is not a one-time
thing. It is something that should be performed on a regular basis and after
any major changes are made to the environment. For example, if you perform
a security test on a web server before it is put in production and you find it is
ready for production because all simulated attacks were unsuccessful, it does
not mean you do not need to test this system again. You will test the system
again during the next annual penetration test.

Defining Penetration Testing Terminology

In addition to understanding what a penetration test is, who should perform the
test, and how frequently the tests should be performed, let’s take a look at some
other penetration testing terminology you need to be familiar with for the Comp-
TIA PenTest+ certification exam.
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Types of assessments

The CompTIA PenTest+ certification objectives reference some key terms in regard
to the different types of assessments that can be performed. The following are
some common types of pentest assessments:

¥ Goals-based/objectives-based: This type of assessment is focused on a
specific purpose. For example, you may have installed a new server or piece
of software and want to test that specific asset for security flaws. Some
examples of goals for goal-based assessments is the company may want
to assess the security of only the wireless network, or maybe only perform
social engineering attacks to test the effectiveness of the security education
program with the employees. Another common goal may be simply to test
the security of a public web site or web application.

3 Compliance-based: A compliance-based assessment is an assessment that
is driven by standards and regulations. With compliance-based assessments,
you must follow a standard assessment methodology such as the National
Institute of Standards and Technology's (NIST's) SP800-15 series of guidelines
or the PCI DSS from the PCl Security Standards Council.

3 Red team/blue team: The term red team refers to the internal team of
professionals performing a penetration test acting as hackers. With a red
team test you are not as focused on reporting and remediation steps after
the fact; you are more focused on trying to bypass security controls and
determining how your security team will respond to the attack. The security
team responsible for defending against attacks is known as the blue team.

Pentest strategies

You can follow several different strategies when performing a penetration test.
You can go with a black box text, a white box test, or a gray box test:

3 Black box: In a black box penetration test, the penetration testers are given
zero information about the environment and the targets. The goal of the
black box test is to treat the pentesters as if they are hackers — they have
to discover the environment before they can attack the environment. In a
black box test, you would not share Internet Protocol (IP) address information,
network infrastructure details, or public services on the Internet such as web
sites, domain name system (DNS), or file transfer protocol (FTP) servers. It is
up to the penetration testers to discover all assets and then try to exploit
those assets.
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3 White box: In a white box penetration test, the penetration testers are given
all of the details of your network environment, including server configurations
and the services they run, a network diagram showing different network
segments and applications, and IP address information.

¥ Gray box: In a gray box penetration test, a limited amount of information is
given to the penetration testers, such as the IP ranges being used by the
company or addresses of your public Internet servers. With this information,
the pentesters will discover what services are running on each system and
then try to exploit those systems.

Black box is when no details about the target are given, white box is when all
known information about the targets is given to testers, and gray box testing is
ror THE  When limited information such as IP addresses or server names are given to keep
EXAM
the pentest focused on those targets.

@ For the PenTest+ certification exam, remember the different pentest strategies.

Threat actors and threat models

The purpose of penetration testing is to simulate attacks that could occur in real
life. A big part of information security — and something all security professionals
should be aware of — is who are you protecting against? Who would attack your
network or website?

Capabilities and intent

Before we look at the types of hackers and threat models, it is important to under-
stand the different levels of hacking capabilities for each type of hacker, or threat
actor, and the different reasons or intent for hacking.

The capabilities of a hacker will vary depending on the type of threat actor the
hacker is and the types of attacks being performed. Some attacks are basic in
nature, so you may find that all types of hackers can perform these attacks, while
more sophisticated attacks are performed by hackers with more detailed knowl-
edge of the underlining technologies being hacked, their vulnerabilities, and how
to exploit those vulnerabilities.

A hacker may be motivated to hack for many reasons, such as for financial gain
(for example, hacking into bank accounts or selling sensitive data obtained in the
hack) or for the fame or notoriety earned by hacking into a big-name company. A
hacker may also be motivated by a personal cause or a group cause, as is the case
with terrorists or activists.
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Threat actor

A threat actor is a person or entity that causes the threat against your assets. When
it comes to hacking, you should be aware of some common threat actors:

»

»

»

»

Script kiddies: A script kiddie is a person who does not necessarily have
much background on how attacks work, they simply run some automated
tools to try to exploit systems. Their intent is typically for the challenge, and
also bragging rights.

Hacktivist: A hacktivist is a person who hacks for a cause, such as for political
purposes or for social change. The capabilities of the hacktivist can range from
basic to advanced hacking knowledge, such as is the case with the infamous
hacking group called “Anonymous.”

Insider threat: Insider threats are threats from inside your organization or

inside your network. These can be very serious threats of malicious destruc-
tion from a disgruntled employee or even innocent mistakes made by other
employees.

APT: An Advanced Persistent Threat (APT) is an advanced hacking process
such as one found in a nation-state-sponsored group or person that gains
unauthorized access to a network for political or economic reasons. The
attack typically happens to gain unauthorized access for a long period of time,
such as many months, by planting malicious software on the system that will
monitor activity, collect sensitive data, or damage the system. APT also
includes advanced hacks on financial institutions, defense contractors, and
software companies such as Twitter or Facebook, which would contain a
wealth of sensitive information the hacker would like to collect.

Adversary tier

Threat actors are typically identified in an adversary tier that ranks the threat
actors by their capabilities and the damage they can perform. The threat actors
discussed earlier are ranked based on their threat level and capabilities as follows
(1=low, 4=high):

1.
2.
3.
4,

Script kiddie
Insider threat
Hacktivist

APT

Figure 1-1 summarizes the adversary tier with script kiddies at the bottom of the
skillset and APT at the top.
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Capabilities:
Advanced

Intent: Plant

malicious software
to monitor activities

Insider Threat
Capabilities: Basic to
advanced

Intent; Malicious destruction
innocent mistake

Hacktivist
Capabilities: Basic to advanced
Intent: Hacking for a cause

Script Kiddies
FIGURE 1-1: Capabilities: Run automated tools
The adversary Intent: The challenge, bragging rights

tier.

Graphic designed and created by Brendon Clarke.

Threat modeling

Penetration testing typically involves an exercise known as threat modeling.
Threat modeling refers to the act of documenting company assets and then defin-
ing the types of attacks or threats against those assets. The threats are then
assigned a likelihood (the chances the attack will happen) and impact (how seri-
ous the result of the attack if successful) so that the threats can be prioritized.
Based on the priority of the threats, security professionals put security controls in
place to prevent those threats from occurring or to minimize the impact.

Looking at CompTIA’s Penetration
Testing Phases

The CompTIA penetration testing process involves four major phases:

1. Planning and scoping

2. Information gathering and vulnerability identification
3. Attacks and exploits
4.

Reporting and communication
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Over the course of this book, I go into detail about each of these penetration test-
ing phases. Here, I provide a high-level overview of each one.

Planning and scoping

The first phase of the penetration testing process is planning and scoping. This
phase is important as it is when you identify the goals of the penetration test, the
timeframe, and the rules of engagement (the types of attacks you are allowed and
not allowed to perform during the pentest).

The planning and scoping phase should start with a pre-engagement meeting
that determines the extent of the penetration test, such as whether the testing will
include internal and external assets. In this phase, you will also determine what
systems need to be tested, the best time for testing, and the types of attacks that
are allowed and not allowed.

An important part of the planning and scoping phase is to create a statement of
work that specifies exactly what is to be tested and to get written authorization
from a person of authority for the business that gives you permission to perform
the penetration test. Remember that attacking and exploiting systems without
prior authorization is illegal.

For the PenTest+ certification exam, remember to get written authorization from
an authorized party such as the company owner or an upper-level manager before
ror THE  Mmoving on to phase two of the penetration testing process.

EXAM

Chapter 2 covers planning and scoping.

Information gathering and vulnerability
identification

The second phase of the penetration testing process is the information gathering
and vulnerability identification phase, which is also known in other pentest mod-
els as the “reconnaissance phase.” This phase can be broken into two subphases:
information gathering as the first subphase, and vulnerability identification as
the second subphase.

Information gathering

The information gathering part of the penetration test is a time-consuming part
of the penetration test. It involves both passive and active information
gathering.
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With passive information gathering, you use public Internet resources to collect
information about the target such as public IP addresses used, names and email
addresses of persons that could be targets to a social engineer attack, DNS records,
and information about products being used. This is called passive information
gathering because you are not actually communicating with the company’s live
systems (unless you surf its website); instead, you are collecting public informa-
tion that anyone can access and it will not look suspicious. Note that passive
information gathering is also known as passive reconnaissance.

Active information gathering involves using tools to communicate with the compa-
ny’s network and systems to discover information about its systems. For example,
doing a port scan to find out what ports are open on the company’s systems is
considered active because in order to know what ports are open on each system,
you have to communicate with those systems. Once you start communicating with
the company’s network, you risk detection, which is why these techniques are
categorized differently than passive information gathering techniques. Note that
active information gathering is also known as active reconnaissance.

Vulnerability identification

Once the information gathering subphase is complete, you should now have a list-
ing of the ports open on the system and potentially a list of the software being
used to open those ports. In the vulnerability identification subphase, you research
the vulnerabilities that exist with each piece of software being used by the target.
Vulnerability identification also involves using a vulnerability scanner to auto-
mate the discovery of vulnerabilities that exist on the target networks and systems.

Chapters 3 and 4 cover information gathering and vulnerability identification.

Attacks and exploits

The third phase of the penetration testing process is to perform the attacks and
exploit systems. In this phase, with knowledge of the vulnerabilities that exist on
the targets, you can then break out the penetration tools to attack and exploit the
systems. This involves social engineering attacks, network attacks, software
attacks such as SQL injection, and wireless attacks against wireless networks.

Once a system is compromised, you can then perform post-exploitation tasks,
which involve collecting more information about the system or planting a back-

door to ensure you can gain access at a later time.

Chapters 5 through 10 cover attacks and exploits.
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Reporting and communication

The fourth and final phase of the penetration testing process is reporting and
communication. These tasks are the reason the penetration test was performed in
the first place: to report on the findings and specify remediation steps the cus-
tomer can take to reduce or eliminate the threats discovered.

During this phase, you will write a report of the actions you performed during the
penetration test and the results of the testing. You will also include recommenda-
tions on how to better secure the systems in the report. The report will be deliv-
ered to the customer in the sign-off meeting, and the customer will sign-off on
the completion of the penetration test.

Chapter 11 covers reporting and communication.

Knowing the phases to the CompTIA penetration testing process is critical on the
job and for the exam. Refer to Figure 1-2 for a summary of what occurs at each

phase.
TIP
- Define scope of test (types, IPs, internal, external)
Planning - Define rules of engagement
and Scoping - Written statement of work
1 - Written authorization from a signing authority
Information \ B Passive reconnaissance + OSINT
Gathering - Active reconnaissance (DNS, port scan, OS fingerprinting)
Sfd\:l-_'.lt?fel_;gzgﬁy - Vulnerability scan + analysis
- Social engineering
Attack - Exploit system and network
and Exploit - Password cracking
3 - Physical security
- Identify communication triggers
Reporting & \ - Create and deliver written report
FIGURE 1-2: comﬂ‘;ﬂﬁ:t'"g - Secure report
The CompTIA - Post-engagement activities (cleanup, client acceptance)

4

penetration
testing process.
Graphic designed and created by Brendon Clarke.
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Reviewing Key Concepts

This chapter highlights a number of concepts and terminology related to penetra-
tion testing that you should be familiar with when preparing for the CompTIA
PenTest+ certification exam. Following is a quick review of some of the key points
to remember from this chapter:

¥ Two reasons to conduct a penetration test are to better secure the company
assets, or to be compliant with regulations governing your organization.

¥ You can have a penetration test performed by internal staff or an external
third party. If internal staff is used, be sure those conducting the penetration
test are not members of the team responsible for managing or configuring
the systems being tested.

¥ You should perform a penetration test annually and be sure to test external
and internal assets.

¥ You can follow several different strategies when performing a penetration
test. You can do a black box test, for which the pentester is given no informa-
tion about the target environment. You can do a white box test, for which the
pentester is given all of the information about the environment being tested.
Or you can do a gray box test, for which limited information is given to the
pentester to ensure the test is focused and timely.

3 Athreat actor is someone or something that may perform an attack on your
systems or environment.

¥ The four phases to the CompTIA penetration testing process are: planning
and scoping, information gathering and vulnerability identification, attacks
and exploits, and reporting and communication.
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Prep Test

1. Bob is using nmap to discover ports that are open on the systems. What form of information
gathering is Bob performing?

(A) Vulnerability identification
(B) Active information gathering
(C) Vulnerability scanning

(D) Passive information gathering

2. What type of penetration test involves the tester being given no information about the target
environment?

(A) Black box
(B) White box
(C) Gray box
(D) Red box

3. What type of reconnaissance involves the tester querying the DNS to discover the DNS names
and IP addresses used by the customer?

(A) Vulnerability identification
(B) Active information gathering
(C) Vulnerability scanning

(D) Passive information gathering

4. Which of the following represents a reason to perform a penetration test annually?
(A) Cost
(B) Time
(C) Compliance

(D) Know-how

5. Lisa performed a penetration test on your organization and is creating the report. What
should Lisa be sure to communicate within the report?

(A) How good she is at hacking
(B) Remediation steps
(C) Signed authorization

(D) Resources used
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6. Which of the following is critical to perform during the planning and scoping phase of the
penetration test?

(A) Port scan

(B) Vulnerability scan

(C) Summary of remediation steps
(D) Obtain written authorization

7. What type of penetration test involves giving the tester only the IP addresses of the servers
that you wish to be tested?

(A) Black box
(B) White box
(C) Gray box
(D) Red box

8. What is the third phase of the CompTIA penetration testing process?
(A) Attacks and exploits
(B) Reporting and communication
(C) Planning and scoping
(D) Information gathering and vulnerability identification

9. What threat actor has limited knowledge of the attacks being performed and typically just
runs prebuilt tools to perform the attack?

(A) APT

(B) Script kiddie
(C) Hacktivist
(D) Insider threat

10. You are part of the team within your organization that performs the attacks during the
penetration test. What is the name for your team?

(A) Blue team
(B) Black team
(C) White team
(D) Red team

CHAPTER 1 Introduction to Penetration Testing 31
https://t.me/learningnets



Answers

1. B. Bob is performing active reconnaissance, or active information gathering, when
using a port scanner to discover ports that are open on a system. See “Information
gathering and vulnerability identification.”

2. A. Ablack box test is when the pentester is given no knowledge of the environment
being tested. Review “Pentest strategies.”

3. D. Passive reconnaissance, or passive information gathering, is when the pentester
uses public Internet resources to discover information about his or her target. Check
out “Information gathering and vulnerability identification.”

4. C. Organizations may be governed by regulations that force a company to perform
penetration tests on a regular basis in order to be compliant. Peruse “Reasons for a
pentest.”

5. B. The purpose of the penetration test is to better the security of the organization.
Therefore, it is critical the report contains remediation steps on how to improve the
security of vulnerable systems. Take a look at “Reporting and communication.”

6. D. It is imperative that you get written authorization to perform the penetration
test before doing any testing. Also, be sure to get written authorization from an
authorized party such as the business owner or an upper-level manager. It is not
enough to get authorization from a local manager. Peek at “Planning and scoping.”

7. C. A gray box test involves giving limited information to the tester so that the tester
is more focused on specific targets during the pentest. Look over “Pentest strategies.”

8. A. The third phase of the CompTIA penetration testing process is attacks and
exploits. Study “Looking at CompTIA's Penetration Testing Phases.”

9. B. A script kiddie has limited technical knowledge of the details of the attack and
simply runs the tools that are already created. Peek at “Threat actors and threat models.”

10. D. The red team is the name of the penetration testing team that simulates the
attacks, while the blue team tries to detect and defend against those attacks. Peek at
“Types of assessments.”
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EXAM OBJECTIVES

» Understanding key legal concepts

» Scoping the project and identifying
the rules of engagement

» Defining targets and ensuring
acceptance to risk

» Scheduling and handling scope creep

Chapterz
Planning and Scoping

ood penetration testers know that before starting a penetration test, they

must spend time with the customer scoping out the project and setting the

rules of engagement. Planning and scoping is a critical phase of the pen-
test process, as too often penetration testers dive right into trying to compromise
systems without giving any thought to the ramifications of their actions. Not
planning the penetration test properly can result in crashing the customer’s sys-
tems or network (causing loss in production and revenue) and triggering intru-
sion detection systems. A lack of planning can also create legal problems due to a
failure to obtain proper authorization to perform the penetration test.

In this chapter, you learn the importance of planning for the penetration test by
jumping into the first phase of the CompTIA penetration testing process: planning
and scoping.

Understanding Key Legal Concepts

The CompTIA PenTest+ certification exam is sure to have a few questions regard-
ing the legal concepts surrounding a penetration test that come into play during
the planning and scoping phase. The following sections outline the three most
important concepts you should be aware of: obtaining written authorization, con-
tract types, and the importance of disclaimers.
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Written authorization

It is illegal to hack into systems without proper authorization from the owner of
the asset being compromised. As a penetration tester, you have to remember this.
Before any pentest can start, you must first get written permission in the form
of a signed contract from the customer in order to conduct the work. Once the
contract is signed, you then schedule a planning and scoping meeting with the
customer so that you can identify the goals for the penetration test, identify what
should be tested, and understand how far the testing should go.

The planning and scoping phase of the penetration testing process is also known
as the pre-engagement phase. In this phase you want to be sure to get authorization
. that allows the organization’s systems to be tested and compromised.
It is important to understand that often this authorization cannot come from an
office manager, IT manager, or local network administrator, as they are not the
owners of the assets being tested. It is critical you get authorization from the
owners of the assets, such as the company owner, or from a member of upper-
level management who has signing authority.

If some of the company resources are being hosted by a third-party company, you
& must get authorization from that third party as well. For example, if the compa-
ny’s website is hosted on its ISP’s web server, or the ISP hosts the domain name
warning  System (DNS) service for the company, it is important to get authorization from
the ISP if you are going to perform penetration testing on those resources. If you
do not get authorization to perform the penetration test on those systems, you

must ensure they are not in the scope of the penetration test.

In addition, virtualization technology in the cloud has become a huge resource for
companies to leverage, as it allows a company to get high availability and access
to resources from anywhere. During pre-engagement activities and discussions,
verify if there are any resources that are in the cloud, because you will need to get
authorization from the cloud provider to perform a pentest on the cloud resources.

For the PenTest+ certification exam, remember that you must obtain a signature
from a proper signing authority to perform the penetration test. Also remember to
check if any resources are hosted by third parties such as an ISP or cloud provider

For THE  because you will need third-party provider authorization to test those resources.
EXAM

Contracts

Before starting the penetration test and typically before you start scoping out the
project, you will receive a signed contract that is essentially hiring you for the
service. These contracts are designed to protect the contractor from liability if
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something goes wrong with the penetration test, and protect the customer from
sensitive data leakage on the part of the contractor.

The CompTIA PenTest+ certification exam refers to three main types of contracts:

3 SOW: A statement of work (SOW) is a contract created by the penetration
testing company that specifies the type of work its pentesters are providing,
the timeline for performing the work, the cost of the work, the payment
schedule, and any terms and conditions covering the work.

¥ MSA: A master service agreement (MSA) is a useful contract if you are perform-
ing repeat work for a company. The MSA acts as a standard boiler plate
contract for the business relationship between the contractor and customer
saving time when repeat work is needed from the contractor. With the MSA,
you can define the terms of the work in the MSA and then refer to that from
the SOW for each reoccurring engagement. Examples of terms in the MSA
include payment terms, working conditions, remediation processes, and
ownership of intellectual property.

¥ NDA: A non-disclosure agreement (NDA) is a common document outlining
the importance of confidentiality in regard to the relationship of the two
parties and the work performed. It identifies what information should be
kept confidential and how confidential information should be handled. The
NDA is created by the customer and given to the contractor to sign. The NDA
is designed to protect the confidentiality of sensitive information that the
contractor may come across while doing the penetration test.

For the PenTest+ certification exam, be familiar with the three different types of
contracts, and know that they are usually signed before the scoping discussion.

FOR THE
EXAM

Disclaimers

During the pre-engagement discussions and in the SOW, it is important to include
two disclaimers that outline two important points about the penetration test.

First, you should have a disclaimer that states that the penetration test is a point-
in-time assessment — meaning you have tested against known vulnerabilities and
exploits as of the current date. As time goes on and new software and systems are
installed on the network, your assessment would not have tested those new items.

Second, you should have a disclaimer that indicates that the comprehensiveness of
the penetration test is based on the types of tests authorized by the customer and
the known vulnerabilities at the time. For example, if the customer requests that
no denial of service (DoS) attacks are performed (which is common), your
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penetration test would not have tested how the company stands up against a
DoS attack. This disclaimer will help protect you if the customer is hit with a DoS
attack after the penetration test is performed.

Your agreement should also make it clear that a penetration test uses hacking

@ tools that a hacker would use, and although you have tested these tools, it is pos-

sible that they could have unpredictable results due to the additional software

TIP installed on the systems or the configuration of the systems. Unpredictable results

in this case is referring to the fact that it is possible that the target systems could

crash and be unavailable. For example, I have heard cases where performing a

vulnerability scan of the network caused the print servers to drop off the network.

This is not something that happens all the time, but the point is that different

products from different vendors respond differently to the scanning and attack

tools. One way to help prevent disruption on the network is to perform the pene-

tration test on virtual machines within a test environment that are copies of the
production systems.

Ensure you have a disclaimer in the agreement that specifies that the pentest is a
point-in-time assessment and that the comprehensiveness is based on the scope

ror THe  Of the assessment.
EXAM

Scoping the Project

During the pre-engagement activities, it is important to have an initial meeting
with the customer that allows you to discuss the scope of the project and get an
understanding of what the customer’s goals are for the penetration test.

When preparing for the initial meeting with the customer, you should plan out
scoping questions that will help you understand the magnitude of the project.
Some common questions to ask when determining the scope of the pentest are:

¥ What is the goal of the penetration test? (Why is it being done?)

¥ Is the penetration test going to test internal systems, external systems, or
both?

¥ What are the Internet Protocol (IP) ranges of the internal and external systems
that are being tested?

¥ What are the internal and external domain names of the systems to be
tested?

3 Does the company own the systems using those IP addresses?
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¥ Arethere any systems hosted by third-party companies such as an ISP or a
cloud provider?

3 What applications and services will be tested?

¥ What types of tests are to be performed? For example, are you testing
physical security and/or social engineering, and are DoS attacks allowed?

If performing a black box test, which is discussed in Chapter 1, the penetration
tester is typically responsible for discovering target services, and some would say
the target IP addresses. The important point here to remember is that you want
the customer to give you the target IP addresses and domain names so that you
can be sure you have proper authorization to perform testing on those systems. If
it is up to the pentester to discover the IP addresses, especially external IP
addresses, the tester runs the risk of performing the penetration test on an unau-
thorized IP address or system owned by someone else.

Depending on the type of testing being performed, there are a number of other
questions you can ask during the scoping of the project. The Penetration Testing
Execution Standard (PTES) website found at www.pentest-standard.org has an
extensive list of questions you can ask. The following sections list example ques-
tions for each different type of test.

General questions

¥ What is the goal of the penetration test? (Why is it being done?)
¥ Is the pentest being performed for compliance reasons?

¥ What hours of the day can the penetration test be performed (business
hours/non-business hours)?

3 What are the internal and external target IP addresses?

¥ Are security controls in place such as firewalls and intrusion detection
systems?

¥ If a system is compromised, what actions should be taken next (for example,
no action, elevate privileges, and so on)?

Web application testing questions

3 How many web applications/sites are being tested?

3 How many of those require authentication?
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»
»
»
»

How many static pages are in those sites?
How many dynamic pages are in those sites?
Is the source code available for review?

Is authentication testing to be performed?

Wireless network testing questions

»
»
»
»
»

»

How many wireless networks are there?

What wireless encryption protocol(s) are being used?
What is the area covered by wireless?

Should detection of rogue devices be performed?

Should wireless attacks against clients be performed (or just focus on the
access point)?

How many wireless clients are there?

Physical security testing questions

»
»
»

»
»

Is physical security testing part of the pentest?
How many locations are there?

Are the locations shared with other businesses? If so, what floors do you
occupy?

Are lock picks and bump keys allowed to bypass a locked door?

Are video cameras being used? If so, does the customer own those devices?

Social engineering testing questions

»
»

Is social engineer testing part of the pentest?

Does the customer have email addresses for social engineering?

¥ Does the customer have phone numbers for social engineering?
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Testing questions for IT staff

»
»
»
»
»

»

Are there fragile systems that are easy to crash?

What is the mean time to repair from a system outage?
What are the business-critical servers and applications?
Are backups tested regularly?

Is there a disaster recovery procedure in place for devices and systems being
tested?

When was the last backup performed?

Identifying the Rules of Engagement

As part of the planning and scoping phase of the CompTIA penetration testing
process, it is important to define the rules of engagement for the penetration test.
The “rules of engagement” refer to any restrictions and details in regard to how
the customer wants the penetration test performed. Following are some points
covered by the rules of engagement:

»

»

»

»

»

»

The timeline for the penetration test: Determine the start date and the end
date of the penetration test based on a schedule for each task and phases
being performed.

When testing is to be performed: Define the hours of the day testing is
permitted. This could be during work hours, non-work hours, or on weekends.

What to test — locations, targets, services, and applications: |dentify what
resources or targets will be tested. This includes the office locations, target
systems, target services and applications, and the accounts to be targeted.

How the results should be reported: The details and results of the penetra-
tion tests, such as the vulnerabilities associated with each system, are highly
sensitive. Define what method of communication is acceptable to communi-
cate the pentest details and results. Communication should be encrypted,
whether it is sent via email or on a disk.

Who should contact the pentest team: Define who is allowed to communi-
cate with the pentest team during the penetration test.

How frequently updates should be communicated: Define who the
pentest team is to go to with updates on the progress of the penetration test
and how often updates should be communicated.
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3 Authorization to perform the pentest: Verify that you have signed authori-
zation to perform the penetration test.

3 Legal considerations with third parties: Verify whether any of the systems
or services are hosted by a third party such as an ISP or cloud provider. If a
third party is used to host services, verify that you have authorization from the
third party to perform the pentest.

3 Security controls that could shun the pentest: Verify whether the pentest
team can expect to be blocked or shunned by security controls such as
firewalls, intrusion prevention systems, and blacklisting on the network. These
controls can limit the pentest and increase the time to perform the penetra-
tion test.

3 Whether security controls should be tested: Discuss whether you should
be testing the effectiveness of the security controls in place. For example,
should you report on whether the company security team was able to detect
and respond to information gathering, footprinting attempts, scanning and
enumeration, and attacks on systems?

Target audience and reason for the pentest

During the pre-engagement activities, it is important to determine the target
audience for the penetration test and the reason the pentest is being performed.
Many companies state that the primary goal of the penetration test is to verify
that their systems are secure by seeing how they hold up to real-world attacks.
Another goal may be to see how the security team (known as the blue team)
defends against the attacks, and to verify the effectiveness of the security controls
in place (such as intrusion detection systems and firewalls). As a secondary goal,
the company may need to be compliant to regulations stating that the company
must have a penetration test performed regularly.

It is important to know why the pentest is being performed, but also who it is
being performed for. The pentest report will need to be written to satisfy the goals
of the pentest and be written to include information for the intended audience. For
example, upper-level management may just want an executive summary that
states how the company held up to the pentest, while the network administrators
and security team may want more details on the vulnerabilities that still exist
within their systems.

Communication escalation path

In addition to determining the target audience for the penetration test and the
reason the pentest is being performed, it is also important to determine who the
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penetration testing team is to communicate with during the pentest. This includes
determining when updates are delivered to the contact person and also who to
contact when there is an emergency (such as a system or network crashes due to
the pentest).

Following are some common questions you can ask during the pre-engagement
phase to determine communication paths:

3 How frequently should updates on the progress of the penetration test be
communicated?

¥ Who is the main point of contact in the company for communication updates?

¥ Are the penetration testers allowed to talk to network administrators and the
security team, or is this a silent pentest?

3 Who should be the point of contact in case of emergency?

As a pentester you also want to be sure you have collected proper contact informa-
tion in case there is an emergency, such as a system goes down or an entire net-
work segment goes down. Following is the key information you should collect
about the customer in case of emergency:

3 Name of the company contact
¥ Job title and responsibility of the contact

¥ Does the contact have authorization to discuss details of the pentest
activities?

¥ Office phone number, mobile phone number, and home phone number of
the contact

Another reason to communicate with the customer is to let the customer know if
something unexpected arises while doing the pentest, such as if a critical vulner-
ability is found on a system, a new target system is found that is outside the scope
ror THE  Of the penetration test targets, or a security breach is discovered when doing the
EXAM penetration test. You will need to discuss how to handle such discoveries and who
to contact if those events occur. In case of such events, you typically stop the pen-
test temporarily to discuss the issue with the customer, then resume once a reso-

lution has been determined.

Resources and requirements

When defining the rules of engagement for the pentest, you also want to ensure
that you discuss key points surrounding the company’s different resources such
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as the targets to focus on and who to communicate the results with. You learn
earlier in this chapter about a few questions you should ask in relation to resources,
but let’s discuss a bit more about resources and requirements.

Confidentiality of findings

A key point to discuss is the confidentiality of the updates given and the results of
the penetration test. Determine with the customer who are the authorized persons
to receive updates on the progress of the penetration test, who to go to in case of
emergency, and who the penetration results (the report) should go to. Be clear
that you will be unable to communicate details of the penetration test to anyone
not on this authorized list.

You should also set up a secure communication channel so that all communica-

@ tions in regard to the penetration test are encrypted. This includes the actual

report file as well. Be sure that the report file is encrypted so that unauthorized

TIP persons cannot view the file. You could use the Secure Shell protocol (SSH) for

secure file transfers, or a tool like GNU Privacy Guard for Windows (Gpg4win) to

encrypt files and email messages. You can download the latest version of Gpg4win

from www.gpg4win.org. Figure 2-1 shows how you can encrypt a file with
Gpgs4win on a Windows system.

Name 5 Date medified Type Size
# Quick access
e [f\IE‘th 019 11:11 AM Text Document 1KB
@ OneDrive Ppet File2.txt 1911:11AM  Text Document 1KB
I This PC Edit
B 30 Objec [f] Scan with Windows Defender...
B Desktop Sign and encrypt
5| Documer B More GpgEX options > Decrypt
¥ Downloa . Verify
B Music Ot vl 5 Decrypt and verify
=] Pictures Restore previous versions Encrypt
B videos | - — 5 Sign
i, Local Dis| - Sign and encrypt
F Wokn| Import keys
Copy Create checksums
FIGURE 2-1: ¥ Network | — Verty checksums
Encrypting a file Delete " Help on GpgX
in Windows _ P About GpgEX
Explorer with EmEls
Gpgawin.
Remember to encrypt the penetration testing report and all communication with
the customer that pertains to the penetration testing report.
REMEMBER
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Known versus unknown

During the pre-engagement phase, discuss the targets for the penetration test
and how to handle the discovery of an unknown device on the network. An unknown
device is a device not on the target list, or an unauthorized access point connected
to the network, VPN server, or router. If any non-targeted device that makes the
client network and security vulnerable is discovered, you should stop the penetra-
tion test to discuss with authorized persons on how they want to proceed.

Support for the pentester

When planning for the penetration test, be sure to request all potential resources
available to help you determine the number of targets and to learn a bit more
detail about the targets. The first important resource to request is documentation:
ask for network diagrams identifying servers, routers, switches, and network seg-
ments to help you better prepare for the penetration test.

You can request a number of other support resources from the customer:

3 WSDL/WADL files: You can obtain detailed information such as the methods
or functions and their parameter data types supported by a web service by
looking at the Web Services Definition Language (WSDL) or the Web
Application Description Language (WADL) files. These are XML-based files that
describe the web service.

3> SOAP project file: You can use the SOAP project file to view details about the
functionality of a web service.

3 SDK documentation: You can view the documentation for a software
development kit (SDK) to get a better understanding of the functionality
provided by the SDK and types of calls that can be made by applications
using it.

¥ Swagger document: A swagger document is a document that describes
the functionality of an application programming interface (API). Swagger is a
technology that helps automate the creation of the APl documentation. This
documentation could be quite useful to the pentester to help him or her
understand the functionality offered by an API.

3 XSD: An XML schema document (XSD) is used to describe the structure of an
XML document and is a great tool to help understand the data stored in XML.

3 Sample application requests: You could view a sample application request
message sent to an application to obtain detailed information about the
structure of the request.

3 Architectural diagrams: A key piece of documentation that can help with
application testing is an architectural diagram of the application and all of its
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components. For example, a web application may communicate with some
middleware software, which then communicates with a database. Having a
diagram that shows the communication channels for all components is a
great tool to help you understand the architecture of an application.

Budget

A big part of the pre-engagement activities is determining the cost of the pene-
tration test. Once you have an idea of the size of the organization and the target
resources for the penetration test, you can then work on calculating the cost of the
pentest based on the man-hours you expect it to take and the cost per hour for the
consultants. As the Penetration Testing Execution Standard (PTES) recommends,
you should add 20 percent additional time to the estimated man-hours to accom-
modate any incidents that may slow down the penetration test. This will help the
customer better understand the budget for the penetration test, and you can
always lower the cost if you like once the job is complete. Customers are usually
okay with the final cost ending up lower than what was quoted, but not happy if
the cost goes up.

You also need to determine how payments are going to be scheduled. For smaller
projects, you could do a net 30 days after the final report has been delivered, or for
medium-sized and larger projects, you could go with a regular ongoing payment
schedule that has the customer paying quarterly throughout the duration of the
project. For larger jobs, some consultants ask for half of the payment upfront and
then additional payments later on.

Impact analysis and remediation timelines

As discussed in “Disclaimers” earlier in this chapter, during the pre-engagement
phase, it is critical that you communicate to the customer the risk or impact a
penetration test can have on the company’s systems and the network. It is impor-
tant that you try not to crash systems, and that you test all tools and techniques
before using them on your customer’s systems, but in the end, the tools you are
using are hacking tools, and they may have unexpected results in different envi-
ronments. You must state that there is a risk to crashing a system or network in
your contract, but stress during your discussions with the customer that you have
tested the tools and will not intentionally try to crash systems.

the systems in a test environment. This environment could be a set of VMs that

@ You can minimize the risk by performing the penetration test on exact clones of
are exact copies of the production systems.

REMEMBER
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The penetration test report will include remediation steps that the customer needs
to take to better secure their assets. It is critical that after the customer imple-
ments these fixes that the assets are retested to make sure the penetration test is
not successful. Make sure you accommodate for this retesting in your budget esti-
mate. It is also important to make sure you give a deadline on when the remedia-
tion steps need to be completed — and how long after report delivery retesting is
covered in the price.

For the PenTest+ certification exam, remember that it is critical the pentest report
contains remediation steps to better secure the asset. It is also important to spec-
ify a due date for when the remediation steps need to be completed if retesting is

FOR THE  going to be performed.
EXAM

Defining Targets for the Pentest

During the planning and scoping phase, you need to define the targets for the
penetration test. The contract agreement should have a section on target selection
that specifies the systems that are the targets of the pentest. Let’s take a look at
common targets for a penetration test.

Internal and external targets

When performing a penetration test, you will be working with internal targets,
external targets, or both. An internal target is a system that exists inside the cor-
porate network and is not accessible from the Internet because it is behind fire-
walls. An external target is a system that is reachable from the Internet and resides
in the demilitarized zone (DMZ) network or in the cloud.

You will need to determine what internal systems (targets) should be tested and
obtain the internal IP addresses or domain names for these assets. For example,
you’ll need to obtain the internal addresses of the intranet servers, mail servers,
file servers, or network-attached storage (NAS) devices, to name just a few. When
identifying the internal assets and IP ranges, it is important to identify if those
assets are on-site or off-site. On-site resources are systems and devices that
exist on the network at the location being assessed, while off-site resources
could be systems in the cloud, at an alternate site, or maybe resources that are
mobile like a network on a boat or other vehicle. When conducting a pentest of the
internal network, you may have to visit different locations to perform the pene-
tration test, which should be reflected in the budget.

You will also want to be sure to determine the external IP addresses and domain
names of systems to pentest. This is critical to verify as you do not want to try to
exploit an external address not owned by the customer.
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First-party versus third-party hosted

As I mention earlier in this chapter, you need to verify where the targets are
being hosted, whether by the customer (first party) or by an outside company
(third party). If systems are hosted by a third-party company such as an ISP or
cloud provider, you need to get authorization from the third party to perform the
pentest on those assets.

Other targets

When performing a penetration test, in addition to identifying the IP addresses of
the hosts you are going to perform the penetration test on, you should also iden-
tify the following resources:

3 Applications: Determine what applications and services are in scope of
the penetration test. Some common applications and services may be the
intranet site, Internet site, email services, remote desktop services, file
transfer protocol (FTP) service, internal websites, and external websites.

3 Physical security controls: Determine if testing the physical security controls
is in scope of the pentest. This includes social engineering attacks on security
guards, exploiting surveillance equipment, and testing locking systems with a
lock pick or bump key.

3 SSIDs: Determine if there are wireless networks that you are authorized to
exploit. Make sure you find out what wireless networks, or SSIDs, are owned
by the company that are in scope of the pentest.

¥ Users: Determine what user accounts are in scope for password cracking. Be
sure to determine if you are allowed to attempt to compromise administrative
accounts as well.

Target considerations

When working on exploiting target systems, applications, and services, you must
make different considerations when conducting a white box test versus a black
box test. With a white box test, the company will grant the pentester access to the
system by allowing the pentester to pass through any security controls, but with
a black box test, the pentester will need to figure out how to bypass the security
controls as part of the test.

Here are some considerations to keep in mind when performing the pentest on the
identified targets:
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3 Whitelisted versus blacklisted: As a pentester you can seek to have your
system whitelisted by security controls so that the system is not blocked when
performing the assessment. A blacklisted system, which is a system that is
blocked by a security control, can slow down the assessment dramatically.

3 Security exceptions: You can add the pentester’s IP address or account to
security exceptions within security controls so that the pentester is not
blocked. For example, on a firewall you can add the pentester’s IP address to
the firewall exception list so that the pentester’s traffic can pass through the
firewall.

3 IPS/WAF whitelist: You can add the pentester’s IP address to the whitelist on
the intrusion prevention system (IPS) and the web application firewall (WAF)
so that it is not blocked and the pentester can test the web application.

3 NAC: The customer may have network access control (NAC) features imple-
mented that only allow devices in a secure state to connect to the network. As
a pentester, this could affect your capabilities to connect to the network and
perform the pentest. You may have to be placed on an exception list so that
you can access the network from your pentest system.

¥ Certificate pinning: Certificate pinning refers to the process of associating a
host with the expected server it will receive certificates from. If the certificate
comes from a different system, the communication session will not occur. You
may need to disable certificate pinning on the network to allow communication.

3 Company'’s policies: You should review the company security policy to
determine if there are any policies in place that would put limits on the
actions the penetration testers can take.

¥ Technical constraints: Be aware of any technical constraints that may limit
your capabilities to perform the penetration test. For example, there may be
firewalls blocking your scans during discovery of targets or there may be
network segments controlling communication.

3 Environmental differences: When performing the penetration test, it is
important to be aware of any differences in the environment, as any differ-
ences could change how the pentest tools respond. Be aware of export
restrictions when it comes to crossing borders with any encrypted content
and any other local and national government restrictions that may be in place
with regard to encryption and penetration testing tools. When performing a
pentest on large global companies, know that the laws are different in these
different companies with regard to using pentest tools. Also, review any
corporate policies so that you are aware of the pentesting rules.
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¥ Special scoping considerations: There may be other special scoping
considerations that may arise during the pre-engagement phase, such as
premerger testing and supply chain testing considerations. Premerger testing
refers to assessing the security of a business the company is going to acquire.
Supply chain testing refers to assessing the security of a supplying company,
or multiple supplying companies, before the customer does business with
those companies.

Verifying Acceptance to Risk

Earlier in this chapter, I discuss the importance of including a disclaimer in the
SOW, and I want to stress again that as the penetration tester, you need to make
the risk of performing a penetration test clear to the customer (in discussion and
in the contract). Make sure the customer accepts those risks before starting the
penetration test, as risk acceptance is critical to protecting yourself from legal
action.

Some key points to communicate with the customer in relation to the acceptance
of risk of the penetration test are:

¥ Tools are used to try to compromise the security of the company’s systems.

¥ Although you have tested the tools and are using tools that have not crashed
your test systems, the tools could have unpredictable results in different
environments due to different software and configurations that you may not
have had in your test environment.

¥ Stress that although you will not try to crash systems, the risk is there that
systems may crash.

¥ Verify that the customer has recent backups of the systems being assessed.

It is also important to verify the customer’s tolerance to the impact the assess-
ment will have on the company’s systems. Here are some questions you can ask to
verify the customer’s acceptance of the impact of the assessment:

¥ Is the customer aware and okay with the fact that you are hacking into the
company’s systems when performing the penetration test?

¥ Does the customer accept that the system may fail if you run exploits against
the system? If the customer is not willing to accept the crashing of a system,
you may want to do a vulnerability assessment instead of a penetration test.
The vulnerability assessment will review the configuration of the systems and
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run a vulnerability scan to determine how exposed the system is, but not
actually try to hack the system.

¥ If a system fails due to the penetration test, how long will it take to recover a
failed system?

3 How long can the business survive without the asset or system in question?
How much downtime is the customer willing to accept if it does occur?

It is possible that a pentest could crash a system or network and cause it to be
offline for some time.

@ Ensure the customer understands the risks of having a penetration test performed.

FOR THE
EXAM

Scheduling the Pentest and
Managing Scope Creep

Scheduling and scope creep are two important points to remember for the Comp-
TIA PenTest+ certification exam as well as when you conduct a penetration test in
the real world.

Scheduling

When discussing the details of the pentest with the customer during the pre-
engagement phase, be sure to determine when the penetration test is to occur.
Generally, pentests are scheduled to occur during any of the following
timeframes:

3 During work hours (for example, 8 a.m. to 5 p.m.)
¥ After work hours (for example, 6 p.m. to 6 a.m.)

¥ On weekends (for example, 8 a.m. to 12 a.m.)

ing hours so that you can contact the appropriate person should any issues arise

@ Be sure your emergency contacts are readily available during the penetration test-
during the penetration test.

REMEMBER

When preparing the budget, be sure to have a schedule set up for how long it will
take to perform the penetration test. Table 2-1 illustrates a sample schedule, but
know that the schedule will vary depending on the size of the organization being
assessed and the number of resources you have available to perform the penetra-
tion test.
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TABLE 2-1 A Sample Pentest Schedule

Duration
Activity Activity Name (OEVS))
1 Initial preparation 3
2 Planning and scoping 3
3 Kick-off meeting 1
4 Initial assessment of environment 3
5 Information gathering 5
6 Vulnerability assessment 5
7 Exploitation of systems 5
8 Physical security assessment 3
9 Wireless security assessment 3
10 Post-exploitation 3
(K Clean-up 3
12 Report preparation 5
13 Report delivery and project closing 1

Scope creep

An important discussion to have during the planning and scoping phase of the
penetration test is how to handle scope creep. Scope creep occurs when the size of
the project — in this case the penetration test — continues to change or grow as
the project continues. As the consulting pentester, scope creep is a nightmare, as
you have given a quote to the customer on the cost to perform the penetration test
based on how long you estimate the pentest will take. The length of time is depen-
dent on the number of targets defined for the project, and if that changes while
the penetration test is occurring, the cost will go up! Increased costs typically do
not sit well with the customer, so be very clear at the start that the cost is for the
targets that have been defined within the scope of the project and that any newly
discovered targets that arise while the penetration test is occurring will be an
additional cost. Make sure the pentest team knows who to contact when a new
target has been discovered during the pentest that was not specified in the scope
of the project so that you can determine how to continue.
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the penetration test, be sure to bring it to the attention of the customer. If the
customer wants the newly discovered asset added to the target list, let the cus-

ror THE  tomer know that doing so will increase the time and cost to complete the project.
EXAM

@ If you discover additional company assets that are out of scope while performing

Conducting Compliance-based
Assessments

If the organization for which you are performing a penetration test is conducting
a pentest to be in compliance with industry regulations, you may need to meet
strict requirements when performing the assessment. It is important as a pene-
tration tester to become familiar with the requirements of a compliance-based
assessment. Know that the requirements are different in every industry, as they
depend on the laws or regulations that govern each industry. Following are exam-
ples of industry-specific laws or regulations an organization must follow based on
the industry the organization operates in:

¥ Health Insurance Portability and Accountability Act (HIPAA), which controls the
handling of health records.

¥ Family Educational Rights and Privacy Act (FERPA), which allows parents
access to educational records of their child.

¥ Payment Card Industry Data Security Standard (PCI DSS), which secures debit
and credit card information.

Following are some limitations and caveats to keep in mind with regard to
compliance-based assessments:

3 Rules to complete the assessment: Each regulation or standard has strict
rules on how the penetration test is to be performed and what to look for in
the assessment. For example, the PCI DSS includes strict requirements on the
use of firewalls to restrict communication with data-holder equipment, and
encryption requirements for transferring credit card data across public
networks.

¥ Password policies: To be compliant, an organization may have to follow strict
requirements on passwords and password policies. For example, you may
need to assess the company's password policy and ensure that the company
employees use strong passwords, change passwords frequently, and cannot
use a password they used previously.
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¥ Data isolation: Due to laws or regulations you may need to ensure that
certain types of data are separated from other types of data. For example,
with PCI DSS, a company must ensure that credit and debit card data is
isolated from the rest of the company data. As another example, in a bring-
your-own-device (BYOD) environment, you may need to ensure that mobile
devices partition personal data from business data so that business data can
be remotely wiped if needed.

3 Key management: You may need to assess the use and storage of encryp-
tion keys as well as assess the company’s backup policies or the archival of
encryption keys to allow recovery of sensitive data.

¥ Limitations: You may need to assess for limitations placed on resources such
as systems, devices, and data. For example, there may be strict limitations on
certain types of systems not being accessible from the Internet.

¥ Limited network access: You may need to ensure that the network is
segmented to allow control of a specific type of system that can only access a
particular network segment. For example, with PCI DSS, the credit card
processing system must be on a separate network segment than regular
company systems.

¥ Limited storage access: You may need to assess that the company is
controlling access to data and that one specified person has access to
sensitive data. Again, looking at PCI DSS, the pentester would validate that
access to card data is limited and protected.

It is important to stress that there are clearly defined objectives based on regula-
tions. For example, if the organization is processing credit cards, the organization
must be compliant with PCI DSS by following the objectives and requirements set
by PCI DSS. (You can view the Requirements and Security Assessment Procedures
document at https://www.pcisecuritystandards.org/document_library.)

Reviewing Key Concepts

This chapter highlights a number of important points to remember when plan-
ning and scoping the penetration test. Following is a quick review of some of the
key points from this chapter:

¥ Ensure you receive written authorization to perform the penetration test
by a signing authority for the company.

¥ Know the different types of contracts you may encounter, such as a SOW,
NDA, and MSA.
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¥ Ensure you include a disclaimer in the contract with the customer that
states the risk of performing a penetration test. It is possible that the
tools used could crash a system or network and cause downtime with
the company asset.

¥ Ensure you have a clear scope for the penetration test. Include the target
IP addresses (both internal and external), a list of the wired and wireless
networks and applications to test, and determine whether social engineering
is to be performed and whether you are performing an assessment of
physical security.

¥ Clearly define the communication path to follow when performing the
assessment. Who is the pentest team allowed to communicate the details
of the pentest with? Also, be clear that additional assets discovered during the
assessment may increase the time and cost of the assessment if the newly
discovered asset is to be evaluated as well.

¥ If the organization is performing the assessment for compliance reasons, read
up on the requirements of the compliance-based assessment to ensure you
follow all goals and requirements.
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Prep Test

. What type of contract outlines the requirements of confidentiality between the two parties
and the work being performed?

(A) SOW
(B) NDA
(C) MSA
(D) SLA

2. Bob is performing a penetration test for Company XYZ. During the planning and scoping
phase, the company identified two web servers as targets for the penetration test. While
scanning the network, Bob identified a third web server. When discussing this new finding
with the customer, the customer states that the third server runs critical web applications
and needs to be assessed as well. What is this an example of?

(A) Statement of work

(B) Master service agreement
(C) Disclaimer

(D) Scope creep

3. You are drafting the agreement for the penetration test and working on the disclaimer
section. What two key points should be covered by the disclaimer? (Choose two.)

(A) Compliance-based
(B) Point-in-time

(C) WSDL document
(D) Comprehensiveness

4. What type of contract is a description of the type of job being performed, the timeline, and
the cost of the job?

(A) SOW
(B) NDA
(C) MSA
(D) SLA
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5. You have been hired to do the pentest for Company XYZ. You acquired proper written author-
ization, performed the planning and scoping phase, and are ready to start discovery. You
connect your laptop to the customer network and are unable to obtain an IP address from the
company DHCP server. Which of the following could be the problem?

(A) MSA
(B) SSID
(C) SOW
(D) NAC

6. You are performing the penetration test for a company and have completed the planning and
scoping phase. You wish to do the pentest on the wireless networks. What scoping element
would you need?

(A) MSA
(B) NDA
(C) SSID
(D) NAC

7. What type of contract is used to define the terms of the repeat work performed?
(A) MSA
(B) NDA
(C) SOW
(D) NAC

8. You drafted the agreement to perform the penetration test, and you are now looking to have
the agreement signed by the customer. Who should sign the agreement on behalf of the
customer?

(A) Office manager
(B) IT manager
(C) Security manager

(D) Signing authority

CHAPTER 2 Planning and Scoping 55
https://t.me/learningnets



9. You are working on the planning and scoping of the penetration test, and you are concerned
that the consultants performing the pentest will be blocked by security controls on the
network. What security feature would you look to leverage to allow the pentesters’ systems
to communicate on the network?

(A) Blacklisting

(B) Whitelisting

(C) NAC

(D) Certificate pinning

10. You are performing a penetration test for a company that has requested the pentest because
it is processing credit card payments from customers. What type of assessment is being
performed?

(A) Goal-based assessment

(B) Security-based assessment

(C) Compliance-based assessment
(D) Credit card—based assessment
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Answers

1. B. A non-disclosure agreement (NDA) is designed to outline the requirements of
confidentiality between two parties and the work performed. See “Understanding Key
Legal Concepts.”

2. D. Scope creep is when the scope of the project is modified as the project is being
performed. Review “Scope creep.”

3. B, D. The disclaimer should cover the fact that the pentest is a point-in-time
assessment and stress that the comprehensiveness of the assessment is based on
the scope. Check out “Understanding Key Legal Concepts.”

4. A. The statement of work (SOW) is a description of the work being performed,
includes the timeline for the project, and contains a breakdown of the cost for the
project. Peruse “Understanding Key Legal Concepts.”

5. D. Network access control (NAC) is a suite of technologies that limits connections
to the network based on health criteria. Take a look at “Defining Targets for the PenTest.”

6. C. The SSIDs of the wireless network should be identified during the planning and
scoping phase so that you can be sure you have authorization to perform the
assessment on the correct wireless networks. Peek at “Defining Targets for the PenTest.”

7. A. The master service agreement (MSA) is used when repeat engagements occur. It
contains the terms of the work being performed and is referenced from the state-
ment of work (SOW). Look over “Understanding Key Legal Concepts.”

8. D. The signing authority for the company, such as the business owner, should sign
the agreement as proof of authorization. Study “Understanding Key Legal Concepts.”

9. B. Whitelisting is a method to allow systems to access network resources and
bypass the security controls. Whitelisted systems and applications are considered
authorized systems and applications, as opposed to blacklisted systems, which are
non-authorized components. Peek at “Defining Targets for the PenTest.”

10. C. A compliance-based assessment is an assessment that is driven by the need to be
compliant with laws and regulations that are governing an organization. See
“Conducting Compliance-based Assessments.”
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EXAM OBJECTIVES

» Knowing the difference between
passive and active information
gathering

» Understanding open source
intelligence (OSINT) gathering

» Using DNS profiling
» Using Nmap for active scanning

» Being familiar with enumeration
techniques

Chapter 3
Information Gathering

fter planning and scoping the penetration testing engagement, you are

ready to move on to the next phase: information gathering and vulnerability

identification. This chapter focuses on information gathering and the tools
you can use to discover information about the organization or company before you
start a pentest. In the next chapter, we look at identifying vulnerabilities.

Following are some examples of the types of information you are looking to collect
about an organization during the information gathering phase:

¥ Email addresses and phone numbers of employees (to later use in social
engineering attacks)

3 Public IP addresses used by the organization
¥ The target systems that are up and running
3 The open ports on those target systems

¥ The software used on the target systems

Now that you understand the types of information we are looking to collect during
the information gathering phase, let’s take a look at the tools we are going to use
to capture that information.
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Looking at Information-Gathering
Tools and Techniques

It is important to take a methodological approach to information gathering
and divide the task into two parts: passive information gathering and active infor-
mation gathering. Passive information gathering should come first. It involves col-
lecting public information from the Internet about the company being
assessed — without invoking any kind of communication with the target systems.
Active information gathering involves polling the target systems to find out about
the systems that are up and running, the ports that are open, and the software
being used. This involves communicating with the systems and potentially being
detected.

passive information gathering. Active information gathering involves engaging
with the target environment, such as via scans, while passive information gath-
For THE  ering involves using public Internet resources to discover information about the
EXAM . .
target without being detected.

@ For the PenTest+ certification exam, remember the difference between active and

Passive information gathering

Passive information gathering involves using Internet resources to find out pub-
licly available information about the company that could help you exploit the
company’s systems and bypass security controls while performing the pentest.
There are different techniques to passive information gathering: You could surf
public Internet sites manually, query DNS, or use open-source intelligence
(OSINT) gathering tools to automate the discovery of information. Most of these
techniques are not technical in nature, but they do represent the mindset of a
hacker, so you want to follow similar strategies when performing your pentest.

OPEN-SOURCE INTELLIGENCE (OSINT)
GATHERING

The term used for discovering information from public data sources available on the
Internet is open-source intelligence (OSINT) gathering. Through OSINT gathering, you can
collect information about a company from the company’s website, social media sites,
DNS information, blogs, and so on. The goal of OSINT gathering is to gather information
such as contact names, email addresses, DNS records, and other information that
would aid in the penetration test.
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Browsing Internet resources

The first technique to use when information gathering is to surf the company
website for information about the company that could aid in an attack, such as
software the company is using or email addresses and phone numbers of company
employees that you could use in a social engineering attack.

Look for web pages such as an About Us page and a Job Postings or Careers page
that may exist on the site that could offer information such as names, phone
numbers, and email addresses of employees or upper management. This is great
information to use in a social engineering attack. In addition, a Job Postings or
Careers page may list active jobs that could help you understand the technologies
the company is using. For example, if the company is looking for an Exchange
Server 2016 Messaging Administrator, then you know the company is most likely
running Exchange Server 2016.

ular wget in Linux or the BlackWidow utility for Windows to copy the contents of
a website to a local folder on your system so that you can leisurely review the

ForR THE  contents offline.
EXAM

@ For the PenTest+ certification exam, know that you can use tools such as the pop-

Using Google hacking

Google hacking is the term used for an information gathering technique in which
specific keywords are used to search Google or other search engines, such as Bing,
for specific information on the Internet. Here are a few of the Google keywords
you should be familiar with that I find quite useful:

¥ site: <website> <keyword>: The site keyword is used to search a specific
website for a keyword. For example, if you are performing a security test
for the Wiley publishing company, you could usesite: www.wiley.com
password to locate the login pages on the Wiley website. This could be useful
if you wanted to test Wiley's login pages against SQL injection attacks.

¥ intitle: <keyword>: You can use the intitle keyword to search the title of a
page for specific keywords. For example, if you want to find web pages that
contain the word “intranet” in the title, you could use intitle: intranet.

3 inurl: <keyword>: The inurl operator will search the keyword given in the
URLs found in the Google database. For example, if you want to locate sites
that have the word “intranet” in the URL, you could use inurl: intranet.

¥ intext: <keyword>: The intext operator searches a web page for specific
text. For example, if you want to search my company site for pages that
contain the word “video,” you could usesite: dcatt.ca intext: video.
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» filetype: <extension>: One of my personal favorites is the filetype
operator, which you can use to find results containing a specific file type. For
example, you could search the Internet for sample penetration reports by
filetype: pdf penetration test report.

Referencing online cybersecurity sources

In addition to browsing Internet resources and using Google hacking to conduct
your passive information gathering, research from many official sources is avail-
able for OSINT gathering, especially in the realm of cybersecurity information.

You should be familiar with the following sources of cybersecurity information for
the PenTest+ certification exam:

FOR THE
EXAM ¥ CERT: Short for Computer Emergency Response Team, there are many CERT

groups available worldwide that share cybersecurity information. Example
CERT groups are the US CERT group found atwww. us—cert.gov and the
Canadian version at www . cyber .gc. ca.

3 JPCERT: The PenTest+ certification exam makes special mention of JPCERT,
which is the Japan CERT group used to share information on cybersecurity.
You can visit the JPCERT site at www. jpcert.or. jp/english.

¥ NIST: The National Institute of Standards and Technology (NIST) is a standards
organization that develops a number of documents related to cybersecurity
known as special publication (SP) documents. For example, SP 800-115 is a guide
to security testing and assessments, while SP 800-17 is a guide to risk manage-
ment. There are a number of SP documents well worth reading. The URL to
access the SP documents ishttps://csrc.nist.gov/publications/sp.

¥ CAPEC: The Common Attack Pattern and Enumeration Classification (CAPEC)
is an information resource provided by a company called MITRE that identifies
and documents attack patterns. The MITRE site can be found athttp: //
capec.mitre.org, and it also provides information on mitigation techniques
for the attacks.

¥ Full disclosure: You can subscribe to mailing lists that share information
related to vulnerabilities and exploitation techniques known as full disclosure
lists. For example, check outhttps://seclists.org/fulldisclosure.

3 CVE: The Common Vulnerabilities and Exposures (CVE) list is responsible for
identifying known vulnerabilities by their name, number, and description. You
can find a CVE list at http://cve.mitre.org.

¥ CWE: The Common Weakness Enumeration (CWE) list is a list of common
weaknesses found in software and the mitigation techniques to protect
against those weaknesses. You can find a CWE list athttp://cve.mitre.org.
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Passive information-gathering tools

In addition to using Google or surfing the company website, you can use a number
of passive information-gathering tools, or OSINT tools, to help collect such com-
pany information as contact names, email addresses, domain name system (DNS)
information, and Internet Protocol (IP) addresses.

WHOIS

Whois is a widely used database search tool used to discover domain name infor-
mation and IP address information about a company. The domain name informa-
tion sometimes contains important contact information of senior IT professionals
that you can use in a social engineering attack, while the IP information is the
public IP addresses purchased by the company. Having this information handy
will aid in the next phase of the pentest — discovering active hosts.

A number of Whois databases that you can search are available online. For example,
you could go to www.godaddy .com/whois to perform a search, or you could go to
www . networksolutions.com/whois, which is shown in Figure 3-1. What is cool
about the Network Solutions search page is you can search by domain name or IP
address. Note that with the Whois lookup, you can collect information such as the
organization’s name, the DNS servers hosting the DNS data, and sometimes contact
information such as email addresses and phone numbers of company employees.

Many people are now using private registration with their domain registration
information, which helps protect the personal information by obfuscating the
information that is displayed with Whois lookups.

TIP
&< - O om @ Web.com Group, Inc. [US] | https://www.networksolutions.com/whois/index jsp?bockmarked= g = 7 o=
networl( Support ' Renew Services ' Cart
solutions S
All Products Domain Names Websites eCommerce Hosting Security Email & Office Online Marketing
Search  Renew  Transfer  Features  Private Registration  Protect  Forward
WHOIS behind that domain?
Lookup "Whois" Behind that Domain Here Search by either... 'z | WW\W E
® Domain Name
\ | Search  [ORyv—-— — |-
We—
FIGURE 3-1:
Using Network .
Solutions to Announcing a great feature for WHOIS
perform a Whois users
search. v
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You can also use Whois programs to discover domain name information and IP
address information. For example, Kali Linux comes with a Whois program you
can execute from a terminal with the following command (see Figure 3-2):

whois wiley.com

:~# whois wiley.com
Domain Name: WILEY.COM
Registry Domain ID: 936038 DOMAIN COM-VRSN
Registrar WHOIS Server: whois.corporatedomains.com
Registrar URL: http://www.cscglobal.com/global/web/csc/digital-brand-services.html
pdated Date: 2019-10-87T05:28:08Z
1994-10-12704:00:00Z

Expiry Date: 2021-10-11T04:00:00Z

Registrar: CSC Corporate Domains, Inc.

Registrar IANA ID: 299

Registrar Abuse Contact Email: domainabuse@cscglobal.com

Registrar Abuse Contact Phone: 8887802723

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

9. Name Server: AUS-IBEXTDNS-01.WILEY.COM
FIGlJRF 3-2: Name Server: CAR-IBEXTDNS-01.WILEY.COM
Performing a DNSSEC: unsigned
Whois search URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

Last update of whois database: 2019-18-20T17:18:39Z

in Kali Linux.

Another site with detailed Whois information is www.arin.net/whois. When
search results come back, choose the handle. You can then see the public IP
addresses that are used by that organization.

THEHARVESTER

theHarvester is a program in Kali Linux (https://tools.kali.org/information-
gathering/theharvester) that you can use to perform passive information gath-
ering to collect information such as employee names, email addresses, and subdo-
mains, and discover hosts owned by the organization. You can use it to collect
public information from Google, LinkedIn, Twitter, and Bing.

The following command searches LinkedIn users for Wiley:

theharvester -d wiley.com -b linkedin

To collect information from all sources such as Google, LinkedIn, and Twitter, use
the following command:

theharvester -d wiley.com -b all -1 100

In this example, shown in Figure 3-3, I limited the results to 100.
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FIGURE 3-3:
Using
theHarvester in
Kali Linux to
collect contact
information.

FIGURE 3-4:
Using Shodan to
identify systems

and devices on
the Internet.

root@kaliz ~
File Edit View Search Terminal Help
i~# theharvester -d wiley.com -b all -1 100

AR R R KRR AR R R A K R R R R

root@kali: ~
File Edit View Search Terminal Help

[+] Emails founc
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Searching 100 resu
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SHODAN

Shodan is a search engine that collects information about systems connected to
the Internet, such as servers and Internet of things (IoT) devices. To use Shodan,
you need to register with a free account at www.shodan.io, and then you can
search the company or organization being assessed (see Figure 3-4). When you
perform a search in Shodan, you get a list of the target company’s publicly avail-
able servers and devices along with the IP address, the services running, and the
ports that are open on that system. When you view the details for that system, you
can get a list of vulnerabilities for that system. A map view shows the physical
location of those servers as well.

Pl o RO New Service: Keep track of what you have connected to the Internet. Check out Shodan
Monitor
79

COUNTRIE s InScribe &
S 4 SSL Certificate

Issued By

Amazon.com

m
- BE United States, Boardman
@ §9.192.65.46
cau Netherlands
United States 62 uganzaton  Akaml Technologies.
Netherlands 5 o
ttaly 3 HTTP/1.1 200 0K
Turkey 2 Date: Wed, 23 Oct 2019 15:02:16
Taiwan 1 Content-Type: text/html; charse
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MALTEGO

Maltego (www.paterva.com) is OSINT software that shows a graphical represen-
tation of relationships between people, groups, webpages, and domains by
analyzing online resources such as Facebook, Twitter, DNS, and Whois informa-
tion. For example, you could create a graphic and add a website address to the
graphic, then use Maltego to search for additional information such as Whois
information, phone numbers, location information, and email addresses associ-
ated with that website and have them added to the graph.

RECON-NG

Recon-ng is an OSINT tool built into Kali Linux (https://tools.kali.org/
information-gathering/recon-ng) that allows you to retrieve information such
as contact names, email addresses, DNS information, IP address information, and
the like. Recon-ng is not as easy to use as theHarvester because it uses the module
concept similar to the Metasploit framework, a modular penetration testing plat-
form based on Ruby.

Let’s take a look at an example of Recon-ng you can use on Kali Linux. To start
Recon-ng and add a workspace, use the following commands (a workspace repre-
sents a project you are working on):

recon-ng
workspaces add wiley

Now let’s add the domain names and company names to the Recon-ng database
tables so that it uses them when performing all of the information gathering with
future commands we use:

add domains wiley.com

add domains www.wiley.com
add domains dummies.com

add domains www.dummies.com

add companies Wiley~A publishing company
add companies Wiley Publishing~A publishing company
add companies ForDummies~A Wiley product line

To view the domains and company tables that have been populated, use the fol-
lowing commands.

show companies
show domains
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The Recon-ng tool has modules that you use to collect the different types of infor-
mation from online resources.

Next, let’s collect the points of contact from Whois databases:

use recon/domains-contacts/whois_pocs
run

Now, let’s discover other domain names and hosts on the Internet related to the
company by using a Bing search and a Google search:

use recon/domains—hosts/bing_domain_web
run
use recon/domains—hosts/google_site_web
run

After running these commands, you can see the contact names and email addresses
listed in the terminal, but it would be nice to output the information to a web page
that you could use for a report. The following commands will load the reporting
module and specify the creator of the report, the customer, and the report file-
name to generate:

use reporting/html

set CREATOR 'Glen E. Clarke'

set CUSTOMER 'Wiley Publishing'

set FILENAME /root/Desktop/Wiley_recon.html
run

If you open the HTML file on your desktop by double-clicking it, you will see a
report similar to the report shown in Figure 3-5. Keep in mind that if we had used
other modules to collect additional information (such as the IP ranges), that
information would have been included in the report as well. Again, this is just a
small example; know that there are a number of recon-ng modules that enable
you to do things like view social media posts by an IP address.

CENSYS

Censys is another browser-based search engine that identifies hosts on the Inter-
net for a particular organization (see Figure 3-6). In addition to identifying the
hosts, Censys will also identify the services and ports that are open on those sys-
tems. You can check out Censys at www.censys. io.
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FIGURE 3-5:

A sample
recon-ng HTML
report.

FIGURE 3-6:
Using Censys
search to identify
hosts and ports
open.

FOR THE
EXAM
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FOCA

Fingerprinting Organizations with Collected Archives (FOCA) is a tool used to scan
documents to collect metadata that is typically hidden from the user. Some exam-
ples of document types that can be scanned by FOCA to extract the metadata are

Microsoft Office files, Open Office files, and PDF files.

For the PenTest+ certification exam, remember that Whois, theHarvester, Maltego,
Recon-ng, and Censys are all tools used for OSINT gathering.
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Active information gathering

Now that you have seen some of the tools and types of information you can retrieve
by performing passive information gathering, let’s take a look at active informa-
tion gathering. With active information gathering, you are engaging with the tar-
gets to retrieve information.

Many of the active information gathering techniques involve scanning target sys-
tems to find out things such as the operating system that is running and the ser-
vices that are running on the system, and I discuss the many tools available for
active scanning later in this chapter. Here I want to talk about DNS profiling, which
involves sending queries to DNS servers to retrieve information on the systems
that might exist within the company such as a mail server or a web server. Keep
in mind that in passive information gathering, you were able to obtain the DNS
server information for a company by doing a Whois lookup. The next step is to
send queries to those servers to find out what DNS records exists.

You can use a number of tools to perform DNS profiling. The two most common
tools are the commands nslookup and dig.

3 nslookup: A TCP/IP command in Windows and Linux that allows you to query
DNS for different types of DNS records.

¥ dig: A Linux command that allows you to query DNS and obtain different
records from DNS.

nslookup

nslookup is a TCP/IP command in Windows and Linux that allows you to query
DNS servers for different types of DNS records. You can use nslookup as a com-
mand or as an interactive prompt where you type nslookup commands into the
prompt. Here is an example of using nslookup as a regular command to retrieve
the IP address of a host:

nslookup www.wiley.com

In Figure 3-7, you can see the address of the DNS server you have sent the query
to at the top of the output, and at the bottom of the output, you can see the IP
addresses of the fully qualified domain name (FQDN) of www.wiley.com. In this
example, four IP addresses answer the FQDN.
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C:\Users\Student>nslookup www.wiley.com
Server: mynetwork
Address: 192.168.2.1

Non-authoritative answer:
dixé6jqndp2gdqp.cloudfront.net

13.225.190.25
13.225.190.28

FIGURE 3-7:
) 13.225.190.1089
Using nslookup to 13.225.190.74
resolve an FQDN i ¢ www.wiley.com

to an IP address.

With nslookup you can also do things like specify that you want to see the email
servers for a company by setting the type of query to MX (mail exchange) records.
To do this, use the following commands:

nslookup
set type=MX
wiley.com

In Figure 3-8, you can see the output of the command. It looks like wi ley . com has
four mail servers. When performing the pentest, you would document the four
FQDNs of the mail servers and then resolve those to IP addresses by using
nslookup <fgdn>.

C:\Users\Student>nslookup
Default Server: mynetwork
Address: 192.168.2.1

> set type=MX

> wiley.com

Server: mynetwork
Address: 192.168.2.1

Non-authoritative answer:
.com MX preference
FIGURE 3-8: i .com MX preference
Using nslookup iley.com MX preference
to locate mail i .com MX preference

exchanger
exchanger
exchanger
exchanger

primary.emea.email.fireeyecloud.com
alt3.emea.email.fireeyecloud.com
alt2.emea.email.fireeyecloud.com
altl.emea.email.fireeyecloud.com

servers.

As one final example, you can try to retrieve all of the DNS records for a particular
company by doing a DNS zone transfer. DNS zone transfers should be controlled by
the server administrators, so if you are successful, you definitely want to make a
note of it and add it to your remediation list in the pentest report.

To attempt a zone transfer from Windows using nslookup, use these commands:

nslookup
server <ip_or_fqgdn_of_company_DNS_server>
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set type=all
ls —-d <company_domainname>

Keep in mind you would have retrieved the DNS server information from the
Whois lookup you performed during your passive information gathering earlier.
Pretending the DNS server is 192.168.1.1 for wi ley . com (which it is not), you could
use the following commands to do a zone transfer:

nslookup

server 192.168.1.1
Set type=all

ls —-d wiley.com

dig
dig, which is short for Domain Information Gopher, is a command in Linux used

to perform DNS profiling. I like the output of dig a bit better than the output of
nslookup as in my opinion, it is easier to read.

To find out the IP address of www.wiley.com, type the following command on a
Kali Linux machine:

dig www.wiley.com

Notice in Figure 3-9 that the question section is seeking information about the IP
address of www.wiley.com, and the answer section is listing the four IP addresses
associated with it.

~# dig www.wiley.com

DiG 9.10.3-P4-Debian www.wiley.com

al options: +cmd

answer:

EADER< opcode: QUERY, status: NOERROR, id: 2517

: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 4, ADDITIONAL: @

;1 QUESTION SECTION:
sWww.wiley.com. IN

900 IN CNAME  d1x6jgqndp2gdgp.cloudfront.net.
cloudfront.net. 60 IN A 13.225.190.74
.cloudfront.net. 60 IN 13.225.190.109
d1x6jqndp2gdqp.cloudfront.net. 60 IN .225.190.28
d1x6jqndp2gdqgp.cloudfront.net. 66 IN .225.190.25

;3 AUTHORITY SECTION:

] .Cloudfront.net. 172860 IN NS -1209.awsdns-23.0rg.
.cloudfront.net. 172800 IN NS -1673.awsdns-17.co.uk.
.cloudfront.net. 172800 IN NS -481.awsdns-60.com.

d1x6jqndp2gdqgp.cloudfront.net. 172800 IN NS -570.awsdns-07.net.

;3 Query time: 149 msec
;+ SERVER: 192.168.1.1#53(192.168.1.1)
FIGURE 3-9: ;3 WHEN: Tue Oct 22 08:08:54 ADT 2019

Using dig to ;3 MSG SIZE rcvd: 272
query DNS. el |
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What I like about dig as a command is that you can ask for the short version of the
output by adding +short to the command. For example:

dig www.wiley.com +short

Notice that the output in Figure 3-10 is much cleaner than the output shown in
Figure 3-9, and the IP addresses stand out right away.

:~# dig www.wiley.com +short
dlx6jqndp2gdqp. cloudfront.net.
13.225.190.169

FIGURE 3-10: 13.225.190.25
Adding +short 13.225.190.28
L & 13.225.190.74
in dig keeps the :

output clean.

If you want to use dig to retrieve specific records, such as MX records to find out
the email servers for a company, you could use the following command:

dig wiley.com MX
You could also clean up the output by adding +short to that command:
dig wiley.com MX +short

Figure 3-11 displays the output of using dig to find the MX records.

:~# dig wiley.com MX

> DiG 9.10.3-P4-Debian iley.com MX
obal options: +cmd
; Got answer
opcode: QUERY, status: NOERROR, id: 63367
: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: ©, ADDITIONAL: ©

;3 QUESTION SECTION:
;wiley. com. MX

900 primary.emea.email.fireeyecloud.com.
900 40 alt3.emea.email.fireeyecloud.com
900 alt2.emea.email.fireeyecloud.com.
900 altl.emea.email.fireeyecloud.com.

i1 Query time: 100 msec root@kali: ~

5+ SERVER: 192.168.1.1#53(192.168.1.1) )

7+ WHEN: Tue Oct 22 08:19:44 ADT 2019 File Edit View Search Terminal Help

; MSG SIZE rcvd: 138 :~# dig wiley.com MX +short

FIGURE 3-11: alt2.emea.email.fireeyecloud.com.

altl.emea.email.fireeyecloud.com.
primary.emea.email. fireeyecloud.com.
email server list 10 alt3.emea.email.fireeyecloud.com.

Retrieving the

:*#D

with dig.
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If you want to do a zone transfer with dig to attempt to retrieve all of the DNS
records that exist, you could use the following dig command:

dig wiley.com axfr

You may notice that you do get a few records that identify the DNS servers for the
@ company (NS) and also a few host records (A); however, you may also notice that
at the bottom of the output it says “Transfer Failed.” This is because the server
TP administrators for that company are blocking full zone transfers as it exposes too
much information to the hacker. If you are testing a company and zone transfers

are not refused, you want to be sure to document that in your pentest report.

For the PenTest+ certification exam, know that dig and nslookup are two tools
that can be used to perform DNS profiling to help identify hosts that exist within

FOR THE an organization.
EXAM

Understanding Scanning and Enumeration

Some of the tools you have seen so far in this chapter perform some system scan-
ning and enumeration by reporting back to you the services and ports that are
running. For example, Shodan is a great tool to identify and enumerate hosts that
exist on the Internet for a particular company. After you finish the DNS profiling
stage, you should now have a list of IP addresses of the systems the company is
using for its web servers, DNS servers, and mail servers. You are now ready to
move into the scanning and enumeration phase of information gathering.

There are two types of scanning: passive scanning and active scanning. Passive
scanning means you do not interact with the target hosts, but are capturing traffic
on the target network to see what you can pick up as far as information goes. With
active scanning you are actually sending packets to the target systems to find out
things such as the operating system that is running and the services that are run-
ning on the system. You will perform passive scanning first, as it is less intrusive,
and you are hoping it will run undetected. Once you start active scanning and
communicating with the target hosts, you run the risk of being detected by the
company’s security controls.

Passive scanning

Passively scanning the target organization typically involves monitoring or
inspecting network traffic to see if you can discover information that can be used
in an attack later on.
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TIP

FIGURE 3-12:
Using netdiscover
to identify hosts
on the network.

Packet inspection

When monitoring network traffic or inspecting packets, look for key information
inside the packets. For example, keep your eye out for source and destination IP
addresses to understand the hosts that exist on the network, but also look for
layer-2 addresses (MAC addresses) in the packets as you may be able to spoof one
of those MAC addresses to bypass security controls. For example, if monitoring a
wireless network, knowing the MAC address of valid clients is very helpful infor-
mation to bypass MAC filtering on the wireless network.

You can also look for sensitive information in the payload of the packets, such as
usernames and passwords, or other confidential information.

Eavesdropping

Part of packet inspecting is being able to capture the packets or eavesdrop on the
network. Other terms for eavesdropping are sniffing and packet sniffing. With
eavesdropping, or packing sniffing, you are capturing the network packets so that
you can then analyze the traffic and look for information that could help you
exploit the network and its systems.

A number of tools can be used for packet sniffing on a wired network such as
Wireshark (www.wireshark.org), which enables you to capture all packets and
then analyze them. You can also use some of the tools on Kali Linux, such as net-
discover (Figure 3-12), which monitors network traffic for Address Resolution
Protocol (ARP) messages and then uses that information to help you discover the
IP addresses of hosts on the network and their associated MAC addresses.

Currently scanning: 192.168.103.0/16 | Screen View: Unique Hosts

257 Captured ARP Reg/Rep packets, from 3 hosts. Total size: 16404

At MAC Address Count Len MAC Vendor / Hostname

ASUSTek COMPUTER INC.
Microsoft Corporation
Hon Hai Precision Ind. Co.,Ltd.

Many additional tools are available that you can use for wireless sniffing or
radio frequency (RF) communication monitoring. In Chapter 6, you learn about
Airodump-ng and Kismet, which are tools used to monitor and capture wireless
traffic.

Active scanning

When it comes to active scanning, you can use several tools to help identify and
enumerate hosts on the network, identify the operating system of those hosts, the
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services that are running, and the ports that are open. A key tool to be familiar
with when it comes to active scanning is Nmap (https://tools.kali.org/
information-gathering/nmap), which is an open-source network scanner used
to discover hosts on a computer network. Available in Kali Linux, Nmap is the de
facto standard for port scanning. In the following sections, I outline the main
Nmap scans you should be familiar with, and then take a peek at hping3 (https://
tools.kali.org/information-gathering/hping3), a free packet generator and
analyzer also available on Kali Linux.

Ping sweep (-sP)

The first step in active scanning is to do a ping sweep across the network with
Nmap to identify what IP addresses have live systems up and running. A ping
sweep is when a program sends ping messages to every IP address in the network
range given so that you can find out which systems on the network are up and
running.

To perform a ping sweep with Nmap on Kali Linux, start a terminal session and
then type the following command:

nmap -sP 192.168.1.0/24
This command performs a scan (-s), but the type of scan is a ping sweep (P),
which is why a capital P appears after the —s. Notice in Figure 3-13 that Nmap has

discovered four systems up and running after scanning the entire 192.168.1.0 net-
work. (Note that 192.168.1.3 is up and running in this example.)

:~# nmap -sP 192.168.1.0/24

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2019-10-22 12:44 ADT
Nmap scan report for router.asus.com (192.168.1.1)

Host is up (0.0019s latency).

MAC Address: 30:85:A9:69:89:65 (Asustek Computer)

Nmap scan report for 192.168.1.3

Host is up (0.0020s la

MAC Address: ©0:15:5D B (Microsoft)
Nmap scan report for fice (192.168.1.194)
Host is up (0.00051s )
FIGURE 3-13: MAC Address: 90:FB:A6:47:EC:4F (Hon Hai Precision Ind.)
. Nmap scan report for kali (192.168.1.136)
Using Nmap Host is up.
switch —sP to do Nmap done: 256 IP addresses (4 hosts up) scanned in 1.99 seconds

. «aft
a ping sweep. i

Full connect scan (-sT)

If you want Nmap to do a port scan of the system to help you identify the services
running on the system, you can use a few types of scans. The first scan is called a
TCP connect scan, which does a full TCP three-way handshake with each port to
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determine if the port is open. A TCP connect scan is considered very accurate
because it conducts a full three-way handshake. The downfall of the TCP connect
scan is that the traffic it generates to do the three-way handshake per port is eas-
ily detected by a security team.

To perform a TCP connect scan with the IP of 192.168.1.3, use the following
command:

nmap -sT 192.168.1.3

Note that the —s switch is used because we are doing a scan, but it is followed with
a capital T to specify that it is a TCP connect scan. Figure 3-14 shows the results.

:~# nmap -sT 192.168.1.3

Starting Nmap 7.25BETAl ( https://nmap.org } at 2019-10-22 12:52 ADT
Nmap scan report for 192.168.1.3
Host is up (0.00049s latency).
Not shown: 993 closed ports
PORT STATE SERVICE
80/tcp open http
open dnsix

open msrpc
open netbios-ssn
open microsoft-ds
open icslap
FIGURE 3-14: 3389/tcp open ms-wbt-server
Performing a full MAC Address: 00:15:5D:01:AB:0B (Microsoft)

connect scan with Nmap done: 1 iP address (1 host up) scanned in 1.76 seconds

the —sT switch. :~#

Note that seven ports are open on that system, including the web server port (80)
@ and the remote desktop port (3389). Keep in mind that you could have performed
a TCP connect scan against the entire network with the command, nmap -sT

TP 192.168.1.0/24. So know you can scan a single system or multiple systems.

Port selection (-p)

Another switch you need to be familiar with is the —p switch, which allows you to
list the ports you wish to scan. For example, if you are performing an assessment
and have an exploit that works against the RDP port, you may want to get a list of
systems that have that port open. You could execute the following command to do
a port scan across the network looking for port 3389 to be open:

nmap -sT 192.168.1.0/24 —p 3389

You could specify multiple ports by using something like -p 3389,80,25 to scan
for ports 3389, port 80, and port 25 and determine if the ports are open or closed.
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FIGURE 3-15:
Identifying the
version of
software with the
—sV switch.

For the PenTest+ certification exam, remember that you can specify the target
ports of the scan with the -p switch.

SYN scan (-sS)

If you want to generate less traffic when enumerating the ports, you can do what
is called a SYN scan, or a half-open scan. With a SYN scan, a full three-way hand-
shake is not performed. The Nmap program will send a SYN message to the port,
and if the port replies with a SYN/ACK, the system does not send a final ACK as
part of the process. So a full connection is not established.

To perform a SYN scan, you can use the following command:
nmap -sS 192.168.1.3

You shouldn’t really see much difference between the SYN scan and TCP connect
scan on the screen, but underneath the scenes the packets that are sent across the
network are different — hopefully avoiding detection.

For the PenTest+ certification exam, remember the difference between a TCP con-
nect scan and a SYN scan. You can perform a TCP connect scan with an -sT switch,
while a SYN scan is performed with an —-sS switch on the Nmap command.

Service identification (-sV)

Once you know what ports are open on a system, you would next want to find out
the version of the software that is running, causing that port to be opened. This is
important information as you can take the knowledge of the version of the soft-
ware and look up vulnerabilities with that software. To determine the version of
the software running on each port, use the version scan with the syntax of nmap
-sV 192.168.1.3, as shown in Figure 3-15.

:~# nmap -sV 192.168.1.3

Starting Nmap 7.25BETAl ( https: i/nmap org ) at 2019-10-22 13:11 ADT
Nmap scan report for 192.168.1.3
Host is up (0.0011s latency).
: 993 closed ports
STATE SERVICE
open http Microsoft IIS httpd 10.0
open http Mi IIS httpd 10.0
open msrpc Microsoft Windows RPC
open netbios-ssn Microsoft Windows netbios-ssn
open microsoft-ds Microsoft Windows Server 2808 R2 - 2012 microsoft-ds
2869/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
3389/tcp open ssl/ms-wbt-server?
MAC Address: 00:15:5D:01:AB:0B (Microsoft)
Service Info: 0Ss: Windows, Windows Server 2088 R2 - 2012; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 46.89 seconds
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Notice in Figure 3-15 that not only can you see the ports that are open, but also
you can see the version of the software running behind those ports. For example,
notice that port 8 has IIS version 10 associated with it. Now we can research how
to exploit IIS version 10. This is an important part of our information gathering!

Keep in mind that you can combine most of the Nmap switches with one another.
For example, if you want to do a version scan on specific ports, you could add the
-p switch followed by the port numbers.

OS fingerprinting (-O)

Once you have identified the version of the software for each service running on a
system, you may want to know the operating system running on each system.
This type of information is known as OS fingerprinting. To perform OS fingerprint-
ing on a system, you can add -0 to the command, such asnmap -sS -0 192.168.1.3
(see Figure 3-16). Note that you could do it to the entire network range as well
with nmap -sS -0 192.168.1.0/24.

Notice in Figure 3-16 that the SYN scan is performed, but at the bottom of the out-
put it says “OS details: Microsoft Windows Server 2016 build 10586.” Bingo! We
now know the operating system the target is using. We just need to research how
to exploit that operating system.

root@kali: ~ [ — I O <]
File Edit View Search Terminal Help
:~# nmap -sS -0 192.168.1.3

Starting Nmap 7.25BETAl1 ( https://nmap.org ) at 2019-10-22 15:04 ADT
Nmap scan report for 192.168.1.3
Host is up (0.00059s latency).
Not shown: 993 closed ports
PORT STATE SERVICE
80/tcp open http

open dnsix

open msrpc

open netbios-ssn

open microsoft-ds
2869/tcp open icslap
3389/tcp open ms-wbt-server
MAC Address: 00:15:5D:01:AB:0B (Microsoft)
Device ty neral purpose

soft Windows 2016
: cpe:/o:microsoft:windows_server 2016
LUCIVN T [ 05 details: Microsoft Windows Server 2016 build 10586
Performing OS Network Ulstance: L hop

fingerprinting 0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
with hlnﬂap Nmap done: 1 IP address (1 host up) scanned in 2.82 seconds

switch 0. i

Disabling ping (-Pn)

When you do a port scan of an entire network, you may notice that the port scan
is finished pretty quickly given the number of systems that could exist. For
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example, when I run nmap -sS 192.168.1.0/24, it takes 8.87 seconds to com-
plete. That is quick considering it had to go through 256 IP addresses.

The reason the port scan happens so quickly is because Nmap does a ping sweep
first to determine if the IP address is up and running. If it isn’t, then it doesn’t do
a port scan on that IP. (That makes sense — why do a port scan on a system that
is not running?) The problem with this is that it creates more network traffic
(more noise on the network) that can increase the chances of getting detected.

You can disable the ping operation contained in a port scan, but keep in mind that

doing so will increase your time to do the scan because now it does a port scan on
every IP no matter what.
WARNING

You can disable ping by entering:

nmap -sS -Pn 192.168.1.0/24

For the PenTest+ certification exam, remember that you can tell Nmap to not per-
form ping operations at the beginning of the scan with the -Pn switch.

FOR THE
EXAM

Target input file (-iL)

One of the cool features of Nmap is that you can create a text file containing a list
of hosts you wish to scan with each IP address or FQDN on its own line in the file.
You can then feed that file as input to the Nmap program with:

nmap -sS —-ilL computers.txt

Nmap will then read the file and use each entry in the file as one of the targets to
scan. This is useful when there are a large number of hosts to scan.

Timing (-T)

If you suspect that the target network has an intrusion detection system that will
detect your Nmap scans, you can modify the timing of the scan, such as slow it
down, by using one of the timing templates built-in. Each timing template has a
number associated with it and is designed for a particular scenario:

3 0 (Paranoid): Used to try to avoid an IDS by increasing the time between scan
packets delivered. The slowest of scans.

3 1 (Sneaky): Used to try to avoid an IDS, but increases the speed of the scan
over the speed of Paranoid.

¥ 2 (Polite): Slows down the scan to use less bandwidth and resources on the
target machine.
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3 3(Normal): The Nmap default.

¥ 4 (Aggressive): Increases the speed of the scan and assumes you have the
bandwidth to do so.

¥ 5 (Insane): Dramatically increases the speed of the scan and assumes you
want to exchange speed for the accuracy of the scan.

If you want to slow down the scan as a method to avoid detection by the IDS, you
could use the following command:

nmap -sS -T@ 192.168.1.83

For the PenTest+ certification exam, remember that you can change the timing of
the scan by either slowing it down with a -T@ or by increasing the speed with a

ror THe  —T4. There are other timing templates, but those two are the most common.
EXAM

Output parameters

All of the examples so far have outputted the result to the screen. When perform-
ing your pentest, you will want to output the information to a file so that you can
include those results in your report. You can write the output to a file using -o in
Nmap, but Nmap includes a number of output switches that support different
output formats, including:

¥ -oN <filename>: Used to output the normal information you see with Nmap
to afile.

¥ -oX <filename>: Used to output the information to an XML file.

¥ -0G <filename>: Used to output the information to a greppable file that can
be searched with Linux commands such as grep or awk.

¥ -0A <base_filename: This will output the information in all formats. You just
need to give the name of the file without an extension and the command will
create a normal file with a . nmap extension, an XML file with a . xm1 extension,
and a grep file with a . gnmap extension. For example, if | wanted to perform a
scan and output the information to an XML file, | could use something like:

nmap -sS 192.168.1.0/24 -oX wileyportscan.xml

Packet crafting

One of the challenges with the scanning phase is that there could be firewalls
blocking the packets used by the scan. For example, using a pinger tool to ping a
system to find out if the system is up and running may not work if the tool is using
Internet Control Message Protocol (ICMP), and the firewalls are blocking ICMP
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traffic. The cool thing is you can craft, or create, your own packets and choose the
protocol you wish to use for those packets. This will help you bypass firewalls. For
example, you can use hping3 in Kali Linux to craft your own packets that use TCP
for the ping messages instead of ICMP.

While crafting these packets, you can specify the source and destination ports of
the packet to help it bypass the firewall. Here is an example of the hping3 com-
mand you can use in Kali Linux:

hping3 -c¢ 3 —p 53 -S www.wiley.com
This command will send three packets out (-c) to destination port 53 (-p) and set
the SYN flag in the packet so it looks like the first phase of the three-way hand-

shake (-S). The system being pinged with TCP here is www.wiley.com.

For the PenTest+ certification exam, remember you can craft your own ping pack-
ets with hping3 (or other versions of hping).

\*

FOR THE
EXAM

Other scanning considerations

The CompTIA PenTest+ exam calls out your attention to a few other consider-
ations when performing scanning operations:

\*

FOR THE
EXAM 3 Fingerprinting: The concept of identifying the operating system that is

running on the system. Remember you can use the -0 switch with Nmap
to do this.

3 Cryptography: Many of the information-gathering tools such as Shodan
will download the certificate from a host and allow for certificate inspection,
which can reveal the name of the server that issued the certificate and the
certificate path.

3 Decompilation: You can look to gain some insight into an organization by
obtaining some of its compiled applications (. exe files) and then using a
decompiler to convert that binary file into a readable format. You are looking
for information such as remote systems the application connects to, database
connection strings, or usernames and passwords used by the software.

3 Debugging: You should be familiar with two points related to debugging for
the PenTest+ certification exam. First, once you have decompiled the applica-
tion, you could review the application in a debugger. A debugger allows you to
slowly step through code to analyze what it is doing and allows you to monitor
things like variable assignments and data types. Second, many of the pentest
tools have a debugging option that displays detailed information about the
current operation on the screen so you can collect detailed information that is
not typically displayed.
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Enumeration

As part of the scanning phase of information gathering, you also will perform
what is known as enumeration, which is a process of connecting to and interrogat-
ing a network or system to retrieve information about that network or system. We
saw enumeration earlier in this chapter when we looked at things like doing a port
scan, which allowed us to retrieve a list of services running on the system.

The PenTest+ certification exam objectives make reference to the following types
of information you want to enumerate, or collect, about an organization:

FOR THE
EXAM ¥ Hosts: Enumerating hosts on the network is used to discover the hosts that

exist. You can use Nmap to enumerate hosts. You can use Zenmap in Kali
Linux to perform an intense scan, which will identify the hosts and services on
the network, and help create a network topology (see Figure 3-17).

¥ Networks: You identify the networks that exist by using tools during informa-
tion gathering such as a Whois lookup to identify the public IP ranges. You can
also use Zenmap to create a network topology to help identify the network
layout. Zenmap is a version of Nmap that has a graphical interface.

3 Domains: You can identify the domains in an organization by using a
combination of Whois lookups and DNS profiling. Use tools such as Whois,
Shodan, and recon-ng to collect domain information.

¥ Users: You can try to enumerate users, or list the users, with a number of
different tools. For example, you can use an Nmap script on Kali Linux with
the following command:

nmap --script smb-enum-users.nse 192.168.1.3
3 Groups: You can enumerate the groups on a system with an Nmap script as

well called smb-enum-groups . nse. For example, use the following command
to enumerate the groups on IP 192.168.1.3:

nmap —--script smb-enum-groups.nse 192.168.1.83

3 Network shares: You can enumerate systems to get a list of SMB shares on
the system. SMBMap (https://tools.kali.org/information—-gathering/
smbmap) is one of a number of tools available, or you can use an Nmap script
known as smb—enum-shares. nse. After downloading the script, you can use it
with the following command:

nmap —--script smb-enum-shares.nse 192.168.1.3

82 PART 1 Planning and Information Gathering
https://t.me/learningnets


https://tools.kali.org/information-gathering/smbmap
https://tools.kali.org/information-gathering/smbmap

»

»

»

»

»

Web pages: After identifying systems that are running webservers, you can
use tools such as w3af (http://w3af.org) or BurpSuite (https://
portswigger.net/burp) to enumerate the web server and retrieve the web
pages. You can also use the following Nmap script on Kali Linux to enumerate
web pages:

nmap —-script http-enum.nse 192.168.1.83

Applications: Identifying the software running on a system is a very tricky task.
You could run a script against a system to see a list of processes running, but
you typically would need to provide credentials to connect to that system. You
can use Ncrack (https://tools.kali.org/password-attacks/ncrack) to
perform a dictionary attack on the administrator account and then supply that
as the credentials to a script.

Services: You can get a list of services running on a system by performing an
Nmap scan. You could do a regular Nmap scan to find ports that are open, or
perform an enumeration of the system with the smb-enum-services.nse
script file:

nmap —-script smb-enum-services.nse 192.168.1.3
Tokens: You can obtain the security token of a user as part of your exploita-
tion tasks.

Social networking sites: You can enumerate social media posts by a user
with a given IP address by using tools such as recon-ng.

Zenmap - o0
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Lab Exercises

In these exercises, you experiment with some of the information-gathering tools
discussed in this chapter. Remember that all exercises should be performed in a
test lab environment.

Exercise 3-1: Conduct a Whois Search

In this exercise, you use www.arin.net/whois to discover information about your
organization.
1. Gotowww.arin. net/whois.

Search for Microsoft in the Whois database by entering Microsoft in the
ARIN Whois/RDAP Search bar.

2.
3. scroll through the Entity Search Results.
4. choose the link for the Handle “MICRO-218."

This will display more information about this registration including the range of
IP addresses.

5. scroll through the results.

Notice that toward the bottom of the results list there is an entry with a net
range of 63.243.229.0-63.243.229.127. If you were performing a pentest for
this organization, you would document those public IPs.

6. Take the time to perform the same type of Whois search for your
organization to determine the public IP blocks your company may have.

If you cannot find any results, try some of the other Whois database search
sites mentioned in the chapter.

Exercise 3-2: Use theHarvester to collect
email addresses

In this exercise, you use theHarvester to collect email addresses and hosts
IP addresses for your organization.

1. startaterminal session in your Kali Linux system.

2. Usethe following command to use theHarvester to collect email
addresses and IP addresses of public systems for wiley.com:

theharvester -d wiley.com -b all
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3.

You should see a number of email addresses and IP addresses. As a pen-
tester you would document these if you were hired to do a pentest for that
organization.

Now use theHarvester to collect email addresses and IP addresses for
your organization.

Exercise 3-3: Use Shodan to discover
systems on the Internet

In this exercise, you use shodian.io to discover systems and information about
systems on the Internet for your organization.

1.

7.

Navigate to www.shodan. io.

If you haven't already registered on the site, you will need to.

Once logged into Shodan, use the Search box to search for your company.
Scroll through the results.

Choose the Maps tab to see the physical locations of those systems.

You can double-click to zoom in.

Choose one of the red dots representing one of the systems.

It shows the IP address and ports open on that system.

Click the View Details button to view more information about that
system, including some of the underlining technologies used by the
system (such as JQuery).

Go back to your main results.

Exercise 3-4: Use recon-ng for OSINT
information gathering

In this exercise, you use recon-ng on Kali Linux to perform OSINT information
gathering.

1.
2.

3.

On your Kali Linux system, open a terminal and use the recon-ng section
in this chapter as a guide to the commands you can use.

In recon-ng, configure the domains and the company names for the
company for which you wish to collect information.

Retrieve the Whois point-of-contact information.
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4. Retrieve a list of related domains and hosts from Bing and Google.

5. Generate an HTML report to view the data that was collected.

Exercise 3-5: Use dig for DNS profiling

In this exercise, you use dig to perform DNS profiling of your organization.

1 . InKali Linux, open a terminal.

2. Todetermine the IP address of a system, run the following command:
dig www.domain_name.com +short

3. To determine the DNS servers for the company, run the following
command:

dig domain_name.com NS +short

4. To determine the email servers for the company, run the following
command:

dig domain_name.com MX +short

Exercise 3-6: Use Nmap to port scan

In this exercise, you use Nmap to perform a port scan of your network. Be sure to
run these commands in a lab environment, as running them on a production net-
work may trigger the intrusion detection systems.

1. on your Kali Linux system, start a new terminal.

Using the commands discussed in this chapter, perform a SYN scan
of your network.

2.

3. Identify the version of software running on the ports by doing a
version scan.

4.

Perform a SYN scan of a specific system, but this time identify the
OS that is running on the system.
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Reviewing Key Concepts

This chapter highlights a number of concepts related to active and passive infor-
mation gathering. Following is a quick review of some of the key points to remem-
ber from this chapter:

»

»

»

»

»

»

»

Remember that active information gathering involves engaging with the target
network and systems, while passive information gathering involves using
Internet resources to collect information.

When doing manual browsing of the Internet for your information gathering,
remember to target your searches with Google hacking keywords such as
site, inurl, intext, and filetype.

A Whois database search can give you some information related to names,
email addresses, addresses, phone numbers, and the network IP ranges used
by the company.

Tools such as theHarvester can help collect contact names and email
addresses, while recon-ng can help you collect a wealth of information such as
names, email addresses, and hosts’ IP addresses. You can also generate a nice
report of all the data with recon-ng.

Shodan and Censys are search engines you can use to locate hosts and
identify the services running and ports open on those hosts. Using Shodan,
you may also be able to see vulnerabilities associated with those hosts.

Nslookup and dig can perform DNS profiling during which you retrieve
information from publicly available DNS servers.

You can use Nmap to perform a number of scanning and enumeration tasks
such as a ping sweep, port scan, and enumeration of users, groups, and
services.
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Prep Test

1. You are performing a penetration test of Company XYZ whose network ID is 10.1.0.0/24. You
are in the information gathering phase and would like to do a port scan identifying any open
ports on the systems and the version of the software running on those ports. What command
would you use?

(A) nmap -sT 10.1.0.0/24
(B) nmap -sV 10.1.0.0/24
(C) nmap -sS 10.1.0.0/24
(D) nmap -sP 10.1.0.0/24

2. During your information gathering, you are looking at discovering hosts on the network
using a passive approach. What tool will monitor for ARP traffic on the network and list the
active hosts on the network as a result?

(A) recon-ng
(B) theHarvester
(C) Maltego

(D) netdiscover

3. You are starting your host discovery stage of the information gathering process and would
like to identify the systems that are running on the network. What command would you use?

(A) nmap -sT 10.1.0.0/24
(B) nmap -sV 10.1.0.0/24
(C) nmap -sS 10.1.0.0/24
(D) nmap -sP 10.1.0.0/24

4. You would like to attempt to enumerate the shares on a Windows server that has the IP
address of 10.1.0.10. What command would you use?

(A) nmap —--script smb-enum-shares.nse 10.1.0.10
(B) nmap -sS 10.1.0.10

(C) hping3 -¢ 3 -p 53 -S 10.1.0.10

(D) theharvester -d 10.1.0.10 -b all -1 100
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5. You are performing a SYN port scan on a customer’s network that falls into the scope of the
pentest. You would like to disable pings before enumerating the ports on each of the systems.
What command would you use?

(A) nmap -sS 10.1.0.0/24 -p 80
(B) nmap -sS 10.1.0.0/24 -TO
(C) nmap -sS 10.1.0.0/24 -Pn

(D) nmap -sS 10.1.0.0/24 -oX customerabc_scanresults.xml

6. You are performing a port scan on the network and wish to go with the most accurate scan
possible. What scan type would you use?

(A) nmap -sT 10.1.0.0/24
(B) nmap -sA 10.1.0.0/24
(C) nmap -sS 10.1.0.0/24
(D) nmap -sP 10.1.0.0/24

7. You are performing a penetration test for one of your customers and you are familiar with an
exploit against Remote Desktop Services. What command would you use to identify any
systems that have Remote Desktop Services running?

(A) nmap -sS 10.1.0.0/24 -p 1433
(B) nmap -sS 10.1.0.0/24 -p 3389
(C) nmap -sS 10.1.0.0/24 —Pn

(D) nmap -sS 10.1.0.0/24 -oX customerabc_scanresults.xml

8. You are using Nmap to discover systems and services on the network and would like to
identify the OS that is being used by the system with the IP address of 10.1.0.10. What
command would you use?

(A) nmap -sS 10.1.0.10 -p 25,80,3389,1433 -Pn

(B) nmap -sS 10.1.0.10 -p 25,80,3389,1433 -T0

(C) nmap -sS 10.1.0.10 -p 25,80,3389,1433 -oX results.xml
(D) nmap -sS 10.1.0.10 —-p 25,80,3389,1433 -0
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9. You are trying to ping a number of IP addresses that are in the scope of the pentest. You are
not getting any replies from the IP addresses, so you suspect the firewall is blocking ICMP
traffic. What command would you use to perform a ping request in hopes to bypass the
firewall?

(A) theharvester -d 10.1.0.10 -b all -1 100
(B) hping3 -¢ 3 -p 53 -S 10.1.0.10

(C) nmap -sS 10.1.0.10 —-p 25,80,3389,1433 -Pn
(D) netdiscover

10. You are performing a black box pentest and would like to discover the public IP ranges used
by an organization. What tool would you use?

(A) theHarvester
(B) nmap

(C) Whois

(D) hping3

11. You have been hired to perform a pentest for a customer and would like to perform some
OSINT information gathering on the company. What tools would you use? (Choose two.)

(A) Nmap

(B) Shodan
(C) Wireshark
(D) Maltego
(E) BeEF
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Answers

1. B. To perform a port scan and identify the version of the software running on those
systems, you can use an -sV switch on the Nmap tool. See “Active scanning.”

2. D. You can use netdiscover, which is a tool that comes with Kali Linux that identi-
fies systems on the network by sniffing ARP packets. Review “Passive scanning.”

3. D. You can identify systems that are up and running on a network by performing a
ping sweep with Nmap. To do this, you use the -sP switch on the Nmap command.
Check out “Active scanning.”

4. A. The Nmap program has a number of scripts available that can be used to enu-
merate the network. You can execute an Nmap script by using the --script
parameter. Peruse “Enumeration.”

5. C. When performing a port scan with Nmap, you can disable pings that are done
before the port scan to determine if there is a system at the IP address. To do this,
you use the —-Pn switch on the Nmap program. Take a look at “Active scanning.”

6. A. A full TCP connect scan has Nmap perform a full three-way handshake with each
of ports being scanned to determine if the port is open. Peek at “Active scanning.”

7. B.You can use -p with Nmap and specify the ports to scan. This is useful when
trying to find systems with a specific port open such as locating all the systems
that have remote desktop. Look over “Active scanning.”

8. D. To identify the operating system running on a system with Nmap, you can add
the -0 switch. Study “Active scanning.”

9. B. The hping program is used to craft your own ping type packets and specify
characteristics of the packet such as the protocol (it uses TCP by default), source
port, and destination port. Peek at “Packet crafting.”

10. C. You can perform a Whois search on an organization to identify contact informa-
tion and IP ranges being used by that company. Peek at “Passive information gathering.”

11. B, D. Both Shodan and Maltego are considered OSINT information-gathering tools.
Peek at “Passive information gathering.”
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EXAM OBJECTIVES

» Understanding vulnerabilities in your
targets

» Performing vulnerability scans and
analyzing results

» Mapping vulnerabilities to exploits

» Learning the types of weaknesses in
specialized systems

Chapter 4

Vulnerability
Identification

fter performing active and passive reconnaissance, the next step in phase
two of the CompTIA PenTest+ penetration testing process is vulnerability
identification. In this step, you scan targets for vulnerabilities. Once you
understand the vulnerabilities that exist within your targets, you can then focus
on using the vulnerabilities to exploit the systems — phase three of the penetra-
tion testing process. But let’s not get ahead of ourselves. In this chapter, we look
at the vulnerability discovery process to take when performing a penetration test.

Vulnerability scanning itself is considered a passive assessment because you are
@ not actually trying to exploit the system when doing the vulnerability scan. With

the vulnerability scan, you are simply looking to identify the weaknesses within
REMEMBER  the system.

Understanding Vulnerabilities

Avulnerability is a weakness within the system that can be discovered and exploited
in order to compromise the security of the system and potentially gain full access
to the system. The purpose of the vulnerability scan in the penetration testing
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process is to report on these vulnerabilities and give recommendations on how to
fix or remediate them. As a penetration tester, you will perform vulnerability
scans to identify vulnerabilities so that you can then focus on exploiting those
vulnerabilities to gain access to the systems.

Types of vulnerability scans

A number of considerations need to be made when performing a vulnerability
scan, such as the type of credentials you should use to perform the scan and what
type of scan you should perform.

A number of different types of scans can be performed, and each scan serves a
different purpose. When you perform a scan with a vulnerability scanning tool,
generally you select the type of scan to perform by choosing a scan template.
Figure 4-1 shows the types of scan templates, and thus, scan types, you can choose
in the open-source vulnerability scanner, Nessus.

Following is a list of some of the common vulnerability scan types offered by
scanning software:

3 Discovery scan: A discovery scan is a type of vulnerability scan that is used to
discover systems on the network by performing a ping scan and then a port
scan on those targets to discover ports that are open. A discovery scan is not a
full vulnerability scan that looks for vulnerabilities; it is used to find systems on
the network.

¥ Full scan: Considered an aggressive scan, a full scan will perform many
different tests to identify vulnerabilities in the system. For example, a
vulnerability scanner will use a large number of plug-ins to perform different
types of vulnerability checks such as checking for security issues with Simple
Mail Transfer Protocol (SMTP) and Simple Network Management Protocol
(SNMP) services, checking for SuSE Linux and Ubuntu security issues, and
checking for web server and Windows vulnerabilities, to name a few.

¥ Stealth scan: If the organization that hired you to perform the penetration
test does not want to inform the security team of your presence, you may
want to perform what is known as a stealth scan. With stealth vulnerability
scans, great effort is put into the scanning techniques to avoid detection by
the security team. Some of the techniques used to avoid detection are not
scanning the full IP range sequentially, or scanning ports sequentially, and
using multiple source IP addresses to perform the scan.

3 Compliance scan: If you are an organization that is governed by regulations
due to the industry you are in or your business practices, you may have to
perform vulnerability scans on a regular basis to show compliance with those
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FIGURE 4-1:
Choosing a
vulnerability scan
type in Nessus.

regulations. For example, any organization storing credit card information
must follow Payment Card Industry Data Security Standard (PCI DSS) require-
ments for vulnerability scans. These requirements include the following:

® Both internal and external scans must be performed.
® External scans must be approved by an approved scanning vendor (ASV).

® Vulnerability scans should be run quarterly and after any major change to
the environment.

o |[f critical vulnerabilities are found, they must be remediated and then a
new scan performed to validate the remediation steps have removed the
vulnerability.
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Credentialed versus non-credentialed scans

When performing a vulnerability scan on the target systems, you should perform
the scan multiple times — at least once as an anonymous user (a non-credentialed
user) and once as a user with administrative credentials (a credentialed user).
The reason for this is you want to get different views of what the system looks
like — a view of what someone unknown would see if that person performed a
vulnerability scan, as well as a view from the perspective of an administrative
account.

When performing the vulnerability assessment as a non-credentialed user (some-
one not logged-in as a user), you are going to see limited information, because in
order to retrieve configuration information of a system, you typically must be an
administrator of that system. As a non-credentialed user, you will be able to see

CHAPTER 4 Vulnerability Identification 95

https://t.me/learningnets



some of the vulnerabilities, such as ports open and maybe patches missing, but
you will not see information such as the password policies configured, group
membership, and other configuration settings that a vulnerability scanner may be
able to retrieve.

You could perform the vulnerability scan as a credentialed user — meaning you
log on using a user account of the system whether it is an administrative account
or a non-administrative account. If you perform the vulnerability assessment as a
credentialed user with an administrative account, you will get as much informa-
tion as possible about the configuration of the system including vulnerabilities
related to user accounts (having an account called “administrator”) and group
membership (having too many users in the administrators group), missing
patches, and password policy configuration settings. The exact details depend on
the vulnerability scanner you use.

CONTAINER SECURITY AND
VIRTUALIZATION

Many organizations today take advantage of virtualization technology, which enables the
organization to share the hardware resources of a single system (such as RAM, CPU,
and hard disk space) with virtual machines running on that system. Each virtual
machine is an emulated computer that runs its own operating system and applications,
but uses hardware from the real computer (known as the host system). The benefit of
virtualization is that you are able to run separate systems on the one physical system,
making better use of resources without needing multiple physical computers.

The next generation of virtualization technology is containers. A container is like a virtual
machine except that it does not have its own operating system — the container shares
the hardware and operating system code with the host system, thus enabling it to have
a smaller footprint on the system.

When performing a vulnerability scan of systems on a network, be aware that some sys-
tems may be running on virtual machines or containers. Depending on the configura-
tion of the virtualization environment, you may not be able to communicate with some
of the virtual machines and containers if they are not connected to the network.
Administrators may have the virtual machines configured to network with one another,
but not the real network, which would mean that your scan would not discover those
virtual machines and their vulnerabilities. In this scenario, you may have to connect your
own virtual machine to the private virtual machine network in order to do a vulnerability
scan or look to vulnerability scanners that can have an agent installed in the virtual
machines to be scanned.
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For the PenTest+ certification exam, remember that using an unauthenticated
(non-credentialed) account allows the pentester to discover information the
hacker would see; however, it’s important to also remember that using an unau-
ror THE  thenticated account will not collect as much detail as using a logon account (a
EXAM . . P . _—
credentialed account) with administrative privileges.

Application scans

Not only are there vulnerability scanners for systems, there are also scanners for
applications. These application vulnerability scanners are designed to perform an
analysis on application code and indicate any security issues with the code.

Application scanning tools can be used to perform an audit on an application.
There are two types of application audit tools:

3 Dynamic analysis: A dynamic analysis tool is used to assess vulnerabilities in
an application by analyzing the behavior of the application while it is running.
It is important to note that with dynamic analysis, you are not reviewing the
source code, but the results of how the application responds to input.
Dynamic code analysis is typically performed in a black-box penetration test.

¥ Static analysis: For a static analysis, you are given the source code to the
application, and you must review the code, looking for vulnerabilities in the
way the application is written. You can perform the code review manually or
automate it with a static code analysis tool. Static analysis is typically performed
in a white-box penetration test, and you do not run the application code.

For the PenTest+ certification exam, remember that dynamic analysis tools moni-
tor the behavior of the software while the software is running, while static analy-

ror THE  Sis tools analyze the code of the application without running the software.
EXAM

Vulnerability scan considerations

As a penetration tester, you must make a number of considerations when plan-
ning your vulnerability scan. In this section, you learn some of the most important
considerations to make and their importance to the penetration tester.

Timing of the scans

When planning the scope of the penetration test and specifically the vulnerability
scan, it is important to plan the optimum time to perform the scan. Performing a
vulnerability scan can put stress on the network and the systems being tested, so
be sure to perform the test during times when users will not experience the
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negative effects of the test. At the same time, you want to be sure that the systems
and devices that need to be tested are available on the network when you run the
vulnerability scan.

Protocols used

When performing a vulnerability scan, you typically choose the types of vulnera-
bilities to check for such as SMTP vulnerabilities, SNMP vulnerabilities, or web
server vulnerabilities. It is important to understand the protocols and applications
that are being used by the organization so that you can use the appropriate plug-
ins to detect vulnerabilities with the protocols.

Network topology

When performing a vulnerability scan, you should have a network topology dia-
gram to help you understand where your target systems exists. As a penetration
tester you typically perform your own discovery of targets. Many vulnerability
scanners will have host discovery features that can help locate devices on the net-
work and build a network topology for you.

Understanding the network topology of the customer’s network will ensure that
you do not scan network segments that are not in the scope of the penetration
test. For example, the customer may want the main network scanned, but not any
of the remote networks or branch offices.

Bandwidth limitations

When scoping out the vulnerability scan, be sure to determine if there are any
limitations on bandwidth because the vulnerability scan will generate a lot of net-
work traffic. If there are bandwidth limitations, check to see if there are specific
times in the day that have more bandwidth available for you to perform the vul-
nerability scan, as you could impact business operations if you over-consume the
network bandwidth of critical systems.

Query throttling

One of the techniques used to ensure that your vulnerability scan does not have a
negative effect of overloading the systems and network is to throttle the queries
that are sent from the vulnerability scanner software. To “throttle the queries”
means that you are able to reduce (or increase) the frequency of the calls coming
from the vulnerability scanner. This ensures that the systems are not overbur-
dened with a number of queries at once, but at the same time, it will increase the
amount of time it takes to perform the vulnerability scan.
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Fragile systems/non-traditional assets

When performing the penetration test, be aware of fragile systems and non-
traditional systems connected to the network such as Internet of Things (IoT)
devices. A vulnerability scan could have a negative effect on a fragile system or IoT
device, such as causing it to become unresponsive or even crash during the
vulnerability scan. It is a common practice to create a test system out of an image
of the production system and perform some trial runs on the test system to see
how it responds.

because the system is running a critical application that is not compatible with
newer operating systems. Due to the fact that these systems are running older

TIP operating systems that are most likely not patched, it could make them less stable
when being scanned. As a pentester, it is important to identify those systems
before scanning them so that you can perform test scans on non-production cop-
ies of the system.

‘ It is common for companies to be running older, unsupported operating systems

Performing a Vulnerability Scan

Now that you understand some of the different types of vulnerability scans and
some of the considerations that should be made when performing a vulnerability
scan, let’s take a look at how to perform a vulnerability scan.

We’ll perform a vulnerability scan using Nessus (www.tenable.com/products/
nessus), which is an open-source vulnerability scanner that you can use to scan
systems and networks and identify vulnerabilities with the hosts on the network.
Nessus is not the only example of an open-source vulnerability scanner; you could
also use OpenVAS or Qualys Community Edition. Our focus will be on Nessus,
however, as it is one of the more common vulnerability scanners and one you are
expected to know for the PenTest+ certification exam.

Installing Nessus

The first step to using Nessus is to install it. Nessus offers two versions, or
editions: Nessus Professional and Nessus Essentials. Nessus Professional is a
paid-for commercial edition that enables you to perform a scan of unlimited IP
addresses either external or internal. Nesses Essentials is a free non-commercial
version that enables you to scan up to 16 IP addresses.
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