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INTRODUCTION

For the first three decades of computing and networking, computer systems supported
a limited set of business activities. Advancements in information technology led to vast
increases in IT support of business processes. Rapid application development technolo-
gies meant that organizations could build application environments so quickly that
requirements, security, and design considerations could be (and often were) set aside.
Information systems don'’t just support business processes—often they are business
processes.

Throughout human history, we have invented tools and put them to work before
fully understanding their safety or security implications. It is only after a new product
or technology is put into general use that the risks become known. This often results in
hasty fixes and protection laws. Readers of this book may be aware that there is a grow-
ing array of laws in place that require organizations to enact processes and controls to
protect information and information systems. Laws like Sarbanes-Oxley, Gramm-Leach-
Bliley, HIPAA, PIPEDA, and the multitude of U.S. state laws requiring public disclosure
of security breaches involving private information have created a backlash. Organiza-
tions are either required or incentivized to perform audits that measure compliance in
order to avoid penalties, sanctions, and embarrassing news headlines.

These laws have caused a surge in demand for IT security professionals and IS audi-
tors. These professionals, now in high demand, play a crucial role in the development
of better compliance programs.

The Certified Information Systems Auditor (CISA) certification, established in
1978, is indisputably the leading certification for IS auditing. Demand for profession-
als with the CISA certification has been growing so much that the once-per-year certifi-
cation exam was changed to twice peryear in 2005. That same year, the CISA certification
was awarded accreditation by the American National Standards Institute (ANSI) under
international standard ISO/IEC 17024. In mid-2009, there were over 60,000 profes-
sionals holding the certification.

IS auditing is not a “bubble” or a flash in the pan. Rather, IS auditing is a permanent
fixture in IS/IT organizations that have to contend with new technologies, new systems,
and new data security and privacy laws. The CISA certification is the gold standard cer-
tification for professionals who work in this domain.

Purpose of this Book

Let’s get the obvious out of the way: this is a comprehensive study guide for the IT or
audit professional who needs a serious reference for individual or group-led study for
the Certified Information Systems Auditor certification. Plus Chapter 1 explains the
certification process itself.
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This book is also an IS auditor’s desk reference. Chapters 2-7 explain key technolo-
gies found in today’s information systems, plus the details and principles of IS auditing
that auditors must thoroughly understand to be effective.

Appendix A walks the reader through the entire performance of a professional au-
dit. This section discusses IS audits from internal and external perspectives, from audit
planning to delivering the final report.

Appendix B discusses control frameworks; this section will help an IS auditor who
needs to understand how control frameworks function, or who is providing guidance
to an organization that needs to implement a control framework.

Appendix C provides instructions on how to use the accompanying CD, which
comes complete with MasterExam and the electronic version of the book.

This book is an excellent guide for someone exploring the IS audit profession. The
study chapters explain all of the technologies and audit procedures, and the appendices
explain process frameworks and the practical side of professional audits. This is useful
for those readers who wonder what the IS audit profession is all about.
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(CHAPTER i

Becoming a CISA

This chapter discusses the following major topics:
* What it means to be a CISA-certified professional
* Getting to know ISACA, its code of ethics, and its standards
* The certification process
* Applying for the exam
 Maintaining your certification
* Getting the most from your CISA journey

Congratulations on choosing to become a Certified Information Systems Auditor
(CISA). Whether you have worked several years in the field of information systems
auditing or have just recently been introduced to the world of controls, assurance, and
security, don’t underestimate the hard work and dedication required to obtain and
maintain CISA certification. Although ambition and motivation are required, the
rewards can far exceed the effort.

You probably never imagined you would find yourself working in the world of
auditing or looking to obtain a professional audit certification. Perhaps the increase in
legislative or regulatory requirements for information system security led to your intro-
duction to this field. Or possibly you have noticed that CISA-related career options are
increasing exponentially, and you have decided to get ahead of the curve. You aren’t
alone: 55,000 professionals worldwide reached the same conclusion and have earned
the well-respected CISA certification. Welcome to the journey and the amazing oppor-
tunities that await you.

I have put together this information to help you further understand the commit-
ment needed, prepare for the exam, and maintain your certification. Not only is it my
wish to see you pass the exam with flying colors, but I also provide you with the infor-
mation and resources to maintain your certification and to proudly represent yourself
and the professional world of IS auditing with your new credentials.

The Information Systems Audit and Control Association (ISACA) is a recognized
leader in the areas of control, assurance, and IT governance. This nonprofit organization
represents more than 86,000 professionals in approximately 160 different countries.
ISACA administers several exams and controls certifications including the CISA, the CISM
(Certified Information Systems Management), and the CGEIT (Certified Governance of
Enterprise Information Technology) certifications. The certification program itself
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has been accredited by the American National Standards Institute (ANSI) under Inter-
national Organization for Standardization (ISO) 17024, which means that ISACA’s
procedures for accreditation meet international requirements for quality, continuous
improvement, and accountability.

If you're new to ISACA, I recommend that you tour the web site and familiarize
yourself with the guides and resources available. In addition, if you're near one of the
175 local ISACA chapters in 70 countries, consider taking part in the activities and even
reaching out to the chapter board for information on local training days or study
sessions.

The CISA certification was established in 1978 and primarily focuses on audit,
controls, assurance, and security. It certifies the individual’s knowledge around testing
and documenting IS controls, and ability to conduct formal IS audits. Organizations
seek out qualified personnel for assistance with developing and maintaining strong
controls environments. A CISA-certified individual is a great candidate for this.

Benefits of CISA Certification

Obtaining the CISA certification offers several significant benefits:

¢ Expands knowledge and skills, builds confidence Developing knowledge
and skills around the areas of audit, controls, assurance, and security can
prepare you for advancement or to expand your scope of responsibilities. The
personal and professional achievement can boost confidence that encourages
you to move forward and seek new career opportunities.

¢ Increases marketability and career options Because of various legal
and regulatory requirements such as HIPAA (Health Insurance Portability and
Accountability Act), PCI (Payment Card Industry data security standard),
Sarbanes-Oxley, GLBA (Gramm Leach Bliley Act), FDA (Food and Drug
Administration), and FERC/NERC (Federal Energy Regulatory Commission/
North American Electric Reliability Corporation), and the growing need
for information systems and automation, controls, assurance, and audit
experience, demand is growing for individuals with experience in testing
and documenting controls. Many government agencies and organizations
are requiring CISA certifications for positions involving IS audit activities.
Having a CISA can open up many doors of opportunity in various industries
and countries.

e Builds customer confidence/international credibility Prospective customers
needing control or audit work will have faith that the quality of the audits
and controls documented or tested are in line with internationally recognized
standards.

Regardless of your current position, demonstrating knowledge and experience in
the areas of IS controls, audit, assurance, and security can expand your career options.
The certification does not limit you to auditing; it can provide additional value and
insight to those in or seeking the following positions:
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e Executives such as CEOs, CFOs, and CIOs
e Chief audit executives, audit partners, and audit directors

e Security and IT operations executives (CTOs, CISOs, CSOs), directors,
managers, and staff

e Compliance executives and management

e Consultants

Becoming a CISA

The following list outlines the major requirements for becoming certified:

e Experience A CISA candidate must be able to submit verifiable evidence
of five years’ experience, with a minimum of two years’ professional work
experience in IS auditing, control, or security. Experience can be in any of the
job content areas, but must be verified. For those with less than five years’
experience, experience substitution options are available.

e Ethics Candidates must commit to adhere to ISACA’s Code of Professional
Ethics, which guides the personal and professional conduct of those certified.

e Exam Candidates must receive a passing score on the CISA exam.

e Education Those certified must adhere to the CISA Continuing Education
Policy, which requires a minimum of 20 continuing professional education
(CPE) hours each year, with a total requirement of 120 CPEs over the course
of the certification period (three years).

e Standards Those certified agree to abide by IS auditing standards and
minimum guidelines for performing IS audits.

e Application After successfully passing the exam, meeting the experience
requirements, and having read through the Code of Professional Ethics, a
candidate is ready to apply for certification.

Experience Requirements

To qualify for CISA certification, you must have completed the equivalent of five years’
total work experience. These five years can take many forms, with several substitutions
available. Additional details on the minimum certification requirements, substitution
options, and various examples are discussed next.

NOTE Although it is not recommended, a CISA candidate can take the exam
before completing any work experience directly related to IS audit. As long
as the candidate passes the exam and the work experience requirements are
filled within five years of the exam date and within ten years from application
for certification, the candidate is eligible for certification.

https://t.me/learningnets

3



CISA Certified Information Systems Auditor All-in-One Exam Guide

4

Direct Work Experience

You are required to have a minimum of two years” work experience in the fields of IS
audit, controls, or security. This is equivalent to 4,000 actual work hours, which must
be related to the six CISA job practice areas:

e IS Audit Process Planning and conducting information systems audits in
accordance with IS Standards and best practices, communicating results, and
advising on risk management and control practices.

e IT Governance Ensuring that adequate human resource, performance, value,
and risk management are in place to align and support the organization'’s
strategies and objectives.

e Systems and Infrastructure Life-Cycle Management Ensuring that
systems and infrastructure have appropriate controls in place (acquisition,
development, testing implementation, maintenance, and disposal) to provide
reasonable assurance that the organization’s objectives will be met.

e IT Service Delivery and Support Evaluating or implementing IT service
management practices to ensure an organization’s objectives are met.

e Protection of Information Assets Evaluating, designing, or implementing
a security architecture with the intent of ensuring the confidentiality, integrity,
and availability of information assets.

e Business Continuity and Disaster Recovery Evaluating, developing, or
managing business continuity and disaster recovery processes that minimize
impact to the organization in the event of disruption.

All work experience must be completed within the ten years before completing the
certification application, and five years from the date of initially passing the CISA exam.
You will need to complete a separate Verification of Work Experience form for each seg-
ment of experience.

There is only one exception to this minimum two-year direct work experience
requirement: if you are a full-time instructor. This option is discussed in the next
section.

Substitution of Experience

Up to a maximum of three years’ direct work experience can be substituted with the
following to meet the five-year experience requirement:

¢ One year of information systems or one year of non-IS auditing experience
can be substituted for up to one year of direct work experience.

e Ifyou have completed a two- or four-year degree, 60-120 completed university
semester credit hours, regardless of when completed, can substitute for one
or two years of direct work experience, respectively. Transcripts or a letter
confirming degree status must be sent from the university attended to obtain
the experience waiver.
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e [f you have completed a bachelor’s or master’s degree from a university
that enforces an ISACA-sponsored curriculum, it can be substituted for one
or two years of direct work experience, respectively (for information on
ISACA-sponsored curricula and participating universities, see www.isaca.org/
modeluniversities). Transcripts or a letter confirming degree status will need
to be sent from the university to obtain an experience waiver.

e Association of Chartered Certified Accountants (ACCA) members and
Chartered Institute of Management Accountants (CIMA) members with
full certification can apply for a two-year experience waiver.

e Those applying with a master’s degree in information systems or IT from
a university can apply for a one-year experience waiver.

As noted earlier, there is only one exception to the experience requirements. Should
you have experience as a full-time university instructor in a related field (that is, infor-
mation security, computer science, and accounting), each year of your experience can
be substituted for one year of required direct work experience, without limitation.

Here is an example CISA candidate whose experience and education are considered
for CISA certification:

Jane Doe graduated in 1995 with a bachelor’s degree in accounting. She spent five
years working for an accounting firm conducting non-IS audits, and in January 2000,
she began conducting IS audits full time. In January 2002, she took some time off work
for personal reasons and rejoined the workforce in December 2007, working for a
public company in their internal audit department documenting and testing financial
controls. Jane passed the CISA exam in June 2008 and applied for CISA certification in
January 2009. Does Jane have all of the experience required? What evidence will she
need to submit?

e Two-year substitution Jane obtained a bachelor’s degree in accounting,
which equates to two years’ experience substitution.
e Jane can count all work experience after January 1999:

e Two years’ direct experience She can count her two full years of IS audit
experience in 2000 and 2001.

e One-year substitution She can also take into account one year of non-IS
audit experience completed between January 1999 to January 2000.

e One-year substitution Should she want to utilize her new internal audit
financial controls experience, Jane has the option to use this for experience
substitution rather than her earlier non-IS audit experience. The choice is hers.

Jane would need to send the following with her application to prove experience
requirements are met:

e Verification of Work Experience forms filled out and signed by her supervisors
(or any superior) at the accounting firm, verifying both the IS and non-IS
audit work conducted.

e Transcripts or letter confirming degree status sent from the university.
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ISACA Code of Professional Ethics

Becoming a CISA means that you agree to adhere to the ISACA Code of Professional
Ethics. The code of ethics is a formal document outlining those things you will do to
ensure the utmost integrity and that best support and represent the organization and
certification.

The following summarizes the code of ethics:

e Support the implementation of standards, procedures, and controls for IS.
¢ Encourage compliance with standards, procedures, and controls for IS.

¢ Conduct audits and related tasks with objectivity, due diligence, and
professional care.

e Conduct audits in accordance with standards and best practices.
e Serve in the interest of stakeholders, lawfully and with integrity.
¢ Avoid engaging in acts that may be disreputable to the profession.

e Maintain privacy and confidentiality of information unless legally required to
disclose it.

e Never disclose information for personal benefit or to inappropriate parties.

¢ Maintain competencies and agree to undertake only those activities that you
can reasonably complete with professional competence.

e Inform appropriate parties of audit results, stating all significant facts known.

¢ Educate stakeholders and enhance their understanding of IS security and controls.

Failure to follow the code can result in investigation of the member’s conduct and
potential disciplinary measures that range from warning to revocation of certification
and/or membership. For more information on the complaint-handling process and for
information on the Investigations Committee, see the Code of Professional Ethics
section on the ISACA web site.

ISACA IS Standards

An auditor can gather information from several credible resources to conduct an audit
with integrity and confidence. ISACA has developed its own set of standards of manda-
tory requirements for IS auditing and reporting.

As a CISA, you agree to abide by and promote the IS Standards where applicable,
encouraging compliance and supporting their implementation. As you prepare for
certification and beyond, you will need to read through and become familiar with these
standards. The following standards were created to define the minimum level of acceptable
performance required to meet the professional requirements as required in the ISACA
and to help set expectations. They have been established, vetted, and approved by
ISACA:
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e S1: Audit Charter This standard describes the importance of having a
documented audit charter or engagement letter to clearly state the purpose,
responsibilities, authority, and accountability of the information systems
audit function or audits.

e S2: Independence This standard describes the importance of the IS auditor’s
independence with regard to the audit work and the auditee, in activity and
perception.

e S3: Professional Ethics and Standards The IS auditor should exercise due
professional care, adhere to the code of ethics, and abide by professional
auditing standards.

e S4: Professional—Competence Each IS auditor should obtain and maintain
professional competence and only conduct assignments in which he or she
has the skills and knowledge.

e S5: Planning This standard describes planning best practices including those
concerning scope and audit objectives, developing and documenting a risk-based
audit approach, the creation of an audit plan, and development of an audit
program and procedures.

e S6: Performance of Audit Work When conducting an audit, it is critical to
provide reasonable assurance that audit objectives have been met; sufficient,
reliable, and relevant evidence is collected; and all audit work is appropriately
documented to support conclusions and findings.

e S7: Reporting This standard provides guidance on audit reporting, including
guidance on stating scope, objectives, audit work performed, and on stating
findings, conclusions, and recommendations.

e S8: Follow-up Activities IS auditors are responsible for particular follow-up
activities once the findings and recommendations have been reported.

e S9: Irregularities and Illegal Acts This standard thoroughly describes those
considerations of irregularities and illegal acts the IS auditor should have
throughout the audit process.

e S10: IT Governance This standard provides guidance to the IS auditor as
to what governance areas should be considered during the audit process,
including whether the IS function is strategically aligned with the organization,
performance management, compliance, risk management, resource management,
and the control environment.

e S11: Use of Risk Analysis in Audit Planning An appropriate risk assessment
methodology should be utilized when developing the IS audit plan, prioritizing
activities, and planning individual audits.

e S12: Audit Materiality This standard provides guidance on audit materiality,
how it relates to audit risk, and how to rate the significance of control deficiencies
and whether they lead to significant deficiencies or material weakness.
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e S13: Using the Work of Other Experts The purpose of this standard is to
provide guidance to the IS auditor on when it may be appropriate to use
the work of other experts during an audit, how to assess this work, how to
determine adequacy, and then how to document the work.

e S14: Audit Evidence The IS auditor may use this standard as a guideline for
what constitutes audit evidence, and the quality and quantity of evidence that
should be obtained in order to draw reasonable conclusions.

e S15: IT Controls This standard provides guidance regarding the evaluation
and monitoring of IT controls and the importance of providing guidance
to management regarding the design, implementation, operation, and
improvement of these controls.

e S16: E-Commerce For those IS auditors who may be tasked with reviewing
controls and assessing risk within e-commerce environments, this standard
provides guidance on how to evaluate the controls and ensure transactions
are properly controlled.

I recommend that you check the ISACA web site periodically for updates to the
standards. As an ISACA member, you will automatically be notified when changes have
been submitted and the documents are open for review (www.isaca.org/standards).

The Certification Exam

The certification is offered twice each year, in June and December. You have several
ways to register; however, regardless of method chosen, I highly recommend that you
plan ahead and register early. Registering early and online reaps the most benefits, saving
up to $100 compared with late, mailed, or faxed registrations.

In 2009 the schedule of fees in U.S. dollars was

e Exam Fee (early registration)
e $345 Member / $475 Non-member—online
® $395 Member / $525 Non-member—fax/mail
e Exam Fee (regular registration)
e $395 Member / $525 Non-member—online
e $445 Member / $575 Non-member—fax/mail

The test is administered by an ISACA-sponsored location. For additional details on
the location nearest you, see the ISACA web site for more details.

Each registrant has four hours to take the multiple-choice question exam. There are
200 questions on the exam representing the six job practice areas. The exam is not com-
puterized, but is provided via paper exam booklet. Each question has four answer
choices; test-takers can select only one best answer by filling out the appropriate
bubbles on the answer sheet provided, in pencil or pen. You will be scored for each job
practice area and then provided one final score. Scores range from 200 to 800; however,
a final score of 450 is required to pass.
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Job Practice Area

IS Audit Process

IT Governance

Systems and Infrastructure Life-Cycle Management
IT Service Delivery and Support

Protection of Information Assets

Business Continuity / Disaster Recovery

Percentage of Exam
10
15
16
14
31
14

Table I-1 CISA Exam Practice Areas

Exam questions are derived from a job practice analysis study conducted by ISACA.
The areas selected represent those tasks performed in a CISA’s day-to-day activities and
represent the background knowledge required to perform the tasks.

The CISA exam is quite broad in scope. It covers several six job practice areas, as

shown in Table 1-1.

Independent committees have been developed to determine the best questions,
review exam results, and statistically analyze the results for continuous improvement.
Should you come across a horrifically difficult or strange question, do not panic. This
question may have been written for another purpose. A few questions on the exam are
included for research and analysis purposes and will not be counted against your

score.

Preparing for the Exam

The following sections offer some tips and are intended to help guide you to, through,

and beyond exam day.

Before the Exam

Take a moment to read through the following list of tips on tasks and resources for
exam preparation. They are listed in sequential order.

e Obtain the Bulletin of Information (BOI) The BOI contains the most current
information about exam requirements, additional information about the exam,
registration instructions, test dates, score reporting, test center locations, and
registration forms. The BOI can be found at www.isaca.org/cisaboi.

e Read the Candidate’s Guide For information on the certification exam and
requirements for the current year, see www.isaca.org/cisaguide.

e Register If you are able to, register early for the cost savings and to solidify
your commitment to moving forward with this professional achievement.

e Self-assess Run through practice exam questions. Be sure to see the ISACA
web site for CISA self-assessment at www.isaca.org/cisaassessment.
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¢ Avoid cramming We've all seen the books on the shelves with titles that
involve last-minute cramming. Just one look on the Internet reveals a variety
of web sites that cater to teaching individuals how to most effectively cram
for exams. There are also research sites claiming that exam cramming can lead
to susceptibility to colds and flu, sleep disruptions, overeating, and digestive
problems. One thing is certain: many people find that good, steady study
habits result in less stress and greater clarity and focus during the exam. Due
to the complexity of this exam, I highly recommend the steady study option.
Study the job practice areas thoroughly. There are many study options. If time
permits, investigate the many resources available to you.

¢ You are not alone Oftentimes ISACA chapters will have formed specific
study groups or offer less-expensive exam review courses. Contact your local
chapter to see if these options are available to you.

¢ Admission ticket Approximately two to three weeks before the exam, you
will receive the admission ticket. Do not lose this ticket. Put it in a safe place,
and take note of what time you will need to arrive at the site. Note this on
your calendar.

e Logistics check Check the site a few days before the exam—become
familiar with the location and tricks to getting there. If you are taking public
transportation, be sure that you are looking at the schedule for the day of
the exam: CISA exams are usually administered on a Saturday, when public
transportation schedules may differ from weekday schedules. If you are
driving, know the route and where to park your vehicle.

e Pack Place your admissions ticket, several sharpened No. 2 pencils and
erasers, and a photo ID in a safe place, ready to go. Your ID must be a current,
government-issued photo ID that matches the name on the admission ticket
and must not be handwritten. Examples of acceptable ID are passports,
driver’s licenses, state IDs, green cards, and national IDs. For information
on what can and cannot be brought to the exam site, see www.isaca.org/
cisabelongings.

¢ Notification decision Decide if you would like your test results e-mailed
to you. You will have the opportunity to consent to an e-mail notification of
the exam results. If you are fully paid (zero balance on exam fee) and have
consented to the e-mail notification, you should receive a one-time e-mail
approximately eight weeks from the date of the exam with the results.

e Sleep Make sure you get a sound night's sleep before the exam. Research
suggests that you steer clear of caffeine at least four hours before bedtime, keep
a notepad and pen next to the bed to capture late-night thoughts that might
keep you awake worrying, eliminate as much noise and light as possible, and
keep your room a good temperature for sleeping. In the morning, arise early
so as not to rush and subject yourself to additional stress.
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Day of the Exam

e Arrive early Check the Bulletin of Information and your admission ticket
for the exact time you are required to report to the test site. The ticket/BOI
explains that you must be at the test site no later than approximately 30 minutes
before testing time. The examiner will begin reading the exam instructions at
this time, and any latecomers will be disqualified from taking the test and
will not receive a refund of fees.

e Observe test center rules There may be rules about taking breaks. This will
be discussed by the examiner along with exam instructions. If at any time
during the exam you need something and are unsure as to the rules, be sure
to ask first. For information on conduct during the exam, see www.isaca.org/
cisabelongings.

e Answering exam questions Read questions carefully, but do not try to
overanalyze. Remember to select the best solution. There may be several
reasonable answers, but one is better than the others.

After the Exam

Approximately eight weeks from the date of the exam, you will receive your exam
results by e-mail or surface mail. Each job practice area score will be noted in addition
to the overall final score. Should you receive a passing score, you will also receive the
application for certification. Those unsuccessful in passing will receive a copy of
the most current BOI. These individuals will want to take a close look at the job prac-
tice area scores to determine areas for further study. Regardless of pass or fail, exam
results will not be disclosed via telephone, fax, or e-mail (with the exception of the
consented one-time e-mail notification).

Applying for Certification

To apply for certification, you must be able to submit evidence of a passing score and
related work experience. Keep in mind that once you receive a passing score, you have
five years to use this score on a CISA application. After this time, you will need to take
the exam again. In addition, all work experience submitted must have been within ten
years of your new certification application.

To complete the application process, you need to submit the following information:

e CISA application Note the Exam ID # as found in your exam results letter
and list the Information Systems Audit, control, security experience, and/or
any experience substitutions, and identify which ISACA job practice area(s)
the experience pertains to.

e Verification of Work Experience form(s) Must be filled out and signed by
your immediate supervisor or a person of higher rank in the organization to
verify work experience noted on the application.
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e Transcript or letter If using an Educational Experience Waiver, you
must submit an original transcript or letter from the college or university
confirming degree status.

As with the exam, after you've successfully mailed the application, you must wait
approximately eight weeks for processing. If your application is approved, you will
receive a package in the mail containing your letter of certification, certificate, and a
copy of the Continuing Education Policy. You can then proudly display your certificate
and use the designation (“CISA”) on your résumé, e-mail profile, or business cards.
Please note, however, that you cannot use the CISA logo.

Retaining Certification

There is more to becoming a CISA than merely passing an exam, submitting an applica-
tion, and receiving a paper certificate. Becoming a CISA is an ongoing journey. Those
with CISA certification not only agree to abide by the code of ethics and adhere to the
IS Standards, but they must also meet education requirements and pay certification
maintenance fees. Let’s take a closer look at the education requirements and explain the
fees involved in retaining certification.

Continuing Education

The goal of continuing professional education (CPE) requirements is to ensure that
individuals maintain CISA-related knowledge so that they can better manage, assess,
and design controls around IS. To maintain CISA certification, individuals must obtain
120 continuing education hours within three years, with a minimum requirement of
20 hours per year. Each CPE is to account for 50 minutes of active participation in edu-
cational activities.

What Counts as a Valid CPE Credit?

A sample list of activities that you can count toward your CPE requirements follows:

e [SACA professional education activities and meetings.

e [fyou are an ISACA member, you can take Information Systems Control
Journal CPE Quizzes online or participate in monthly webcasts. For each
webcast, CPEs are rewarded after you pass a quiz.

e Non-ISACA professional education activities and meetings.

o Self-study courses.

e Vendor sales or marketing presentations (ten-hour annual limit).

e Teaching, lecturing, or presenting on subjects related to job practice areas.

e Publication of articles and books related to the profession.
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e CISA exam question development and review.

e Participation in ISACA and ITGI boards or committees (ten-hour annual
limit).

For more information on what is accepted as a valid CPE credit, see the Continuing
Professional Education Policy (www.isaca.org/cisacpepolicy).

Tracking and Submitting CPEs

Not only are you required to submit a CPE tracking form for the annual renewal
process, but you also should keep detailed records for each activity. Records associated
with each activity should have

e Name of attendee

e Name of sponsoring organization

e Activity title

e Activity description

e Activity date and number of CPE hours awarded

It is in your best interest to track all CPE information in a single file. ISACA has
developed a tracking form for your use, which can be found in the Continuing Profes-
sional Education Policy. To make it easy on yourself, consider keeping all related
records such as receipts, brochures, and certificates in the same place. This is especially
important as you may someday be audited. If this happens, you would be required to
submit all paperwork. So why not be prepared?

For new CISAs, the annual and three-year certification period begins January 1 of
the year following certification. It is not required that the hours from the first year that
the individual was certified be reported; however, the hours earned from the time of
certification to December 31 can be utilized in the first certification reporting period
the following year. Therefore, should you get certified in January, you will have until the
following January to gain CPEs and will not have to report them until you report
the totals for the following year, which will be in October or November. This is known
as the renewal period. During this time you will receive an e-mail directing you to the
web site to enter in CPEs earned over the course of the year (www.isaca.org/renew).
Alternatively, the renewal will be mailed to you, and then CPEs can be recorded on the
hardcopy invoice and sent with your maintenance fee payment.

Notification of compliance from the certification department is sent after all of the
information has been received and processed. Should ISACA have any questions about
the information you have submitted, they will contact you directly.

Sample CPE Submission
Table 1-2 contains an example of a CPE submission:
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Name John Jacob

Certification Number__ 67895787
Certification Period____1/1/2009 to__ 12/31/2009

Activity Title/Sponsor

ISACA presentation/lunch
ISACA presentation/lunch

Regional Conference, RIMS

BrightFly webinar

ISACA board meeting
Presented at [IA meeting
Published an article in XYZ

Vendor presentation

Employer-offered training

Activity
Description

PCI compliance
Security in SDLC

Compliance, risk

Governance, risk,
& compliance

Chapter board
meeting

IT audit
presentation

Journal article on
SOX ITGCs

Learned about
GRC tool
capability

Change
management
course

Date

2/12/2009
3/12/2009
1/15-17/2009

2/16/2009

4/9/2009

6/21/2009

4/12/2009

5/12/2009

3/26/2009

CPE
Hours

| CPE
| CPE
6 CPEs

3 CPEs

2 CPEs

| CPE

4 CPEs

2 CPEs

7 CPEs

Support
Docs
Included?

Yes (receipt)
Yes (receipt)

Yes (CPE
receipt)

Yes
(confirmation
e-mail)

Yes (meeting
minutes)

Yes (meeting
notice)

Yes (article)

Yes

Yes
(certificate
of course
completion)

Table 1-2 Sample CPE Submission

CPE Maintenance Fees

To remain CISA certified, you must pay CPE maintenance fees each year. These fees are
(as of mid-2009) U.S. $40 for members and $80 for non-members each year. These fees

are in addition to ISACA membership and local chapter dues.

Revocation of Certification

A CISA-certified individual may have his or her certification revoked for the following:

e [f the individual does not meet, or fails to provide evidence of, all the CPE
requirements during a renewal or audit.

e Failure to submit payment for maintenance fees.

¢ Failure to comply with the Code of Professional Ethics can result in
investigation and ultimately can lead to revocation of certification.
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If you have received a revocation notice, you will need to contact the ISACA Certifi-
cation Department (certification@isaca.org) for more information.

CISA Exam Preparation Pointers

e Register for the exam early and online to obtain greatest financial savings.
e When studying for the exam, take as many practice exams as possible.

e Memorization will not work—for this exam, it is critical that you understand
the concepts.

e Ifyou have time while studying for the exam, begin gathering relevant Work
Experience Verification forms from past employers and original transcripts
from your college or university (if using the Education Experience Waiver).

e Do not arrive late to the exam site. Latecomers are immediately disqualified.
e Begin keeping track of CPEs as soon as you obtain certification.

e Mark your calendar for CPE renewal time, which begins in October/November
each year.

e Become familiar with the IS Standards.

e Become involved in your local ISACA chapter for networking and educational
opportunities.

Summary

In this chapter I focused on the benefits of becoming a CISA and the process for ob-
taining and maintaining certification. Being a CISA is a journey, not just a one-time
event. It takes motivation, skill, good judgment, and proficiency to be a strong leader
in the world of Information Systems auditing. The CISA was designed to help you
navigate the IS world with greater ease and confidence.

In the following chapters, each job practice area will be discussed in detail, and
additional reference material will be presented. Not only is this information useful for
studying prior to the exam, but it is also meant to serve as a resource throughout your
career as an audit professional.
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CHAPTER = W

IT Governance and Risk
Management

This chapter discusses the following topics
* IT governance structure
* Human resources management
* IT policies, standards, processes, and procedures
* Management practices
* IT resource investment, use, and allocation practices
* IT contracting and contract management strategies and practices
* Risk management practices
* Monitoring and assurance
The topics in this chapter represent |5 percent of the CISA examination.

IT governance should be the wellspring from which all other IT activities flow.

Properly implemented, governance is a process whereby senior management exerts
strategic control over business functions through policies, objectives, delegation of
authority, and measurement. Governance is management’s control over all other IT
processes, to ensure that IT processes continue to effectively meet the organization’s
business needs.

Organizations usually establish governance through an IT steering committee that
is responsible for setting long-term IT strategy, and by making changes to ensure that IT
processes continue to support IT strategy and the organization’s needs. This is accom-
plished through the development and enforcement of IT policies, requirements, and
standards.

IT governance typically focuses on several key processes such as personnel manage-
ment, sourcing, change management, financial management, quality management,
security management, and performance optimization. Another key component is the
establishment of an effective organization structure and clear statements of roles and
responsibilities. An effective governance program will use a balanced scorecard to mon-
itor these and other key processes, and through a process of continuous improvement,
IT processes will change to remain effective and to support ongoing business needs.
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Practices for Executives and Board of Directors

Governance starts at the top.

Whether the organization has a board of directors, council members, commissioners,
or some other top-level governing body, governance begins with top-level objectives
and policies that are translated into more actions, policies, and other activities down-
ward through each level in the organization.

This section describes governance practices recommended for IT organizations that
include a strategy-developing committee, measurement via the balanced scorecard,
security management, and enterprise architecture.

IT Governance

The purpose of IT governance is the alignment of the IT organization with the needs
of the business. The term IT governance refers to a collection of top-down activities
intended to control the IT organization from a strategic perspective. Some of the prod-
ucts and activities that flow out of healthy IT governance include

e Policy Atits minimum, IT policy should directly reflect the mission,
objectives, and goals of the overall organization.

e Priorities The priorities in the IT organization should flow directly from the
organization’s mission, objectives, and goals. Whatever is most important to
the organization as a whole should be important to IT as well.

e Standards The technologies, protocols, and practices used by IT should be
a reflection of the organization’s needs. On their own, standards help to drive a
consistent approach to solving business challenges; the choice of standards
should facilitate solutions that meet the organization’s needs in a cost-effective
and secure manner.

¢ Vendor management The suppliers that IT selects should reflect IT priorities,
standards, and practices.

¢ Program and project management IT programs and projects should be
organized and performed in a consistent manner that reflects IT priorities
and supports the business.

While IT governance contains the elements just described, strategic planning is also
a key component of governance. Strategy is discussed in the next section.

IT Strategy Committee

In organizations where IT provides significant value, the board of directors should have
an IT strategy committee. This group will advise the board of directors on strategies to
enable better IT support of the organization’s overall strategy and objectives.

The IT strategy committee can meet with the organization’s top IT executives to
impart the board’s wishes directly to them. This works best as a two-way conversation,
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where IT executives can inform the strategy committee of their status on major initia-
tives, as well as on challenges and risks. This ongoing dialogue can take place as often
as needed, usually once or twice per year.

The Balanced Scorecard

The balanced scorecard (BSC) is a management tool that is used to measure the perfor-
mance and effectiveness of an organization. The balanced scorecard is used to determine
how well an organization can fulfill its mission and strategic objectives, and how well
it is aligned with overall organizational objectives.

In the balanced scorecard, management defines key measurements in each of four
perspectives:

e Financial Key financial items measured, such as the cost of strategic
initiatives, support costs of key applications, and capital investment.

e Customer Key measurements include the satisfaction rate with various
customer-facing aspects of the organization.

e Internal processes Measurements of key activities include the number of
projects and the effectiveness of key internal workings of the organization.

e Innovation and learning Human-oriented measurements include turnover,
illness, internal promotions, and training.

Each organization’s balanced scorecard will represent a unique set of measure-
ments that reflects the organization’s type of business, business model, and style of
management.

The Standard IT Balanced Scorecard
The balanced scorecard should be used to measure overall organizational effectiveness
and progress. A similar scorecard, the standard IT balanced scorecard, can be used to
specifically measure IT organization performance and results.

Like the balanced scorecard, the standard IT balanced scorecard has four perspectives:

e Business contribution Key indicators here are the perception of IT
department effectiveness and value as seen from other (non-IT) corporate
executives.

e User Key measurements include end user satisfaction rate with IT systems
and the IT support organization. Satisfaction rates of external users should be
included if the IT department builds or supports externally facing applications
or systems.

e Operational excellence Key measurements include the number of support
cases, amount of unscheduled downtime, and defects reported.

e Innovation This includes the rate at which the IT organization utilizes newer
technologies to increase IT value, and the amount of training made available
to IT staff.
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NOTE The IT balanced scorecard should flow directly out of the organization’s
overall balanced scorecard.This will ensure that IT will align itself with corporate
objectives.While the perspectives between the overall BSC and the IT-BSC
vary, the approach for each is similar, and the results for the IT-BSC can “roll
up” to the organization’s overall BSC.

Information Security Governance

Security governance is the collection of management activities that establishes key roles
and responsibilities, identifies and treats risks to key assets, and measures key security
processes. Depending upon the structure of the organization and its business purpose,
information security governance may be included in IT governance, or security gover-
nance may stand on its own.

The main roles and responsibilities for security should be

¢ Board of directors The board is responsible for establishing the tone for
risk appetite and risk management in the organization. To the extent that
the board of directors establishes business and IT security, so too should the
board consider risk and security in that strategy.

e Steering committee A security steering committee should establish the
operational strategy for security and risk management in the organization.
This includes setting strategic and tactical roles and responsibilities in more
detail than done by the board of directors. The security strategy should be
in harmony with the strategy for IT and the business overall. The steering
committee should also ratify security policy and other strategic policies and
processes developed by the CISO.

¢ Chief information security officer (CISO) The CISO should be responsible
for conducting risk assessments; developing security policy; developing
processes for vulnerability management, incident management, identity and
access management, and compliance management; and informing the steering
committee and board of directors of incidents and new or changed risks.

e All employees Every employee in the organization should be required
to comply with the organization’s security policy, as well as with security
requirements and processes. All senior and executive management should
demonstrably comply with these policies as an example for others.

NOTE Security governance should also make clear that compliance to
policies is a condition of employment, and that employees who fail to comply
with policy are subject to discipline or termination of employment.

Enterprise Architecture

Enterprise architecture (EA) is both a function and a model. In terms of a function, the
establishment of an enterprise architecture consists of activities to ensure that impor-
tant business needs are met by IT systems. EA may also involve the construction of a
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model that is used to map business functions into the IT environment and IT systems
in increasing levels of detail.

The Zachman Model

The Zachman enterprise architecture framework, established in the late 1980s, contin-
ues to be the dominant EA standard today. Zachman likens IT enterprise architecture to
the construction and maintenance of an office building: at a high (abstract, not number
of floors) level, the office building performs functions such as containing office space.
As we look into increasing levels of detail in the building, we encounter various trades
(steel, concrete, drywall, electrical, plumbing, telephone, fire control, elevators, and so
on), each of which has its own specifications, standards, regulations, construction and
maintenance methods, and so on.

In the Zachman model, IT systems and environments are described at a high, func-
tional level, and then in increasing detail, encompassing systems, databases, applica-
tions, networks, and so on. The Zachman framework is illustrated in Table 2-1.

While the Zachman model allows an organization to peer into cross-sections of an
IT environment that supports business processes, the model does not convey the rela-
tionships between IT systems. Data flow diagrams are used instead to depict information
flows.

Data Flow Diagrams

Data flow diagrams (DFDs) are frequently used to illustrate the flow of information
between IT applications. Like the Zachman model, a DFD can begin as a high-level dia-
gram, where the labels of information flows are expressed in business terms. Written
specifications about each flow can accompany the DFD; these specifications would
describe the flow in increasing levels of detail, all the way to field lengths and commu-
nication protocol settings.

2

Data Functional Network People Time Strategy
(Application) (Technology) (Organization)

Scope List of List of business List of business List of List of events List of
data sets processes locations organizations business
important in goals and
the business strategy

Enterprise Conceptual Business Business Workflow Master Business

Model data / object process model logistics schedule plan
model

Systems Model Logical data System Detailed Human interface Processing Business
model architecture system architecture structure rule model

architecture

Technology Physical data / Technology Technology Presentation Control Rule design

Model class model design architecture architecture structure

Detailed Data Program Network Security Time Rule

Representation definition architecture architecture definition speculation

Function Usable data Working Usable Functioning Implemented Working

Enterprise function network organization schedule strategy

Table 2-1 Zachman Framework Shows IT Systems in Increasing Levels of Detail
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Figure 2-1 Typical data flow diagram (DFD) shows relationship between IT applications

IT Enterprise

Similar to Zachman, DFDs permit nontechnical business executives to easily under-
stand the various IT applications and the relationships between them. A typical DFD is
shown in Figure 2-1.

IT Strategic Planning

In a methodical and organized way, a good strategic planning process answers the ques-
tion of what to do, often in a way that takes longer to answer than it does to ask. While
IT organizations require personnel who perform the day-to-day work of supporting
systems and applications, some IT personnel need to spend at least a part of their time
developing plans for what the IT organization will be doing two, three, or more years
in the future.

Strategic planning needs to be a part of a formal planning process, not an ad hoc,
chaotic activity. Specific roles and responsibilities for planning need to be established,
and those individuals must carry out planning roles as they would any other responsibil-
ity. A part of the struggle with the process of planning stems from the fact that strategic
planning is partly a creative endeavor that includes analysis of reliable information about
future technologies and practices, as well as long-term strategic plans for the organization
itself. In a nutshell, the key question is, In five years, when the organization will be perform-
ing specific activities in a particular manner, how will IT systems support those activities?

But it's more than just understanding how IT will support future business activities.
Innovations in IT may help to shape what activities will take place, or at least how they
will take place. On a more down-to-earth level, IT strategic planning is about the abil-
ity to provide the capacity for IT services that will match the levels of business that the
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organization expects to achieve at certain points in the future. In other words, if organi-
zation strategic planning predicts specific transaction volumes (as well as new types of
transactions) at specific points in the future, then the job of IT strategic planning will
be to ensure that IT systems of sufficient processing capacity will be up and running
when needed.

Discussion of new business activities, as well as the projected volume of current
activities at certain times in the future, is most often discussed by a steering committee.

The IT Steering Committee

A steering committee is a body of middle or senior managers or executives that meets
from time to time to discuss high-level and long-term issues in the organization. An IT
steering committee will typically discuss the future states of the organization and how
the IT organization will meet the organization’s needs. A steering committee will typi-
cally consist of senior-level IT managers as well as key customers or constituents. This
provider-customer dialogue will help to ensure that IT as the organization’s technology
service arm will fully understand the future vision of the business and be able to sup-
port future business activities, in terms of both capacity and the ability to support new
activities that do not yet exist.

NOTE The role of the IT steering committee also serves as the body for
assessing results of recent initiatives and major projects, to gain a high-level
understanding of past performance in order to shape future activities. The
committee also needs to consider industry trends and practices, risks as
defined by internal risk assessments, and current IT capabilities.

The role of the IT steering committee is depicted in Figure 2-2.
The steering committee needs to meet regularly, consider strategic issues, and make
decisions that translate into actions, tasks, and projects in IT and elsewhere.

Figure 2-2 o o

. Organization Mission
The IT steering and Objectives
committee

synthesizes a future Long-Term
strategy using several Industry Objectives
inputs. Trends " Current IT
Capabilities

Steering Commlttee

Long-Term IT Strategy

Past Results

Q

e
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Policy, Processes, Procedures, and Standards

Policies, procedures, and standards define IT organizational behavior and uses of technol-
ogy. They are a part of the written record that defines how the IT organization performs the
services that support the organization.

Policy documents should be developed and ratified by IT management. Policies
state only what must be done (or not done) in an IT organization. That way, a policy
document will be durable—meaning it may last many years with only minor edits from
time to time.

IT policies typically cover many topics, including

* Roles and responsibilities This will range from general to specific, usually
by describing each major role and responsibility in the IT department and
then specifying which position is responsible for it. IT policies will also make
general statements about responsibilities that all IT employees will share.

e Development practices IT policy should define the processes used to
develop and implement software for the organization. Typically, IT policy will
require a formal development methodology that includes a number of specific
ingredients such as quality review and the inclusion of security requirements
and testing.

e Operational practices IT policy defines the high-level processes that
constitute IT’s operations. This will include service desk, backups, system
monitoring, metrics, and other day-to-day IT activities.

e IT processes, documents, and records IT policy will define other important IT
processes, including incident management, project management, vulnerability
management, and support operations. IT policy should also define how and
where documents such as procedures and records will be managed and stored.

NOTE IT policy, like other organization policy, is generally focused on what
should be done and on what parties are responsible for different activities.
However, policy generally steers clear of describing how these activities should
be performed.That, instead, is the role of procedures and standards, discussed
later in this section.

The relationship between policies,

Figure 2-3 §
Policies, processes, processes, procedures, and standards is
procedures, and shown in Figure 2-3.

standards Policy

Processes

Standards

Procedures
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Information Security Policy

Security policy defines how an organization will protect its important assets. Like IT
policy, information security policy defines several fundamental principles and activities:

® Roles and responsibilities Security policy should define specific roles and
responsibilities including the roles of specific positions in the organization as
well as the responsibilities of all staff members.

e Risk management Security policy should define how the organization
identifies and treats risks. An organization should perform periodic risk
assessments and risk analysis, which will lead to decisions about risk
treatment for specific risks that are identified.

e Security processes Security policy should define important security
processes such as vulnerability management and incident management,
and incorporate security in other business processes such as software
development and acquisition, vendor selection and management, and
employee screening and hiring.

The best practice for information security policy is the definition of a top-down,
management-driven information security program that performs periodic risk assess-
ments to identify and focus on the most important risks in the organization. Roles and
responsibilities define who is responsible for carrying out these activities. Executive
management should have visibility and decision-making power, particularly in the areas
of policy review and risk treatment.

It is generally accepted that security policy and security management should be
separate from IT policy and IT management. This permits the security function to oper-
ate outside of IT, thereby permitting security to be objective and independent of IT. This
puts security in a better position to be able to objectively assess IT systems and
processes without fear of direct reprisal.

Privacy Policy

One of the most important policies an organization will develop that is related to
information security is a privacy policy. A privacy policy describes how the organization
will treat information that is considered private because it is related to a private citizen.
A privacy policy defines two broad activities in this regard:

e Protecting private information An organization that is required to
collect, store, or transmit private information is duty bound to protect this
information so that it is not disclosed to unauthorized parties. This part of
a privacy policy will describe what information is obtained and how it is
protected.

e Handling private information Aside from the actual protection of private
information, some organizations may, in the course of their business activities,
transmit some or all of this information to other parts of the organization or to
other organizations. A privacy policy is typically forthright about this internal
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handling and the transmittals to other parties. Further, a privacy policy describes
how the information is used by the organization, and by other organizations

to which it is transmitted. Privacy policy typically describes how a private
citizen may confirm whether his or her private information is stored by the
organization, whether it is accurate, and how the citizen can arrange for its
removal if he or she wishes.

NOTE Many countries have privacy laws that require an organization to have
a privacy policy and to enact safeguards to protect private information.

Procedures

Procedure documents, sometimes called SOPs (standard operating procedures), describe
in step-by-step detail how IT processes and tasks are performed. Formal procedure docu-
ments ensure that tasks are performed consistently and correctly, even when performed
by different IT staff members.

In addition to the actual steps in support of a process or task, a procedure docu-
ment needs to contain several pieces of metadata:

e Document revision information The procedure document should contain
the name of the person who wrote the document and who made the most
recent changes to the document. The document should also include the name
or location where the official copy of the document may be found.

¢ Review and approval The document should include the name of the
manager who last reviewed the procedure document, as well as the name
of the manager (or higher) who approved the document.

¢ Dependencies The document should specify which other procedures are
related to this procedure. This includes those procedures that are dependent
upon this procedure, and the procedures that this one depends on. For
example, a document that describes the database backup process will depend
on database management and maintenance documents; documents on media
handling will depend on this document.

IT procedure documents are not meant to be a replacement for vendor task documen-
tation. For instance, an IT department does not necessarily need to create a document
that describes the steps for operating a tape backup device when the device vendor’s
instructions are available and sufficient. Also, IT procedure documents need not be re-
medial and include every specific keystroke and mouse click: they can usually assume
that the reader has experience in the subject area and only needs to know how things
are done in this organization. For example, a procedure document that includes a step
that involves the modification of a configuration file does not need to include instruc-
tions on how to operate a text editor.
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NOTE An IT department should maintain a catalog of its procedure
documents, to facilitate convenient document management.This will permit
IT management to better understand which documents are in its catalog
and when each was last reviewed and updated.

Standards

IT standards are official, management-approved statements that define the technolo-
gies, protocols, suppliers, and methods that are used by an IT organization. Standards
help to drive consistency into the IT organization, which will make the organization
more cost-efficient and cost-effective.

An IT organization will have different types of standards:

Technology standards These standards specify what software and hardware
technologies are used by the IT organization. Examples include operating
system, database management system, application server, storage systems,
backup media, and so on.

Protocol standards These standards specify the protocols that are used by
the organization. For instance, an IT organization may opt to use TCP/IP v6
for its internal networks, GRP routing protocols, FIPS for file transfer, SSH
for device management, and so forth.

Supplier standards This defines which suppliers and vendors are used
for various types of supplies and services. Using established suppliers can
help the IT organization through specially negotiated discounts and other
arrangements.

Methodology standards This refers to practices used in various processes
including software development, system administration, network engineering,
and end-user support.

Configuration standards This refers to specific detailed configurations
that are to be applied to servers, database management systems, end-user
workstations, network devices, and so on. This enables users, developers, and
technical administrative personnel to be more comfortable with IT systems,
because the systems will be consistent with each other. This helps to reduce
unscheduled downtime and to improve quality.

Architecture standards This refers to technology architecture at the
database, system, or network level. An organization may develop reference
architectures for use in various standard settings. For instance, a large retail
organization may develop specific network diagrams to be used in every retail
location, down to the colors of wires to use and how equipment is situated
on racks or shelves.
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NOTE Standards enable the IT organization to be simpler, leaner, and more
efficient. IT organizations with effective standards will have fewer types of
hardware and software to support, which reduces the number of technologies
that must be mastered by the organization. An organization that standardizes
on one operating system, one database management system, and one server
platform need only build expertise in those technologies. This enables the IT
organization to manage and support the environment more effectively than if
many different technologies were in use.

Risk Management

Organizations need to understand which activities, practices, and systems are introduc-
ing unwanted risk into its operations. The span of activities that seek, identify, and
manage these risks is known as risk management. Like many other processes, risk man-
agement is a life-cycle activity that has no beginning and no end. It's a continuous and
phased set of activities that includes the examination of processes, records, and systems
in order to identify risks. This is continued by an analysis that examines a range of solu-
tions for reducing or eliminating risks, followed by formal decision-making that brings
about a resolution to risks.

Risk management needs to support overall business objectives. This support will
include the adoption of a risk appetite that reflects the organization’s overall approach
to risk. For instance, if the organization is a conservative financial institution, then that
organization'’s risk management program will probably adopt a position of being risk
averse. Similarly, a high-tech startup organization that, by its very nature, is comfortable
with overall business risk will probably be less averse to risks identified in its risk man-
agement program.

Regardless of its overall position on risk, when an organization identifies risks, the
organization can take four possible actions:

e Accept The organization accepts the risk as-is.

e Mitigate The organization takes action to reduce the risk.

e Transfer The organization shares the risk with another entity, usually an
insurance company.

e Avoid The organization discontinues the activity associated with the risk.
These alternatives are known as risk treatments. Often, a particular risk will be treated
with a blended solution that consists of two or more of the actions just listed.

This section dives into the details of risk management, risk analysis, and risk
treatment.

The Risk Management Program

An organization that chooses to build a risk management program should establish
some principles that will enable the program to succeed. These may include

e Objectives The risk management program must have a specific purpose;
otherwise, it will be difficult to determine whether the program is successful.
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Example objectives: reduce number of industrial accidents, reduce the cost of
insurance premiums, or reduce the number of stolen assets. If objectives are
measurable and specific, then the individuals who are responsible for the risk
management program can focus on its objectives in order to achieve the best
possible outcome.

e Scope Management must determine the scope of the risk management
program. This is a fairly delicate undertaking because of the many
interdependencies found in IT systems and business processes. However,
in an organization with several distinct operations or business units (BUs),
a risk management program could be isolated to one or more operational
arms or BUs. In such a case, where there are dependencies on other services
in the organization, those dependencies can be treated like an external service
provider (or customer).

e Authority The risk management program is being started at the request of
one or more executives in the organization. It is important to know who these
individuals are and their level of commitment to the program.

® Roles and responsibilities This defines specific job titles, together with their
respective roles and responsibilities in the risk management program. In a risk
management program with several individuals, it should be clear as to which
individuals or job titles are responsible for which activities in the program.

e Resources The risk management program, like other activities in the
business, requires resources to operate. This will include a budget for salaries
as well as for workstations, software licenses, and possibly travel.

e Policies, processes, procedures, and records The various risk management
activities like asset identification, risk analysis, and risk treatment, along with
some general activities like recordkeeping, should be written down.

NOTE An organization’s risk management program should be documented in
a charter. A charter is a formal document that defines and describes a business
program, and becomes a part of the organization’s record.

The risk management life cycle is depicted in Figure 2-4.

Figure 2-4

The risk

management Risk Asset
life cycle Treatment Identification

Risk Analysis
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The Risk Management Process

Risk management is a life-cycle set of activities used to identify, analyze, and treat risks.
These activities are methodical and, as mentioned in the previous section, should be
documented so that they will be performed consistently and in support of the pro-
gram’s charter and objectives.

Asset Identification

The risk management program’s main objective (whether formally stated or not) is the
protection of organization assets. These assets may be tangible or intangible, physical,
logical, or virtual. Some examples of assets include

e Buildings and property These assets include structures and other
improvements.

e Equipment This can include machinery, vehicles, and office equipment such
as copiers and fax machines.

e IT equipment This includes computers, printers, scanners, tape libraries (the
devices that create backup tapes, not the tapes themselves), storage systems,
network devices, and phone systems.

e Supplies and materials These can include office supplies as well as materials
that are used in manufacturing.

e Records These include business records such as contracts, video surveillance
tapes, visitor logs, and far more.

e Information This includes data in software applications, documents, e-mail
messages, and files of every kind on workstations and servers.

e Intellectual property This includes an organization’s designs, architectures,
software source code, processes, and procedures.

e Personnel In areal sense, an organization’s personnel are the organization.
Without its staff, the organization cannot perform or sustain its processes.

e Reputation One of the intangible characteristics of an organization,
reputation is the individual and collective opinion about an organization
in the eyes of its customers, competitors, shareholders, and the community.

e Brand equity Similar to reputation, this is the perceived or actual market
value of an individual brand of product or service that is produced by the
organization.

Grouping Assets For risk management purposes, an electronic inventory of assets
will be useful in the risk management life cycle. It is not always necessary to list each
individual asset: often it is acceptable to instead list classes of assets as a single asset
entity for risk management purposes. For instance, a single entry for laptop computers
is preferred over listing every laptop computer; this is because the risks for all laptop
computers are roughly the same (ignoring behavior differences among individual em-
ployees). This eliminates the need to list them individually.
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Similarly, groups of IT servers, network devices, and other equipment can be named
instead of all of the individual servers and devices, again because the risks for each of
them will usually be similar. However, one reason to create multiple entries for servers
might be their physical location or their purpose: servers in one location may have
different risks than servers in another location, and servers containing high-value
information will have different risks than servers that do not contain high-value infor-
mation.

Sources of Asset Data An organization that is undergoing its initial risk-
management cycle has to build its asset database from scratch. Management will
need to determine where this initial asset data will come from. Some choices include

¢ Financial system asset inventory An organization that keeps all of its assets
on the books will have a wealth of asset inventory information. However,
it may not be entirely useful: asset lists often do not include the location or
purpose of the asset, and whether it is still in use. Correlating a financial asset
inventory to assets in actual use may consume more effort than the other
methods for creating the initial asset. However, for organizations that have a
relatively small number of highly valued assets (for instance, a rock crusher in
a gold mine or a mainframe computer), knowing the precise financial value
of an asset is highly useful, because the actual depreciated value of the asset is
used in the risk analysis phase of risk management. Knowing the depreciated
value of other assets is also useful, as this will figure into the risk treatment
choices that will be identified later on.

e Interviews Discussions with key personnel for purposes of identifying assets
are usually the best approach. However, to be effective, several people usually
need to be interviewed to be sure to include all relevant assets.

e IT systems portfolio A well-managed IT organization will have formal
documents and records for its major applications. While this information
may not encompass every single IT asset in the organization, it can provide
information on the assets supporting individual applications or geographic
locations.

e Online data An organization with a large number of IT assets (systems,
network devices, and so on) can sometimes utilize the capability of local
online data to identify those assets. For instance, a systems or network
management system often includes a list of managed assets, which can
be a pretty good starting point when creating the initial asset list.

Collecting and Organizing Asset Data It is rarely possible to take (or create)
a list of assets from a single source. Rather, more than one source of information is often
needed to be sure that the risk management program has identified at least the impor-
tant, in-scope assets that it needs to worry about.

Unless an organization has a very short list of assets, it is usually useful to organize
or classify assets. This will help to get the assets under study into smaller chunks that
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can be analyzed more effectively. There is no single way to organize assets, but a few
ideas include

e Geography A widely dispersed organization may want to classify its assets
according to their location. This will aid risk managers during the risk analysis
phase, since many risks are geographic centric, particularly natural hazards.
Mitigation of risks is often geography based: for instance, it's easier to make
sense of building a fence around one data center than building fences around
buildings located in individual locations.

e Business process Because most organizations rank the criticality of their
individual business processes, it can be useful to group assets according to
the business processes that they support. This helps the risk analysis and
risk treatment phases, because assets supporting individual processes can
be associated with business criticality and treated appropriately.

e Organizational unit In larger organizations it may be easier to classify assets
according to the org unit they support.

e Sensitivity Usually ascribed to information, sensitivity relates to the nature
and content of the information. Sensitivity usually applies in two ways: to
an individual, where the information is considered personal or private, and
to an organization, where the information may be considered a trade secret.
Sometimes sensitivity is somewhat subjective and arbitrary, but often it is
defined in laws and regulations.

e Regulated For organizations that are required to follow government or
private regulation regarding the processing and protection of information, it
will be useful to include data points that indicate whether specific assets are
considered in-scope for specific regulations. This is important because some
regulations specify how assets should be protected, so it's useful to be aware
of this during risk analysis and risk treatment.

There is no need to choose which of these three methods will be used to classify
assets. Instead, an IT analyst should collect several points of metadata about each asset
(including location, process supported, and org unit supported). This will enable the
risk manager to sort and filter the list of assets in various ways to better understand
which assets are in a given location or which ones support a particular process or part
of the business.

NOTE Organizations should consider managing information about assets in a
fixed-assets application.

Risk Analysis

Risk analysis is the activity in a risk management program where individual risks are
identified. A risk consists of the intersection of threats, vulnerabilities, and impact. In
its simplest terms, risk is described in the following formula:

Risk = Probability x Impact
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This equation implies that risk is always used in quantitative terms, but risk is
equally used in qualitative risk analysis.

A risk analysis consists of identifying threats and their impact of realization, against
each asset. This usually also includes a vulnerability analysis, where assets are studied
to determine whether they are vulnerable to identified threats. The sheer number of
assets may make this task appear daunting; however, threat and vulnerability analyses
can usually be performed against groups of assets. For instance, when identifying natu-
ral and human-made threats against assets, it often makes sense to perform a single
threat analysis against all of the assets that reside in a given location. After all, the odds
of a volcanic eruption are just as likely for any of the servers in the room—the threat
need not be called out separately for each asset.

Threat Analysis The usual first step in a risk analysis is to identify threats against
an asset or group of assets. A threat is an event that, if realized, would bring harm to an
asset. A typical approach is to list all of the threats that have some realistic opportunity
of occurrence; those threats that are highly unlikely to occur can be left out. For instance,
the listing of meteorites, tsunamis in landlocked regions, and wars in typically peaceful
regions will just add clutter to a risk analysis.

A more reasonable approach in a threat analysis is to identify all of the threats that
a reasonable person would believe could occur, even if the probability is low. For
example, include flooding when a facility is located near a river, hurricanes for an orga-
nization located along the southern and eastern coasts (and inland for some distance)
of the United States, or a terrorist attack in practically every major city in the world. All
of these would be considered reasonable in a threat analysis.

It is important to include the entire range of both natural and human-made threats.
The full list could approach or even exceed 100 separate threats. The categories of pos-
sible threats include

e Severe storms This may include tornadoes, hurricanes, windstorms, ice
storms, and blizzards.

e Earth movement This includes earthquakes, landslides, avalanches,
volcanoes, and tsunamis.

¢ Flooding This can include both natural and human-made situations.

e Disease This includes sickness outbreaks and pandemics, as well as
quarantines that result.

e Fire This includes forest fires, range fires, and structure fires, all of which
may be natural or human-caused.

e Labor This includes work stoppages, sickouts, protests, and strikes.
e Violence This includes riots, looting, terrorism, and war.

e Malware This includes all kinds of viruses, worms, Trojan horses, root Kits,
and associated malicious software.

e Hardware failures This includes any kind of failure of IT equipment or
related environmental failures such as HVAC (heating, ventilation, and air
conditioning).
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e Software failures This can include any software problem that precipitates
a disaster. Examples are the software bug that caused a significant power
blackout in the U.S. Northeast in 2003, and the AT&T long-distance network
crash in 1990.

e Utilities This includes electric power failures, water supply failures, and
natural gas outages, as well as communications outages.

e Transportation This may include airplane crashes, railroad derailments,
ship collisions, and highway accidents.

e Hazardous materials This includes chemical spills. The primary threat here
is direct damage by hazardous substances, casualties, and forced evacuations.

e Criminal This includes extortion, embezzlement, theft, vandalism, sabotage,
and hacker intrusion. Note that company insiders can play a role in these
activities.

e Errors This includes mistakes made by personnel that result in disaster
situations.

Alongside each threat that is identified, the risk analyst assigns a probability or fre-
quency of occurrence. This may be a numeric value, expressed as a probability of one
occurrence within a calendar year. For example, if the risk of a flood is 1 in 100, it would
be expressed as 0.01, or 1 percent. Probability can also be expressed as a ranking; for
example, Low, Medium, and High; or on a numeric probability scale from 1 to 5 (where
5 can be either highest or lowest probability).

An approach for completing a threat analysis is to

e Perform a geographic threat analysis for each location. This will provide an
analysis on the probability of each type of threat against all assets in each
location.

Threat Forecasting Data Is Sparse

One of the biggest problems with risk management is the lack of reliable data on
the probability of many types of threats. While the probability of some natural
threats can sometimes be obtained from local disaster response agencies, the
probabilities of most other threats are difficult to accurately predict.

The difficulty in the prediction of security events sits in stark contrast to vol-
umes of available data related to automobile and airplane accidents, as well as
human life expectancy. In these cases, insurance companies have been accumulat-
ing statistics on these events for decades, and the variables (for instance, tobacco
and alcohol use) are well known. On the topic of cyber-related risk, there is a
general lack of reliable data, and the factors that influence risk are not well known
from a statistical perspective. It is for this reason that risk analysis still relies on
educated guesses for the probabilities of most events.
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e Perform a logical threat analysis for each type of asset. This provides information
on all of the logical (that is, not physical) threats that can occur to each asset
type. For example, the risk of malware on all assets of one type is probably the
same, regardless of their location.

e Perform a threat analysis for each highly valued asset. This will help to identify
any unique threats that may have appeared in the geographical or logical threat
analysis, but with different probabilities of occurrence.

Vulnerability Identification A vulnerability is a weakness or absence of a protec-
tive control that makes the probability of one or more threats more likely. A vulnerabil-
ity analysis is an examination of an asset in order to discover weaknesses that could lead
to a higher-than-normal rate of occurrence of a threat.

Examples of vulnerabilities include

e Missing or inoperative antivirus software
e Missing security patches
e Weak or defective application session management

e Mantraps (devices that are designed to permit the passage of persons one at a
time) that permit tailgating

In a vulnerability analysis, the risk manager needs to examine the asset itself as well
as all of the protective measures that are—or should be—in place to protect the asset
from relevant threats.

Vulnerabilities can be ranked by severity or criticality. Vulnerabilities are indicators
that show the effectiveness (or ineffectiveness) of protective measures. For example, an
antivirus program on a server that updates its virus signatures once per week might be
ranked as a Medium vulnerability, whereas the complete absence (or malfunction) of
an antivirus program on the same server might be ranked as a High vulnerability. Severity
is an indication of the likelihood that a given threat might be realized. This is different
from impact, which is discussed later in this section.

NOTE A vulnerability, and its ranking, should not be influenced by the probability
that a threat will be realized. Instead, a vulnerability ranking should depend

on whether the threat will actually bring about harm to the asset. Also, the
ranking of a vulnerability should also not be influenced by the value of the
asset or the impact of a realized threat.These factors are covered separately
in risk management.

Probability Analysis For any given threat and asset, the probability that the
threat will actually be realized needs to be estimated. This is often easier said that done,
as there is a lack of reliable data on security incidents. A risk manager still will need to
perform some research and develop a best guess, based on available data.

Impact Analysis A threat, when actually realized, will have some effect on the
organization. Impact analysis is the study of estimating the impact of specific threats on
specific assets.
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In impact analysis, it is necessary to understand the relationship between an asset
and the business processes and activities that the asset supports. The purpose of impact
analysis is to identify the impact on business operations or business processes. This is
because risk management is not an abstract identification of abstract risks, but instead
a search for risks that have real impact on business operations.

In an impact analysis, the impact can be expressed as a rating such as H-M-L (High-
Medium-Low) or as a numeric scale, and it can also be expressed in financial terms. But
what is also vitally important in an impact analysis is the inclusion of a statement
of impact for each threat. Example statements of impact include “inability to process
customer support calls” and “inability for customers to view payment history.” Statements
such as “inability to authenticate users” may be technically accurate, but they do not
identify the business impact.

NOTE Because of the additional time required to quantify and develop
statements of impact, impact analysis is usually performed only on the
highest-ranked threats on the most critical assets.

Qualitative Risk Analysis A qualitative risk analysis is an in-depth examination
of in-scope assets with a detailed study of threats (and their probability of occurrence),
vulnerabilities (and their severity), and statements of impact. The threats, vulnerabili-
ties, and impact are all expressed in qualitative terms such as High-Medium-Low or in
quasi-numeric terms such as a 1-5 numeric scale.

The purpose of qualitative risk analysis is to identify the most critical risks in the
organization, based on these rankings.

Qualitative risk analysis does not get to the issue of “how much does a given threat
cost my business if it is realized?”—nor does it mean to. The value in a qualitative risk
analysis is the ability to quickly identify the most critical risks without the additional
burden of identifying precise financial impacts.

NOTE Organizations that do need to perform quantitative risk analysis often
begin with qualitative risk analysis, to determine the highest-ranked risks that
warrant the additional effort of quantitative analysis.

Quantitative Risk Analysis Quantitative risk analysis is a risk analysis approach
that uses numeric methods to measure risk. The advantage of quantitative risk analysis
is the statements of risk in terms that can be easily compared with the known value of
their respective assets. In other words, risks are expressed in the same units of measure
as most organizations’ primary unit of measure: financial.

Despite this, quantitative risk analysis must still be regarded as an effort to develop
estimates, not exact figures. Partly this is because risk analysis is a measure of events
that may occur, not a measure of events that do occur.

Standard quantitative risk analysis involves the development of several figures:

e Asset value (AV) This is the value of the asset, which is usually (but not
necessarily) the asset’s replacement value.
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e Exposure factor (EF) This is the financial loss that results from the realization
of a threat, expressed as a percentage of the asset’s total value. Most threats do
not completely eliminate the asset’s value; instead they reduce its value. For
example, if a construction company’s $120,000 earth mover is destroyed in a
fire, the equipment will still have salvage value, even if that is only 10 percent
of the asset’s value. In this case the EF would be 90 percent. Note that different
threats will have different impacts on EE because the realization of different
threats will cause varying amounts of damage to assets.

e Single loss expectancy (SLE) This value represents the financial loss when
a threat is realized one time. SLE is defined as AV x EE Note that different
threats have a varied impact on EE so those threats will also have the same
multiplicative effect on SLE.

® Annualized rate of occurrence (ARO) This is an estimate of the number of
times that a threat will occur per year. If the probability of the threat is 1 in
50, then ARO is expressed as 0.02. However, if the threat is estimated to occur
four times per year, then ARO is 4.0. Like EF and SLE, ARO will vary by threat.

e Annualized loss expectancy (ALE) This is the expected annualized loss of
asset value due to threat realization. ALE is defined as SLE x ARO.

ALE is based upon the verifiable values AV, EE, and SLE, but because ARO is only an
estimate, ALE is only as good as ARO. Depending upon the value of the asset, the risk
manager may need to take extra care to develop the best possible estimate for ARO,
based upon whatever data is available. Sources for estimates include

e History of event losses in the organization
e History of similar losses in other organizations
e History of dissimilar losses

e Best estimates based on available data

NOTE When performing a quantitative risk analysis for a given asset, the ALE
for all threats can be added together.The sum of all ALEs is the annualized

loss expectancy for the total array of threats.A particularly high sum of ALEs
would mean that a given asset is confronted with a lot of significant threats
that are more likely to occur. But in terms of risk treatment, ALEs are better
off left as separate and associated with their respective threats.

Developing Mitigation Strategies An important part of risk analysis is the in-
vestigation of potential solutions for reducing or eliminating risk. This involves under-
standing specific threats and their impact (EF) and likelihood of occurrence (ARO).
Once a given asset and threat combination has been baselined (that is, the existing asset,
threats, and controls have been analyzed to understand the threats as they exist right
now), the risk analyst can then apply various hypothetical means for reducing risk,
documenting each one in terms of its impact on EF and ARO.
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For example, suppose a risk analysis identifies the threat of attack on a public web
server. Specific EF and ARO figures have been identified for a range of individual threats.
Now the risk analyst applies a range of fixes (on paper), such as an application firewall,
an intrusion prevention system, and a patch management tool. Each solution will have
a specific and unique impact on EF and ARO (all estimates, of course, just like the esti-
mates of EF and ARO on the initial conditions); some will have better EF and ARO
figures than others. Each solution should also be rated in terms of cost (in financial
estimate terms or H-M-L) and effort to implement (financial or H-M-L).

NOTE Developing mitigation strategies is the first step in risk treatment,
where various solutions are put forward, each with its cost and impact on risk.

Risk Analysis and Disaster Recovery Planning Disaster recovery planning
(DRP) and business continuity planning (BCP) utilize risk analysis to identify risks that
are related to application resilience and the impact of disasters. The risk analysis performed
for DRP and BCP is the same risk analysis that is discussed in this chapter—the methods
and approach are the same, although the overall objectives are somewhat different.

Disaster recovery planning and business continuity planning are discussed in depth
in Chapter 7.

High-lmpact Events The risk manager is likely to identify one or more high-im-
pact events during the risk analysis. These events, which may be significant enough to
threaten the very viability of the organization, require risk treatment that belongs in the
category of business continuity planning and disaster recovery planning. These topics
are discussed in detail in Chapter 7.

Risk Treatment

When risks to assets have been identified through qualitative or quantitative risk analy-
sis, the next step in risk management is to decide what to do about the identified risks.
In the risk analysis, one or more potential solutions may have been examined, along
with their cost to implement and their impact on risk. In risk treatment, a decision
about whether to proceed with any of the proposed solutions (or others) is needed.

Risk treatment pits available resources against the need to reduce risk. In an enter-
prise environment, not all risks can be mitigated or eliminated, because there are not
enough resources to treat them all. Instead, a strategy for choosing the best combina-
tion of solutions that will reduce risk by the greatest possible margin is needed. For this
reason, risk treatment is often more effective when all the risks and solutions are
considered together, instead of each one separately.

When risk treatment is performed at the enterprise level, risk analysts and technol-
ogy architects can devise ways to bring about the greatest possible reduction in risk.
This can be achieved through the implementation of solutions that will reduce many
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risks for many assets at once. For example, a firewall can reduce risks from many threats
on many assets; this will be more effective than individual solutions for each asset.

So far I have been talking about risk mitigation as if it were the only option avail-
able when handling risk. Rather, you have four primary ways to treat risk: mitigation,
transfer, avoidance, and acceptance. And there is almost always some leftover risk, called
residual risk.

Risk Mitigation

Risk mitigation involves the implementation of some solution that will reduce an iden-
tified risk. For instance, the risk of malware being introduced onto a server can be miti-
gated with antivirus software or a network-based intrusion prevention system. Either of
these solutions would constitute mitigation of this risk on a given asset.

NOTE An organization usually makes a decision to implement some form of
risk mitigation after performing some cost analysis to determine whether the
reduction of risk is worth the expenditure of risk mitigation.

Risk Transfer

Risk transfer means that some or all of the risk is being transferred to some external
entity, such as an insurance company or business partner. When an organization purchases
an insurance policy to protect an asset against damage or loss, the insurance company
is assuming part of the risk in exchange for payment of insurance premiums.

Risk Avoidance
In risk avoidance, the organization abandons the activity altogether, effectively taking
the asset out of service so that the threat is no longer a threat.

NOTE Organizations do not often back away completely from an activity
because of identified risks. Generally this avenue is taken when the risk of loss
is great and when the perceived probability of occurrence is high.

Risk Acceptance
Risk acceptance occurs when management is willing to accept an identified risk as-is,
with no effort taken to reduce it.

Residual Risk

Residual risk is the risk that is left over from the original risk, after some of the risk has
been removed through mitigation or transfer. For instance, if a particular threat had a
probability of 10 percent before risk treatment and 1 percent after risk treatment, the
residual risk is that 1 percent left over. This is best illustrated by the following formula:

Original Risk — Mitigated Risk — Transferred Risk = Residual Risk
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NOTE It is unusual for risk treatment to eliminate risk altogether; rather,
various controls are implemented that remove some of the risk. Often,
management implicitly accepts the leftover risk; however, it’s a good idea
to make that acceptance of residual risk more formal by documenting the
acceptance in a risk management log or a decision log.

IT Management Practices

The primary services in the IT organization typically are development, operations, and
support. These primary activities require the support of a second layer of activities that
together support the delivery of primary IT services to the organization. The second
layer of IT management practices consists of

e Personnel management
e Sourcing

e Change management
¢ Financial management
¢ Quality management
e Security management

e Performance and capacity management

Some of these activities the IT organization undertakes itself, while some are usu-
ally performed by other parts of the organization. For instance, most of the personnel
management functions are typically carried out by a human resources department.

Personnel Management

Personnel management encompasses many activities related to the status of employ-
ment, training, and the acceptance of policy. These personnel management activities
ensure that the individuals who are hired into the organization are suitably vetted,
trained, and equipped to perform their functions. It is important that they are provided
with the organization’s key policies so that their behavior and decisions will reflect the
organization’s needs.

Hiring

The purpose of the employee hiring process is to ensure that the organization hires
persons who are qualified to perform their stated job duties and that their personal,
professional, and educational history is appropriate. The hiring process includes several
activities necessary to ensure that candidates being considered are suitable.

Background Verification It is estimated that 30-90 percent of employment
candidates exaggerate their education and experience on their résumé, and some can-
didates commit outright fraud by providing false information about their education or
prior positions. Because of this, employers need to perform their own background
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investigation on an employment candidate to obtain an independent assessment of the
candidate’s true background.

Employers should examine the following parts of a candidate’s background prior to
hiring:

e Employment background An employer should check at least two years
back, although five to seven years is needed for mid- or senior-level personnel.

e Education background The employer should confirm whether the candidate
has earned any of the degrees or diplomas listed on their résumé. There are many
“diploma mills,” enterprises that will print a fake college diploma for a fee.

e Military service background If the candidate served in any branch of the
military, then this must be verified to confirm whether the candidate served
at all and whether they received relevant training and work experience.

e Professional licenses and certifications If a position requires licenses or
certifications, these need to be confirmed, including whether the candidate
is in good standing with the organizations that manage the licenses and
certifications.

e Criminal background The employer needs to investigate whether the
candidate has a criminal record. In countries with a national criminal registry
like the National Crime Information Center (NCIC) in the United States, this
is simpler than in countries like India that have no nationwide database.

e Credit background The employer may wish to examine a candidate’s credit
and financial history. There are two principal reasons for this type of a check:
first, a good credit history indicates the candidate is responsible, while a
poor credit history may be an indication of irresponsibility or poor choices
(although in many cases a candidate’s credit background is not entirely his
or her own doing); second, a candidate with excessive debt and a poor credit
history may be considered a risk for embezzlement, fraud, or theft.

e Terrorist association Some employers wish to know whether a candidate
has documented ties with terrorist organizations. In the United States, an
employer can request a verification on whether a candidate is on one of
several lists of individuals and organizations with whom U.S. citizens are
prohibited from doing business. Lists are maintained by the Office of Foreign
Assets Control (OFAC), a department of the U.S. Treasury, and also by the U.S.
Department of Commerce and the U.S. Bureau of Industry and Security.

e References The employer may wish to contact two or more personal and
professional references—people who know the candidate and will vouch for
his or her background, work history, and character.

NOTE In many jurisdictions, employment candidates are required to sign a
consent form that will allow the employer (or a third-party agent acting on
behalf of the employer) to perform the background check.
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Background checks are a prudent business practice to identify and reduce risk. In
many industries they are a common practice or even required by law. And in addition
to performing a background check at the time of hire, many organizations perform
them annually for employees in high-risk or high-value positions.

Employee Policy Manuals Sometimes known as an employee handbook, an em-
ployee policy manual is a formal statement of the terms of employment, facts about the
organization, benefits, compensation, conduct, and other policies.

Employee handbooks are often the cornerstone of corporate policy. A thorough
employee handbook usually will cover a wide swath of territory including the follow-
ing topics:

Welcome This welcomes a new employee into the organization, often in an
upbeat letter that makes the new employee glad to have joined the organization.

Policies These are the most important policies in the organization, which
include security, privacy, code of conduct (ethics), and acceptable use of
resources. In the United States and other countries the handbook may also
include an anti-harassment policy.

Compensation This describes when and how employees are compensated.
Benefits This describes company benefit programs.

Work hours This discusses work hours and basic expectations for when
employees are expected to report to work and how many hours per week they
are expected to work.

Dress code This provides a description and guidelines for required attire in
the workplace.

Performance review This describes the performance review policy and program.

Time off This describes compensated and uncompensated time off including
holidays, vacation, illness, disability, military duty, and leaves of absence.

Security This discusses basic expectations on the topics of physical security
and information security, as well as expectations for how employees are
expected to handle confidential and sensitive information.

Regulation If the organization is subject to regulation, this may be mentioned
in the employee handbook, so that employees will be aware of this and conduct
themselves accordingly.

Safety This discusses workplace safety, which may cover evacuation procedures,
emergency procedures, permitted and prohibited items and substances (for
example, weapons, alcoholic beverages, other substances and items), procedures
for working with hazardous substances, and procedures for operating equipment
and machinery.

Conduct This covers basic expectations for workplace conduct, both with
fellow employees and with customers, vendors, business partners, and other
third parties.
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e Discipline Organizations that have a disciplinary process usually describe its
highlights in the employee handbook.

NOTE Employees are often required to sign a statement that affirms
their understanding of and compliance with the employee handbook. Many
organizations require that employees sign a new copy of the statement on
an annual basis, even if the employee handbook has not changed.This helps
to affirm to employees the importance of the employee handbook.

Initial Access Provisioning New employees may need access to computers,
networks, and/or applications to perform their required duties. This will necessitate the
provisioning of one or more computer or network user accounts that they will use to
perform their computer-related tasks.

An access-provisioning process should be used to determine the access privileges that
a new employee should be given. A template of job titles and access privileges should be
set up in advance so that management can easily determine which access privileges any
new employee will receive. But even with such a plan, each new employee’s manager
should still formally request these privileges be set up for new employees.

Job Descriptions A job description is a formal document that describes the roles,
responsibilities, and experience required. Each position in an organization, from chief
executive officer to office clerk, should have a formal job description.

Job descriptions should also state that employees are required to support company
policies, including but not limited to security and privacy, code of conduct, and acceptable
use policies. By listing these in a job description, an employer is stating that employees
in every job description are expected to comply with these and other policies.

NOTE Employers usually are required to include several boilerplate items or
statements (such as equal opportunity clauses) in job descriptions to conform
to local labor and workplace safety laws.

Employee Development

Once hired into the organization, employees will require training in the organization’s
policies and practices so that their contribution will be effective and further the organi-
zation's goals. Regular evaluation will help employees to focus their long-term efforts
toward personal and organization goals and objectives, in order to better focus their
efforts.

Training To be effective, employees need to receive periodic training. This includes

e Skills training This covers the need to learn how to use tools and equipment
properly. In some cases, employees are required to receive training and prove
competency before they are permitted to use some tools and equipment.
Sometimes this is required by law.
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e Practices and techniques Employees need to understand how the
organization uses its tools and equipment for its specific use.

e Policies Organizations often impart information about their policies in the
context of training. This helps the organization make sure that employees
comprehend the material.

Performance Evaluation Many organizations utilize a performance evaluation
process that is used to examine each employee’s performance against a set of expecta-
tions and objectives. A performance evaluation program also helps to shape employees’
behavior over the long term and helps them to reflect on how their effort contributes
toward the organization’s overall objectives. Performance evaluation is frequently used
to determine whether (and by how much) an employee’s compensation should be
increased.

Career Path In many cultures, employees feel that they can be successful if they
understand how they can advance within the organization. A career path program can
achieve this by helping employees understand what skills are required for other posi-
tions in the organization, and how they can strive toward positions that they desire in
the future.

Mandatory Vacations

Some organizations, particularly those that deal with high-risk or high-value activities,
enact mandatory vacations of one week or longer for some or all employees. This prac-
tice can accomplish three objectives:

e Cross training An absence of one week or longer will force management
to cross-train other employees, so that the organization is less reliant upon
specific individuals.

e Audit A minimum absence gives the organization an opportunity to audit
the absent employee’s work, to make sure that the employee is not involved
in any undesired behavior.

e Reduced risk Knowing that they will be away from their day-to-day activities
for at least one or two contiguous weeks each year, employees are less apt to
partake in prohibited activities.

Termination
When an employee leaves an organization, several actions need to take place:

e Physical access to all work areas must be immediately revoked. Depending
upon the sensitivity of work activities in the organization, the employee
may also need to be escorted out of the work area, and his or her personal
belongings gathered by others and delivered to the departed employee.

¢ Each of the employee’s computer and network access accounts needs to be
locked. The purpose of this is to protect the integrity of business information
by permitting only authorized employees to access it. Locking computer

https://t.me/learningnets



Chapter 2: IT Governance and Risk Management

45

accounts also prevents other employees from accessing information using
the former employee’s credentials.

NOTE The issue of whether a former employee’s account should be removed,
or merely locked, depends upon the nature of the application or system. In
some cases, the record of actions taken by employees (such as an audit log)
depends upon the existence of the employee’s ID on the system; if a former
employee’s ID is removed, then those audit records may not properly reference
who is associated with them.

If the organization chooses to lock, rather than remove, computer or network
accounts for terminated employees, those accounts must be locked or restricted in a
way that positively prohibits any further access. For instance, merely changing the pass-
words of terminated accounts to “locked” would be considered a highly unsafe practice,
in the event that anyone discovers the password. If changing the account’s password is
the only way to lock it, then a long and highly random password must be used and then
forgotten, so that even the account administrator cannot use it.

Transfers and Reassignments

In many organizations, employees will move from position to position over time. These
position changes are not always upward through a career path, but are instead lateral
moves from one type of work to another.

Unless an organization is very careful about its access management processes and
procedures, employees who transfer and are promoted tend to accumulate access privi-
leges. This happens because a transferring employee’s old privileges are not revoked,
even though those privileges are no longer needed. Over a period of many years, an
employee who is transferred or promoted every few years can accumulate many exces-
sive privileges that can signify significant risk, should the individual choose to perform
functions in the applications that they are no longer officially authorized to use. This
phenomenon is sometimes known as “accumulation of privileges” or “privilege creep.”

Privilege creep happens frequently in companies’ accounting departments. An indi-
vidual, for example, can move from role to role in the accounting department, all the
while accumulating privileges that eventually result in the ability for that employee to
defraud his or her employer by requesting, approving, and disbursing payments to them-
selves or their accomplices. Similarly, this can occur in an IT department when an
employee transfers from the operations department to the software development depart-
ment (which is a common career path). Unless the IT department deliberately removes
the transferring employee’s prior privileges, it will end up with an employee who is a
developer with access to production systems—a red flag to auditors who examine roles
and responsibilities.

Sourcing

The term sourcing refers to the choices that organizations make when selecting the per-
sonnel who will perform functions, and where those functions will be performed.
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The options include whose personnel will perform tasks:
e Insourced The organization hires employees to perform work. These
workers can be full time, part time, or temporary.

e Qutsourced The organization utilizes contractors or consultants to
perform work.

e Hybrid The organization can utilize a combination of insourced and
outsourced workers.

Next, the options include where personnel will perform tasks:

e On-site Personnel work in the organization’s work site(s).

e Off-site, local Personnel are not located on-site, but are near the
organization’s premises, usually in the same community.

e Off-site, remote Personnel are in the same country, but not near the
organization’s premises.

e Offshore Personnel are located in a different country.

NOTE Organizations are often able to work out different combinations of
whether personnel are insourced or outsourced and where they perform
their work. For instance, an organization can open its own office in a foreign
country and hire employees to work there; this would be an example of
offshore insourcing. Similarly, an organization can use contractors to perform
work on-site; this is on-site outsourcing.

Insourcing
Insourcing, which is the practice of hiring employees for long-term work, is discussed
earlier in this chapter in the “Personnel Management” section.

Outsourcing

Outsourcing is the practice of using contractors or consultants to perform work for the
organization. An organization will make a decision to outsource a task, activity, or project
for a wide variety of reasons:

¢ Project duration An organization may require personnel only for a specific
project, such as the development of or migration to a new application. Often
an organization will opt to use contractors or consultants when it cannot
justify hiring permanent workers.

e Skills An organization may require personnel with certain hard-to-find
skills, but not need them on a full-time basis. Persons with certain skills may
command a higher salary than the organization is willing to pay, and the
organization may not have sufficient work to keep such a worker interested
in permanent employment with the organization.
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e Variable demand Organizations may experience seasonal increases and
decreases of demand for certain workers. Organizations often cannot justify
hiring full-time employees for peak demand capacity, when at other times
those workers will not have enough work to keep them busy and productive.
Instead, organizations will usually staff for average demand and augment staff
with contractors for peak demand.

e High turnover Some positions, such as IT helpdesk and call center, are
inherently high-turnover positions that are costly to replace and train. Instead,
an organization may opt to outsource some or all of the personnel in these
positions.

e Focus on core activities An organization may wish to concentrate on hiring
for positions related to its core purpose and to outsource functions that are
considered “overhead.” For instance, an organization that produces computer
hardware products may elect to outsource its IT computer support department
so that it can focus on its product development and support.

e Financial A decision to outsource may be primarily financial. Usually an
organization seeking to reduce costs of software development and other
activities will outsource and off-shore these activities to service organizations
located in other countries.

An organization can outsource many of its functions, including these:

e IT helpdesk and support This is often a high-turnover function, as well as
variable in demand, making this a good candidate for outsourcing.

e Software development An organization that lacks development and
programming skills can elect to have contractors or consultants perform
this work.

e Software maintenance An organization may wish to keep its developers
and analysts focused on new software development projects and to leave
maintenance of existing software to contractors.

e Customer support An organization may choose to outsource its telephone
and online support to personnel or organizations in countries with lower
labor costs.

NOTE Although outsourcing decisions appear, on the surface, to be
economically motivated, some of the other reasons stated earlier may be
even more important in some organizations. For example, the flexibility
afforded by outsourcing may help to make an organization more agile, which
may improve quality or increase efficiency over longer periods.

Outsourcing Benefits Organizations that are considering outsourcing need to
carefully weigh the benefits and the costs in order to determine whether the effort
to outsource will result in measurable improvement in their processing, service delivery,
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or finances. In the 1990s, when many organizations rushed to outsource development
and support functions to operations in other countries, they did so with unrealistic
short-term gains in mind and without adequately considering all of the real costs of
outsourcing. This is not to say that outsourcing is bad, but that many organizations
made outsourcing decisions without fully understanding it.

Outsourcing can bring many benefits:

e Available skills and experience Organizations that may have trouble
attracting persons with specialized skills often turn to outsourcing firms
whose highly skilled personnel can ply their trade in a variety of client
organizations.

¢ Economies of scale Often, specialized outsourcing firms can achieve better
economies of scale through discipline and mature practices that organizations
are unable to achieve.

e Objectivity Some functions are better done by outsiders. Personnel in an
organization may have trouble being objective about some activities such as
process improvement and requirements definition. Also, auditors frequently
must be from an outside firm in order to achieve sufficient objectivity and
independence.

e Reduced costs When outsourcing is done with offshore personnel, an
organization may be able to lower its operating costs and improve its
competitive market position.

When an organization is making an outsourcing decision, it needs to consider these
advantages together with risks that are discussed in the next section.

Outsourcing Risks While outsourcing can bring many tangible and intangible
benefits to an organization, it is not without certain risks and disadvantages. Naturally
when an organization employs outsiders to perform some of its functions, it relin-
quishes some control. The risks of outsourcing include these:

e Higher than expected costs Reduced costs were the main driver for offshore
outsourcing in the 1990s. However, many organizations failed to fully anticipate
the operational realities. For instance, when outsourcing to overseas operations,
IT personnel back in U.S.-based organizations had to make many more
expensive trips than expected. Also, changes in international currency exchange
rates can transform this month’s bargain into next month'’s high cost.

e Poor quality The outsourced work product may be lower than was produced
when the function was performed in-house.

e Poor performance The outsourced service may not perform as expected. The
capacity of networks or IT systems used by the outsourcing firm may cause
processing delays or longer than acceptable response times.

e Loss of control An organization that is accustomed to being in control of its
workers may feel loss of control. Making small adjustments to processes and
procedures may be more time-consuming or increase costs.
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e Employee integrity and background It may be decidedly more difficult to
determine the integrity of employees in an outsourced situation, particularly
when the outsourcing is taking place offshore. Some countries, even where
outsourcing is popular, lack nationwide criminal background checks and
other means for making a solid determination on an employee’s background.

e Loss of competitive advantage If the services performed by the outsourcing
firm are not flexible enough to meet the organization’s needs, this can result
in the organization losing some of its competitive advantage. For example, an
organization outsources its corporate messaging (e-mail and other messaging)
to a service provider. Later, the organization wishes to enhance its customer
communication by integrating its service application with e-mail. The e-mail
service provider may be unable or unwilling to provide the necessary integration,
which will result in the organization losing a competitive advantage.

e Errors and omissions The organization performing outsourcing services
may make serious errors or fail to perform essential tasks. For instance, an
outsourcing service may suffer a data security breach that may result in the
loss or disclosure of sensitive information. This can be a disastrous event
when it occurs within an organization'’s four walls, but when it happens in
an outsourced part of the business, the organization may find that the lack of
control will make it difficult to take the proper steps to contain and remedy
the incident. If an outsourcing firm has a security breach or other similar
incident, it may be putting itself first, and only secondarily watching out
for the interests of its customers.

e Vendor failure The failure of the organization providing outsourcing
services may result in increased costs and delays in service or product delivery.

e Differing mission and goals An organization’s employees are going to be
loyal to its mission and objectives. However, the employees in an outsourced
organization usually have little or no interest in the hiring organization'’s
interests; instead they will be loyal to the outsourcing provider’s values, which
may at times be in direct conflict. For example, an outsourcing organization may
place emphasis on maximizing billable hours, while the hiring organization
emphasizes efficiency. These two objectives conflict with each other.

e Difficult recourse If an organization is dissatisfied with the performance or
quality of its outsourced operation, contract provisions may not sufficiently
facilitate any remedy. If the outsourced operation is in a foreign country,
applying remediation in the court system may also be futile.

e Lowered employee morale If a part of an organization chooses to outsource,
those employees who remain may be upset, because some of their colleagues
may have lost their jobs as a result of the outsourcing. Further, remaining
employees may feel that their own jobs may soon be outsourced or eliminated.
They may also feel that their organization is more interested in saving money
than in taking care of its employees. Personnel who have lost their jobs may
vent their anger at the organization through a variety of harmful actions that
may threaten assets or other workers.
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¢ Audit and compliance An organization that outsources a part of its operation
that is in-scope for applicable laws and regulation may find it more challenging
to perform audits and achieve compliance. Audit costs may rise, as auditors need
to visit the outsourced work centers. Requiring the outsourced organization to
make changes to achieve compliance may be difficult or expensive.

¢ Time zone differences Communications will suffer when an organization
outsources some of its operations to offshore organizations that are several
time zones distant. It will be more difficult to schedule telephone conferences
when there is very little overlap between workers in each time zone. It will
take more time to communicate important issues and to make changes.

¢ Language and cultural differences When outsourcing crosses language
and cultural barriers, it can result in less than optimal communication and
results. The outsourcing customer will express its needs through its own
language and culture, but the outsourcing provider will hear those needs
through its own language and culture. Both sides may be thinking or saying,
“They don’t understand what we want” and “We don’t understand what they
want.” This can result in unexpected differences in work products produced by
the outsourcing firm. Delays in project completion or delivery of goods and
services can be a result of this.

NOTE Some of the risks associated with outsourcing are intangible or may
lie outside the bounds of legal remedies. For instance, language and time zone
differences may introduce delays in communication, adding friction to the
business relationship in a way that may not be easily measurable.

Mitigating Outsourcing Risk The only means of exchange between an out-
sourcing provider and its customer organization are money and reputation. In other
words, the only leverage that an organization has against its outsourcing provider is the
withholding of payment and through communicating the quality (or lack therein) of
the outsourcing provider to other organizations. This is especially true if the outsourc-
ing crosses national boundaries. Therefore, an organization that is considering out-
sourcing must carefully consider how it will enforce contract terms so that it receives
the goods and services that it is expecting.

Many of the risks of outsourcing can be remedied through contract provisions.
Some of the remedies are

e Service level agreement (SLA) The contract should provide details on every
avenue of work performance and communication, including escalations and
problem management.

e Quality Depending upon the product or service, this may translate into an
error or defect rate, a customer satisfaction rate, or system performance.

e Security policy and controls Whether the outsourcing firm is safeguarding
the organization’s intellectual property, keeping business secrets, or protecting
information about its employees or customers, the contract should spell
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out the details of the security controls that it expects the outsourcing firm

to perform. The organization should also require periodic third-party audits
and the results of those audits. The contract should contain a “right to audit”
clause that allows the outsourcing organization to examine the work premises,
records, and work papers on demand.

e Business continuity The contract should require the outsourcing firm to
have reasonable measures and safeguards in place to ensure resilience of
operations and the ability to continue operations with minimum disruption
in the event of a disaster.

e Employee integrity The contract should define how the outsourcing firm
will vet its employees’ background, so that it is not inadvertently hiring
individuals with a criminal history, and so employees’ claimed education
and work experience are genuine.

e Ownership of intellectual property If the outsourcing firm is producing
software or other designs, the contract must define ownership of those work
products, and whether the outsourcing firm may reuse any of those work
products for other engagements.

® Roles and responsibilities The contract should specify in detail the roles
and responsibilities of each party, so that each will know what is expected
of them.

e Schedule The contract must specify when and how many items of work
products should be produced.

e Regulation The contract should require both parties to conform to all
applicable laws and regulations, including but not limited to intellectual
property, data protection, and workplace safety.

e Warranty The contract should specify terms of warranty for the workmanship
and quality of all work products, so that there can be no ambiguity regarding
the quality of goods or services performed.

e Dispute and resolution The contract should contain provisions that define
the process for handling and resolving disputes.

e Payment The contract should specify how and when the outsourcing provider
will be paid. Compensation should be tied not only to the quantity but also
to the quality of work performed. The contract should include incentive
provisions for additional payment when specific schedule, quantity, or quality
targets are exceeded. The contract should also contain financial penalties that
are enacted when SLA, quality, security, audit, or schedule targets are missed.

NOTE The terms of an outsourcing contract should adequately reward
the outsourcing firm for a job well done, which should include the prospect
of earning additional contracts as well as referrals that will help it to earn
outsourcing contracts from other customers.
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Outsourcing Governance You cannot outsource accountability.

Outsourcing is a convenient way to transfer some operations to an external organi-
zation, thereby allowing the outsourcing organization to be more agile and to improve
focus on core competencies. While senior managers can transfer these activities to
external organizations and even specify rewards for good performance and penalties
for substandard performance, those senior managers are still ultimately accountable for
the delivery of these services, whether they are outsourced or performed by internal
staff.

In the context of outsourcing, the role of governance is the aggregation of activities
that control the work performed by external organizations. Governance activities may
include

e Contracts The overall business relationship between the organization and
its service providers should be defined in detail in legal agreements. The
terms of legal agreements should define the work to be done (in general), the
expectations of all parties, service levels, quality, the terms of compensation,
and remedies in case expectations fail to be met.

e Work orders Sometimes called Statements of Work (SOWs), work orders
describe in greater detail the work that is to be performed. While contracts are
expected to change seldom, work orders operate in short-term intervals and
are specific to currently delivered goods or services. Like contracts themselves,
work orders should include precise statements regarding work output, timeliness,
quality, and remedies.

e Service level agreements These are documents that specify service levels in
terms of the quantity of work, quality, timeliness, and remedies for shortfalls
in quality or quantity.

¢ Change management A formal method is needed so that changes in
delivery specifications can be formally controlled.

e Security If the service provider has access to the organization'’s records or
other intellectual property, the organization will require that specific security
controls be in place.

¢ Quality Minimum standards for quality should be expressed in detail, so
that both service provider and customer have a common understanding on
the quality of work to be performed.

e Metrics Often the outsourcing organization will want to actively measure
various aspects of the outsourced activity, in order to have short-term visibility
into work output as well as the ability to understand long-term trends.

e Audits The outsourcing organization may require that audits of the
outsourced work be performed. These audits may be performed by a
competent third party (such as a public accounting firm performing a
SAS70 audit for financially related services) or by the customer. Often an
outsourcing organization will negotiate a “right to audit” clause in the
contract, but will only exercise this if they suspect irregularities or issues
related to the work performed.
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Depending on the nature of specific outsourcing arrangements, the activities just
listed may be combined or performed separately.

Benchmarking Benchmarking measures a process in order to compare its perfor-
mance and quality with the same process in other organizations. The purpose is to
discover opportunities for improvement that may result in lower cost, fewer resources,
and higher quality.

In the context of outsourcing, benchmarking can be used to measure the perfor-
mance of an outsourced process with the same process as performed by other outsourcing
firms, as well as to compare it with the same process as performed internally by other
organizations. The objective is the same: to learn whether a particular outsourcing
solution is performing effectively and efficiently. Benchmarking is discussed in further
detail in Chapter 4.

Third-Party Service Delivery Management

Service delivery management is the institution of controls and metrics to ensure that
services are performed properly and with a minimum of incidents and defects. When
activities are transferred to a service provider, service delivery management has some
added dimensions and considerations.

When service delivery management is used to manage an external service provider,
the service provider must be required to maintain detailed measurements of its work
output. The organization utilizing an external service provider needs to also maintain
detailed records of work received, as well as to perform its own defect management
controls in order to ensure that the work performed by the service provider meets qual-
ity standards. Problems and incidents encountered by the organization should be doc-
umented and transmitted to the service provider in order to improve quality.

These activities should be included in the service level agreement (SLA) or in the
contract in order to ensure that the customer will be able to impose financial penalties
or other leverage onto the service provider in order to improve quality while maintain-
ing minimum work output.

Service delivery standards are defined in the international standard, ISO 20000.
Relevant controls from this standard can be used to impose a standard method for
managing service delivery by the service provider.

Software-as-a-Service Considerations

Software as a Service (Saa$) is an arrangement where an organization obtains a software
application for use by its employees, where the software application is hosted by the
software provider, as opposed to the customer organization. The primary advantages of
using SaaS$ as opposed to self hosting are

e Capital savings The SaaS provider hosts the application on its own servers,
thereby eliminating the need to purchase servers and other equipment.

e Labor savings The SaaS provider performs all systems and database
administration functions, including typical administrative tasks such as
applying software or operating system patches, performance and capacity
management, software upgrades, and troubleshooting.
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NOTE An organization that is considering a Saa$ provider for one of its
applications will need to ensure that the SaaS provider has adequate controls
in place to protect the organization’s data. In particular, the SaaS provider
should have controls in place that will prevent one SaaS customer from being
able to view the data associated with a different customer.

An organization can consider a SaaS provider to be similar to other service provid-
ers. Generally, methods used to determine the integrity and quality of a SaaS provider
would be the same as used with other service providers.

Change Management

Change management is a business process that is used to control changes made to an
IT environment. A formal change-management process consists of several steps that are
carried out for each change:

e Request

e Review

e Approve

e Perform change
e Verify change

Each step in change management includes recordkeeping. Change management is
covered in detail in Chapter 4.

Financial Management

Sound financial management is critical in any organization. Because IT is a cost-inten-
sive activity, it is imperative that the organization be well managed, with short-term
and long-term budget planning, and that it track actual spending.

One area where senior management needs to make strategic financial decisions in IT
is the manner in which it acquires software applications. At the steering committee level,
IT organizations need to carefully weigh “make versus buy” with its primary applica-
tions. This typically falls into three alternatives:

e Develop the application The organization develops the application using
in-house or contracted software developers, designers, and analysts.

¢ Purchase the application The organization licenses the application from
a software vendor and installs it on servers that it leases or purchases.

¢ Rent the application This generally refers to the Software-as-a-Service (SaaS)
model, where the application service provider hosts the application on its
own premises (or on an Internet data center), and the organization using the
software pays either a fixed fee or an on-demand fee. The organization will
have no capital cost for servers, and little or no development cost (except,
possibly, for interfaces to other applications).
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The choice that an organization makes is not just about the finances, but is also
concerned with the degree of control that the organization requires.

IT financial management is about not only applications, but also the other services
that an IT organization provides. Other functions such as service desk, PC build and
support, e-mail, and network services can likewise be insourced or outsourced, each
with financial and other implications.

NOTE Many larger organizations employ a “chargeback” feature for the
delivery of IT services.This is a method where an IT organization charges
(usually through budget transfers but occasionally through real funds) for the
services that it provides.The advantage to chargeback is that the customers
of the IT organization are required to budget for IT services and are less likely
to make frivolous requests of IT, since every activity has a cost associated

with it. Chargeback may also force an IT organization to be more competitive,
as chargeback may invite IT’s customers to acquire services from outside
organizations and not from the internal IT organization. Chargeback can thus

be viewed as outsourcing to the internal IT organization.

Quality Management

Quality management refers to the methods by which business processes are controlled,
monitored, and managed to bring about continuous improvement. The scope of a
quality management system in an IT organization may cover any or all of the following
activities:

e Software development
e Software acquisition
e Service desk

e [T operations

e Security

The components that are required to build and operate a quality management
system are

e Documented processes FEach process that is a part of a quality management
system must be fully documented. This means that all of the tasks, notifications,
records, and data flows must be fully described in formal process documents
that are themselves controlled.

¢ Key measurements Each process under quality management must have some
key measurement points so that management will be able to understand the
frequency and effort expended for the process. Measurement goes beyond
simply tallying and must include methods for recognizing, classifying, and
measuring incidents, events, problems, and defects.
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e Management review of key measurements Key measurements need to be
regularly analyzed and included in status reports that provide meaningful
information to various levels of management. This enables management to
understand how key processes are performing, and whether they are meeting
management’s expectations.

e Audits Processes in a quality management system should be periodically
measured by internal or external auditors to ensure that they are being operated
properly. These auditors need to be sufficiently independent of the processes
and of management itself so that they can objectively evaluate processes.

e Process changes When key measurements suggest that changes to a process
are needed, a business or process analyst will make changes to the design of a
process. Examples of process changes include the addition of data fields in a
change request process, the addition of security requirements to the software
development process, or a new method for communicating passwords to the
users of newly created user accounts.

NOTE An organization should document and measure its quality
management processes, just as it does with all of the processes under
its observation and control. This will help to confirm whether the
quality management system itself is effective.

1SO 9000
Established in the 1980s, ISO 9000 remains the world’s standard for quality manage-
ment systems. The ISO 9001, 9002, 9003, and 9004 standards have been superseded by
the single ISO 9001:2008 Quality Management System standard.

Organizations that implement the ISO 9001:2008 standard can voluntarily undergo
regular external audits by an accredited firm to earn an ISO 9001:2008 certification.

NOTE ISO 9000 began as a manufacturing product quality standard.While
many manufacturing firms are certified to ISO 9000, the standard is growing in
popularity among service providers and software development organizations.

1SO 20000

IT organizations have been adopting the IT Infrastructure Library (ITIL) of IT service man-

agement processes as a standard framework for IT processes. Organizations that desire a

certification can be evaluated by an accredited external audit firm to the ISO 20000 IT

Service Management standard. ISO 20000 supersedes the earlier BS 15000 standard.
The ITIL framework consists of 13 processes in five process groups:

e Service Delivery Processes The six processes in this group are capacity
management, service continuity and availability management, service level management,
service reporting, information security management, and budgeting and accounting.
Capacity management is the practice of ensuring that IT systems have sufficient
capacity to service business needs. Service continuity and availability management

https://t.me/learningnets



Chapter 2: IT Governance and Risk Management

is the practice of guaranteeing that IT systems will function despite disruptive
events such as equipment malfunctions and disasters. This is covered in detail
in Chapter 7. Security management is covered throughout this book. Service
level management and service reporting are covered in Chapter 5.

e Control Processes The two processes in this group are configuration
management and change management. Configuration management is the
practice of recording configuration changes in IT systems; this is discussed
in Chapter 5.

e Release Processes The process in this group is release management. This is the
practice of promoting software and configuration changes onto production
systems. This topic is discussed in Chapter 5.

e Relationship Processes The two processes in this group are business
relationship management and supplier management. Business relationship
management is beyond the scope of this book. Supplier management is
discussed lightly in this chapter in the earlier section, “Sourcing.”

e Resolution Processes The two processes in this group are incident management
and problem management. An incident is any event that is not a part of the
standard operation of an IT service and which causes an interruption to or
reduction in quality of an IT service. A problem is the underlying cause of one
or more incidents. These topics are discussed in Chapter 5.

All of these processes are interrelated and together constitute an effective framework
for IT’s primary function: delivering valuable services to enable key organization processes.

Security Management

Security management refers to several key activities that all work to identify risks and
risk treatment for the organization'’s assets. In most organizations these activities should
include

e Security governance Security governance is the practice of setting organization
security policy, and then taking steps to ensure that policy is followed.
Security governance also is involved with the management and continuous
improvement of other key security activities discussed in this section.

e Risk assessment This is the practice of identifying all of the key assets in use
by the organization, and identifying vulnerabilities and threats against each
asset. This is followed by the development of risk treatment strategies that
attempt to mitigate, transfer, avoid, or accept identified risks.

¢ Incident management This practice is concerned with the planned response
to security incidents, when they occur in the organization. An incident is
defined as a violation of security policy; such an incident may be minor (such
as a user choosing an easily guessed password) or major (such as a hacking
attack and theft of sensitive information). Some of the aspects of incident
management include computer forensics (the preservation of evidence that
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could be used in later legal action) and the involvement of regulatory
authorities and law enforcement.

e Vulnerability management This is the practice of proactively identifying
vulnerabilities in IT systems, as well as in business processes, which could be
exploited to the detriment of the organization. Activities that take place in
vulnerability management include security scanning, patch management, and
reviewing threat and risk advisories issued by software vendors and security
organizations.

e Access and identity management These practices are used to control which
persons and groups may have access to which organization assets, systems,
and functions. Identity management is the activity of managing the identity of
each employee, contractor, temporary worker, and optionally, customer. These
records are then used as the basis for controlling which buildings, IT systems,
and business functions each person is permitted to use.

e Compliance management Security management should be responsible for
knowing which laws, regulations, standards, requirements, and legal contracts
the organization is required to comply with. Verification of compliance may
involve internal or external audits and other activities to confirm that the
organization is in compliance with all of these legal and other requirements.

¢ Business continuity and disaster recovery planning These practices allow
the organization to develop response plans in the event that a disaster should
occur that would otherwise threaten the ongoing viability of the organization.
Business continuity and disaster recovery planning is covered in detail in
Chapter 7.

Optimizing Performance

Performance optimization is concerned with the continual improvement of IT processes
and systems. This set of activities is concerned not only with financial efficiency, but also
with the time and resources required to perform common IT functions. The primary
objective of IT performance optimization is to ensure that the organization is getting the
maximum benefit of IT services for the lowest possible expenditure of resources.

Performance optimization is considered a rather mature approach to the manage-
ment of IT processes and systems. It requires mature processes with key controls and
measurement points, and is one of the natural results of effective quality management.
See the earlier section “Quality Management” for more information on this perspective.

Performance optimization is a complicated undertaking, because IT systems and
processes usually change frequently over time; it can be difficult to attribute specific
changes in systems or processes to changes in performance metrics.

Maturity models such as SEIl CMMI (Software Engineering Institute Capability Matu-
rity Model Integration) can be used to determine the level of an organization'’s processes.
SEI CMMI focuses on whether an organization’s processes have a level of maturity associ-
ated with measurement and continuous improvement.

The COBIT (Control Objectives for Information and related Technology) frame-
work also contains facilities to identify and measure key performance indicators, with
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the aim of enabling continuous improvement to processes and technology. The COBIT
framework contains 34 key IT processes, along with the means for any individual orga-
nization to determine how much (and what kind of) control is appropriate for each
organization, based upon its business objectives and how IT supports them.

Organization Structure and Responsibilities

Organizations require structure to distribute responsibility to groups of people with
specific skills and knowledge. The structure of an organization is called an organization
chart (org chart). Figure 2-5 shows a typical IT organization chart.

Organizing and maintaining an organization structure requires that many factors
be taken into account. In most organizations, the org chart is a living structure that
changes frequently, based upon several conditions including

e Short- and long-term objectives Organizations sometimes move departments
from one executive to another so that departments that were once far from
each other (in terms of the org chart structure) will be near each other. This
provides new opportunities for developing synergies and partnerships that did
not exist before the reorganization (reorg). These organizational changes are
usually performed to help an organization meet new objectives that require new
partnerships and teamwork that were less important before.

ClO
Development Operations Project Securit Support
P P Management 4 PP
Application | Network | Program | Access Service
Architecture Operations Management Management Desk
| | Systems I | | Project || Vulnerability Technical
Design elecom Management Management Support
Project Incident
—{Development — Systems — . . —
Engineering Management
Compliance
QA —1 Database | Management
Disaster
—1 Data Center “— Recovery
Planning
— Data Input

Figure 2-5 Typical IT organization chart
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e Market conditions Changes in market positions can cause an organization
to realign its internal structure in order to strengthen itself. For example, if a
competitor lowers its prices based on a new sourcing strategy, an organization
may need to respond by changing its organizational structure in order to put
experienced executives in charge of specific activities.

e Regulation New regulations may induce an organization to change its
organizational structure. For instance, an organization that becomes highly
regulated may elect to move its security and compliance group away from IT
and place it under the legal department, since compliance has much more to
do with legal compliance than industry standards.

e Attrition and available talent When someone leaves the organization (or
moves to another position within the organization), particularly in positions
of leadership, a space opens in the org chart that often cannot be filled right
away. Instead, senior management will temporarily change the structure of
the organization by moving the leaderless department under the control
of someone else. Often, the decisions of how to change the organization
will depend upon the talent and experience of existing leaders, in addition
to each leader’s workload and other factors. For example, if the director of
IT program management leaves the organization, the existing department
could temporarily be placed under the IT operations department, in this case
because the director of IT operations used to run IT program management.
Senior management can see how that arrangement works out and later decide
whether to replace the director of IT program management position or to do
something else.

NOTE Many organizations use formal succession planning as a way of
preparing for unexpected changes in the organization, especially terminations
and resignations.A succession plan helps the organization to temporarily fill
an absent position until a long-term replacement can be found.

This structure serves as a top-down and bottom-up conduit of communication.
Figure 2-6 depicts the communication and control that an organization provides.
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Roles and Responsibilities

The topic of roles and responsibilities is multidimensional: it encompasses positions
and relationships on the organization chart, it defines specific job titles and duties, and
it denotes generic expectations and responsibilities regarding the use and protection of
assets.

Individual Roles and Responsibilities
Several roles and responsibilities fall upon all individuals throughout the organization.

e Executive management The most senior managers and executives
in an organization are responsible for developing the organization's
mission, objectives, and goals, as well as policy. Executives are responsible
for enacting security policy, which defines (among other things) the
protection of assets.

e Owner An owner is an individual (usually but not necessarily a
manager) who is the designated owner-steward of an asset. Depending
upon the organization'’s security policy, an owner may be responsible for
the maintenance and integrity of the asset, as well as for deciding who is
permitted to access the asset. If the asset is information, the owner may
be responsible for determining who may access and make changes to the
information.

e Manager A manager is, in the general sense, responsible for obtaining
policies and procedures and making them available to their staff members.
They should also, to some extent, be responsible for their staff members’
behavior.

e User Users are individuals (at any level of the organization) who use assets
in the performance of their job duties. Each user is responsible for how he
or she uses the asset, and does not permit others to access the asset in his or
her name. Users are responsible for performing their duties lawfully and for
conforming to organization policies.

These generic roles and responsibilities should apply all across the org chart to include
every person in the organization.

NOTE The roles and responsibilities of executives, owners, managers, and
users should be formally defined in an organization’s security policy.

Job Titles and Job Descriptions

A job title is a label that is assigned to a job description. It denotes a position in the
organization that has a given set of responsibilities, and which requires a certain level
and focus of education and prior experience.
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NOTE The exam may present questions that address proper procedures
for the audit of a specified job title. When considering your response, you
should consider the job role assigned with the specific title rather than
focusing on the title itself. Questions that address job titles are intended to
examine understanding of their related roles—an example being the Network
Management role associated with the Network Engineer title.

An organization that has a program of career advancement may have a set of career
paths or career ladders that are models showing how employees may advance. For each
job title, a career path will show the possible avenues of advancement to other job titles,
and the experience required to reach those other job titles.

Job titles in IT have matured and are quite consistent across organizations. This
consistency helps organizations in several ways:

e Recruiting When the organization needs to find someone to fill an open
position, the use of standard job titles will help prospective candidates more
easily find positions that match their criteria.

e Compensation baselining Because of the chronic shortage of talented IT
workers, organizations are forced to be more competitive when trying to
attract new workers. To remain competitive, many organizations periodically
undertake a regional compensation analysis to better understand the levels of
compensation paid to IT workers in other organizations. The use of standard
job titles makes the task of comparing compensation far easier.

e Career advancement When an organization uses job titles that are
consistent in the industry, IT workers have a better understanding of the
functions of positions within their own organizations and can more easily
plan how they can advance.

The remainder of this section includes many IT job titles with a short description
(not a full job description by any measure) of the function of that position.

Virtually all organizations also include titles that denote the level of experience,
leadership, or span of control in an organization. These titles may include executive
vice president, senior vice president, vice president, senior director, director, general
manager, senior manager, manager, and supervisor. Larger organizations will use more
of these, and possibly additional titles such as district manager, group manager, or area
manager.

Executive Management Executive managers are the chief leaders and policy-
makers in an organization. They set objectives and work directly with the organization’s
most senior management to help make decisions affecting the future strategy of the
organization.

e CIO (chief information officer) This is the title of the topmost leader in a
larger IT organization.
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e CTO (chief technical officer) This position is usually responsible for an
organization’s overall technology strategy. Depending upon the purpose of
the organization, this position may be separate from IT.

e (SO (chief security officer) This position is responsible for all aspects
of security, including information security, physical security, and possibly
executive protection (protecting the safety of senior executives).

e CISO (chief information security officer) This position is responsible for
all aspects of data-related security. This usually includes incident management,
disaster recovery, vulnerability management, and compliance.

e CPO (chief privacy officer) This position is responsible for the protection
and use of personal information. This position is found in organizations that
collect and store sensitive information for large numbers of persons.

Software Development Positions in software development are involved in the
design, development, and testing of software applications.

e Systems architect This position is usually responsible for the overall
information systems architecture in the organization. This may or may not
include overall data architecture as well as interfaces to external organizations.

e Systems analyst A systems analyst is involved with the design of
applications, including changes in an application’s original design. This
position may develop technical requirements, program design, and software
test plans. In cases where organizations license applications developed by
other companies, systems analysts design interfaces to other applications.

e Software developer, programmer This position develops application
software. Depending upon the level of experience, persons in this position
may also design programs or applications. In organizations that utilize
purchased application software, developers often create custom interfaces,
application customizations, and custom reports.

e Software tester This position tests changes in programs made by software
developers.

Data Management DPositions in data management are responsible for developing
and implementing database designs and for maintaining databases.

e Database architect This position develops logical and physical designs of
data models for applications. With sufficient experience, this person may also
design an organization’s overall data architecture.

e Database administrator (DBA) This position builds and maintains
databases designed by the database architect and those databases that are
included as a part of purchased applications. The DBA monitors databases,
tunes them for performance and efficiency, and troubleshoots problems.
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e Database analyst This position performs tasks that are junior to the
database administrator, carrying out routine data maintenance and
monitoring tasks.

Network Management DPositions in network management are responsible for
designing, building, monitoring, and maintaining voice and data communications net-
works, including connections to outside business partners and the Internet.

e Network architect This position designs data and (increasingly) voice
networks and designs changes and upgrades to the network as needed to
meet new organization objectives.

¢ Network engineer This position builds and maintains network devices such
as routers, switches, firewalls, and gateways.

¢ Network administrator This position performs routine tasks in the network
such as making minor configuration changes and monitoring event logs.

e Telecom engineer Positions in this role work with telecommunications
technologies such as data circuits, phone systems, and voicemail systems.

Systems Management Positions in systems management are responsible for
architecture, design, building, and maintenance of servers and operating systems. This
may include desktop operating systems as well.

e Systems architect This position is responsible for the overall architecture
of systems (usually servers), both in terms of the internal architecture of a
system, as well as the relationship between systems. This position is usually
also responsible for the design of services such as authentication, e-mail, and
time synchronization.

e Systems engineer This position is responsible for designing, building, and
maintaining servers and server operating systems.

e Storage engineer This position is responsible for designing, building, and
maintaining storage subsystems.

e Systems administrator This position is responsible for performing
maintenance and configuration operations on systems.

Operations Positions in operations are responsible for day-to-day operational tasks
that may include networks, servers, databases, and applications.

e Operations manager This position is responsible for overall operations that
are carried out by others. Responsibilities will include establishing operations
shift schedules.

e Operations analyst This position may be responsible for the development
of operational procedures; examining the health of networks, systems, and
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databases; setting and monitoring the operations schedule; and maintaining
operations records.

Controls analyst This position is responsible for monitoring batch jobs,
data entry work, and other tasks to make sure that they are operating correctly.

Systems operator This position is responsible for monitoring systems and
networks, performing backup tasks, running batch jobs, printing reports, and
other operational tasks.

Data entry This position is responsible for keying batches of data from
hardcopy sources.

Media librarian This position is responsible for maintaining and tracking
the use and whereabouts of backup tapes and other media.

Security Operations Positions in security operations are responsible for designing,
building, and monitoring security systems and security controls, to ensure the confiden-
tiality, integrity, and availability of information systems.

Security architect This position is responsible for the design of security
controls and systems such as authentication, audit logging, intrusion detection
systems, intrusion prevention systems, and firewalls.

Security engineer This position is responsible for designing, building, and
maintaining security services and systems that are designed by the security
architect.

Security analyst This position is responsible for examining logs from
firewalls, intrusion detection systems, and audit logs from systems and
applications. This position may also be responsible for issuing security
advisories to others in IT.

User account management This position is responsible for accepting
approved requests for user access management changes and performing the
necessary changes at the network, system, database, or application level. Often
this position is carried out by personnel in network and systems management
functions; only in larger organizations is user account management performed
in security or even in a separate user access department.

Security auditor This position is responsible for performing internal audits
of IT controls to ensure that they are being operated properly.

Service Desk Positions at the service desk are responsible for providing frontline
support services to IT and IT’s customers.

Helpdesk analyst This position is responsible for providing frontline user
support services to personnel in the organization.

Technical support analyst This position is responsible for providing technical
support services to other IT personnel, and perhaps also to IT customers.
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Segregation of Duties

Information systems often process large volumes of information that is sometimes high-
ly valuable or sensitive. Measures need to be taken in IT organizations to ensure that
individuals do not possess sufficient privileges to carry out potentially harmful actions
on their own. Checks and balances are needed, so that high-value and high-sensitivity
activities involve the coordination of two or more authorized individuals. The concept
of segregation of duties (SOD), also known as separation of duties, ensures that single indi-
viduals do not possess excess privileges that could result in unauthorized activities such
as fraud or the manipulation or exposure of sensitive data.

The concept of segregation of duties has been long-established in organization
accounting departments where, for instance, separate individuals or groups are respon-
sible for the creation of vendors, the request for payments, and the printing of checks.
Since accounting personnel frequently handle checks and currency, the principles and
practices of segregation of duties controls in accounting departments are the norm.

IT departments are lagging behind somewhat, since the functions in IT are less-often
involved in direct monetary activities (except in certain industries such as banking). But
thanks to financial scandals in the 1980s and 1990s that involved the illicit manipula-
tion of financial records, the need for full and formal IT-level segregation of duties is
now well recognized.

NOTE At its most basic form, the rule of segregation of duties specifies that
no single individual should be permitted or able to perform high-value, high-
sensitivity, or high-risk actions. Instead, two or more parties must be required
to perform these functions.

Segregation of Duties Controls
Preventive and detective controls should be put into place to manage segregation of
duties matters. In most organizations, both the preventive and detective controls will
be manual, particularly when it comes to unwanted combinations of access between
different applications. However, in some transaction-related situations, controls can be
automated, although they may still require intervention by others.

Some examples of segregation of duties controls include

¢ Transaction authorization Information systems can be programmed or
configured to require two (or more) persons to approve certain transactions.
Many of us see this in retail establishments where a manager is required
to approve a large transaction or a refund. In IT applications, transactions
meeting certain criteria (for example, exceeding normally accepted limits
or conditions) may require a manager’s approval to be able to proceed.

e Split custody of high-value assets Assets of high importance or value can be
protected using various means of split custody. For example, a password to an
encryption key that protects a highly valued asset can be split in two halves,
one half assigned to two persons, and the other half assigned to two persons,
so that no single individual knows the entire password. Banks do this for
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central vaults, where a vault combination is split into two or more pieces
so that two or more are required to open it.

e Workflow Applications that are workflow-enabled can use a second (or
third) level of approval before certain high-value or high-sensitivity activities
can take place. For example, a workflow application that is used to provision
user accounts can include extra management approval steps in requests for
administrative privileges.

e Periodic reviews IT or internal audit personnel can periodically review user
access rights to identify whether any segregation of duties issues exist. The
access privileges for each worker can be compared against a segregation of
duties control matrix. Table 2-2 shows an example matrix.

When SOD issues are encountered during a segregation of duties review, manage-
ment will need to decide how to mitigate the matter. The choices for mitigating a SOD
issue include

e Reduce access privileges Management can reduce individual user privileges
so that the conflict no longer exists.

¢ Introduce a new mitigating control If management has determined that
the person(s) need to retain privileges that are viewed as a conflict, then new
preventive or detective controls need to be introduced that will prevent or
detect unwanted activities. Examples of mitigating controls include increased
logging to record the actions of personnel, improved exception reporting to
identify possible issues, reconciliations of data sets, and external reviews of
high-risk controls.
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Systems Analyst OK OK X X X X X X X
SW Developer X OK X X X X X X X
SW Test X X X X X X X X X
DB Admin X X X X OK X X X X
Systems Admin X X X X OK OK X OK OK
Network Admin X X X X X OK X X X
Security Admin X X X X X X X X X
Systems Operator X X X X X OK X X OK
Helpdesk X X X X X OK X X OK

Table 2-2 Example Segregation of Duties Matrix Identifies Forbidden Combinations of Privileges
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NOTE An organization should periodically review its SOD matrix,
particularly if new roles or high-value applications are added or changed.

Auditing IT Governance

IT governance is more about business processes than it is about technology. This will
make audits of IT governance rely more on interviews and documentation reviews than
on inspections of information systems. Effective or ineffective IT governance is discern-
able in interviews of IT personnel as well as of business customers and end users.

NOTE Governance questions on the exam will consider the ISACA’s COBIT
strategies as the standard, but will be generic enough in nature to ensure that an
understanding of other common IT governance methods will remain applicable
to the test-taker. Focus here on the measures and instruments used to validate
the governance model.

Problems in IT governance will manifest themselves through a variety of symptoms:

¢ Discontentment among staff or end users Burned-out or overworked IT staff,
low IT morale, high turnover, and malaise among end users (about IT-supported
systems) can indicate an IT department that lacks maturity and is falling behind
on its methodology or is applying Band-Aid fixes to systems.

e Poor system performance Excessive incidents of unscheduled downtime, a
large backlog of support tasks, and long wait times indicate a lack of attention
to the quality of applications.

¢ Nonstandard hardware or software A mix of hardware or software technologies
among applications or end-user systems may indicate a lack of technology
standards, or the failure to enforce standards that are already in place.

e Project dysfunction An IT department suffering from late projects, aborted
projects, and budget-busting projects indicates a lack of program and project
management discipline.

e Highly critical personnel A disproportionate over-reliance on a few IT personnel
indicates that responsibilities are not fairly apportioned over the entire IT staff.
This may be a result of a lack of training, unqualified personnel, or high turnover.

Reviewing Documentation and Records

The heart of an IT audit is the examination of documentation and records. They tell the
story of IT control, planning, and day-to-day operations. When auditing IT governance,
the IS (information systems) auditor will need to review many documents:

e IT charter, strategy, and planning These documents will indicate management’s
commitment to IT strategic planning as a formally required activity. Other
documents that should be sought include IT steering committee meeting agendas,
minutes, and decision logs.
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e IT organization chart and job descriptions These documents give an
indication of the organization'’s level of maturity regarding the classification
of employees and their specific responsibilities. An org chart also depicts the
hierarchy of management and control. Job description documents describe
detailed responsibilities for each position in the IT organization. An IS
auditor’s interviews should include some inquiry into the actual skills and
experience of IT personnel, to see whether they correspond to their respective
job descriptions.

e HR /IT employee performance review process The IS auditor should
review the process and procedures used for employee performance reviews.
In particular, the IS auditor should view actual performance goals and
review documents to see how well individual employees’ goals align with
IT department objectives. Further, any performance problems identified in
performance reviews can be compared with documents that describe the
outcomes of key IT projects.

e HR promotion policy It will be helpful for the IS auditor to determine
whether the organization has a policy (written or not) of promoting
from within. In other words, when positions become available, does the
organization first look within its ranks for potential candidates, or are new
hires typically outsiders? This will influence both employee morale and the
overall effectiveness of the IT organization.

e HR manuals Documents such as the employee handbook, corporate
policies, and HR procedures related to hiring, performance evaluation, and
termination should exist, reflect regular management reviews, and reflect
practices that meet the organization’s business needs.

e Life-cycle processes and procedures Processes such as the software
development life cycle and change management should reflect the needs
of IT governance. The IS auditor should request records from the software
development life cycle (specifically, documents that describe specific
changes to IT systems and supporting infrastructure) and change
management process to see how changes mandated at the steering
group level are carried out.

e IT operations procedures IT operations process documents for activities
such as service desk, monitoring, and computer and network operations
should exist. The IS auditor should request records for these activities to
determine whether these processes are active.

e IT procurement process An IT organization needs to take a consistent
and effective approach to the procurement process. The process should
reflect management attention to due diligence, so that any supplier risks are
identified and mitigated in the procurement phase and reflected in the service
agreement contract. The goods and services provided by suppliers should be
required to adhere to the organization’s IT policies, processes, and standards;
exceptions should be handled in an exception process. Records should exist
that reflect ongoing attention to this process.
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¢ (Quality management documents An IT organization that is committed to
quality and improvement will have documents and records to support this
objective.

Like any other facets of an audit, the IS auditor needs to conduct several interviews
and walkthroughs to gain a level of confidence that these documents reflect the actual
management and operations of an IT organization. These interviews should include
staff from all levels of management, as well as key end users who can also attest to
IT’s organization and commitment to its governance program and the maturity of its
processes.

NOTE The IS auditor should also review the processes related to the
regular review and update of IT governance documents. Regular reviews
attest to active management involvement in IT governance.The lack of recent
reviews might suggest that management began a governance program but has
subsequently lost interest in it.

Reviewing Contracts

The IS auditor who is examining IT governance needs to examine the service agree-
ments between the organization and its key IT-related suppliers. Contracts should
contain several items:

e Service levels Contracts should contain a section on acceptable service
levels and the process followed when service interruptions occur. Service
outages should include an escalation path so that management can obtain
information from appropriate levels of the supplier's management team.

e Quality levels Contracts should contain specifications on the quality of goods
or services delivered, as well as remedies when quality standards are not met.

e Right to audit Contracts should include a right-to-audit clause that permits
the organization to examine the supplier’s premises and records upon
reasonable notice.

e Third-party audits Contracts should include provisions that require the
supplier to undergo appropriate and regular audits. Audit reports from these
audits should be available upon request, including remediation plans for any
significant findings found in the audit reports.

¢ Conformance to security policies Suppliers should be required to provide
goods or services that can meet the organization’s security policies. For
instance, if the organization’s security policy requires specific password-quality
standards, then the goods or services from suppliers should be able to meet
those standards.

e Protection and use of sensitive information Contracts should include
detailed statements that describe how the organization’s sensitive information
will be protected and used. This is primarily relevant in an online, SaaS
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(Software as a Service), or ASP (application service provider) model where
some of the organization’s data will reside on systems or networks that
are under the control of a supplier. The contract should include details
that describe how the supplier tests its controls to ensure that they are

still effective. Third-party audits of these controls may also be warranted,
depending upon the sensitivity of the information in question.

e Conformance to laws and regulations Contracts should require that the
supplier conform to all relevant laws and regulations. This should include
laws and regulations that the organization itself is required to conform to;
in other words, compliance with laws and regulations should flow to and
include suppliers. For example, if a health-care organization is required
to comply with HIPAA (Health Insurance Portability and Accountability
Act, a U.S. law that requires specific protections of patient health-care
information when in electronic form), any suppliers that store or manage
the organization'’s health-care-related information must be required to
also be in compliance with HIPAA regulations.

¢ Incident notification Contracts should contain specific language that
describes how incidents are handled and how the organization is notified of
incidents. This includes not only service changes and interruptions, but also
security incidents. The supplier should be required to notify the organization
within a specific period, and also provide periodic updates as needed.

e Source code escrow If the supplier is a software organization that uses
proprietary software as a means for providing services, the supplier should be
required to regularly deposit its software source code into a software escrow. A
software escrow firm is a third-party organization that will place software into
avault, and release it to customer organizations in the event of the failure of
the supplier’s business.

e Liabilities Contracts should clearly state which parties are liable for which
actions and activities. They should further specify the remedies taken should
any party fail to perform adequately.

e Termination terms Contracts should contain reasonable provisions that
describe the actions taken if the business relationship is terminated.

NOTE While the IS auditor may not be required to understand the nuances
of legal contracts, the auditor should look for these sections in contracts with
key suppliers.The IS auditor should also look for other contractual provisions
in supplier contracts that are specific to any unique or highly critical needs
that are provided by a supplier.

Reviewing Outsourcing

When an auditor is auditing an organization'’s key processes and systems, those processes
and systems that are outsourced require just as much (if not more) scrutiny than if they
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were performed by the organization’s own staff using its own assets. However, it may be
difficult to audit the services provided by a third-party supplier for several reasons:

e Distance The supplier may be located in a remote region, and travel to the
supplier’s location may be costly.

e Lack of audit contract terms The organization may not have a clause in
its contract with the supplier that requires cooperation with auditors. While
it may be said that the organization should have negotiated a right-to-audit
clause, this point may be moot at the time of the audit.

e Lack of cooperation The supplier might not cooperate with the organization'’s
auditors. Noncooperation takes many forms, including taking excessive time
to return inquiries and providing incomplete or inadequate records. An audit
report may include one or more findings (nonconformities) related to the lack
of cooperation; this may provide sufficient leverage to force the supplier to
improve its cooperation, or for the organization to look for a new supplier.

An ideal situation is one where a supplier undergoes regular third-party audits that
are relevant to the services provided, and where the supplier makes those audit results
available on request.

Summary

IT governance is the top-down management and control of an IT organization. Gover-
nance is usually undertaken through a steering committee that consists of executives
from throughout the organization. The steering committee is responsible for setting
overall strategic direction and policy, ensuring that IT strategy is in alignment with the
organization’s strategy and objectives. The wishes of the steering committee are carried
out through projects and tasks that steer the IT organization toward strategic objectives.
The steering committee can monitor IT progress through a balanced scorecard.

Enterprise architecture provides a meaningful way to depict complex IT environ-
ments in functional terms. The Zachman framework is most often used to represent IT
architecture in various layers of detail. Similarly, data flow diagrams illustrate the rela-
tionship between IT applications.

The IT steering committee is responsible for IT strategic planning. The IT steering
committee will develop and approve IT policies, and appoint managers to develop and
maintain processes, procedures, and standards, all of which should align with each
other and with the organization’s overall strategy.

Security governance is accomplished using the same means as IT governance: it
begins with board-level involvement that sets the tone for risk appetite and is carried
out through the chief information security officer (CISO), who develops security and
privacy policies, as well as strategic security programs including incident management,
vulnerability management, and identity and access management.

Risk management is the practice of identifying key assets and the vulnerabilities
they may possess and the threats that may harm them if permitted. This is accom-
plished through a risk assessment that identifies assets, threats, and vulnerabilities in
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detail, and is followed by specific risk treatment strategies used to mitigate, transfer,
avoid, or accept risks. A risk assessment may be qualitative, where threats and risks are
labeled on scales such as “high,” “medium,” and “low”; or it may be quantitative, where
risks are expressed in financial terms.

Key management practices will help ensure that the IT organization will operate
effectively. These practices include personnel management, which encompasses the hiring,
development, and evaluation of employees, as well as onboarding and offboarding
processes, and development of the employee handbook and other policies. Another
key practice area is sourcing, which is the management of determining where and by
whom key business processes will be performed; the basic choices are insourced or
outsourced, and on-site or off-site. The third key practice area is change management, the
formal process whereby changes are applied to IT environments in a way that reduces
risk and ensures highest reliability. The next practice area is financial management, a key
area, given that IT organizations are cost-intensive and require planning and analysis to
guarantee the best use of financial resources. Another practice area is quality management,
where processes are carefully measured and managed so that they may be continuously
improved over time. The next practice area is security management, which encompasses
several activities including risk assessments, incident management, vulnerability man-
agement, access and identity management, compliance management, and business
continuity and disaster recovery planning.

The IT organization should have a formal management and reporting structure, as
well as established roles and responsibilities, and written job descriptions. Roles and
responsibilities should address the need for segregation of duties, to ensure that high-
value and high-risk tasks must be carried out by two or more persons and recorded.

The IS auditor who is auditing IT governance and risk management needs to exam-
ine organization policies, processes, and records that reflect active involvement by
steering committees, management, and staff. The IS auditor must determine whether
the IT organization is operating in alignment with overall organization objectives and
according to the wishes of executive management.

Notes

e [T executives and the board of directors are responsible for imposing an IT
governance model encompassing IT strategy, information security, and formal
enterprise architectural mandates.

e Strategic planning is accomplished by the steering committee, addressing
the near-term and long-term requirements aligning business objectives and
technology strategies.

e Policies, procedures, and standards allow validation of business practices
against acceptable measures of regulatory compliance, performance, and
standard operational guidelines.

e Risk management involves the identification of potential risk and the appropriate
response for each threat based on impact assessment using qualitative and/or
quantitative measures for an enterprisewide risk management strategy.
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e Assigned IT management roles ensure that resource allocation, enterprise
performance, and operational capabilities coordinate with business
requirements by validating alignment with standards and procedures for
change management and compliance with sourcing, financial, quality, and
security controls.

e Formal organizational structure ensures alignment between operational
roles and responsibilities within the enterprise, where a separation of duties
ensures individual accountability and validation of policy alignment between
coordinated team members.

e Regular audit of the IT governance process ensures alignment with regulatory
and business mandates in the evolving enterprise by ensuring all documentation,
contracts, and sourcing policies are reviewed and updated to meet changes in the
living enterprise.

Questions

1. IT governance is most concerned with:
A. Security policy
B. IT policy
C. IT strategy
D. IT executive compensation
2. One of the advantages of outsourcing is:
A. It permits the organization to focus on core competencies.
B. Reduced costs.
C. Greater control over work performed by the outsourcing agency.
D. Elimination of segregation of duties issues.

3. An external IS auditor has discovered a segregation of duties issue in a high-
value process. What is the best action for the auditor to take?

A. Implement a preventive control.

B. Implement a detective control.

C. Implement a compensating control.

D. Document the matter in the audit report.

4. An organization has chosen to open a business office in another country
where labor costs are lower and has hired workers to perform business
functions there. This organization has:

A. Outsourced the function

B. Outsourced the function offshore
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C. Insourced the function on-site
D. Insourced the function at a remote location

5. An organization has discovered that some of its employees have criminal
records. What is the best course of action for the organization to take?

A. Terminate the employees with criminal records.

B. Immediately perform background checks, including criminal history, on
all existing employees.

C. Immediately perform background checks, including criminal history, on
all new employees.

D. Immediately perform background checks on those employees with
criminal records.

6. The options for risk treatment are:
A. Risk mitigation, risk reduction, and risk acceptance
B. Risk mitigation, risk reduction, risk transfer, and risk acceptance
C. Risk mitigation, risk avoidance, risk transfer, and risk acceptance
D. Risk mitigation, risk avoidance, risk transfer, and risk conveyance
7. Annualized loss expectancy (ALE) is defined as:
A. Single loss expectancy (SLE) times annualized rate of occurrence (ARO)
B. Exposure factor (EF) times the annualized rate of occurrence (ARO)
C. Single loss expectancy (SLE) times the exposure factor (EF)
D. Asset value (AV) times the single loss expectancy (SLE)
8. A quantitative risk analysis is more difficult to perform because:
A. It is difficult to get accurate figures on the impact of a realized threat.
B. It is difficult to get accurate figures on the frequency of specific threats.
C. It is difficult to get accurate figures on the value of assets.
D. It is difficult to calculate the annualized loss expectancy of a specific threat.

9. An IS auditor is examining the IT standards document for an organization
that was last reviewed two years earlier. The best course of action for the IS
auditor is:

A. Locate the IT policy document and see how frequently IT standards should
be reviewed.

B. Compare the standards with current practices and make a determination
of adequacy.

C. Report that IT standards are not being reviewed often enough.

D. Report that IT standards are adequate.
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. The purpose of a balanced scorecard is:
A. To measure the efficiency of an IT organization
B. To evaluate the performance of individual employees
C. To benchmark a process in the organization against peer organizations

D. To measure organizational performance and effectiveness against strategic
goals

Answers

1

. C. IT governance is the mechanism through which IT strategy is established,
controlled, and monitored through the balanced scorecard.

. A. Outsourcing is an opportunity for the organization to focus on core
competencies. When an organization outsources a business function, it no
longer needs to be concerned about training employees in that function.
Outsourcing does not always reduce costs, because cost reduction is not
always the primary purpose for outsourcing in the first place.

. D. The external auditor can only document the finding in the audit report. An
external auditor is not in a position to implement controls.

. D. An organization that opens a business office in another country and
staffs the office with its own employees is not outsourcing, but is insourcing.
Outsourcing is the practice of using contract labor, which is clearly not the
case in this example. In this case the insourcing is taking place at a remote
location.

. B. An organization that has discovered that some employees have criminal
records should have background checks performed on all existing employees,
and also begin instituting background checks (which should include criminal
history) for all new employees. It is not necessarily required to terminate these
employees; the specific criminal offenses may not warrant termination.

. C. The options for risk treatment are the actions that management will take
when a risk has been identified. The options are risk mitigation (where the
risk is reduced), risk avoidance (where the activity is discontinued), risk
transfer (where the risk is transferred to an insurance company), and risk
acceptance (where management agrees to accept the risk as-is).

. A. Annualized loss expectancy (ALE) is the annual expected loss to an asset. It
is calculated as the single loss expectancy (SLE—the financial loss experienced
when the loss is realized one time) times the annualized rate of occurrence
(ARO—the number of times that the organization expects the loss to occur).

. B. The most difficult part of a quantitative risk analysis is a determination of
the probability that a threat will actually be realized. It is relatively easy to
determine the value of an asset and the impact of a threat event.
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9. C. IT standards that have not been reviewed for two years are out of date. If
the IS auditor finds an IT policy that says that IT standards can be reviewed
every two years, then there is a problem with IT policy as well; two years is far
too long between reviews of IT standards.

10. D. The balanced scorecard is a tool that is used to quantify the performance of
an organization against strategic objectives. The focus of a balanced scorecard
is financial, customer, internal processes, and innovation/learning.
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CHAPTER W

The Audit Process

This chapter discusses the following topics:
¢ Audit management
* ISACA auditing standards, procedures, and guidelines
* Audit and risk analysis
* Internal controls
* Performing an audit
The topics in this chapter represent |0 percent of the CISA examination.

The IS audit process is the procedural structure used by auditors to assess and evaluate
the effectiveness of the IT organization and how well it supports the organization’s
overall goals and objectives. The audit process is backed up by the framework that is the
ISACA code of ethics, ISACA audit standards, guidelines, and audit procedures. This
framework is used to ensure that auditors will take a consistent approach from one
audit to the next throughout the entire industry. This will help to advance the entire
audit profession and facilitate its gradual improvement over time.

Audit Management

An organization’s audit function should be managed so that an audit charter, strategy,
and program can be established; audits performed; recommendations enacted; and
auditor independence assured throughout. The audit function should align with the organi-
zation’s mission and goals, and work well alongside IT governance and operations.

The Audit Charter

As with any formal, managed function in the organization, the audit function should
be defined and described in a charter document. The charter should clearly define roles
and responsibilities that are consistent with ISACA audit standards and guidelines (in-
cluding but not limited to ethics, integrity, and independence). The audit function
should have sufficient authority that its recommendations will be respected and imple-
mented, but not so much power that the audit tail will wag the IS dog.

19
https://t.me/learningnets



CISA Certified Information Systems Auditor All-in-One Exam Guide

80

The Audit Program

An audit program is the term used to describe the audit strategy and audit plans that
include scope, objectives, resources, and procedures used to evaluate a set of controls
and deliver an audit opinion. You could say that an audit program is the plan for con-
ducting audits over a given period.

The term “program” in audit program is intended to evoke a similar “big picture”
point of view as the term program manager does. A program manager is responsible for
the performance of several related projects in an organization. Similarly, an audit pro-
gram is the plan for conducting several audits in an organization.

Strategic Audit Planning

The purpose of audit planning is to determine the audit activities that need to take
place in the future, including an estimate on the resources (budget and manpower)
required to support those activities.

Factors that Affect an Audit
Like security planning, audit planning must take into account several factors:

e Organization strategic goals and objectives The organization'’s overall
goals and objectives should flow down to individual departments and their
support of these goals and objectives. These goals and objectives will translate
into business processes, technology to support business processes, controls for
both the business processes and technologies, and audits of those controls.
This is depicted in Figure 3-1.

e New organization initiatives Closely related to goals and objectives,
organizations often embark on new initiatives, whether new products,
new services, or new ways of delivering existing products and services.

e Market conditions Changes in the product or service market may have
an impact on auditing. For instance, in a product or services market where
security is becoming more important, market competitors could decide to
voluntarily undergo audits in order to show that their products or services
are safer or better than the competition’s. Other market players may need to
follow suit for competitive parity. Changes in the supply or demand of supply-
chain goods or services can also affect auditing.

e Changes in technology Enhancements in the technologies that support
business processes may affect business or technical controls, which in turn
may affect audit procedures for those controls.

¢ Changes in regulatory requirements Changes in technologies, markets, or
security-related events can result in new or changed regulations. Maintaining
compliance may require changes to the audit program. In the 20-year period
preceding the publication of this book, many new information security-related
regulations have been passed or updated, including the Gramm-Leach-Bliley
Act, the Sarbanes-Oxley Act, the Health Insurance Portability and Accountability
Act, as well as U.S. federal and state laws on privacy.
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Figure 3-1
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All of the changes listed here usually translate into new business processes or chang-
es in existing business process. Often, this also involves changes to information systems
and changes to the controls supporting systems and processes.

Changes in Audit Activities

These external factors may affect auditing in the following ways:

e New internal audits Business and regulatory changes sometimes compel
organizations to audit more systems or processes. For instance, after passage
of the Sarbanes-Oxley Act of 2002, U.S. publicly traded companies had to
begin conducting internal audits of those IT systems that support financial
business processes.

e New external audits New regulations or competitive pressures could
introduce new external audits. For example, virtually all banks and many
merchants had to begin undergoing external PCI audits when that standard
was established.

e Increase in audit scope The scope of existing internal or external audits
could increase to include more processes or systems.

e Impacts on business processes This could take the form of additional steps
in processes or procedures, or additions/changes in recordkeeping or record
retention.

Resource Planning

At least once per year, management needs to consider all of the internal and external
factors that affect auditing to determine the resources required to support these activi-
ties. Primarily, resources will consist of budget for external audits and manpower for
internal audits.
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Additional external audits usually require additional man-hours to meet with exter-
nal auditors; discuss scope; coordinate meetings with process owners and managers;
discuss audits with process owners and managers; discuss audit findings with auditors,
process owners, and managers; and organize remediation work.

Internal and external audits usually require information systems to track audit ac-
tivities and store evidence. Taking on additional audit activities may require additional
capacity on these systems.

Additional internal audits require all of the previously mentioned factors, plus time
for performing the internal audits themselves. All of these details are discussed in this
chapter, and in the rest of this book.

Audit and Technology

ISACA auditing standards require that the auditor retain technical competence. With
the continuation of technology and business process innovation, auditors need to con-
tinue learning about new technologies, how they support b