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Purdue Model Overview



Level 0 — Process: Consists of a wide variety of sensors, actuators and
devices involved in the basic manufacturing processes.

Level 1 — Basic Control: Consists of basic controllers that control and
manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Level 3 - Site level

Level 3, the site level represents the highest level of industrial
automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control
functions.

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access
to services provided by the enterprise network reside.

Level 5 — Enterprise

Level 5 is where the centralized IT systems and functions exist.
Enterprise resource management, business-to-business, and
business-to-customer servicers typically reside at this level.

The Purdue model for Control Heirarchy is a
common and well-understood model in
Manufacturing industry that segments
devices and equipment into hierarchical
functions.

Cevers)

Enterprise
Zone
Site Business Planning and Logistics Network

Manufacturing
Zone

CellArea
Zone

Safety
Zone

Safety-Critical




Level 0 — Process: Consists of a wide variety of sensors, actuators and | The Purdue model for Control Heirarchy is a
devices involved in the basic manufacturing processes. common and well-understood model in

Level 1 — Basic Control: Consists of basic controllers that control and Manufactu ring industry that segments
devices and equipment into hierarchical
functions.

manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Erierprse Neterk Cewei)

Site Business Planning and Logistics Network

Enterprise
Level 3 - Site level £one
Level 3, the site level represents the highest level of industrial

automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control | RIELTZYIOELY

functions. Zone

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access CollArea
to services provided by the enterprise network reside. Yone

Level 5 — Enterprise
Level 5 is where the centralized IT systems and functions exist.

Enterprise resource management, business-to-business, and Safety B
. . : . . Safety-Critical
business-to-customer servicers typically reside at this level. Zone




Level 0 — Process: Consists of a wide variety of sensors, actuators and
devices involved in the basic manufacturing processes.

Level 1 — Basic Control: Consists of basic controllers that control and
manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Level 3 - Site level

Level 3, the site level represents the highest level of industrial
automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control
functions.

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access
to services provided by the enterprise network reside.

Level 5 — Enterprise

Level 5 is where the centralized IT systems and functions exist.
Enterprise resource management, business-to-business, and
business-to-customer servicers typically reside at this level.

The Purdue model for Control Heirarchy is a
common and well-understood model in
Manufacturing industry that segments
devices and equipment into hierarchical
functions.

Cevers)

Enterprise
Zone
Site Business Planning and Logistics Network

Manufacturing
Zone

CellArea
Zone

Safety
Zone

Safety-Critical




Level 0 — Process: Consists of a wide variety of sensors, actuators and
devices involved in the basic manufacturing processes.

Level 1 — Basic Control: Consists of basic controllers that control and
manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Level 3 - Site level

Level 3, the site level represents the highest level of industrial
automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control
functions.

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access
to services provided by the enterprise network reside.

Level 5 — Enterprise

Level 5 is where the centralized IT systems and functions exist.
Enterprise resource management, business-to-business, and
business-to-customer servicers typically reside at this level.

The Purdue model for Control Heirarchy is a
common and well-understood model in
Manufacturing industry that segments
devices and equipment into hierarchical
functions.

Cevers)

Enterprise
Zone
Site Business Planning and Logistics Network

Manufacturing
Zone

CellArea
Zone

Safety
Zone

Safety-Critical




Level 0 — Process: Consists of a wide variety of sensors, actuators and | The Purdue model for Control Heirarchy is a
devices involved in the basic manufacturing processes. common and well-understood model in

Level 1 — Basic Control: Consists of basic controllers that control and Manufactu ring industry that segments
devices and equipment into hierarchical
functions.

manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Erierprse Neterk Cewei)

Site Business Planning and Logistics Network

Enterprise
Level 3 - Site level £one
Level 3, the site level represents the highest level of industrial

automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control | RIELTZYIOELY

functions. Zone

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access CollArea
to services provided by the enterprise network reside. Yone

Level 5 — Enterprise
Level 5 is where the centralized IT systems and functions exist.

Enterprise resource management, business-to-business, and Safety B
. . : . . Safety-Critical
business-to-customer servicers typically reside at this level. Zone




Level 0 — Process: Consists of a wide variety of sensors, actuators and | The Purdue model for Control Heirarchy is a
devices involved in the basic manufacturing processes. common and well-understood model in

Level 1 — Basic Control: Consists of basic controllers that control and Manufactu ring industry that segments
devices and equipment into hierarchical
functions.

manipulate the manufacturing process, the key functions is to
interface with thee Level 0 devices (I/O, linking devices, bridges, etc.).

Level 2 — Area Control
Level 2 represents the systems and functions associated with the
runtime supervision and operation of an area of a production facility.

Erierprse Neterk Cewei)

Site Business Planning and Logistics Network

Enterprise
Level 3 - Site level £one
Level 3, the site level represents the highest level of industrial

automation and control systems. The systems and applications that
exist at this level manage site wide industrial automation and control | RIELTZYIOELY

functions. Zone

Level 4 - Site Business Planning and Logistics
Level 4 is where the functions and systems that need standard access CollArea
to services provided by the enterprise network reside. Yone

Level 5 — Enterprise
Level 5 is where the centralized IT systems and functions exist.

Enterprise resource management, business-to-business, and Safety B
. . : . . Safety-Critical
business-to-customer servicers typically reside at this level. Zone




Edge

B
Tr

+
=
i

Enterprise

—
' I ~ ' [ =/
1 HW/Local | - ’ I e
| Connection Q PR o 1 I Data
(Seral, I°C, g E | ® J I Marketplace
jSensors and BLE, elc)  «gpanejor | 3 ! ' l
1 Actuators Device | o ! IJ' !
oo ‘ ot : ! = 74
I |y S | BL—w M
| Edde 2 | | lathenticationt | e Diln . uouopes -
HWi/Local Netwbrk -— e . Authentication
! @ Connection > ¥ I Data Analytics
Ptk LIS e Q - ] Persistence
. (Senial, I2C | > i '
:Sensas and BLE,etc) |oT | 1T g 1 : I
g Actuators Device | Gateway - ! i -
T e e e R R A W S W e e e e 4 o ' l . > N
© ! T g i re)
---------------- ! g : : Stream Proces,s'.g ProEcveesrgng D'sPa‘Ch aﬂd
C'-:)v:nn;gn Q ; %‘ : I Platform and Policy  Orchestration
- Ld SRR R R R R R R SRR AR R R R R R R e e e e
I (Serial, I'C, - - : i I
Sensorsand BLE.e)  gimple | s [ ! Zen '
I Actuators loT Device ! (I',, | i : aﬁs Ilﬁ%\ :
S [ y | Management  Edge Device Daa 1
1 1 I Console Management  Visuakization |

https://t. me/learningnets

=, IR

| [

I 1 ——— ~ Data

: 1 Data Visualization

I : Warehouse

| I

| I

| [

| 1

.' : \
8 I

I Data

I ",_’ M Analytics

Line of Workflow |
Business P‘occss‘es’ !
System :




Purdue Model: Structured approach for organizing
devices, systems, and functions in industrial control
environments.

Levels: Different levels with corresponding
functions.

Importance: Crucial for designing secure and efficient
cybersecurity systems.
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