Using Conditional Access
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What is Conditional Access?

* Conditional Access is a tool in Azure that
brings signals together for access
decision making

e Signals help in decision making on
whether to allow access or enforce
certain policies
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The Dilemma of Modern Administration

 Administrators today must
allow users to be productive
anywhere at anytime, and from ot Ve pp e

a massive selection of e .
oS O C -]
applications ‘ ) s
e Administrators are also .® =

expected to protect N '\ R N
organizational data/assets all at

the same time
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Signals and Outcome

SIGNALS DECISIONS
User or group membership e Block Access
IP Location information e Grant Access
Device — Require MFA
Microsoft Cloud App Security — Compliant Device
Application — Require Hybrid Azure AD Joined
Real-time and calculated risk — Require Approved App
detection
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